NHOOPMAILIMOHHAA ITAMATKA U1 OBYHAIOIINXCA JIA
PASMEIIEHMA HA OOUTLIMAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IITKOJILHUKH
OJIHU U3 CaMbIX AKTUBHBIX NOJIb30BaTene Pynera. Mexay TemM, MOMUMO
OTPOMHOTO KOJINUECTBAa BO3ZMOXKHOCTEH, UHTEPHET HECET U POOIeMbl. JTa
maMsITKa JOJDKHA IIOMOYb TeOe O€30I1acHO HaXOAUTHCS B CETH.

KommnerotepHbsie BUPYCHI

KomnbroTepHbIit BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPamMM,
OTIIMYUTENIBHONU OCOOEHHOCTBIO KOTOPOU SIBJIIETCSA CIIOCOOHOCTh K PA3MHOXKEHUIO.
B nomnonHenue k 3TOMy, BUPYChl MOTYT MTOBPEIUTH WJIM OJTHOCTHIO YHUUTOXUTh
Bce (hailyibl ¥ TaHHBIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro Obljia
3alyIIeHa 3apakeHHas IPorpaMMa, a TakKe MOBPEIUTh WU AK€ YHUITOXKHUTh
OIEPALIMOHHYIO CUCTEMY CO BCeMH (paiiiamMu B IIETIOM.

B OosiblIMHCTBE ClTydaeB paclpoOCTPaHSAIOTCS BUPYCHI Yepe3 UHTEPHET. MeTo bl
3aIUTHI OT BPEAOHOCHBIX MPOrpamM:

1. Micnonb3yit COBpeMEHHbIE ONEPAllMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBII
YPOBEHbB 3alIUThI OT BPEJJOHOCHBIX MPOTPaAMM;

2. [locTosinHO ycTaHaBnuBaii nmadytu (U poBbIE 3aIUIaTKH, KOTOPBIE
ABTOMATHUYECKH YCTAHABIMBAIOTCA C LEJIbI0 JOPAOOTKU IPOrPAMMBI) U APYTHE
OOHOBJIEHUS CBOEH onepallnoHHOM cucTeMbl. CKauuBail MX TOJBKO C
oduimanbpHoro caiira pazpadorunka OC. Ecnu cyiecTByeT pexkum
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUHU €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE O/ ITpaBaMH MOJIb30BaTENs, a HE
aAMUHUCTPATOPA. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX POTpaMM
MHCTAJNIMPOBATHCS HA TBOEM NEPCOHATIBLHOM KOMIIBIOTEPE;

4. Mcnonb3yi aHTUBUPYCHBIE IPOTPAMMHBIE IIPOIYKTHI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb HU3NIECKUHN JOCTYI K KOMITBIOTEPY YISl TOCTOPOHHUX JIHIT;

6. Ucnonb3yil BHENTHUE HOCUTENU MH(GOPMALIMH, TaKKE KaK (IIelKa, TUCK WU
¢aiin U3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (paiiyibl, TOJYYEHHBIE U3 HEHAEHKHBIX
MCTOYHUKOB. Jlaxke Te ¢aitibl, KOTOpbIE MpUCIal TBOW 3HAKOMBIH. Jlydre yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI Wi-Fi - 310 He BuJ nepeauu JaHHbIX, HE TEXHOJIOTHS, a BCETO JINIIb
Openn, mapka. Eme B 1991 rony Hunepnanackas KOMIaHus 3aperucTpupoBasia



openn "WECA", uro o603nauano cnoBocodyetanue "Wireless Fidelity", koTopsbrit
nepeBoAUTCS Kak "OecnpoBoAHAas TOUHOCTH". Jlo Halero BpeMeHu Joluia apyras
ab0peBuaTypa, KoTopas SIBJISETCS TaKOH e TEXHOJIoruel. ITo abopeBuatypa
"Wi-Fi". Takoe Ha3BaHue OBUIO JAHO C HAMEKOM Ha CTaHJapT BhICIIEH 3BYKOBOIl
texuuku Hi-Fi, 9to B nmepeBoze o3Hayaer "BbICOKas TOUHOCTD'.

Jla, 6ecTuraTHBIM HHTEPHET-IO0CTYII B Kade, OTEIAX U adpoIopTax sIBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIEPThI CUUTAIOT,
yT0 obmieaoctynHbie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeTbl 0 6€30MacCHOCTH padOTHI B 00IIEIOCTYITHBIX ceTax Wi-fi:

1. He mepenagaii cBoto nuunyto nHopmaiuio uepe3 odmenocrynusie Wi-Fi cetn.
PaGoTas B HUX, *KenaTeabHO HE BBOAUTH MApOJIH JIOCTYTIA, JOTUHBI U KAKHE-TO
HOMeEpa;

2. Ucnionb3yit U OOHOBJISIH aHTUBUPYCHBIE TPOrpaMMbl U OpanaMayep. TeM caMbIiM
ThI 00€30maculllb ce0s OT 3aKaYyKKU BUpYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonwzoBanuun Wi-Fi otkimtoun ¢pyukuuio "OOuwmit foctyn K daiinam u
npuHTepam". J[aHHast PyHKIUMS 3aKpbITA IO YMOJIYAHUIO, OJHAKO HEKOTOPHIE
MOJIb30BATENIM AKTUBUPYIOT €€ JJIsl YJI00CTBA UCIOIB30BaHUs B pab0Te Ui yueoe;

4. He ucnons3yit myonuunsiit WI-FI mis nepenaun TUYHBIX JaHHBIX, HATPUMED
JUISL BBIXOJIA B COUMAJIBHBIE CETH WIIHA B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonw3yit Tonbko 3amuiieHHoe coegunenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBoAU uMeHHO "https:/";

6. B moOunsHOM Tenedone orkmroun Gpynkiuio "Iloakmrouenue k Wi-Fi
aproMarnuecku". He gomyckail aBTOMaTH4ECKOIO MOJKIFOYEHUSI YCTPOMCTBA K
cetaM Wi-Fi 0e3 TBoero coriacusi.

CorumaabpHbIE CETH

CouuanbHble CETH aKTUBHO BXOJIAT B HAITY >KU3Hb, MHOTHE JIIOJIA Pa0OTAIOT U
’KUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUUTHAP.T YETOBEK,
YTO SIBJIICTCSI OJHOM CeIbMOM BCEX JKUTEJIEH IIaHeThl. MHOTr'He MoJIb30BaTeIu He
MMOHMMAIOT, YTO UH(pOpMAIUs, pa3MEIICHHAs UMHU B COITUATILHBIX CETSIX, MOXKET
OBITh HaliZiecHa U UCIIOJIb30BaHa K€M YTOJHO, B TOM YHUCJIE HE 0053aTENIbHO C
OJlaruMu HaMEpPEHUSIMU.

OCHOBHBIE COBETHI M0 0E€30ITACHOCTH B COLHATIBHBIX CETAX:

1. Orpanuyb CrUCOK Apy3eil. Y Te0s B Ipy3bsiX HE TOJDKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIFOJICH;



2. 3amuinaii CBOO 4acTHYIO ®u3Hb. He ykasbiBail maponu, TenedoHbl, ajapeca,
JaTy TBOETrO POXKJIEHUS U APYTYIO JUYHYIO MHPOPMALIHIO. 37T0YMBIIIEHHUKI
MOTYT UCIOJIb30BaTh Jlaxke HH(OPMAIIUIO O TOM, KaK Thl U TBOM POAUTENIN
IUIaHUPYETE IPOBECTH KAaHUKYJIBL; 3. 3alUIIAi CBOIO PEIyTALUIO - AEPKHU €€ B
YHCTOTE U 3a/laBail cebe BOMPOC: XOTeN ObI Thl, YTOOBI APYTHE TOIH30BATENN
BUJIEJIH, YTO ThI 3arpyxaeiib? [logymai, npexae ueM 4To-To OImyOJIUKOBAaTh,
HAIlUCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHIIIB C JIFOJIEMU, KOTOPBIX HE 3HACIITh, HE UCIIONB3YH CBOE
peanbHOe UM U APYTYIO JUYHYIO0 HH(POPMAIMU: UM, MECTO )KUTEIbCTBA, MECTO
y4eObl U TIpoUee;

5. N36erait pazmenenus potorpaduii B UHTepHETE, I/1e Thl U300paKEH HA
MECTHOCTH, 110 KOTOPOH MOKHO OTIPEJIEITUTh TBOE MECTOIOJIOKECHUE;

6. I[Ipu peructpainuu B COMAIBHOM CETH HEOOXOAMMO UCIIOJIH30BATh CIIOKHbIE
MapoJIv, COCTOSIINE U3 OYKB U ITU(P U C KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. A7t counanbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOUMO UCIOIb30BATh
pa3Hble napoiu. Torga eciau Te0s B3IOMAIOT, TO 3JI0YMBIIIICHHUKY TOJTy4YaT
NOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE cpa3sy.

DJIEKTPOHHBIE JICHBI'U

DNEeKTPOHHBIC JCHBIH - 3TO 0YCHB YOOHBIN CIIOCOO0 TUTATEKEH, OJTHAKO
CYIIECTBYIOT MOIIICHHUKHU, KOTOPBIE XOTSAT MOJTYUYUTh 3TU JICHbI'U. DJIIEKTPOHHBIC
JICHBI'M MOSIBUJIMCh COBCEM HEJaBHO M MMEHHO M3-3a 3TOI'0 BO MHOTHX
roCyJIapCTBaxX JI0 CUX IOP HE MPOIKUCAHO MPO HUX B 3aKOHAX.

B Poccum xe onu q)yHKIII/IOHI/Ip}IIOT M O HUX Y7KC€ IIPOIMKMCAHO B 3aKOHC, I'/IC UX
PasacisitoOT Ha HCCKOJIBKO BUIOB - AHOHUMHBIC 1 HC daHOHHUMHBIC. Paznuna B TOM,
9TO AaHOHHUMHBLIC - 9TO TC, B KOTOPBIX Pa3zpCiIacTCs IMPOBOANUTDL OIICpalinn 0e3
I/II[CHTI/I(l)I/IKaI_II/II/I IIOJB30BaTCIIsl, 4 B HCAHOHUMHBIX I/II[CHTI/I(i)I/IKaI_II/IH IIOJB30BATCIIA
SIBIIIETCS 0053aTEIILHOM.

Taxoke cnenyeT pa3nu4ath ANEKTPOHHbIE (PUATHBIC AEHBIH (PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM) U 3JIE€KTPOHHbIC He(UaTHBIE ICHBIU (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MACHOI padOTe C IIEKTPOHHBIMU J€HbIAMU:

1. [IpuBsoku K cueTy MOOMIBHBIN TeedOoH. ITO caMblil yIOOHBIN U OBICTPHIA
Croco0 BOCCTAaHOBUTH JOCTYM K cueTy. [IpuBsizaHHbIN TenepOH MOMOXKET, €CIU
3a0y/Ielb CBOW TUIATEKHBIN MApOJIh U 3ai/IeIh Ha CAUT C HE3HAKOMOTO
YCTPOWCTBA;



2. Vcnonb3yit ogHopaszoBsie napoiu. [locie nepexoa Ha yCUIEHHYIO
aBTOpU3AIUIO T€OE yKe HE OYJIeT yrpoKaTh OMaCHOCTh KPAXKU WJIU TIepexBaTa
IJIATEKHOTO NapoJIs;

3. BriGepu cnoxHbIi napoib. [IpecTynHukaM OyaeT He MPOCTO yrajlaTh CIOXKHBIN
napoiib. HagexxHble naposu - 3T0 Napoiiu, KOTOpbIe COIepkKaT HE MEHee 8 3HAKOB
Y BKJIIOYAIOT B C€0sl CTPOYHBIE U TIPOIMUCHBIE OYKBBI, IU(PBI B HECKOJIBKO
CHUMBOJIOB, TaKHe€ KaK 3HaK JoJuiapa, (hyHTa, BOCKIUIATSIbHBINA 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOU JINYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JI0BEPSCIIIb.

DIIEKTPOHHAS TTOYTa

9J’ICKTpOHHa$[ I1049Ta - 9TO TCXHOJIOTUA U MMPCAOCTABIISICMBIC CHO YCIIYTH 110
IMCPECHUIKE U ITOJTYYCHUTIO SJICKTPOHHBIX COO6I].I€HHI>1, KOTOPBIC paClIpCaACIIAOTCA B
KOMHBIOTCpHOﬁ CCTH.

OOBIYHO TIEKTPOHHBIN MTOYTOBBIN SIIUK BBITIISIUT CICIYIONUM 00pazoM:
UMS_T0JIb30BaTESI(@UMS_IOMEHa.

Taxoxe kpome nepeaadu NpoOCTOro TEKCTa, UMEETCS BOZMOXKHOCTh IepeaaBaTh
(baiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHON PabOTe C IEKTPOHHOM IMOYTOM:

1. Hamo BeIOpaTh NpaBUIbHBIN IMOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN
BBIOODP O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyUIlle JOBEPATH TEM, KOTO
3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBait B TUUHOM mouTe TUYHYI0 HHpopMaruio. Hanpumep, mydiie
BbIOpaTh "My3bIKaIbHbIN _(hanat@" umm "pok2013" Bmecto "temal3";

3. Mcnonp3yit AByXATAMHYIO aBTOPU3AIMI0. DTO KOT/1a IOMUMO MapoJis HYKHO
BBOJIUTH KOJ, MPUCHLIaeMbli 110 SMS;

4. BoiOepu clI0KHBIN Mapoib. JJi KaXk10ro MOYTOBOTO SIITUKA JTOJIKEH ObITh CBOM
HAJIC)KHBIM, YCTOWYMBBINM K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOKHOCTB HAallMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH
9Ty BO3MOYKHOCTb;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBhIii 111 4aCTHOM MEPENNUCKU C
azpecaTaMy, KOTOPBIM Thl JOBEPSEIIb. DTO IEKTPOHHBIN aJpec HE HAJ0
MCIIOJIb30BaTh MPU PETUCTPALlUU Ha POpyMax U caiTax;

7. He oTkpbIBaii (aitsibl U ApyTrue BIOKEHUS B TUCHhMAX, J1a)K€ €CJIM OHU TIPUIILITN
OT TBOUX Jipy3ei. Jlydlne yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Haiiibl;



8. Ilocie okoHuaHus1 pabOTHI Ha TOYTOBOM CEpPBHUCE Tepe] 3aKPhITUEM BKIIAIKH C
caiitoM He 3a0yp HaxaTh Ha "BeiidTu".

KubepOymuinHr Wiin BUPTyaabHOE U3EBATEIHCTBO

KubepOymnuHr - mpecneoBaHue COOOIEHUSIMEU, COAEPKAIUMA OCKOPOICHUS,
arpeccuto, 3alyruBaHue; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C TTIOMOUIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIIITUHTOM:

1. He Opocatics B 60ii. Jlydmunii cioco0: MOCOBETOBATHCS KaK ce0st BECTH U, €CIIU
HET TOT0, K KOMY MOXXHO OOpaTHUTHCS, TO BHAYAJIE YCIIOKOUTHCSA. ECII ThI HAUHEITH
OTBEYATh OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €IIIe OOJIbIIE Pa30XKIKEIITh
KOH(DITUKT;

2. Ynpasnsii cBoel kubeppenyTauuei;

3. AHOHUMHOCTB B c€TH MHUMas1. CylIeCTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOMUT 32
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BeCTH XyJIUTaHCKUI 00pa3 BUPTyaJIbHOM KU3HU. UTHTEpHET
(uKcHpyeT BCce TBOM JICUCTBUS U COXPAHSET UX. Y JAUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

5. CoOmroail CBOIO BUPTYAJbHYIO Y€CTh CMOJIOJY;

6. Urnopupyit enuanyHbIil HeraTuB. OTHOPA30BbIE OCKOPOUTEIHHBIE COOOIIEHNUS
Jydilie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcss Ha Ha4aabHOM CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COIMAJIBHBIX CETSX €CTh BO3MOXXHOCTH OJJOKUPOBKHU OTIPABKU COOOIICHHI C
OTIpE/ICTICHHBIX aJIPECOB;

8. Ecnu ThI cBUeTENh KHOEpOYIMHTA. TBOU IEUCTBUS: BHICTYIIUTh MPOTUB
npeciieoBaTeNs, MoKa3aTb €My, UTO €ro JEHCTBUA OLICHUBAIOTCSI HETAaTUBHO,
MOJI/IEPXKATh KEPTBY, KOTOPOU HY>KHA IICUXOJOTUYECKast TOMOIIb, COOOITUTH
B3POCIBIM O (haKT€ arpeCCHBHOTO TIOBEICHHUSI B CETH.

MoO6ubHBIN TenedoH

CoBpemeHnHbIe cMapT(HOHBI U TUIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIIBIN
(yHKIIMOHAM, U TeTIEPb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU
KoMmbroTepamu. OgHAKO, CPEACTB 3alUTHI JIJIs1 TOJOOHBIX YCTPOUCTB MOKA OYEHB
Maiio. TecTupoBaHUE U TOMCK YSA3BUMOCTEW B HUX IPOUCXOJUT HE TaK
MHTEHCUBHO, Kak s [1K, To ke camoe kacaeTcss U MOOMJIBLHBIX MPHUIIOKEHUH.



CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yiKe MPAKTUUECKH JIOTHAJIA HACTOJIbHBIS
aHaJoTH, OJHAKO paclIupeHre (PyHKIIMOHaa BIIeYeT 3a CO00M OOJIBIIYIO
CJIO)KHOCTh ¥l MEHBIITYIO 3aIUIICHHOCTh. Janexo He BCce MPON3BOAUTEIH
BBITTYCKAIOT OOHOBIICHHUSI, 3aKPBIBAIOIINE KPUTHICCKUE YSI3BUMOCTHU ISl CBOMX
YCTPOUCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MaCHOCTH MOOMIBLHOTO TenedoHa:

Hwuuaero He siBIseTCS Mo-HACTOAMIEMY OeCIUIaTHRIM. by b OCTOpOKEeH, BeIb KOTa
Tebe mpeiaraloT 0eCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO
TJIaTHBIC YCIIYTH;

Hywmaii, ipesxe uem otnpaButb SMS, ¢oto miu Buaeo. Thl TOUHO 3HACIIID, T]IE
OoHM OyIyT B KOHEUHOM HUTore? HeoO6XoamMo 0OHOBIATE ONIEPAIMOHHYIO CHCTEMY
TBOETO cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE POTPAMMBI JJ11 MOOWIIBHBIX Telle(DOHOB;

He 3arpy>1<a1”4 MMPUITOKCHUA OT HCU3BCCTHOI'O UICTOYHHKA, BCb OHU MOT'YT
COACPKATb BPCAOHOCHOC IIPOIrpaMMHOC O6€CH€‘I€HI/I€;

[Tociie Toro Kak ThI BEIHCIIB C CaliTa, TJie BBOJIWI JIMYHYIO HH(OPMAITUIO, 3ali/TH B
HACTpoiku Opay3epa U yaainu cookies;

Ileproguyecku npoBepsii, KAKKE TUIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOi1 HOMEp MOOMJIBHOTO TesiepOHA TOJIBKO JIFOASM, KOTOPBIX ThI 3HACIIIb U
KOMY JIOBEpSICIIIb;

Bluetooth noskeH ObITH BBIKIIFOUEH, KOT/IA Thl UM HE Mojb3yeuibes. He 3a0biBait
MHOTJIa TPOBEPATH 3TO.

Online urpsl

COBpeMeHHBIe OHHaﬁH-HFpLI - OTO KpaCOYHBbIC, 3aXBATbIBAIOIIMUC PA3BJIICYCHM,
O6’[>C)II/IH$[IOHII/I€ COTHH ThICAY YCJIOBEK I10 BCEMY MHPY. I/IFpOKI/I HCCICAYIOT
I[aHHBIﬁ HM MHUD, O6H_[aIOTC$I APYyT € ApYIrOM, BBIITIOJHAIOT 3a/IaHUA, CPAKAOTCA C
MOHCTpaMH U MOJY4arOT OIIBbIT.

3a yI0BOJILCTBUE OHU TUIATAT: MOKYIAIOT JIMCK, OTUIAYUBAIOT AOOHEMEHT WU
MpUOOPETAIOT KaKue-TO oMK, Bee 3T cpeacTBa uayT Ha OAIEP)KAHKE |
pa3BUTHE UI'PHI, a TAKXKE HA caMmy 0€30MaCHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbI
aBTOpPU3AIUH, BBIITYCKAIOTCS HOBbIE MaTuu (IM(POBBIC 3aIIaTKH IJIsl IPOTPamMMm),
3aKPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.



B mog00HBIX UTpax CTOUT OMAacaThCs HE CTOJIBKO CBOUX COTIEPHUKOB, CKOJIBKO
Kpa)kyu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CUCTEMA aBTOPU3AIUU OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HNI'PpOBOI'0 aKKayHTa:

1. Ecnu npyroit urpox BeaeT cedst MmI0X0 WK CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. HO)KEUIYﬁCH AIMHUHHUCTPATOPAM HUI'PBI HA INIOXO0C ITIOBCACHUC 3TOI'O UT'POKaA,
JKCIIAaTCJIIBHO ITPUIIOKUTHh KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB,

3. He yka3zpiBaii inunyto uHGOpMaIUO B ipodaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranapnuBaii HeopuIinaabHbIE TTATYH U MOJIBI;

6. Mcnonib3y#l CIOKHBIE U Pa3HBIE MMAPOJIH;

7. Jaxxe BO BpeMs UIrpbl HE CTOUT OTKJIXOYATh AHTUBUpPYC. [10Ka ThI urpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3HTh.

dumuHr I Kpaxa JIMYHbIX JaHHBIX

OOBIYHOM KpaKkell IeHer U JOKYMEHTOB CErOAHs YK€ HUKOTO HE YAUBUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUI 3JI0YMBILUICHHUKN NIEPEMECTHIINCH B HHTEPHET,
1 TIPOJIOIKAIOT 3aHUMATHCS " MIOOMMBIM" JICIIOM.

Tak mosiBUaCh HOBasl yrpo3a: UHTEPHET-MOIICHHUYECTBA WA (DUILIMHT, TJIaBHAs
1IEJIb KOTOPOTO COCTOUT B TIOJYYEHUH KOH(PUACHIIMAIBHBIX JTaHHBIX
MOJIb30BATEIIEH - JIOTUHOB U MApPOJIEH.

Ha anrnuiickom si3pike phishing yntaercs kak ¢umuHr (ot fishing - peiOHas
JOBJIs, password - mapos).

OCHOBHBIE COBETHI 110 00pHOE ¢ PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii Thl To03peBaelilb, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXO0IUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPAM
pecypca 00 3TOM KaK MOXHO CKOPEE;

2. Vcnonp3yit 6e301acHbie BEO-CalThl, B TOM YHCIIe, MHTEPHET-MarasuHoB 1
TTOMCKOBBIX CHCTEM;

3. Mcnonb3yit CIOKHBIE U pa3Hble Maposik. TakuM o0pa3oM, eciiu TeOsl B3JI0MaloT,
TO 3JI0YMBIIIJIEHHUKH MOJTy4YaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPOUIIO B CETH,
a HE KO BCEM;



4. Ecna Te0s B371I0MaJIU, TO HEOOXOIMMO MPEIYyIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHbI y T€OsI B APY3bAX, O TOM, YTO T€OsI B3JIOMaJIU U, BO3MOXKHO,
OT TBOETO UMEHH OYJIET PacChUIaThCs CIlaM U CChLJIKHM Ha (DUITMHTOBBIE CANTHI;

5. YcranoBu HazaexHbii napois (PIN) Ha MoOMIIbHBIN TenedoH;
6. OTKJII0YM COXpaHEHHUe Maposis B Opaysepe;

7. He oTKkpbIBail (aitnibl U Apyrue BIOKEHUS B TUChMAX, 1a)K€ €CJIM OHU MPUILLITU
OT TBOUX Jipy3ei. Jlydle yTouHu y HUX, OTIPABIISLIIN JIM OHU TeOe 3TU (Hailibl.

[udposas pemyranus

[Mu¢posast penmyTamnus - 3T0 HEraTUBHASI UM MIO3UTHBHAsA HH(OpPMALIUS B CETH O
tebe. Komnpomerupyromas nHpopmariysi, pa3MelieHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pPa30M OTPA3UTHCS HA TBOEH peaibHOM KU3HMU.

"Hudposas penyranus" - 3T0 TBOM UMUK, KOTOPbIH (OPMHUPYETCS U3
uH(popmauu o Tede B UHTEpHETE. TBOE MECTO KUTEIBCTBA, yU€Obl, TBOE
(hUHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapaKTepa U paccKas3bl O OJIM3KUX - BCE
3TO HaKaIUIMBAETCs B CETH.

MHorue noAapoCTKU JErKOMBICIEHHO OTHOCSTCS K MyOJIMKAIUKU JINYHOU
uHpopmaiu B MIHTEepHETE, HE TOHMMAast BOZMOKHBIX TTOCIEACTBUN. ThI axe He
CMOXeIIb JOTaAaThcs 0 TOM, UTo poTorpadusi, pazMeLieHHas 5 JieT Ha3al, cTana
MPUYMHON OTKAa3a MPUHATH T€0s Ha paldoTy.

KommenTtapuu, pazmenienue TBoux pororpaduil u Apyrue 1eUCTBUS MOTYT HE
WCUYE3HYTh JAXKE MOCJE TOTO, KaK Thl UX YJIAJIHNIb. Thl HE 3HACHIb, KTO COXPAHUII
9Ty uH(GOpMaIIUIO, TIoTaia JIU OHA B MOUCKOBBIE CUCTEMbI U COXPAHWIIACH JIK OHA,
a TJITaBHOE: YTO MOJAYMAIOT 0 TeO€ OKpY KArOIIHUE JIt0IU, KOTOPhIE HAWAYT U YBUAST
3TO.

Haiitu nndopmaiuio MHOTO JIET CITYyCTsI CMOXKET JII000H - Kak U3 100pbIX
noOYXACHH, TaK ¥ ¢ HAMEPEHUEM MIPUYHHHUTH BPEl. ITO MOXKET OBITH KTO
YTOTHO.

OcHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOI peryTaIuu:

1. [Togymaii, mpesxae yeM 4To-To MyOJIMKOBATh U MepelaBaTh y ceOs B O6JI0Te WU B
COILIMAJIbHOM CETH;

2. B Hactpoiikax npodusis yCTaHOBH OTPaHUYCHUSI Ha POCMOTP TBOETO MPoduIs
U €ro COACPKUMOTro, CAeNal ero ToJubKo "mist apy3eit”;

3. He pa3mMeiaii u He yka3biBail HH()OpMAIUIO, KOTOPAsi MOXKET KOTr0-1100
OCKOPOJIATH WIJIK OOMKATh.



ABTOpCKOE MPaBO

CoBpeMeHHBIE MKOJbHUKH - aKTUBHBIE TTOJIH30BaTEIN ITU(GPOBOTO MPOCTPAHCTBA.
OpHako maneko He BCE 3HAIOT, YTO MOJb30BAHNE MHOTUMHU BO3MOXKHOCTSIMU

1 poBoro Mupa Tpedyer coOI0ICHUS NMPaB Ha UHTEUICKTYabHYIO
COOCTBEHHOCTb.

TepMmuH "uHTENIEKTYalbHAS COOCTBEHHOCTD" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOI0 yMa, HAYWHAsI C HOBBIX M300PETEHUI U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOJYKThI M YCIYTH, U 3aKaHUMBAsI KHUTaMu, GoTorpadusmu,
KUHO(MUIEMaMU U MY3bIKaJIbHBIMU TIPOU3BEACHUSIMHU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha UHTEIJIEKTyalbHYI0 COOCTBEHHOCTh Ha
POU3BEACHUS HAYKH, INTEPATYpPhl U UCKyCcCTBA. ABTOPCKHE MpPaBa BHICTYMNAIOT B
Ka4yeCTBE TapaHTUU TOTO, YTO MHTEIUICKTYaJIbHBIN/TBOPUECKU TPYI aBTOpA HE
OyJeT HapacHbIM, AACT €My CIIpaBeJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyJla, HOJYYUTh U3BECTHOCTh U MPU3HAHUE.

HukTo 6€3 pa3pelnieHust aBToOpa HE MOKET BOCIIPOU3BOJUTH €0 MPOU3BEICHHE,
pacrpoCTpaHsTh, MyOJIHMYHO JEMOHCTPUPOBATH, MIPOIaBATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO UCTIOIHSATh, TOKA3bIBATH/UCTIOIHSATH B d(hUpe Win
pa3mewars B IHTEepHETE.

Hcnonb3oBanue "muparckoro" mporpaMMHOTO 00eCrieyeHus MOKET MPUBECTH K
MHOTHM PUCKaM: OT IOTEPHU JaHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, /1€ YCTAaHOBJICHA HEJIEraJIbHAsI IPOrpaMMa.

He ctrout taxxe 3a0bIBaTh, YTO CYIECTBYIOT JIETaJIbHbIE U OECIIJIaTHBIE
IIPOTPaMMBbl, KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CeteBHUOK.pd - TBO IJIaBHBIN COBETUMK B CETH. 37€Ch Thl MOKEIIIb Y3HATH O
0€30MacCHOCTU B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallud 0OPaTUTHCA 3a COBETOM. A Tak)Ke MPUHSATH y4acTUE B
KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM IPasKIaHUHOM !



