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PYKOBO/JACTBO O TOM, KAK HE CTATb »XEPTBOW/ MOLUEHHVKOB

MHdopmMaLumnsa noMOXeT BaM pacno3HaTb MOLWEHHNYECKNE CXEMbI, 3alNTUTb
cebd, aTakxe obecneyntb 6e30nacHOCTbL CBOUX CPeacCTB.

Mo paHHbIM Cb6epbaHka, yuep6b oT TesiepoHHOro moweHHnvyectea B 2024 roay

npeBbicun 295 mnnnnapnos pyénen. 3Hasa MeTodbl MOLLEHHUKOB, Bbl CMOXXeTe
3alLlnNTUNTb cebsAa N cBOUX B/IN3KUX!

1.0CHOBHbIE BAbl MOLUEHHNNUYECTBA
/(. CXEMbI TEJIE®POHHOI'O MOLUEHHWNYECTBA:

«baHK 3BOHUT>»>: MOLWEHHNKN NPeacTaBAATCA cOTpyaAHMKaM 6aHKa 1 nog npeasiorom
3alnThbl BallmMx cpeactB npocaTt Ha3BaTtb CVV-koa (Tpy undpbl Ha o6paTHOM CTOPOHE
KapTbl), Maposib U3 CMC-CO06LWEHNA WX AaHHble AN1A BXOAa B OH/1aMH-0aHK.

3anomMHuUTe: HacTtoauwme CoOTpyaHNKM 6aHkKa HMKoraa He 3anpawmnBaroT -/
TakKyro nHdpopmauunio!

«PoanctBeHHUK B 6ege>: Bam 3BOHAT 1 coobLWarT, 4TO Ball 6/1IN3KNM

(cbiH, goyb, BHYK) nonan B ATIl1, 3agep>XaH nonnymnenm v T.4., U CPOYHO

HY>XHbl AeHblI. MOWEHHUKN gaBAT HA aMounKn, NpucbinalT anblunBble
NOKYMeHTbl (MOCTaHOBJ/IEHNI O BO3OYyXXAeHUN Aena,npoTOKO/10B Aonpoca un Ta.).
HemensieHHO nono>knte TpyoKy 1 CBAXXNTECb C POACTBEHHUNKOM Haripsamyio.

«Bbl Bblrpasin npms!>»: Bam coo6WatoT 0 BbIUrpbllle LLEeHHOro npusa (aBtoMobusb,
KBapTupa, KpynHasi cyMmma fIeHer), HO A1 ero nosly4yeHust Heo6xoaAnMmo

onnatunTb "gocTtaBKy", "CTpaxoBKY" nan Kakon-nmbo Apyrom B3HOC.
C BepoaTHOCTbLIO 10026 Cc BamMun cBA3asincb MOLLUEHHUKN,

He o6LllanTecb C HUM N NOIOXKNTE TPYOKY.
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«3BOHOK U3 NOJINMKTMHUKN\OO/IbHUNLLI>>: [Tog BMAOM COTpPyAHUKA perncrtpartypbl Uan
MeaANLUWNHCKOro paboTHMKa BaM MOTYyT NMO3BOHUTb W, CCbi/1asACb Ha 3arnuncb Ha NMpuem,
MONpPoOCUTb COOBLWMNTL HOMeP cTpaxoBoro nosnunca wan CHAJIC. C nomMmowbio HOMepa

Bawero CHMJ1C 3noymMbILLTIEHHNK MOTYT MOJTYHYNTb 4OCTYIN K BalleMy aKKayHTy
B cuctemMe <« ocycryrmn>.

«3BOHOK U3 NO/MUnnN>>. MOLEHHNKN MPeacTaBAATCA COTPYAHNKaAMN
npaBoOOXpPaHUTENbHbIX OPraHoB - CTaplmMmMun criegoBartesiaMmmn, onepynosIHOMOYEHHbIMU
nnn posHasartenamm. OHM yTBepPXAakT, UTO B OTHOLWEHUN Bac NPOBOANTCA NpoBepKa
NN BO30YXXAEHO Yro/I0BHOE A1Ee/I0 N3-3a AKOObl NOAO0O3PUTE/NIbHbLIX NMEePeBOJOB C Balleu
KapTbl Ha 3apybexxHble cueTa. [Ana yoeagnTesibHOCTU OHM MOTyT Ha3BaTb KOHKPETHbIN
paMoHHbIN oTAen NoNnunMn, oTKkyaa AKobbl 3BOHAT. HeCMOTpA Ha CEPbE3HOCTb 3adAB/IEHUN
3/I0OYMbILLUNTEHHUKW MpeasiaralnT «yperyimposartb BOMPOC» ANCTAaHLUMOHHO, TpebyA
nepesBoaa AeHer, unn npegocrtaB/ieHNA KOHQuUAeHUnarbHON nHdopmaunn.

[MoMHUTE: HacTosALME COTPYAHUKN MOJIMLINN HUKOrAa He peLlaroT NogobHble
BOMPOCHbI Mo tefnieddOHy 1 He TPpebytoT AeHer.

«[lpencraBnTesIb COTOBOIO orneparopa>: MoleHHUKN
3BOHAT, NpeaAcTaB/IAACb COTPYyAHMKaMM Ballero cotoBoro
oneparopa, n coobuwarT 06 OKOHYaHUN CPpOoKa AeNCTBUA
AOoroBopa Ha npepocrtaBneHue ycnyr ceAa3n. OHM NbiTaloTcA
ybeanTb Bac COOOLWMTbL KOO U3 CMC-COO00OLEHNSA,

AKOObI ANA TOro, 4YTobObLlI NPOANINTL AENCTBUE

Aorosopa, HoO Ha camMoM Aesie XOTAT NMONYUYUTb

AOCTYN K Bawemy IMYHOMY KabuHeTy B CUCTeEME
«l-ocycnyrm» WUan nnaTteXXHbIM CUCTEMAM.

[Mono>Xxnte TpyoKy N CBAXXNTECHb C COTOBbIM
orneparopom no opmumasibHOMy HoOMepy TesrniedpoHa.



. HALL L
|CM ey, | [OM  Lovawmocts

mmmmmmmmmmmmmmmmm

«[logknroyveHne gomodooHa>>: log BuMaomMm npeacrtaButesien ynpasidowen KomnaHmm
NN YCTAHOBLLMKOB AOMOM(PPOHOB MOLUIEHHUKN CBA3bIBAOTCA C COOCTBEHHUKaAMWN KBapTUp
N MPOCAT Ha3BaTb KO M3 CMC-COOOLEHUNSA, KOTOPbIN SKOObI HYXXEH ANA NOAKNHYEHUA
KBapTuUpbl K AOMOJ)OHY. Ha camom aene kKoa 06bIMHO NPUXOAUNT OT CUCTEMbI «l OCyCcnyrmn»,
B KOTOPYIO 3/I0YMbILWITEHHUKW MbITAlOTCA NMonacTtb. Nosio>kute TpyoKy U CBAXXNTECH

c npeacrtasutenem YK mnnmyctaHOBUIMKOM Ballero gomodoHa no ojpmumasiHomy
HOMeEpPY, YTOUHUTE Yy cocenein, 3BOHW/IN /11 UM.

HUKOIrAA HUKOMY HE COOBLANTE KOAbI
N3 CMC-COOBLWEHUNN NI OPYTIYO MEPCOHA/IBHYIO
NMH®OPMALLNIO. EC/IN KTO-TO HAUNHAET 3AMPALLUBATD
3TY MH®OPMALNKO, HEMEANTEHHO MPEPbLIBANTE PA3IOBOP.

NMPN3HAKN OBMAHA IO TEJIE®POHY:

Bac ToponAaT, ncnosb3yrT pasbl 'CpoyHo!", "'MHade 3abnokunpyem Kapty!",
""BpemMa orpaHmn4yeHo" .

He patoT Bam nonoXxntb TPYOKY, AaBAT Ha Bac, nepe3BaHuBalT C pa3HbiX HOMEPOB.

[MpocAT nepeBecTn AeHbIM Ha HEN3BECTHbIN (6e30onacHbIN) cHeT U CoooOLWNTb
KOHhmnaeHUunanbHy0 nHpopmayunio (naponu, Koapl).

OTckaHunpymnTe QR-KoAabl, 1 MOCMOTPUTE PosINK baHka Poccnu ¢ TUNMMYHbIMA
cxemMmamMum MOLLUeHHUKOB CCblJika Ha ponuvkK Ub Pd:
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(2. N HTEPHET-MOLWEHHWNYECTBO:

denkKoBble canTbl 6aHKoB, [Tocycnyr (pULMHIN): MOWEHHMKN co3aatoT noanesibHble
canTbl U NPUNOXKEHUA, KOTOPblE BU3yaslbHO OYEeHb MOX0XWN Ha HacTosAwme. Takum o6pas3om
MOLUEHHUKWN MbITAlOTCA BbIMAHUTb BallW JIOTMHbI, NAponn v Apyryto KOH(PuaeHunanabHyHo
NMHopMaLno, KOTOPYI Bbl BBOAUTE MPU BXOAe B INUHbIE KAOMHETbI MPUTOXXEHUN

N canTtoB. He ckaumnBanTe NPUIo>KeHNA C HEMPOBEPEHHbLIX PEeCypPCoB.

MognenbHble MHTEPHET-Mara3nHbl: ToBap Ha canTe npeacrtaB/ieH, LeHa
npmueniekartesnbHasa, HO Nocse onaatbl Bbl HUUEro He nony4yaete. MarasmH mcyesaer,
a cBA3aTbCA C HAM HEeBO3MOXXHO. CoBeplLuanTe NMOKYrNKM B MHTEPHETE TOJ/IbKO Ha
NPOBEPEHHbLIX canmTax 1 B NMPOBEPEHHbIX MHTEPHET-Mara3mHax

O6palleHune oT imua pykoBoacTBa: Uepe3 mecceHa)kep C BaMU CBA3bIBaeTCA SAKOObI
Bawl pykoBoauTenb (HadaslbHUK, ANPEKTOP, PeKTop U T.4.). B npodunne moweHHUKa,
KaK npaswuno, ncnosb3lyetca opunymanbHoe dgpoto n O, 4uToObI BbI3BATbL A0BEpPUE.
Bac npegynpexaarT 0 NpeacTodl e npoBepKe co CTOPOHbI NMPOoKypaTtypbl, HA/10roBowW
NN APYrnx KOHTPOMMpPYHOUWMX opraHos. [Janee coobuiaetcs, UTO C BaMU CBSAXKETCH
COTPYAHUK 3TOWN CNYXXObl UTOObI 3a4aTb «Ba>XHble BOMPOCHI».

[Mocne aToro o6bI4YHO cneayeT 3BOHOK, B KOTOPOM

MOLUEeHHUKW, BblaaBasa ceba 3a

npeacrtaBuUTeNIenn CUIOBbLIX UK

KOHTPO/IbHbIX CTPYKTYP, MbITAlOTCH

BbIMAHNTb KOHMAeHUMaNbHYO <

nHopmMauuto NN AeHbrn.

BrnoknpyinTte mKeH4YasibHUKa

N He oTBeyanTe Ha He3HaKoMble

HoMepa.
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O6mMaH Ha Avito/HOne (M apyrnx naouwaakax oovasieHUn): O6bIYHO ero UCMoJib3YyHoT
MNP NMOKYIMNKe KakKoW-TO BELWMN C PYK. 3/TOYMbILLUIEHHUK HaxXxoAuUT Ha 3TUX nnartgopmax
06bSABNEHNSA O NpoAa)ke Kakou-TO Belin, n obpaulaetcs K npogasly Mo 3STOMY BOMPOCY.
UTOObI MOCMOTPETb Bellb, 3/T0YMbILLU/TIEHHUK MPOCUT CO3BOHUTLCA MO BNAEOCBA3U, HO
BO BpeMsa 3BOHKA Y Hero sKo0Obl C/iydalTCAa Kakune-To TeXHunyeckmne Henonagku. Ytoobl
060MTUN MX, OH NMPOCUT cobecegHUKa BKJ/IIOUYNTbL AEMOHCTpPaUMIo aKpaHa. B aTo Bpems
MOLUEHHUK MOXeT, Hanpumep, NbiTaTbCA 3aMTU B Ball MHTEPHET-0aHK UM aKKayHT

B cucteme «locycnyrm», noatomMy Bam Ha teneoH npuagért cmc-coobuieHne ¢ Kogom
019 BXO4a UM CMEHbI Maposisd, KOTOPbIN 3/TOYMbILL/TIEHHUK X04YeT YBUAETb U UCMO/1b30BaTh.
He BK/1tOUanTe AeMOHCTpaLIMIO 3KpaHa B pa3roBopax ¢ He3HaAKOMbIMU /TIOAbMW.

NMPN3HAKM OBMAHA B MIHTEPHETE:

e Aapec canTta 6e3 HTTPS (3awmnuieHHOro
NMPOTOKONA).

PN

e KOHTakTHasa nHdopmauna TonbKo vepes $
mecceHakepbl (Telegram, WhatsApp),
OTCyTCTBUE TenedpoHa U Pu3nYyeckoro agpeca.

e CNUWKOM BbIrogHas LeHa, KoTopas
3HAUYNTENIbHO HMXXE pbIHOYHOMW (Hanpumep,
"iPhone 3a 5000 py6.”).

*

73.YITPO3bl XKXNUN3HU U

MOLWEeHHNKN 3anyrmBatoT XXepTB yrpo3samMmm pacnpasbl, MPUCLINAOT INYHbIE AaHHbIE,
doTto goma nnn padoTtbl, co3agarT AUNPENKN C «3aXBayYeHHbIMU» POACTBEHHUKaAMM
(Hanpumep, n3 30HbI CBO). Llenb-gaBneHue mn BbiIMOraTesibCTBO.

(pynnbl pUcKa: NeHCNOHEepPbl, CEMbW BOEHHbIX, HECOBEPLUEHHONEeTHue. MHorga
YKePTB 3acTaB/IAOT YWUTU 13 goMa U o6opBaTb CBA3b C POAHbLIMU, YTOObI CO34aTb
NOMOJTHUTENbHBLIN pblyar gaBneHus.

Ba>kHO MOMHWTb, YTO 3TO 6/1ed - yaule BCEro 3/1I0yMbILUIEHHUKN AENCTBYIOT
N3-3a rpaHuLibl U HE MOTYT MPUUYUNHUTBL pPeasibHOro Bpeda CBOUM XXepTBaM.
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2. KAK SALLNTUNTBCAH?
2./3AWLNTA OT TENE®POHHBbIX MOWEHHWNKOB:

[MpaBwno 1 HuMKorga He HasbiBanUTe
KOAbl N3 CMC-COOOLWEeHNN, Naponn v Apyryro
KOHnaeHUnanbHy nMHopmMmauno no tenedoHy.

[MpaBwunio 2: lNepe3BaHBanTe TOJbLO
Ha odpnymanbHble HOMepa 6aHKOB, YKa3saHHbIe
Ha Ballen KapTe unan opmunanbHOM cauTe.

[MpaBuno 3: YcTaHOBUTE MPUNOXKeHue
1A 6noknposku CllaM-HOMepOB. Hanpumep

oT AHAEeKC

[MpaBwio 4: o BO3MOXXHOCTU He oTBevauTe
Ha 3BOHKWN C HE3HAKOMbIX HOMEPOB.

22. NVHTEPHET-BE3OINACHOCTb:

MNpaBwnio I He nepexognTte No NoAgo3pUTENIbHbIM CCblIJ/IKAM, OCOOEHHO MOJTYYEHHbIM
OT HE3HAKOMbIX JII0AEW UM B cnaM-paccbl/iKax.

MpaBuio 2: BkAounte ABYXMPaKTOPHYIO ayTEHTUPUKALNIO HA BCEX Ba)KHbIX aKKayHTax
(baHKu, couceTn, noyrta). 1o o6ecneymT AOMNO/IHUTESIbHbLIN YPOBEHb 3alUNThI.

MpaBwnno 3: NokynaliTe ToBapbl TO/IbKO Ha MPOBEPEHHbIX Maowaakax Ny HaaeXHbIX
npopaBuoB. O6palwante BHUMaHUE Ha OT3biBbl U PENTUHT NpoaaBua. OTcyTcTBUeE
OT3bIBOB — 3TO MOA03PUTE/NbHbIN MapKep.
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4 WAT A, ECJTIN1 BAM 3BOHAT HESHAKOMLUbI
N HAHNHAKOT HA BAC JABUTb MUTO-TO TPEBOBATD

He naHunkymnTte: CoxpaHAaNnTe CNOKOUCTBUE, AaXe
ecnun Bac nbiTalTcd 3anyrartb. YTo6bl CnpaBUTbCH
CO CTpaxom npeacrtaBbTe, UTO MOLWEHHUK TOBOPUT
CMELWHbLIM FTO/IOCOM UMW CUAUT HA TOM KOHLE

NMono>knte TpyobKy: He npogonxante pasroBop
C MOWEeHHUKaMun, He 6ONTECb NOJNTOXUTb TPYOKY,

[Mepe3BOHUTE B 6aHK: Y6eanrtecb, YTO BCe B nopagke
C BawmMm 6aHKOBCKMM CYETOM, MCNONb3ys oPuunanbHbIN

HoMep 6aHKa, a ny4ywe NpuanuTe B OTAENEHUE JINYHO.

[MpoBepbTE onepauun B NpuUIo>KeHun: Ecnn Bbl BCe Xe
COoOOLWNUNN KaKyr-TO NHpopmMmaumno, NpoBepbTe NCTOPUIOD
onepaunm B MOOGUIBHOM MPUNOXeEHUN BaHKa N coobLWNTE

0 npobneme B 6aHK No opuumaibHOMY HOMeEpY.
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UTO AE/IATb, EC/I1 BAC OBMAHY/TIN?
CPOUYHbIE OENCTBUA:

HemeaneHHO No3BOoHNTE B 6aHK 1N 3ab0/TIOKMPYyNTe Kapry,
4yToObl MPeaoTBpaTUTbL Aa/ibHeNlWee cnucaHne cpeacTs.

| OTtckaHnpynte QR-KoA,
4YTOObI Y3HaTb, KaK ObICTPO
3abnokmpoBaTtb KapTy

CoobuwnTte B 6aHK O MOLLUEHHNYEeCKON onepaLlnn.
B HeKOTOpbIX cnyyadax 6aHK MOXeT BEPHYTb YKpaAeHHble
neHbrn (npoueanypa 4Yapaxo63k).

MNopariTe 3asAB1eHME B NOANLUNIO. DTO MOXHO caenaTb OHMAlH.

OTckaHunpyunte QR-koa,
4TOObI NMoaaTh 3asdAB/IEHUNE
B MB/[l oHnawnH
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[ NnaBHOEe npaBu/o: He cnewnTte! MoWwWeHHNKN urpakT Ha Ballnx
amoumax (cTpax, agHocTb, goBepue). Bcerga nposepanTte
NMHopMaLmno, NpeXxae 4Yem coBepliatb Kakme-nnbo aoencrteuns.

OT1ckaHunpynte QR-koa,
4TOObI NPOBEPUTbL CBOK rPaMOTHOCTD
B BOMpocax MolleHHMn4YecTBa

TEJIEPOHDbI INOAAEP>XKW:

[[naBHOe ynpaBfieHne MuHuUcTepcTtBsa BHYTPEHHUX
nen Poccum no CeBepanoBckonn obnactn — (343) 358-71-61,
JJgsL (343) 358-70-71 (tenedoH goBepus)

YnpaBneHne deaepanbHOn CAyXObl
6e3onacHocTu Poccunm no CBepanoBCKOWM obnacTtu
(343) 371-37-51 (TenedoH noBepus)

CAUNTbI:

LIE P® - cnucok HeneranbHbIX KOMMNaHNN



