MEJATOTAM OB UH®OPMAIIMOHHOM BE30INACHOCTH

Korga peub 3axoquT 06 MHPOPMaLMOHHOW 6€3011aCHOCTH, 0OBIYHO Mbl HAYMHAEM JyMaThb
0 KOMIIbIOTEPAX, CETSX, UHTEepHeTe U Xxakepax. Ho Jiyis1 o6pa3oBaTesibHOM cpeJibl MpobieMa
CTOUT LIMPE: B OTPAXK/EHUN BOCIMTAHHUKOB OT UHPOPMAIUH, KOTOPasi MOKET HEFTAaTUBHO
NOBJIMATh HA UX GOPMUPOBAHHE U Pa3BUTHE, TO €CTh O IpoNara”/e pa3niyHoM
HaNpaBJIEHHOCTH.

INonsaTHe NHGOPMALMOHHOW 6€30ITaCHOCTH

[Tog nHGOpMaLIMOHHOU 6€30MACHOCTbIO MOHUMAETCS 3alUIEHHOCTh HHPOPMALMOHHOU
CHUCTEMBbI OT CJIY4aHHOTO WUJIM ITpeJHaMepPeHHOr 0 BMelIaTeJbCTBa, HAHOCSLIETo yilepo
BJIaJle/IbI[aM WJIU N0JIb30BaTe sIM HHOPMALHHU.

Ha IIpaKTHKe BaXXHEWUIINMHU SIBJITIOTCS TPpH aClI€KTa I/IH(l)OpMaLU/IOHHOI‘/JI 06€e30IMaCHOCTH:

JIOCTYTIHOCTb (BO3MOKHOCTb 33 pa3yMHO€ BpeMs MOJIYYUThb TPeOyeMYIO
MHPOPMAILMOHHYIO YCAYTY);

IIeJIOCTHOCTD (aKTyaJIbHOCTb U HETPOTHBOPEYUBOCTh HHOPMALHY, €€ 3aL[UILIeHHOCTh
OT pa3pylleHus U HECAHKIIMOHUPOBAHHOT'O U3MEHEH NS );

KOHQU/IeHI[MAJIbHOCTD (3aIlUTa OT HECAHKIIMOHUPOBAHHOT'O MPOYTEHHUS ).

HapyuieHust JOCTynHOCTH, 11€JIOCTHOCTU U KOHOUJEHIIUAIbHOCTH HHPOPMALIMU MOTYT
ObITh BbI3BaHbl PA3JIMYHBIMU ONMACHBIMHU BO3JeUCTBUSMU HAa UHPOPMALIMOHHbIE
KOMIIbIOTEPHbIE CUCTEMBL.

OcHOBHbIE yrpo3bl HHGOPMALMOHHOM 6€30MaCHOCTH

CoBpeMeHHas MH$OpPMaIlMOHHAsA CUCTeMa NPeJCTaBJseT COO0H CI0XKHYIO CUCTEMY,
COCTOSIILYI0 U3 6OJIBIIOr0 YMC/Ia KOMIIOHEHTOB Pa3JIMYHOMN CTeNeHU aBTOHOMHOCTH,
KOTOpbIe CBSA3aHbI MeX/y COO0M 1 00MEHUBAIOTCA JaHHbIMU. [I[paKTUYeCKU KaXK | blIH
KOMIIOHEHT MOKeT I10/|BEPIHYThCs BHELLIHEMY BO3/1€HCTBHIO UM BBIUTH U3 CTPOS.
KoMnoHeHTbl aBTOMaTU3MpPOBaHHONW HHPOPMAIMOHHONW CUCTEMbI MOKHO Pa30oUTh Ha
clefyroliye rpynimsl:

AnnapamHtble cpedcmea. ITO KOMIIbIOTEPHI U UX COCTABHbIE YaCTH (ITPOIECCOPHI,
MOHHUTOPBI, TEPMHHAJIbI, TepUpepUiiHbIe YCTPOUCTBA — MPUHTEPDI, KOHTPOJIJIEPHI,
KabeJsiy, IMHUU CBSI3U U T.J.);

IIpoecpammHoe ob6ecneveHue. ITo IPUOOPETEHHBIE TPOTPAMMBbI, UCXO/IHbIE, 00'bEKTHBIE,
3arpy304Hble MO/IYJIH; OTIEPAllMOHHbIE CUCTEMbI U CHCTEMHbIE TPOTPAMMBI
(KOMIUJITOPBI, KOMIIOHOBIIUKHU U JP.), yTUJIUTHI, JUATHOCTUYECKUE MPOTrPaMMBbl U T.J.;

ﬂaHHble, XpaHHUMbIe BpEMEHHO U ITIOCTOAHHO, Ha AHWCKAX, Q)namxax, [e4aTHbI€, apXHUBHI,
CUCTEMHDbIE XXYPHaJIbl U T.[.;

IlepcoHan. llonb3o0BaTe 1M, CUCTEMHBIE aIMUHUCTPATOPHI, IPOrPaMMHUCTHI U AAP.
OnacHble BO3/1eMCTBHA Ha KOMIIBIOTEPHY0 HHPOPMALLMOHHYIO CUCTEMY MOXKHO

noapasaeinTb Ha cnyqaﬁHbIe " IIpeJHaMepPEeHHbIE. AHanu3 onbiTa IIPpOEKTUPOBAHHA,
N3IroTOBJIEHHUA U SKCIIJIyaTallUH PIHCl)OpMaLU/IOHHbIX CHUCTEM IIOKA3bIBAET, YTO



HHbOpMallYs MoABEePTraeTcs Pa3JIMYHbIM CIYYalHbIM BO3/I€eCTBUSM Ha BCEX 3Tanax
I[MKJIa )KU3HU CUCTeMBI. [[pUdrMHaMU ciy4alHbIX BO3IeCTBUH MPHU 3KCIIyaTalld¥ MOTYT
OBITh:

e aBapuMHbIE CUTYaAllMU U3-3a CTUXUHHBIX O€/ICTBUU U OTKJIIOUEHUN 3JIEKTPONIUTAHUS;
e OTKasbl 4 cOOU anmnapaTyphbl;

e OUIMOKHU B IPOrpaMMHOM 06ecCrieYeHUH;

e ouMOKHU B paboTe nepcoHasa;

e TIOMEeXH B JIMHUAX CBSI3U M3-3a BO3/|eICTBUM BHEIIHEHN Cpe/ibl.

[IpenHaMepeHHble BO3/IEMCTBUS — 3TO lieJieHalpaBJeHHble JeCTBUS HapyuTes. B
KavyeCcTBe HapYLIUTe sl MOTYT BBICTYNATh CAYKALUH, TOCETUTE/b, KOHKYPEHT, HAEMHHUK.
JleficTBUS HAPYLIKTEJISI MOTYT ObITh 06YCI0BJIEHbl PA3HBIMHA MOTUBAMU:

e HEeJ0BOJIbCTBOM CJIyXKalllero CBOel Kapbepou;

e B3SITKOU;

e JIIOOOIBITCTBOM;

e KOHKYPEHTHOU 60pb0O0H;

e CTpEMJIEHUEM CAaMOYTBEPAUTHCS JIIOOOH 1|eHOH.

MO2XHO COCTaBUTb TMNOTETHUYECKYI0O MO/Ji€Jib IOTEHIIWAJIbHOTO HAPYHIIHUTEJIA:

e KBaJHUKaALMA HAPYLUIMTEJIS HA YPOBHE pa3paboTuyuKa JaHHOW CUCTEMBI;

e HapylIHWTeJeM MOXKET ObITh KaK IOCTOPOHHEeE JIUIO0, TAK U 3aKOHHBIN [10J1b30BaTEJb
CUCTEMBI;

e HapyILIMUTEJI0 U3BECTHA UHPOPMALUs O MPUHIMIIAX pabOThI CUCTEMBI;

e HapylIWTeJb BbIOMpaeT HauboJiee ci1aboe 3B€HO B 3allUTe.

Haunbosee pacnpocTpaHeHHbBIM U MHOTOOOPA3HbIM BU/,0OM KOMIIBIOTEPHBIX HAPYLIEHU N
ABJISIETCS HECAHKLIMOHUPOBAHHBIN JOCTYI. HeCaHKIIMOHUPOBAHHBIN LOCTYI UCIOJIb3yeT
JIIOOYI0 OIIMOKY B CUCTEMe 3alMThl U BO3MOK€EH IIPY HepalMOHAaJIbHOM BbIOOpe CpeJiCTB
3alUThl, UX HEKOPPEKTHOMN YCTAHOBKE U HACTPOMKE.

[IpoBeeM K1accuPUKALMIO KAaHAJTOB HECAHKIIMOHMPOBAHHOTO J0CTYMA, IO KOTOPBIM
MO>KHO OCYLIeCTBUTD XHUII[EHUE, U3MEHEHHE UM YHUYTOXKeHHe UHPOpMaIUn:

Yepes3 uenogeka:
e XHIEeHUe HocuTesiel nHopMaLuy;
e 4YTeHHe MHOpPMAIMHU C IKpaHA WM KJIaBUATYyPbl;
e YyTeHHUe MHPOPMAIMU U3 pacllevyaTKH.
Yepes npozpammy:
e IepexBaT NapoJiew;
e newmndpoBKa 3amiMGpoBaHHON HHOpPMALIUY;

e KOIIMPpOBaHHE I/IHCIJOpMaL[I/II/I C HOCHUTEJIA.

Yepe3 annapamypy:



e IOJKJIIOYEHHE CIle[|Ma/IbHO Pa3pabOTaHHbIX alllapaTHBIX CPEJCTB, 00eCleYruBaroLUX
JIOCTYTl K MHpOpMaLUH;

e IepexBaT NOOOYHBIX 3JIEKTPOMAarHUTHBIX U3JIyYeHUU OT alnapaTyphbl, JUHUH CBSA3H,
ceTey 3JIeKTPONUTAHUA U T.J,.

Oco6o ciefyeT 0CTAaHOBUTHCA HA YTPo3ax, KOTOPbIM MOTYT IO/ BEPraTbCsl KOMIIbIOTEPHBIE
ceTu. OCHOBHasi 0CO6GEHHOCTH JII0O0W KOMIIbIOTEPHOU CETH COCTOUT B TOM, YTO €e
KOMIIOHEHTBI pacnpe/iesieHbl B IpoCcTpaHCTBe. CBA3b MeXAY y3/1aMU CeTH
OCy11ecTBJIAeTCA GU3NYECKH C TIOMOLLBIO CeTEBBIX IMHUM U IPOrPAMMHO C IOMOILbIO
MexaHHU3Ma coobuieHui. [Ipy 3TOM ynpaBiswlMe COOOIeHNs U JJaHHble, IepechliaeMble
MeX/ly y3/1aMU CeTH, llepeJlaloTcs B BUJie NakeTOB o6MeHa. KoMnbloTepHble ceTH
XapaKTepHbI Te€M, YTO IPOTHUB HUX NIPeJIIPUHUMAIOT TaK Ha3blBaeMble y/ia/IeHHble aTaKM.
HapymuTtenb MoXeT HaX0UThCA 3a ThICAYU KUJIOMETPOB OT aTaKyeMOIo 06'beKTa, IpU
3TOM HallaJleHUI0 MOXeT MOABepPraTbcs He TOJIbKO KOHKPETHBIA KOMIIBIOTED, HO U
MHPOopMalys, nepeAarwlasacs [0 cCeTeBbIM KaHalaM CBSI3U.

O6ecneyeHrne MHGOPMALUOHHOM 6€30MaCHOCTHU

®opmupoBaHUe pexxuMa UHPOPMAIMOHHON 6€30MacHOCTH — MpobJieMa KOMIIJIEKCHas.
Mephl 110 ee pelIeHH0 MOXKHO M0/Ipa3/ieIuTh Ha MSATh YPOBHEH:

1. 3akoHOdamebHbIIL. ITO 3aKOHbI, HOPMATHUBHbIE AKThI, CTAHAPTHI U T.II.
HopMaTuBHO-NpaBoBas 6a3a onpejeisitoias NopsaA0K 3alMThl UHPOpMaLUu:

2. MopaabHo-3mu4eckuil. BceBo3MoXXHble HOPMbI TOBeIeHUs1, HECOOJII0/JeHHe KOTOPbIX
BeJIeT K MaJIeHHI0 TPEeCTHKAa KOHKPETHOT'0 YeJIOBEKa HJIU 11eJI0ON OpraHUu3aluu.

3. AdmuHucmpamuaHblil. JleicTBYs 06111eT0 XapaKTepa, NpeApUHUMaeMble
PYKOBO/ICTBOM OpraHu3anuy. TakUMU JOKYMeHTaMU MOTYT ObITh:

e IpPHUKa3 PYKOBOJUTEJSI 0 HA3HAYEHUU OTBETCTBEHHOT0 3a o6ecrneyeHue
MHpOpMaLMOHHON 6€301aCHOCTY;

e JI0/DKHOCTHbIE 06513aHHOCTH OTBETCTBEHHOTO 3a 00ecrneyeHre UHPOPMAIMOHHON
0e301acHOCTH;

e TIepeyvyeHb 3alUIaeMbIX UHPOPMAIMOHHBIX PECYPCOB U 6a3 JJAaHHBIX;

e UHCTPYKIHUIO, OTIPe/eISIOIYI0 TOPSAA0K MpeloCTaBJeHUs1 HHPOPMAI[MU CTOPOHHUM
OpraHM3alUAM I10 UX 3alpocaM, a TAKXKe [0 MpaBaM /I0CTyIa K Hell COTPYHUKOB
opraHu3alUH.

4. dusuyeckuil. MCXHHI/I‘{GCKI/IG, JJIEKTPO- U 3JIEKTPOHHO-ME€XaHHNYECKHE TPEeINATCTBUA Ha
BO3MOXHBIX MYTAX IPOHUKHOBEHHUA INIOTEHUAJIbHBIX HaPYMHTeHeﬁ.

5. Annapamno-npozpammHeulii (3/71eKTPOHHbIE YCTPOUCTBA U ClielHaIbHble MPOrpaMMbl
3allMThl UHPOPMALUH).

[IpuHATBIe MephI 10 CO3/IaHUI0 6e30nacHON MHopManMoHHOU cucteMbl B MBZI0Y /1 /C Ne
7 "30/10TOM KJIHOYUK":

e (O0ecreyeHa 3alUTa KOMIIBIOTEPOB OT BHEITHUX HECAHKI[MOHUPOBAHHBIX BO3JI€eHCTBUI
(koMIIbIOTEPHbIE BUPYCHI, JOTHYECKHEe O0OMObI, aTaKH XaKEPOB U T. [1.)



YcTaHOBJIEH CTPOTUM KOHTPOJIb 32 3JIEKTPOHHOU MOYTOM, 06ecriedeH NOCTOSIHHbIN
KOHTPOJIb 32 BXO/IS1[eN U UCXOAsIeld KOpPeCoHIeHIueN.

YcTaHOBJIEHBI COOTBETCTBYIOIME [TAp0JIA Ha lepcoHaibHble [1K.

HMcnosib30BaHbl KOHTEHT-PUABTPHI, AJis1 QUABTPALMH CAUTOB M0 UX COJIEPKUMOMY.

EnvHast COBOKYNHOCTB BCEX 3TUX Mep, HallpaBJeHHbIX HAa IPOTHUBO/IEHCTBHE yTpo3aM
©e30MaCHOCTH C I1eJIbI0 CBeJIeHUs1 K MUHUMYMY BO3MOXXHOCTH yliep6a, 06pa3yoT CUCTEMY
3alUTHI.

CnenuasuCThbl, UMEKIHE OTHOLIEHUE K CUCTEME 3aLUThI JO/KHBI TOJTHOCTBIO
Npe/CTaB/IATh cebe MPUHLUIBI ee QYHKIMOHUPOBAHUS U B C/Iydyae BOSHUKHOBEHUS
3aTPyAHUTEJNbHBIX CUTYal[U} aJIeKBAaTHO Ha HUX pearupoBaTs. [loa 3amuTol go/mKHa
HaXOAWThCs BCS CHCTEMA 06paboTKU MHPOPMALIUHU.

.}II/IL[a, 3aHHMaruuecd obecrieyeHHUEM HH(l)OpM&LLPIOHHOﬁ 6e3OHaCHOCTI/I, AOJI2KHbI HECTH
JINYHYIO OTBETCTBEHHOCTbD.

HapexxHas cucteMa 3aliuThl 0JKHA ObITh MOJHOCTbIO MPOTECTUPOBAHA U COTJIACOBAHA.
3amuTa cTaHOBUTCS 60Jiee 3PpPeKTUBHOM U TMOKOM, €C/IU OHA JIONYCKaeT U3MEHEHHE
CBOUX [TapaMeTPOB CO CTOPOHBI AAMUHUCTPATOPA.

PekoMeHAAIUM MO OpraHU3anMy pa6oThl B MTHYOPMALMOHHOM NPOCTPAHCTBE

1. [lepes HayasioM paboThl HEO6XOAMMO YeTKO CPOPMYJIMPOBATH LiesIb U BONPOC MOKCKA
MHbOpMaIMH.

2. KenatesnbHO BbIpab0oTaTh ONTUMAaJIbHBIN aJIrOPUTM OMCKA UHPOPMALIUHU B CETH
WHTepHeT, 4YTO 3HAYUTEJIbHO COKPATUT BPEMH U CUJIb], 3aTPaYeHHbIe HA IOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHBIN JIMMUT (2-3 yaca) paboTbl B UHPOPMALUOHHOM
NpPOCTpPaHCTBe (IPOCMOTP TeJieniepeayy, yTeHue, UHTepHET).

4. Bo BpeMs pab0oThl HEOOXO/JMMO JieslaTh NepepbiB Ha 5-10 MUHYT AJ151 CHATUSA
$U3MYeCcKOro HaNpsH>KEHNUS U 3pUTEJIbHOM Harpy3KH.

5. Heo6xo Mo 3HATh 3-4 ynpaKHEHHUs IS CHATHs 3PUTEbHOTO HANPSHKEHUS U
$U3MYeCcKol yCTaJOCTH.

6. PaboTaTh B XOpOI1110 IPOBETPEHHOM MOMELIEHUH, IPU ONTUMAJIbHOM OCBEIIEHUH U B
yA,00HOMU mo3e.

7. He cTOUT JIerKOMBICJIEHHO 00palaThCs CO ClaM-NMUCbMaMU Y 3aX0AUTh Ha
Hebe30macHble BeO-CalThl. [Jil UHTEpHET-NPEeCTYIHUKOB Bbl CTAHOBUTECH JIETKOU

I0OBbIYEH.

8. [Ipu perucTpanyu B COMATIbHBIX CETSAX, HE YKa3blBalTe CBOY MEPCOHA/IbHbIE JJAHHBIE,
HanpuMep: aipec WM eHb POXK/EeHUS.

9. He I/ICl'IOJ'Ib3y1\/'ITe B JIOTHMHE WJIM I1apoJie TIepCOHaJIbHbIE€ IaHHBIE.



10. Bce 3To n03BOJIs€T UHTEPHET-NPECTYIIHUKAM MOJIYYUTh JAaHHbIE JOCTYNA K aKKayHTaM
3JIEKTPOHHOM MOYTHI, a TaKKe UHPHUIIMpPOBaTh AoMalHue [1K a5 BKIoUeHUs UX B 60T-
CeThb WJIM JJid MOXUILlEHUsI OAHKOBCKHUX JIaHHBIX POJIUTEJEN.

11. Co3paiiTe cO6GCTBEHHBIN TPOGUIb Ha KOMIIbIOTEPE, YTOOBI 06€30NacCUTh MHPOPMALUIO,
XPaHSUIYIOCS HA HEM.

12. He 3a6b1BaiiTe, 4TO GpaKThl, 0 KOTOPBIX Bbl y3HaeTe B UHTepHETe, HY>KHO 0YEHb
XOPOILO NPOBEPHUTH, ECIH BbIOY/I€TE UCI0JIb30BATh UX B CBOEH JJoMallIHel paboTe.
[lesiecoo6pa3HO CpaBHUTh TPU UCTOYHUKA MHPOPMALMHY, IPEXKE UEM PEIIUTh, KAKUM
HMCTOYHUKAM MOXHO 10BEPSTh.

13. O gocToBepHOCTH MHGOPMAIMH, TOMEIEHHON HA CAalTe MOXKHO CY/IUTh IO CAMOMY
calTy, y3HaB 06 aBTOpax caiTa.

14. Pazmeias uHpopmanuio o cebe, CBOUX GJIU3KUX U 3HAKOMBIX Ha CTPaHULAX
COLIMAJIbHBIX CeTeH, CIPOCUTE NpeiBapUTENbHO pa3pelleHue y TeX, 0 KOM O6yZeT 3Ta
MHPopManus.

15. He ciiepyeT pa3MelaTh Ha CTpaHULAxX Be6-caliTOB cBOM ¢poTorpaduu u pororpadpuu
CBOMX OJIM3KUX U 3HAKOMBIX, 32 KOTOpbIe BaM [I0TOM MOXET ObITh CThI/IHO.

16. CoGutto1aliTe MpaBuJia 3TUKU PU 001leHUHU B UHTepHeTe: rpy60CTh NPOBOLUPYET
JIPYTUX Ha TaKOe e MOBeJleHHe.

17. Ucnionib3ys B cBOel paboTe MaTepuaJ, B3ATbIA U3 MHGOPMALMOHHOTO UCTOYHHUKA
(kHUra, nepuojuyeckas neyatb, UHTepHeT), c/ielyeT yKa3aTh 3ITOT UCTOYHUK
MHPOpMaLMU UM CZleJIaTh HAa HEero CChbIJIKY, eC/IM MaTepuaJl 6blJ1 BAMM IepepaboTaH.



