WNHdopmaLmMoHHas NnamMATKa ANA YYEHUKOB

NHPOPMALMOHHASA MAMATKA A1 OBYHAROLLUMXCA A4 PASMELLEHNA HA
OPNUNANBHBIX NHTEPHET-PECYPCAX

C KaX/bIM roJoM MOIOAEXN B UHTEPHETe CTAaHOBUTbLCSA 60/bLLE, a LUKONBHUKA
OZHW 13 CaMbIX aKTUBHbIX Monb3oBaTeneil PyHeta. Mexay TeM, TOMUMO
OrPOMHOIO KOIMYECTBa BO3MOXHOCTEN, MHTEPHET HeceT 1 Npobaembl. 3Ta
namsTka A0o/MKHa NoMoYb Tebe 6e30MacHO HaXOAUTLCSA B CETU.

KoMnbtoTepHble BUPYChI

KOMMbOTEPHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbHOTEPHbLIX MPOrpamMm,
OT/INUYNTENBHON 0COBEHHOCTBIO KOTOPOW ABNSETCA CMOCOBHOCTb K PA3MHOXEHWIO.
B fononiHeHme K 3TOMy, BUPYCbl MOTYT MOBPEANTb UM MONHOCTbH YHUUTOXNTD
BCe dalibl U JaHHble, MOAKOHTPO/IbHbIE MO/Ib30BaTes1to, OT VIMEeHW KOTOPOro bbina
3anyLLleHa 3apaXxeHHas NporpamMmMa, a Takxke rnoBpeanTb UK Aaxe YHUUTOXNTb
onepaLnoHHYH CUCTeMy CO BceMu paiiiamu B LieoM. B 60/IbLLUMHCTBE C/yYaes
PacnpoCTPaHAITCS BUPYCbl Yepes MHTepPHeT.

MeToAbl 3aLLMThl OT BPELOHOCHbLIX MPOrpamMm:

1. Vicnonb3yi coBpeMeHHbIe onepaLMoHHbIe CUCTEMbI, MetoLL e Cepbe3HbIi
YPOBEHb 3aLMTbl OT BPeAOHOCHbIX MPOrpamm;

2. ToCTOAHHO yCTaHaBAMBal natym (UndpoBsble 3annaTkn, KoTopble
aBTOMaTUYeCKV YCTaHaBAMBAOTCS C Le/bio 40paboTky NporpamMmbl) v
Apyrvie 06HOBNEHUSA CBOE OnepaLMoHHON cucTteMbl. CKkaurBam X TONbKO C
odnumanbHOro canta paspabotumka OC. Ecnm cywecTByeT pexunm
aBTOMAaTNYeCKOro 06HOBMEHWS, BKIKOYN €ro;

3. PaboTtain Ha cBoOeM KOMMbIOTepe Noj npaBaMu Noab30BaTesNs, a He
AAMVHNCTPATOPA. DTO He MO3BONNT BO/IbLUNHCTBY BPeAOHOCHbIX MPOrpamMmm
NHCTaNIMPOBATLCA Ha TBOEM NepCOHaIbHOM KOMMbIOTEpPE;

4. Ncnonb3yi aHTUBMPYCHbIE NPOrpaMMHble MPOAYKTbI M3BECTHbIX
nponssoauTenei, c aBToMatnyecknm obHoBneHeM 6a3;

5. OrpaHnyb Gmn3nYecKnin 4OCTyMn K KOMAbOTEPY ANS MOCTOPOHHUX ALY,

6. Vcnonb3yi BHeLWHMe HOCUTeN MHPopmaLnm, Takme Kak daeLlka, ANCK Nam
dann n3 nHTepHeTa, TONIbKO U3 NPOBEPEHHbIX NCTOYHWNKOB;

7. He oTkpbiBali KOMMAbKOTEPHbIE Gaiibl, MONYyYEHHbIE 13 HEHAAEXHbIX
NCTOYHUKOB. [laxe Te dpalisibl, KOTOpble NPUCAan TBOW 3HAKOMbIN. Jlyulue
YTOUHW Yy HEro, oTNPaBAsA 1 OH Tebe nX.

Cetun WI-FI

Wi-Fi - 3T0 He B1A nepesayun AaHHbIX, He TEXHONOrMS, @ BCero AvLlb bpeHs, Mapka.
Ewe B 1991 rogy HUAepnaHACKas KOMMNaHUs 3aperncTpmpoBana bperHg "WECA",



4YTO 0603Hauvano cnosocoyetaHue "Wireless Fidelity", koTopblli mepeBOANTCS Kak
"6ecnpoBogHasa TOYHOCTL".

/10 Hallero BpeMeHu goLna gpyras abbpesuraTypa, KOTopas ABNAETCS Takon Xe
TexHonorven. 31o abbpesmatypa "Wi-Fi". Takoe Ha3BaHMe 6bIJ10 AaHO C HAMEKOM
Ha CTaHZapPT BbiCLLUEel 3ByKOBOW TexHWUKW Hi-Fi, 4To B nepeBoje 03HayaeT "BblCOKas
TOYHOCTL".

[a, 6ecnnatHbI MHTEPHET-40CTYN B Kade, OTeNssX 1 a3ponopTax aBAseTcs
OT/INYHOI BO3MOXHOCTbLH BbIXOZa B MHTEPHET. HO MHOrMe 3KCnepTbl CYUMTAOT, YTO
obuesocTynHble Wi-Fi ceTn He ssBsitoTcs 6e30nacHbIMM.

CoBeTbl MO 6€30NacHOCTV PaboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepegaBail cBOK NNYHYHO MHbOpMaLMio Yepes obuiesocTynHble Wi-Fi
ceTn. PaboTas B HUX, XenaTe/lbHO He BBOAWTb Napoaun A0CTYNa, OTVIHbI U
Kakue-To HoMepa;

2. Ncnonb3yi 1 06HOBASI aHTUBMPYCHbIE MPOrpaMmmMbl U 6paHaMayep. Tem
cambIM Tbl 06e3onacuLlb cebs OT 3aKauky BYpPYyCa Ha TBOe YCTPOUCTBO;

3. Mpw ncnonb3oaHunn Wi-Fi oTkaroum GyHKumo "O6LWwmnia goctyn K dannam v
npuHTepaM". JaHHasa GyHKLUNA 3aKpbITa MO YMOJIHaHUIO, OAHAKO HEKOTOpPbIe
Nosb30BaTeNIN aKTUBUPYIOT ee A/ YA06CTBa 1CMOJIb30BaHUS B paboTte nav
y4yebe;

4. He ncnonb3yi nybnnynbii WI-FI ana nepegaym IMYHbIX AaHHbIX, HAanNpuMmep
ANS BbIXOAa B COLMabHbIE CETU WU B 3N1EKTPOHHYHO MOYTY;

5. Ncnonb3yi ToNbKO 3aLuuLLeHHoe coeariHeHme Yepe3 HTTPS, a He HTTP, T.e.
npu Habope Beb-agpeca BBOAM nMeHHO "https://";

6. B MobunbHOM TenedoHe oTkaouUn dyHkumo "MoakntoueHme K Wi-Fi
aBTOMaTtu4yeckn". He fonyckain aBToMaTU4eCckoro NoAKat4YeHNs yCTPOMCTBa
K ceTam Wi-Fi 6e3 TBoero cornacus.

CouwmanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B HALLY XW3Hb, MHOTVE 04N paboTatoT U
XMBYT TaM MOCTOSIHHO, @ B Facebook yxe 3apernctprpoBaH MUINAPZA YenoBeK,
UTO ABNSIETCS OAHOM CelbMOM BCeX XuTenein nnaHeTbl. MHOrMe nosib3oBaTenu He
MOHMMaAIOT, YTO MHGOPMaLUS, pa3MeLLleHHas MU B COLMAbHbIX CETAX, MOXeT
6bITb HalieHa 1 MCNOJIb30BaHa KeM YroAHo, B TOM Ync/ie He 0683aTeNlbHO C
6narumMm HaMmepeHUaMU,

OCHOBHbIe coBeTbl N0 6e30MacHOCTU B CoUManbHbIX CeTAX:

1. OrpaHu4b CNUCOK Apy3eit. Y Tebs B ApYy3bsX He JO/MKHO 6bITb CIyYalHbIX 1
He3HaKOMbIX JIFOAe;



2. 3awumLLar CBOK YaCTHYH XM3Hb. He ykasbiBali naponu, TenedoHsbl, agpeca,
AaTy TBOEro POXAEHWNS U APYryto NNYHY0 NMHGOPMaLUIO. 310YMbILLNEHHUKN
MOTYT MCMOb30BaTh Aaxe NHGOPMaLMIO O TOM, KaK Tbl 1 TBOW POAUTENN
nnaHnpyeTe NPoOBeCcTU KaHUKYbl;

3. 3awumLar cBOKO penyTauuio - JepXn ee B YACTOTe U 3ajaBaii cebe Bonpoc:
X0Ten 6bl Tbl, YTOObI ApYyrie NoAb30BaTeNV BUAENM, UTO Thl 3arpyxaeLlb?
Moaymari, npexae YemM YTo-TO onyb6/IMKOBaTb, HANNCATb U 3arpy3unTh;

4. Ecnn Tbl rOBOPULLb C HOABMU, KOTOPbIX HE 3Haellb, He NCMOob3Yyl CBoe
peanbHOe VMS 1 APYTY0 TNYHYH MHGOPMaLMU: MK, MeCTO XUTENbCTBa,
MeCTO y4ebbl 1 npoyee;

5. W36erain pa3meleHnsa ¢oTtorpadumin B IHTepHeTe, rae Tbl M306paxeH Ha
MeCTHOCTW, MO KOTOPO MOXHO OMpeAennTb TBOe MeCTOMOI0XKEHNE;

6. lMpwn perncTpayum B COLMaNbLHOM CeTU HEOBXOAMMO NCMONb30BaTh C/IOXKHbIE
napon, cocTosLme 13 6yks 1 LMdp 1 C KONYECTBOM 3HAKOB He MeHee §;

7. [na coumanbHOM ceTn, NOYTbI U APYrMX CANTOB HEOHXOAMMO UCMO/Ib30BaTh
pa3Hble Naponu. Torga eciv Tebs B3/IOMAatOT, TO 3N10YMbILLAEHHWKM MOAyYaT
AOCTYN TOMIbKO K OZ4HOMY MecCTy, a He BO BCe CPa3y.

SNeKTPOHHbIE AeHbr

DNeKTPOHHbIe AeHbIM - 3TO OYeHb YA0b6HbIN CNOCO6 Naatexein, OAHAKO
CYyLLEeCTBYOT MOLLUEHHUKW, KOTOPbIE XOTAT MOAYYUTb 3TN AEHbIW.

3ﬂ€KTpOHHbIe AeHbr noaBMiMCb coBCceM HeAAaBHO 1 UMEHHO 1N3-3a 3TOIo BO
MHOTMX rocygapcreax 40 CMX MOP HE MPOnmMcaHo rnpo HX B 3aKOHax.

B Poccnu xxe OHU GYHKLMOHUPYIOT 1 O HUX Y>XKe NPONnCaHO B 3aKOHe, rae 1x
Pa3AenstoT Ha HeCKONbKO BUAOB - aHOHVIMHbIE V1 He aHOHUMHBbIe. Pa3HuLa B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs NpoBoOAUTL onepauum be3
naeHTndmKaLmm Nonb3oBaTens, a B HEAaHOHVMHbIX MAeHTUdMKaLMA NoNb30BaTenNs
aBnaeTcs 06a3aTeNnbHON.

Takxke cneayeT pasnmyaTb 3N1EKTPOHHbIe draTHbIe AeHbr (PaBHbI
rocylapCTBeHHbIM BatoTaM) 1 31eKTPOHHbIE HedUMaTHbIE AeHbIV (He PaBHbI
rocylapCTBeHHbIM BantoTam).

OCHOBHbIle coBeThbl N0 be3zonacHoM pa60Te C 3NIEKTPOHHbIMW AeHbraMu:

1. MpuBAXMN K cHeTYy MOBUbHbLIV TenedOoH. ITO camblii YA06HbIN N BbICTPbIN
CNoCcob6 BOCCTAaHOBUTL AOCTYN K cYeTy. MNpuBaA3aHHbIN TenedoH MOMOXeT,
ecnn 3abyellb CBOW MAAaTEXHbIV Mapoib UKV 3alijellb Ha CalT C
HEe3HaKOMOrro YCTPOMNCTBA;

2. Wcnonb3yr ogHopa3oBsble naponu. MNocne nepexosa Ha yCUIEHHYH0
aBTOpU3aLuIo Tebe yxe He byzeT yrpoxaTb 0NacHOCTb KPaXxu Uan
nepexsaTa NJaTeXHOro napons;



3. Bblibepu cnoxHbIN Naponb. MpecTynHmkam byaeT He NpoCTo yragaTb
CNOXHbIN Naponb. HageXHbie Naponu - 3To Napoau, KOTopble CoAepXaT He
MeHee 8 3HAaKOB M BK/IHOYAOT B Ce6s1 CTPOUHbIE 1 NMPONUCHBbIE BYKBbI, LdPbI
N HECKO/IbKO CMBOJIOB, TakMe Kak 3HakK gosnapa, GyHTa, BOCKAMLATENbHbIN
3HaK n 1.n. Hanpuwmep, $tRONg!;;

4. He BBOAW CBOW NINYHbIE AAHHbIE HA CaiTax, KOTOPbIM He AoBepsieLlb.

SNeKTPOHHasA noyTa

DNeKTPOHHAadA NoYTa - 3TO TEXHOOMVS U NpeAocTaBasieMble ero YCayrn no
nepecbl/ike 1N NONYYEHUIO 3N1eKTPOHHbIX COOBLLLEHWIA, KOTOPbIEe pacrpefensatoTcs B
KOMMbloTepHOWN ceTn. OBbIYHO 31eKTPOHHbI NOYTOBbIN ALK BbITIAANT
cnepyroLmmM 06pa3oM: MMSA_MNob30BaTeNa@umMa_foMeHa. Takke Kpome nepesaym
NPOCTOro TeKCTa, MeeTCs BO3MOXHOCTb NepeAaBaTb Gpalisibl.

OCHOBHble COBeTbI N0 6e30MnacHon paboTe ¢ 3N1eKTPOHHOW MOYTO:

1. Hago BbibpaTb NpaBu/bHbI MOYTOBLIN CepBUC. B MHTepHeTe ecTb
OFPOMHbI BbIGOP H6eCrnnaTHbIX MOYTOBLIX CEPBNCOB, OAHAKO y4lle
A0BepATb TEeM, KOTO 3Haellb 1 KTO NepBbl B PEUTUHTe;

2. He ykasblBail B IMYHOW Mo4yTe NNYHYI0 MHGOopMaLmto. Hanpumep, nydile
BblbpaTth "My3biKanbHbIV_paHaT@" nan "pok2013" BMecTo "Temal3";

3. Mcnonb3yw ABYyX3TanHyo aBTopr3aLmio. 3TO KOrga NOMUMO Mapons HY>XHO
BBOAUTb KOA, NpuUcCbliaeMblii Mo SMS;

4. Bblbepu c0XHbIN Napob. a5 KaxA0oro NoYTOBOro ALWMKa AOKeH 6bITb
CBOWI HaZleXHbI, YCTONUMBBIA K B3IOMY Napob;

5. Ec/in eCTb BO3MOXHOCTb Hanmcatb CaMoMy CBOW JINYHbIA BONPOC,
MNCNONb3YW 3TY BO3MOXHOCTb;

6. Mcnonb3yr HeCKOIbKO MOYTOBbIX ALLMKOB. [1epBbI A1 YAaCTHOW Mepernmncku
C afpecatamu, KOTOPbIM Tbl joBepseLlb. ITO 3/IeKTPOHHbIN agpec He Hajo
MCNONb30BaTh MPW perucTpaumm Ha popymax 1 camrax;

7. He oTkpbIBai ¢panbl 1 Apyrvie BAOXKEHUS B MNCbMAax, Aaxe ec/in OHY
NPVILLIA OT TBOUX ApYy3eit. Jlydlle yTOUHW Y HUX, OTNPaBAAIN 1N OHY Tebe
3TK dpainbl;

8. Tllocsie okoOHYaHWA paboTbl HA NOYTOBOM CepBUCe Nepes 3aKpbITUEM
BKJIAAKM C CAUTOM He 3abyAb HaXaTb Ha "BeinTn".

KnbepbynnuHr nnn BupTyanbHoe 134eBaTeNbCTBO

KnbepbynnuHr - npecnesoBaHve COOBLLEHUAMY, COAepXKaLLMMU OCKOPBAEHNS,
arpeccuto, 3anyrmBaHue; XyJMraHcTBo; coLManbHOe 6ONKOTUPOBaHME C MOMOLLbHO
Pa3INYHbIX MHTEPHET-CEPBLCOB.

OcHOBHble coBeTbl M0 bopbbe ¢ KMbepbyNNNHIoM:



1. He 6pocaiica B 60i. Jlyunin cnocob: NocoBeToOBaTbCA Kak cebsd BeCTU 1,
eCJIN HeT TOro, K KOMY MOXHO 06paTuUTbCA, TO BHavane ycnokoutbcs. Ecin
Tbl HAUHELb OTBeYaTb OCKOPOIEHNAMU Ha OCKOPHIeHNS, TO TONbKO eLle
6onbLUe pasoxokellb KOHQINKT;

2. Ynpasnaw cBoei kmbeppenyTtaumei;

3. AHOHWUMHOCTb B ceTu MHUMas. CyLLecTBYT Crocobbl BbISCHUTb, KTO CTOUT
33 aHOHVIMHbLIM aKKayHTOM;

4. He cTOUT BECTU XY/IMTAHCKMIA 06pa3 BUPTYasIbHOW XU3HW. VIHTepHeT
bukcnpyeT BCe TBOU LeCTBUSA N COXPaHSAET UX. YAanuTb nx byaet kpariHe
3aTPYAHUTENBbHO;

5. Cobntoaalt CBOK BUPTYaIbHYH YeCTb CMOJIOAY;

6. VIrHOpupyi eguHNYHBIA HeraTne. OZHOPa30Bble 0CKOPOUTE/IbHbIE
coobLeHns nyylle nrHopmposaTtb. OBbIYHO arpeccus NpekpaLlaeTcs Ha
Ha4anbHOW CTaanu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOBLLEHUSIMU, B
CoLManbHbIX CETSAX eCTb BO3MOXHOCTb 6/10KMPOBKM OTMPAaBKM COOBLLEHWNI C
onpejenieHHbIX afpecos;

8. Ecnu Tbl cBUgeTeNnb KnbepbynnmHra. TBou AeiCcTBUSA: BbICTYNUTb NPOTUB
npecsiiefoBaresis, NokasaTb emy, YTO ero AencTBUS OLLeHNBAKTCA HeraTnBHoO,
NoAAepXaTb XepTBYy, KOTOPOW HY>HAa NCUXON0rMYecKkas NoMOLLb, COOBLLUTL
B3POC/bIM O PpaKkTe arpeccrBHOro NoBeAeHNS B CETU.

MobunbHbIn TenedoH

CoBpeMeHHble cMapTdOHbI 1 NaHLLeTbl coZepkaT B cebe BNoaHe B3pOC/blii
bYHKUMOHAN, 1 Tenepb OHW MOTYT KOHKYPUPOBATb CO CTaLMOHAPHbIMMN
KoMnbloTepamn. OfHaKo, CPeACTB 3aLUUTbI 4SS MOAOBHbIX YCTPOMCTB MNoka OYeHb
Mano. TecTupoBaHMe 1 MOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT He Tak MHTEHCUBHO,
kak ans MK, To e camoe KacaeTcs U MOBUNbHbBIX MPUITOXEHWIA.

CoBpeMeHHble MObUAbHbIe Bpay3epbl yXe MPakTUYecky AorHanu HacTo/ibHble
aHanory, oAHako paclumpeHue GyHkLMOHaNa BneyeT 3a cO60M 60/bLLYIO
C/IOXHOCTb U MeHbLUYH 3alUMLLEHHOCTb.

[aneko He Bce nponssoanTeIN BbIMYyCKakoT 0b6HOBNEHMS, 3aKpbiBarwouwine
Kpuntnyeckme yassmMmMocCcT ana CBoOnX yCTpOI‘/‘ICTB.

OCHOBHbIe coBeThbl 4/14 6e30MacHOCTM MOBUNBLHOIO Teneq>0Ha:

Huuero He aBNseTCs No-HacTosLwemMy 6ecnaatHbIM. Byab OCTOPOXEH, BeAb KOrAa
Tebe npeanaratoT 6eCcnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKPbITbI Kakne-To
nnaTHble yCnyru;

Aymain, npexze yem oTnpasuTb SMS, $OTO UK BUAEO. Tbl TOYHO 3HaeLUb, r4e OHW
6yayT B KOHEYHOM UTOre?



Heob6xo41MM0 06HOBAATL ONEPaLNOHHY CUCTEMY TBOEro CMapTPoHa;
Mcnonb3yih aHTUBUPYCHbIE MPOrpamMMbl 415 MOb6UbHbBIX TenedoHOB;

He 3arpyxaii NpunoXxeHnst OT HEM3BECTHOIO NCTOYHMKA, BeAb OHW MOTyT
cofepxaTb BpeOHOCHOE MporpaMMHoe obecreyeHue;

Mocne TOro Kak Thl BbljeLb C CaTa, r4e BBOAUA NNYHYO MHGOPMAaLMIO, 3alian B
HacTpounku bpaysepa n yaanm cookies;

Meproanyeckn NpoBepsli, Kakme NaaTHble YCIyr akTMBUPOBaHbI HA TBOEM
HoMepe;

[laBaii cBO HOMep MOBUNLHOrO TenepoHa TONIbKO NHOAAM, KOTOPbIX Thl 3HAELLb U
KOMy AoBepsieLlb;

Bluetooth gomkeH 6bITb BbIKIHOYEH, KOrAa Thl UM He Nofb3yellbcs. He 3abbiBali

NHOrAa NpoBepsATb 3TO.
Online vrpbl

CoBpeMeHHble OHNAVH-UrPbl - 3TO KPacoYHble, 3aXBaTbIBatOLLe pa3BAeYeHus,
06beANHSAOLLME COTHU ThICY YeNnoBek No BceMy Mupy. rpoku nccneayot
AAHHbIA M MUp, 06LLAIOTCS APYT C APYrOM, BbIMOMHSIOT 3aJaHWs, CpaXatroTcs ¢
MOHCTPaMU 1 NOyYatoT OMbIT. 3@ YA0BONBLCTBME OHU MNAATSAT: MOKYNaT ANCK,
onaymMBaloT abOHEMEHT UAY NPUOBPETAIOT KaKMe-To oMLK,

Bce atn cpeactBa NAyT Ha rnoaaep>XaHue n pa3Butme Urpbl, a Takxxe Ha Camy
6e30nacHoOCTb: COBEPLUEHCTBYHOTCA CMCTEMBI aBTOPM3al i, BbIMYyCKakOTCA HOBbIE
natyum (Ll,l/lCI)pOBbIe 3annaTtku ana4a nporpaMM), 3aKpblBakOTCA YA3BNMOCTN CepPBEPOB.

B MoZ06HbIX Urpax CTOUT ONacaTbCs He CTOIbKO CBOMIX COMEPHUKOB, CKObKO
KpaXky TBOEro naposisi, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpM3aLMM 60NbLUINHCTBA
nrp.

OCHOBHbIle cCOBEeThbl N0 6e30MacHOCTM TBOEro NrpoBOro akkayHTa:

1. Ecnu gpyroi nrpok BegeT cebs njaoxo Uiy co3gaeT Tebe HenpuATHOCTY,
3a610KNPYI ero B CNVCKe UFPOKOB;

2. TMoxanynca agMMHUCTpaTOpPaM Urpbl Ha NJIoXoe noBejeHre 3TOro Urpoka,

XenaTefibHO NPUAOXUTb KakMe-To AoKa3aTeNbCTBa B BUAE CKPUHOB;

He yka3biBail NnyHyt0 nHPopmMaLuio B npodaiine urpbl;

YBaxam apyrnx y4acTHUKOB MO UTpe;

He yctaHaBnmBai HeopuLanbHble NaTUm U MOAbI;

Ncnonb3y ChoXHble U pa3Hble Naponu;

o v kW
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7. [laxke BO BpeMsa Urpbl He CTOUT OTK/IKOYaTb aHTUBKPYC. [10Ka Tbl UrpaetLlb,
TBOW KOMMbOTEP MOTYT 3apasnTb.

OUWINHT AN Kpa>a TNYHbIX JaHHbIX

O6bI4YHOWN Kpaxel feHer N JOKYMEHTOB CerofjHs y>e H1UKOro He YAMBULLb, HO C
Pa3BUTUEM NHTEPHET-TEXHOJIOMMIA 310YMbILLNIEHHUKW NepeMecTUINCb B UHTEPHET,
N NPOAO/MKAIOT 3aHMMATLCA "MHO6VMbIM" Ae0M.

Tak nosBMAaCb HOBasA Yyrpo3a: MHTEPHET-MOLLUEHHWYeCTBa NN QULLINHT, FNaBHas
Le/lb KOTOPOro COCTOUT B NOSYyYEHUU KOHPUAEHLMANBHbBIX JaHHbIX
nonb30BaTesien - IOTMHOB U Naponei. Ha aHrnnimnckom asbike phishing umitaetcs
Kak ¢uwimHr (ot fishing - ppibHas noBns, password - Naponb).

OCHOBHbIle cOBeTbl MO 6opbbe C PULLNHIOM:

1. Cnegw 3a cBOMM akkayHTOM. ECm Tbl Nogo3peBaellb, YTO TBOS aHKeTa bbi1a
B3/IOMaHa, TO He06XoAMMO 3ab6JI0KMPOBaTh ee 1 CO0bLWNTb
aAMNHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKopee;

2. WNcnonb3yn 6e3onacHble Beb-cainTbl, B TOM YnNC/e, UHTEPHET-Mara3viHoB U
MOWCKOBBIX CUCTEM;

3. Ncnonb3yi CNoXHble U pa3Hble Napoau. Takm obpasom, eciv Tebs
B3/10MAt0T, TO 3/10YMbILLJIEHHVKW NOAyYaT 4OCTYMN TONbKO K OAHOMY TBOEeMy
npoduato B CeTH, a He KO BCEM;

4. Ecnwv Tebs B3NOManu, To HeObXoAMMO npeaynpeanTb BCeX CBOUX 3HAKOMBbIX,
KoTopble fo6aBfieHbl y Tebs B Apy3bsX, O TOM, UTO Tebsd B31OManu u,
BO3MOXHO, OT TBOEro MMeHu byAeT paccblNaTbCsa Cram 1 CCbIIKU Ha
bULWMHroBbIe CalThbl;

5. YctaHoBUM HagexXHbI naposb (PIN) Ha MObUNbHBIN TenedoH;

OTKNOUM COXpaHeHre Naposnsa B bpaysepe;

7. He oTkpbIBai ¢painbl N Apyrrie BIOXKEHUA B MNCbMaX, AaXe eC/in OHY
APVILLIN OT TBOUX ApYy3eit. Jlydlle yTOUHU Y HUX, OTNPaBAAAN N OHY Tebe
3TK dannbl.

o

Lindpposas penyTtauus

Lundposas penyTaums - 3T0 HeraTMBHasa UM No3nNTUBHaA MHGOpMaLMs B CET O
Tebe. KomnpomeTupyroLaa nHeopmMaLms, pasmeLleHHas B UHTepHeTe, MoXeT
cepbe3HbIM 06pa3oM OTPa3UTBLCS Ha TBOEW peanbHOM Xn3Hu. "LUndposas
penyTaumsa” - 3To TBOW UMUK, KOTOPbI dopmupyeTca n3 nHdopmMaumm o tebe B
NHTepHeTe.

TBOE MeCTo XNTenbCTBa, ybIE6I:>I, TBOE d)I/IHaHCOBOG MosIoXKeHMe, 0CO6EeHHOCTY
XdpaKTepa 1 pacCcka3bl O 6/11M3KKX - BCE 3TO HakanaMBaeTCcsa B CETW.



MHorve NoApoCTKM NerkOMbIC/IEHHO OTHOCATCA K My6MKaLMM INYHO
nubopmaunm B VIHTepHeTe, He MOHKMAas BO3MOXHbIX MOCNeACTBUN. Thbl faxe He
CMOXeLlb JorasaTbCsa 0 TOM, 4To poTorpadus, pasmeLeHHasn 5 et Hasag, cTana
NPUYNHOW OTKa3a NpUHATL Tebsd Ha paboTy.

KoMmeHTapuu, pasmMeLleHune TBoux potorpaduii 1 gpyrue feiicTBUS MOryT He
NCYE3HYTb Jaxe Nocse TOro, Kak Tbl X YAaauLb. Tbl HE 3HaelLUb, KTO COXPaHWA 3Ty
nHbopmMaLmto, monana v oOHa B MOVNCKOBbIE CUCTEMbI 1 COXPAaHWAACh /I OHA, a
rnaBHOE: YTO MOZYMALOT O Tebe OKpyXatoLLme NHAN, KOTOpble HaAYT N YBUAAT 3TO.
HainTn nHpopmauyo MHOIO JIeT CAYCTS CMOXET /160 - Kak 13 06pbIX
NoBYXAEHWNI, TaK 1 C HAMepeHUeM NPUYNHNTL BPes. STO MOXET ObITb KTO YroAHO.

OCHOBHbIle COBeTbI MO 3aLuTe LndpoBov penyTaumn:

1. TMoayman, npexgae 4yem 4To-TO Ny6/MKOBaTb 1 NMepejaBaTth y cebsa B 61ore
NN B COLMANBHOW CeTu;

2. B HacTpoikax npodunsa yCTaHOBM OrpaHNYeHNs Ha MPOCMOTP TBOEro
Npoduaa 1 ero COAEePXMMOro, cAena ero TonbKo "aAnsa apysen”;

3. He pasmeLuant n He ykasbiBail MHGOPMaLMIO, KOTOPAs MOXeT KOro-nnmbo
0CKOPOAATL AU 0bUXKaTb.

ABTOpCKOe NpaBo

CoBpeMeHHble LLKObHVIKW - aKTUBHble Nob30BaTen LndpoBoro NnpocTpaHCTea.
OAHako Aaneko He BCe 3HAMOT, YTO NOb30BaHE MHOTVIM BO3MOXHOCTAMM
uMPpoBOro Mrpa TpebyeT CObNOAEHNSA NMPaB Ha UHTENIeKTYa /IbHYHO
COH6CTBEHHOCTb.

TepMUH "nHTenneKTyanbHast CO6CTBEHHOCTL" OTHOCUTCA K Pa3fINYHbIM TBOPEHVSM
YesIoBeYEeCKOoro ymMa, HaunHas ¢ HOBbIX M306peTeHnI 1 3HaKoB, 0603HaYaroLLINX
COH6CTBEHHOCTb Ha MPOAYKThI U YCIYTN, U 3aKaHUMBasA KHUramu, potorpadmnsamu,
KUHOPUIBMaMU 1 My3blKalbHbIMW MPON3BELEHNAMMU.

ABTOpCKMe NpaBga - 3TO NpaBa Ha UHTeNeKTyaIbHY CO6CTBEHHOCTb Ha
npounsBeseHnNsa Haykn, nnTepaTypbl U NCKycCTBa. ABTOPCKME NpaBa BbICTyNatoT B
KayecTBe rapaHTuM TOro, YTO MHTe/IeKTyaIbHbIN/TBOPYECKN TPy aBTopa He
6yZeT HanpacHbIM, 4aCT eMy CripaBeBble BO3MOXHOCTY 3apaboTaTb Ha
pe3ynbTaTax CBOero TpyAa, NoAyYnTb N3BECTHOCTb U NpU3HaHue. H1KTo 6e3
pa3peLleHnsa aBTopa He MOXeT BOCMPOU3BOAUTL €ro Npovi3seseHune,
PacNpPOCTPaHATb, My6ANYHO AEMOHCTPUPOBATL, MPOAABaTh, UMMNOPTUPOBATL,
nyckaTb B NPOKAT, My6/IMYHO UCMONHATb, MOKa3bIBaTb/UCMONHATL B 3bupe nnam
pa3mMeLllatb B VIHTepHeTe.

Ncnonb3oBaHMe "MMpaTCckoro” NporpaMMHOro obecrneyeHus MoOXeT NMpuBecTy K
MHOIVIM pycKaMm: OT NOTEPU JaHHbIX K TBOMM akKayHTaMm A0 610KMPOBKM TBOEro



YCTPOICTBa, rAe ycTaHOBNEHAa HeferaabHas nporpaMmmMa. He cTomT Takxe 3abbIBaTh,
YTO CYyLLLeCTBYHOT /lerasbHble 1 6ecnaaTHble MPOrpaMmbl, KOTOPble MOXHO HAUTK B
ceTw.

O nopTtane

CeTeBMYOK.p® - TBOW rNaBHbIM COBETUMK B CETU. 34eCb Thl MOXELLb Y3HaTb O
6e30MacHOCTV B CETU MOHATHBIM U AOCTYMHbIM S3bIKOM, @ MPY BO3HVKHOBEH WY
KPUTUYECKOM CUTyaummn obpaTUTbCS 3a COBETOM. A TakxKe NPUHATL yyacTie B
KOHKypCax 1 CTaTb CaMbIM LpPOBLIM rpaxaaHUHOM!

NHPopmaLoHHaa naMaTKa 415 poanTenei

OnpegeneHne TepMrHa "MHPOpPMaLMOHHAA 6e30MacHOCTb AeTen" CoOAepPXUTCSA B
®egepanbHOM 3akoHe N 436-93 "O 3awwmTe getert oT nHGopmMaumu,
NPUYNHSAIOLLEN Bpes X 340POBbI0 N Pa3BUTUI", peryinpyoLwiM OTHOLLEH WS,
CBSi3aHHbIe C 3aWMTON JeTel OT MHPOopMauunKn, MPUUMHSIOLLEN Bpes UX 340POBbHO
n (nnwn) paseutnto. CornacHo JaHHOMY 3akoHy "MHGOpMaLMOHHas 6€30MacHOCTb
Aeten" - 3TO COCTOAHME 3aLMLLLEHHOCTY, NPV KOTOPOM OTCYTCTBYET PUCK,
CBSI3aHHbIN C NpUYHeHeM nHbopMaLen Bpesa X 340p0BbIo U (1K)
PuU3NYeCcKoMy, NCUXNYECKOMY, JYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-®3 nHpopMaumen, NpuYnHsaIoLLen Bpes,
3[l0POBbIO U (M11) Pa3BUTUIO AeTel, ABNSeTCs:

1. nHbopMauus, 3anpeLleHHas A8 pacnpoCcTpaHeHus cpean aeTen;

2. nHPopmaums, pacrnpocTpaHeHie KOTOPOW OrpaHNYeHO cpean AeTen
ornpegeneHHbIX BO3PACTHbIX KaTeropui.

3. KwnHdpopmaumu, 3anpeLLeHHON A8 pacrnpocTpaHeHUs cpean AeTeln,
OTHOCUTCS:

4. nHpopmaums, NobyxAatoLLasa AeTel K COBEepLUEHMIO AeNCTBUN,
NPeACTaBASOLWMX YTPO3Y UX XU3HU 1 (MNK) 340POBbIO, B T.4. MPUYNHEHMIO
BpeZa cBoeMy 3,0p0BbH), CAMOYBUIACTBY;

5. CNOCO6HOCTb BbI3BaTb Y AeTel XenaHne ynoTpebuTb HapkoTUyeckme
CPeACTBa, NCUXOTPOMHbIE 1 (MNK) OAYPMaHMBaKOLLME BellecTBa, TabayHble
N34enu1s, ankorofbHY 1 CMMPTOCOAEP>KALLYH NPOAYKLINIO, MNBO U
HaNUTKW, N3roTaB/BaeMble Ha ero OCHOBE; MPUHATbL y4acTue B a3apTHbIX
Nrpax, 3aHNMaTbLCA NPOCTUTYLMEN, BPOAANKHNYECTBOM UK
NOMNpPOLLIANHNYECTBOM;

6. 060CHOBbIBaOLLAA NV OMNpaBAbIBaOLLAA JOMNYCTUMOCTb HACUANA N (LK)
XEeCTOKOCTM IN60 MObYyXAALWAsA OCYLLEeCTBAATL HACUIbCTBEHHbIE AeNCTBUS
MO OTHOLLEHWIO K JIIOASIM U XXVNBOTHbBIM;

7. OTpULAKOLLASA CeMEliHble LeHHOCTU 1 GOPMUPYHOLLLAS HeyBaXeHue K
poauTenam n (Mnn) Apyrum YneHam cemMmbi;

8. onpaBAblBatoLLAa MPOTUBONPABHOE NMoOBeAeHNE;
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9. cozepkallas HelL,eH3ypHYH 6paHb;
10.coaepkalliasi HGOpMaLMIO MOpPHOrpadrUecKoro xapakrepa.

K nHpopmaumm, pacnpocTpaHeHe KOTOPOW OrpaHNYeHo Cpean AeTeu
onpezeneHHOro Bo3pacTta, OTHOCUTCS:

1. nHbopMauus, npeacTaBasemMas B BUe N306paxeHus UM onmcaHus
XeCToKoCTU, GU3NYeCcKoro n (UNn) NCUXNYECKOro HaCUAVS, NpecTynieHns
WA MHOFO aHTMOBLLLECTBEHHOTO AeliCTBUS;

2. BbI3blBalOLLASA Y AeTeln CTpax, y>XKac U naHuky, B T.4. NpeAcTaBnsemMas B
BUZE N300PaxXeHVsa NV ONMNCaHUA B YHVXKAIOLLEN YenoBeyeckoe
AOCTONHCTBO dopMe HeHaCUNbLCTBEHHOW CMepTK, 3aboneBaHus,
CaMOybMINCTBA, HECHACTHOrO CayYas, aBapun Uan katactpodbl U (Un) NxX
nocneacTBUI;

3. npejcTaBnsemasi B BUAe N306paxeHNsa NAn onmcaHnsa NosioBblX OTHOLLEHWIA
MeXZY MY>XUYMHON N XXEHLLMHOW;

4. copepxkallasa bpaHHble C10Ba U BblPaXKeHUs], He OTHOCALLMECS K
HeLeH3ypHOW bpaHwu.

C yueTom 370ro Bam npegnaratotcs npasuia paboTtbl B ceTn VIHTepHeT a1
Pa3/INYHbIX BO3PACTHbIX KaTeropuii, cobnroeHre KoTopbIX NO3BOINT obecneymnTb
NHGOPMALIMOHHYH 6€30MacHOCTb BaLLUX AeTeN.

Ob6Lme NpaBuna ANa poauteneni

1. HesaBucmmo OT BO3pacTa pebeHka UCnob3yinTe nporpaMmHoe
obecrneyeHvie, noMoratulee GUNbTPOBATb U KOHTPONNPOBATb
NHPOpPMaLMIO, HO He nofararTecb NOJIHOCTLIO Ha Hero. Balle BHUMaHue K
pebeHKy - rNaBHbI MeTOZ 3aLllnThl.

2. Ecnm Baw pebeHOK IMeeT akKayHT Ha OZHOM W13 couManbHbIX CEPBNCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru n 1.n.), BHUMaTeNbHO N3y4yKTe,
KaKyro MHPOpMaLMo MOMELLAIOT ero y4acTHUKM B CBOUX NPOPUAAX 1
6norax, Bkatoyasa ¢oTorpadum n Buaeo.

3. lpoBepbTe, C KaKMMU APYrMMU CariTaMn CBA3aH COLMANbHbIN CepBUC
Bawero pebeHka. CTpaHnuKku Ballero pebeHka MoryT 6biTb 6€30MacHbIMY,
HO MOTYT 1 COAepXaTb CCbIIKM Ha HeXenaTebHble 1N ONacHble CanTbl
(Hanpumep, MOPHOCANT, UK CAT, HA KOTOPOM ApYr YOMUHAeT HoMep
coToBoro TenedoHa Bawero pebeHka nnm Baw gomalHni agpec)

4, NMoowwpsarTe Bawnx geTtein coobLLaTte 060 BCeM CTPAHHOM UK
OTTa/IKVBAKOLLLEM U He CIULLKOM OCTPO pearnpymnTe, KOraa OHW 3To AenatoT
(13-3a onaceHVs MOTePATb JOCTYN K IHTepHeTy AeTu He rOBOPSAT POAUTENAM
0 npobaemax, a Takxke MOryT HauaTb UCNOb30BaTb VIHTepHeT BHe gJoMa
LLUKOIbI).

5. byabTe B Kypce ceTeBOW XM3HW Baluero pebeHka. MIHTepecymnTech, KTO UX
ApYy3bsi B VIHTepHET Tak Xe, Kak MHTepecyeTecb peasibHbIMU APY3bSMU.



Bospact o1 7 fo 8 net

B NHTepHeTe pebeHOK CTapaeTcsl MOCETUTL Te UV MHble CaliTbl, @ BO3MOXHO U
YaTbl, pa3peLueHrie Ha NoceLLeHe KOTOPbIX OH He Moy4Ynn bbl OT poanTenei.
Mo3TOMyY poAMTENsiM 0OCOBEHHO NMOe3HbI ByAyT Te 0THeTbl, KOTOopbIe
NpeAoCTaBASOTCA MPOrpaMMamMu No orpaHNUYeHno NCNoNb30BaHWsA VIHTepHeTa,
T.€. POANTENbCKNI KOHTPOIb UV TO, UTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX
dalinax. B pesynbTaTe, y pebeHka He byaeT OLLyLLeHWs, YTO 3a HVM BeeTCs
MOCTOSIHHbIV KOHTPO/b, O4HAKO, POAUTENMN BYAYT NO-NpPexXHeMy 3HaTb, Kakue
caliTbl nocewaeT nx pebeHok. [leTn B JaHHOM BO3pacTe 06/1a4atoT CUMbHbIM
4YyBCTBOM CEMbMU, OHU JOBEPUMBLI I HE COMHEBAKOTCA B aBTOpUTETax. OHU NHO6SAT
NrpaTb B CceTeBble Urpbl 1 NyTeLlecTBOBaTb Mo VIHTepHeTY, NCNob3ys
3/1eKTPOHHYH MOYTY, 3aXOANTb Ha CaliTbl U YaTbl, HE peKOMeH0BaHHble
poAVTENsIMUN.

CoBeTbl No 6e30MacHOCTK B ceTn VIHTepHeT ans fetein 7 - 8 net

1. Co3gaiTe CNUCOK AOMAaLLUHUX NpaBua noceLleHnsa NHTepHeTa Npuv yyacTnu
AeTein n TpebyinTe ero BbiMOMHEHNS.

2. TpebyinTe oT Bawwero pebeHka cob6t04eHNA BpEMEHHbLIX HOPM HaXOXAeHNs
3a KOMMbOTEpPOM. MNokaxnTe pebeHKy, 4To Bbl HabnogaeTe 3a HAM He
noToMy UTO BaM 3TO X0ueTcs, a MOTOMY UTO Bbl 6ecnokonTecs 0 ero
6e30nacHOCTV 1 BCersa roToBbl eMy MOMOYb.

3. KomnbroTep € noAkntoUeHneM K VIHTepHeTY A0/IKeH HaxoANTLCA B 06LLel
KOMHaTte noj npucMoTPOM POAUTENEN.

4. Ncnonb3ynTte cneyyanbHble AeTCK/e MOUCKOBbIE MaLLUHBbI.

5. Vicnonb3yiTe cpeacTBa 610KMPOBaHNA HeXeNnaTelbHOro KOHTeHTa Kak
AOMOJIHEHVE K CTaHAapTHOMY PoAnTeIbCKOMY KOHTPOJIHO.

6. Co3paiiTe ceMerHbIM 3NeKTPOHHbIN ALWMK, YTOObI HE MO3BONUTL AETSAM
NMeTb COBCTBEHHbIe ajpeca.

7. Bnokmpyinte A0CTyn K caritam ¢ 6ecnnaTHbIMMU NOYTOBBIMU ALLMKAMU C
MOMOLLIbHO COOTBETCTBYHOLLEro MPOrpaMMHOro obecreyeHus.

8. MpuyunTe aeTteri coBeToBaTbCA C Bamu nepes onyb6avkoBaHveM Kakomn-nmbo
NHGopMaLMy CpeACTBaMU 3N1eKTPOHHOM MOYThl, YaTOB, PerncTPaLiOHHbIX
dopm 1 npodunei.

9. HayunTe feTel He 3arpyxatb ¢painbl, MPorpamMmMbl UM My3biKy 6e3 Ballero
cornacus.

10.He pa3peluanite geTsaM NCNOAb30BaTb CNYX6bl MTHOBEHHOrO 06MeHa
CcoobLEeHUAMN.

11.B "6enblin" cnncok canToB, paspeLleHHbIX A48 NoceLleHns, BHOCUTE TObKO
CaliTbl C XOopoLler penyTauunen.

12.He 3a6biBaiiTe 6becefoBaTh C AeTbMU 06 UX APY3bsX B VIHTepHeTe, Kak ecnu
6bl peyb LWNa 0 APY3bAX B PeasbHOM XN3HN.

13.He genainte "Taby" n3 BONPOCOB MOJIOBOW XU3HW, TaK Kak B VIHTepHeTe feTn
MOTYT N1erko HaTKHYTbCA Ha NOpHOrpapuio Nan cainTol "4 B3POCIbIX".



14.MpuyunTe Bawero pebeHka coobLate BaM O NH0ObIX Yyrpo3ax Unv TpeBorax,
CBA3aHHbIX C VIHTepHeTOM. OcTaBainTeCb CMOKONHBLIMU N HAaMOMHUTE AeTaM,
YTO OHW B 6@30NacHOCTN, eC/IN CaMm pacckasaam BaM O CBOVX TPeBOrax.
MNoxBanuTe UX N NOCOBETYNTe NOAONTN eLe pa3 B NOAOOHbIX ClyYasix.

Bospact getein ot 9 go 12 net

B faHHOM BO3pacTe feTu, Kak MPaBWo, yXKe Hac/bllaHbl O TOM, Kakast
nHopmauus cywectsyeT B VIHTepHeTe. CoBepLLUEHHO HOPMabHO, YTO OHU XOTAT
3T0 YBUAETb, MPOYeCTb, yC/blWwaTh. [1py 3TOM HYXXHO MOMHWTb, YTO AOCTYN K
HeXenaTe/bHbIM MaTeprianamM MOXHO Ierko 3a6/10KkMpoBaThb NPV MOMOLLM CPEACTB
PoAnTEeNbCKOrO KOHTPOS.

CoBeTbl MO 6e30nacHOCTW A8 AeTen oT 9 o 12 net

1. Co3gaiTe CNCOK AOMALLUHUX NpaBua NoceLleHnsa MHTepHeT npu yyactum
AeTein n TpebyinTe ero BbiMOMHEHNS.

2. TpebyinTe oT Bawwero pebeHka cobH0AEHNA HOPM HAaXOXAEHWUS 3a
KOMMbOTEPOM.

3. Habnwogalite 3a pebeHKOM Npuv paboTe 3a KOMMNbIOTEPOM, MOKAXNTE eMy,
47O Bbl 6ecrnokonTecb 0 ero 6€30MacHOCTV 1 BCerfa roToBbl OKa3aTb eMy
MOMOLLIb.

4. KomnbloTep C nogkntoyeHnem B VMIHTepHeT A0/KEH HaXOANTLCA B 06LLLei
KOMHaTe noj npucMOTPOM POAUTENEN.

5. Vicnonb3yiTe cpeacTBa 610KMPOBaHNA HeXenaTelbHOro KOHTeHTa Kak
AOMONHEeHVE K CTaHAAPTHOMY PoANTENIbCKOMY KOHTPOIO.

6. He 3abbiBaliTe NpUHMMAaTbL HEMOCPeACTBEHHOE YYacTVe B XNU3HN pebeHka,
becesoBaTh C AeTbMU 06 UX APY3bsiX B VIHTepHeTe.

7. HacrtamBaiiTe, UTObbI €T HMUKOTrAa He COornallaincb Ha INYHbIe BCTPeYn C
Apy3bsaMu Mo VIHTepHeTy.

8. To3Bonarite AeTAM 3aX04ANTb TONbKO Ha CaliTbl U3 "6enoro” crnmcka, KoTopblin
Co3zaunTe BMecTe C HUMW.

9. MpuyunTe geTer HNKOrAa He BblJaBaTb INYHYHO MHPOPMaLMIO CpeacTBaMun
3N1eKTPOHHOW MOYTbl, YaTOB, CICTEM MTHOBEHHOIO 06MeHa CoobLLEeHNSAMY,
perncTpaumoHHbIX GOpM, INYHBIX Npoduiern 1 Npu perucTpaumm Ha
KOHKYpCbl B IHTepHeTe.

10.MpuyynTe feTeln He 3arpy>KaTb NporpaMmbl 6e3 Baluero paspeLleHus.
O6BbACHUTE UM, YTO OHW MOTYT C/Iy4aHO 3arpy3nTb BUPYChI NN Apyroe
HeXenaTtenbHoe NporpamMMHoe obecreyeHue.

11.Co3ganTe BaweMy pebeHkKy orpaHMyYeHHYH YYeTHYH0 3anunck A1 paboTbl Ha
KOMMbloTepe.

12.MpwnyuunTe Bawero pebeHka coobLate BaM O NH0ObIX yrpo3ax vuav Tpesorax,
CBAA3aHHbIX C VIHTepHeTOM. HanoMHuTe AeTAM, YTO OHM B 6@30nacHOCTY,
ec/in caMn pacckasasiv Bam O CBOMX TPEBOrax 1 ornaceHusx.

13.PacckaxunTe fetam o nopHorpadum B VIHTepHeTe.



14.HacTtamBalriTe Ha TOM, YTObbI AeTV NPeAoCTaBAsAIN BaM A0CTYM K CBOew
3NeKTPOHHOW nouTe, YTobbI Bbl Y6e4MUINCh, YTO OHU He 06LLatoTCs C
He3HaKoMLaMW.

15.06BACHUTE AeTAM, YTO HeNb3s NUCMOb30BaTh CeTb A5 XY/INTaHCTBa,
pacnpoCTpaHeHns cnaeTeH U yrpos.

Bospact getein ot 13 go 17 net

B 3ToM BO3pacTe NOAPOCTKM aKTUBHO UCMO/b3YHOT MOUCKOBbIE MALLUUHBI,
NONb3YHTCA 3/IEKTPOHHOM MNOYTON, CNy>XH6aMM MFHOBEHHOIO 06MeHa
COOBLLEHUSAMU, CKAUMBAIOT MY3biKy 1 dUAbMbl. Manbymkam B 3TOM BO3pacTe
60/bLLe MO HpaBy CMeTaTb BCE OrPaHUNYEHUs], OHW XaxAayT rpyboro tomopa,
a3apTHbIX NP, KAPTUHOK "AnsA B3pOoCabIX". leBoukn NpeAnoymnTaoT 06LLaThCs B
yaTax, Mpu 3TOM OHW ropa3Ao 6osee YyBCTBUTE/IbHbI K CEKCYabHbIM
AoMoratenscTBam B IHTepHeTe.

3a4acTyro B JaHHOM BO3pacTe PoAUTENAM yXe BeCbMa C/I0XXHO KOHTPOIMPOBaTb
CBOUX JeTel, Tak Kak 06 VIHTepHeTe OHW y>Xe 3HAtOT 3HAUMUTe/IbHO H60/bLLe CBOUX
poguTener. Tem He MeHee, He OTNyCKanTe geTen B "cBoH6oAHOe nNnaBaHme" no
NHTepHeTy. CTapanTecb akTVUBHO y4acTBOBaTb B 0b6LLeHNN pebeHka B IHTepHeTe.

BaXkHO NMo-npexHemy CTporo cobntoaaTtb Npasuna MHTepHeT-6€30MacHOCTY -
CornalleHne Mexay poauTenaMm n getbMun. Kpome Toro, He06Xxo4MMO Kak MOXHO
Yalle NpPoCcMaTprBaTb OTYEThI O AeATENbHOCTU geTell B VIHTepHeTe. CheayeT
06paTUTb BHVIMaHKE Ha HEOBXOAMMOCTb COAEPXKAHNSA POANTENBCKUX NapOonei
(maponew aAMUHNCTPATOPOB) B CTPOrOM CekpeTe 1 06paTUTb BHMMAHMe Ha
CTPOrocCTb 3TUX Naponei.

CoBeTbl N0 6e30MacHOCTK B 3TOM Bo3pacTte oT 13 go 17 net

1. CosganTe CNNCOK AOMALLHMX NpaBua nocelleHns VIHTepHeTa Npu yyacTum
NOAPOCTKOB 1 TpebyiTe 6e3yCNOBHOrO ero BoinonHeHWs. O6rosopuTe ¢
pebeHKOM CMMCOK 3arnpeLleHHbIX CalnToB ("YepHbIn crnncok"), Yackl paboTbl B
NHTepHeTe, pyKoBOACTBO MO 06LLeHUo B IHTepHeTe (B TOM YKC/ie B YaTax).

2. KomnbloTep ¢ nogkntoyeHmem kK cetn VIHTepHeT A0/KeH HaXOANTbCHA B
obulen KoMHare.

3. He 3abbiBaliTe 6ecefioBaTh C AeTbMU 06 UX APY3bAX B VIHTepHeTe, 0 TOM,
YeM OHU 3aHATbI TakKUM 06pa3oM, byATO peyb NAeT O 4PY3bsX B peanbHOw
XU3HW. CNpalmBanTe O NASX, C KOTOPbIMU AeTU 06LatoTCA NoCpesCTBOM
CNyx6 MrHOBEHHOro 06MeHa CO0bLLEeHUAMY, YTOObI yoeaAnTbCSA, UTO 3TU
JOAN M 3HAKOMBbI.

4. Vicnonb3yinTe cpefCTBa 610KMPOBAHNSA HeXeNaTe/IbHOro KOHTeHTa Kak
AOMNONHEHME K CTaHAAPTHOMY POANTENbCKOMY KOHTPOSIHO.



5. HeobxoAnMO 3HaTb, KAKMMW YaTaMn NONb3yroTcs Bawwim geTn. MNoowpanite
MNCNONb30BaHVE MOJeprpyemMbiX YaTOB U HacTanBalTe, YTobbl AeTU He
06LLaNnnNCb B MPUBATHOM pexmme.

6. HacramBaiTe Ha TOM, YTOBbI AeTU HNKOIAa He BCTPeYanncb INYHO C
ApPYy3bAMU U3 ceTn VIHTepHeT.

7. TpuyunTe geTter He BblAaBaTb CBOK JINYHYIO MHPOPMaLMIO CpeacTBaMin
3/1eKTPOHHOM NOYTbI, YaTOB, CUCTEM MTHOBEHHOIO 06MeHa COObLLEHNAMMU,
perncTpaumoHHbIX GOpM, TNYHbLIX Mpodunen 1 Npu perncTpaunm Ha
KOHKYpCbl B VIHTepHeTe.

8. lMpuyunTte ageTtelri He 3arpyxaTtb NporpamMmmel 6e3 Bawlero paspeLueHus.
O6BACHUTE UM, YTO OHW MOTYT CYYaHO 3arpy3nTb BUPYCbl NN Apyroe
Hexenate/sibHOe NporpamMMHoe obecreyeHue.

9. MpuyunTe Baliero pebeHka coobLLaTb BaM O JIFOOLIX yrpo3ax Un TpeBorax,
CBSI3aHHbIX C VIHTepHeTOM. HanoMHuTe AeTaM, YTO OHM B 6€30MacHOCTY,
ec/I caMu pacckasany BaMm, 0 CBOMX Yrpo3ax niam Tpesorax. loxsanute nx u
NOCOBEeTYMTe MOAONTM eLLe pa3 B NOA0OHbIX C1yyasX.

10.PacckaxunTe getam o nopHorpadunun B IHTepHeTe. NoMornTe nm 3anTnUTbCA
OT cnamMa. HayumnTe NoApoCTKOB He BbljaBaTk B VIHTepHeTe cBoero
peasibHOro 3/1IeKTPOHHOrO ajpeca, He OTBeYaTb Ha Hexeslate/bHble MMCbMa
N NCNONb30BaTh CreumanbHble MoYTOBbIE QUBLTPSI.

11.MpuyynTe cebss 3HaKOMUTBLCA C CaTaMy, KOTOPble NoceLLaroT NoAPOCTKN.

12.Hayuute geTten yBaxaTtb ApPYrux B UHTepHeTe. YbeamnTech, YTO OHM 3HAKOT O
TOM, YTO MNpaBn/ia XOPOLLEro NoBeseHNs AeNCTBYIOT Be3je - Aaxe B
BNPTYyasbHOM MUpe.

13.06bsCHUTE AeTAM, UTO H B KOEM Cyyae Hesib3 UCNonb3oBaTb CeTb ANd
XYNUraHCTBa, pacnpocTpaHeHus CnieTeH Uanm yrpos Apyrm AraaMm.

14.06cyanTe C NOAPOCTKaMU MpobaeMbl CeTeBbIX a3apTHbIX UMP U KX
BO3MOXHbIA pUCK. HaNmoOMHUTE, YTO AeTn He MOTYT UrpaTh B 3TU UMPbI
COr/IaCHO 3aKOHY.

MOCTOAHHO KOHTPOIMPYNTE NCMOSIb30BaHMe NHTepHeTa Bawuvm pebeHkoM! 3TO He
HapyLLeHVie ero IM4YHOro NPOCTPaHCTBa, a Mepa NpesoCTOPOXHOCTA 1
nposiefieHne Balle poAanTenbCKOn OTBETCTBEHHOCTU 1 3a60ThI.

MHpopMaLMoHHas NnamMsaTka AN yY4eHVKOB

NHOOPMALMOHHASA MAMATKA A/19 OBYHAROLWWMNXCA ANA PASMELLERHNA HA
OPNUNANBHBIX NHTEPHET-PECYPCAX

C KaxAbIM roloM MOJIOLEXWN B MHTEpHETE CTaHOBUTbLCA 6onblue, a LWKONbHUKN
OAHN N3 CaMbIX aKTUBHbIX nonb3oBaTenen PyHGTa. Me>|<,u,y TEM, MOMNMO
OrpOMHOI0 KonM4yecTBa BO3MOXHOCTEW, MHTEPpHET HECET U I'Ip06}'leMbI. JTa
MamMATKa 40J>KHaA NMoMOoYb Tebe 6e30MnacHO HaxXoAnNTbCA B CETA.

KomnbroTepHble BUPYChI



KoMnbrOTepPHbIV BMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm,
OTANYNTENIbHON 0COBEHHOCTBIO KOTOPOU ABNAETCA CMOCOOHOCTb K PAa3MHOXEHNIO.
B gononHeHme K 3ToMy, BUPYCbl MOTYT NOBPEAUTb WA MOIHOCTBH YHUUTOXUTb
BCe dbalnbl U fJlaHHble, MOAKOHTPO/IbHbIE MO/1b30BaTe/1t0, OT VIMEeHW KOTOPOro bbina
3anyLleHa 3apaxeHHas NporpamMma, a Takxe NoBpeanTb UK AaXe YHUUTOXUTb
onepauyroHHYH cMcTeMy co Bcemu ¢panamm B LenoM. B 60nbLUNHCTBE c/lyyaeB
PacnpoCTPaHAIOTCS BUPYCbl Yepes MHTepPHeT.

MeToAbl 3aLLMTbl OT BPELOHOCHbLIX MPOrpamMm:

1. Vicnonb3yi coBpeMeHHble onepaLyoHHbIe CUCTEMbI, MetoLLe cepbe3HbIi
YPOBeHb 3aL/Tbl OT BPeAOHOCHbIX MPOrpamm;

2. ToCTOsIHHO yCTaHaBAvBal nNaTyun (LMdpoBble 3aMn1aTku, KOTopble
aBTOMaTUYeCKN YCTaHABANBAKTCA C Le/iblo 40paboTky MporpaMmmbl)
Apyrve 06HOBNEHVS CBOe OnepaunoHHON cncTemMbl. CkaumBam UX TONbKO C
odnumanbHoOro camta paspabortumka OC. Ecnin cyuiecTByeT pexuvm
aBTOMAaTUYeCKOro OB6HOBNEHVISA, BK/IHOUW ero;

3. PaboTtai Ha cBOeM KOMMbIOTepe Noj npaBaMu Nonb3oBaTtess, a He
aAMVHNCTPATOPA. ITO He NO3BONT 60/IbLLUNHCTBY BPeAOHOCHbLIX MPOrpamMm
NHCTaNINPOBATLCA Ha TBOEM NepCcoHaIbHOM KOMMbIOTEpPE;

4. Ncnonb3ym aHTUBMPYCHbIE NPOrpamMMHble NPOAYKTbI M3BECTHbIX
nponsBoauTene, c aBToMatnyeckum obHoBneHeM 6a3;

5. OrpaHnyb $pu3nyecknin JOCTyrn K KOMNbOTEPY A5 MOCTOPOHHUX NNLL;

6. Vcnonb3ymn BHelWHMe HOCUTeN MHPopmMaLnK, Takme Kak dneLlka, ANCK Uan
dainn n3 nHTepHeTa, TONbKO 13 MPOBEPEHHbIX NCTOYHMKOB;

7. He oTKpbIBai KOMMbOTEPHble daibl, MONyHYeHHbIe 13 HEHAeXHbIX
NCTOYHUKOB. [laxxe Te palnbl, KOTOpbIe NPUC/Ian TBOM 3HAaKOMbIN. JlyyLue
YTOUHW Y Hero, OTNpaB/sa M OH Tebe UX.

Cetun WI-FI

Wi-Fi - 3T0 He BUJ nepeAayn AaHHbIX, He TEXHONOr1A, a BCero N1lb bpeHa, Mapka.
Ewe B 1991 rogy HUAepnaHACKas KOMMNaHUs 3aperncrpuvposana bperHg "WECA",
4YTO 0603Hauvano csioocoyetaHme "Wireless Fidelity", KoTopbIli nepeBOANTCA Kak
"6ecnpoBoAHaa TOYHOCTL".

[lo Halero BpemeHun JoLuna Apyras abbpesnaTtypa, KoTopasi ABNSeTCA Takon xe
TexHonorven. 31o abbpesunatypa "Wi-Fi". Takoe HazBaHMe 6bI10 JaHO C HAMEKOM
Ha CTaHAApPT BbICLLEN 3BYKOBOW TexHWKN Hi-Fi, 4To B nepeBoje 03HayvaeT "BblcoKas
TOYHOCTL".

[la, 6ecnnaTtHbI MHTEPHET-A0CTYN B Kade, OTeNsX 1 a3ponopTax ABAsSeTCa
OT/INYHON BO3MOXHOCTbH BbIXOAa B IHTEPHET. HO MHOrve 3KcnepThl CYUATAKOT, UTO
obuesoctynHblie Wi-Fi ceTn He ABNAOTCS 6€30MacHbIMI.



CoBeTbl MO 6€30NacHOCTY PaboTbl B 06LeA0CTYNHbIX ceTax Wi-fi:

1. He nepegsaBaii CBOI INUHYHO MHGOPMaLMIo Yepes obLiesocTynHble Wi-Fi
ceTn. PaboTas B HUX, XenaTenbHO He BBOANUTb Mapoan AOCTyNa, NOrviHbI 1
Kakue-To HoMepa;

2. Vicnonb3yr 1 06HOBAAN aHTUBNPYCHbIE MPOrpaMmbl 1 6paHaMayep. Tem
CaMbIM Tbl 06e30nacuLLb cebs OT 3aKayky BUPYCa Ha TBOe YCTPONCTBO;

3. Mpw ncnonbe3oaHum Wi-Fi oTkaroum GyHKumo "O6Lwmnia 4octyn K dannam v
npuHTepamM". laHHasa yHKLNA 3aKpbiTa MO YMOIHaHUIO, OAHAKO HEKOTOpPbIe
NoNb30BaTeNIN aKTUBUPYIOT ee A/15 YA06CTBa UCMO/Ib30BaHUS B paboTe nav
yuyebe;

4. He ncnonb3yi nybnnynbii WI-FI ana nepegayn NMYHbIX AaHHbLIX, HanpuMep
ANS BbIXOAA B COLMAbHbIE CETU WUAW B 3N1EKTPOHHYHO MOYTY;

5. Ncnonb3yi ToNbKO 3aLunLLeHHOoe coeanHeHme Yyepe3 HTTPS, a He HTTP, T.e.
npu Habope Beb-azpeca BBOAU MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkatouUn dyHkumio "MogknoueHme K Wi-Fi
aBTomMaTnyeckun". He gornyckai aBToMaTU4eCcKoro noAKatoyYeHns yCTporcTea
K cetam Wi-Fi 6e3 TBoero cornacus.

CouwmanbHble ceTn

CounanbHble CeTN aKTUBHO BXOASAT B HALLY XWN3Hb, MHOTVE 04N paboTatoT 1
XWVBYT TaM MOCTOSAHHO, a B Facebook yxe 3apernctprpoBaH MUAINapA YenoBek,
UTO ABSETCA OAHOWN CelbMOW BCEX XUTenewn naaHeTbl. MHOre nonb3oBaTenm He
NOHMMAIOT, YTO MHbOPMALMS, pa3MeLLLeHHast UMY B COLMANbHbIX CETAX, MOXET
6bITb HallZ4eHa 1 UCNO0b30BaHa KeM YroAHO, B TOM Unc/ie He 06583aTe/IbHO C
6narvMy HaMmepeHUAMU.

OCHOBHbIle coBeTbl MO 6e30MacHOCTU B counanbHbIX CETAX:

1. OrpaHnyb CNNCOK Apy3en. Y Tebs B ApY3bsAX He JOKHO BbITb CyYariHbIX U
He3HaKOMbIX N0Ael;

2. 3awuLian CBOK YacTHYH XM3Hb. He ykasbiBai naponu, TenedpoHsbl, agpeca,
[AaTy TBOEro POXAEHUS U APYTyro TNYHYI0 MHGOPMaL 0. 3N10yMbILLIEHHUKN
MOTYT MCMNOb30BaTh Aaxe MHPOPMaLMIO O TOM, KaK Tbl I TBOW POAUTENN
naaHupyeTe NPOBeCTU KaHUKYbI;

3. 3awuLian CBoK penyTaumio - AepXu ee B YACTOTe 1 3aaBail cebe BOMNPOC:
X0Ten 6bl Tbl, YTOObI ApYyrie Nob30BaTeNy BUAENM, UTO Thl 3arpyxaeLlb?
Moaymaii, npexge Yem YTo-TO OnybArKoBaTb, HANNCATb U 3arpy3unTb;

4. ECnuv Tbl FOBOPULLb C NHOAbMU, KOTOPbIX He 3Haellb, He NCNOob3YI CBoe
peanbHOe VMS 1 APYryr NYHY MHGOPMALMKL: NMS, MECTO XUTeNbCTBa,
MeCTO y4ebbl 1 Npoyee;

5. N36erai pasmelleHnsa potorpaduii B VIHTepHeTe, rae Tbl M306paxKeH Ha
MEeCTHOCTW, MO KOTOPOX MOXHO onpesennTb TBOE MeCTOMNONI0XEHNE;



6. Mpw perncrpaumm B COLMANBLHOM CeTU HEOBXOANMO MCMOJIb30BaThb CIOXKHbIE
Mnaposu, cocTosLme 13 6ykB 1 LGP 1 C KONMYECTBOM 3HAKOB He MeHee §;

7. [na counanbHOM CeTU, MOYTLI U APYrX CAinTOB HEO6XOAMMO UCMO/b30BaTh
pasHble Naponn. Toraa eciv Tebst B3IOMatoT, TO 3/10YMbILLIEHHMKIM NOyYaT
AOCTYN TONbKO K O4HOMY MecTy, @ He BO BCe Cpasy.

SNeKTPOHHbIE AeHbri

DNeKTPOHHbIe AeHbrM - 3TO 0YeHb YA0b6HbIN CNOCOb naatexein, OAHAKO
CYLLLeCTBYHOT MOLLUEHHUKW, KOTOPble XOTAT MOAYUYUTb 3TU AeHbIN.

SNeKTPOHHbIE AeHbr NOSABUINCH COBCEM HEAABHO M MMEHHO 13-3a 3TOr0 BO
MHOIMX rocyAapcTBax 40 CUX MOP He MPOMMCaHOo NPO HNX B 3aKOHaX.

B Poccum xxe OHU GYHKLMOHUPYIOT 1 O HUX YXXe NPONnUCaHO B 3aKOHe, rae 1x
Pa3AenstoT Ha HeCKONbKO BUAOB - aHOHVIMHbIE V1 He aHOHUMHBbIe. Pa3HuLa B TOM,
YTO @aHOHVIMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBoAUTL onepauun 6es
naeHTNdmKaLm Nonb3oBaTens, a B HEaHOHVIMHbIX MAeHTUMKaLMA NoNb30BaTeNs
aBnaeTcs 06a3aTteNnbHON.

Takxke cnepyeT pasnmyaTb 3N1eKTPOHHbIe draTHble AeHbr (PaBHbI
rocylapCTBeHHbIM BantoTam) 1 3N1eKTPOHHbIE HedUaTHbIe AeHbr (He paBHbI
rocylapCTBeHHbIM BantoTam).

OCHOBHbIe coBeTbI N0 6be3onacHomn pa60Te C 3NNIEKTPOHHbIMW AeHblraMW:

1. MpuBAXMN K cHeTy MOBUbHbLIN TenedOoH. ITO camblli YA06HbIN N BbICTPbIN
CNoCcob6 BOCCTAaHOBUTL AOCTYN K cYeTy. MNpuBA3aHHbIA TenedoH NMOMOXeT,
ecnn 3abyellb CBOW MAaTeXHbIV Mapoib UK 3aijellb Ha CalnT C
HEe3HaKoOMOro YCTPONCTBa;

2. Ncnonb3yr ogHopa3oBble naponu. MNocne nepexosa Ha YyCUNEHHYH0
aBTopu3auuio Tebe yxe He byeT yrpoxaTb OMacHOCTb KPaXu UK
nepexsaTa MNJiaTexHoro Napons;

3. Bblbepu cnoxHbIn Naponb. MpecTynHrkam byaeT He NpocTo yragaTb
C/IOXKHbIN Naposib. HageXHble Naponu - 3T0 Napoau, KOTopble CoAepXaT He
MeHee 8 3HaKOB 1 BK/IKOYAOT B Ce651 CTPOUHbIE 1 NPOMKUCHbIe ByKBbl, Lndpbl
N HECKONbKO CMMBOJIOB, TakMe KaK 3Hak gonnapa, dyHTa, BOCKNMLATENbHbIN
3HaK u 1.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW INYHbIE AAHHbIE HA CaiTax, KOTOPbIM He JoBepseLlb.

3J'IeKTpOHHaFI no4yTa

DN1IeKTPOHHAas MoYTa - 3T0 TeXHOJIOTVA 1 NPeAoCcTaBaseMble et yC1yr rno
nepecblake 1 NoayYeHUIO 31eKTPOHHbIX COOBLLEHMIA, KOTOPble pacnpesensatoTcs B
KoMMbtoTePHOM ceTh. OBbIYHO 3N1EeKTPOHHbIN NOYTOBbIN ALK BbIFNSANT



cneAyoLM 06pa3oM: MMSA_MONb30BaTENI@UMS_oMeHa. Takke Kpome nepesayn
MPOCTOro TeKCTa, UMEETCs BO3MOXHOCTb NepesaBaTb Gpalinbl.

OCHOBHble coBeTbl M0 6e30MacHO paboTe C 3NeKTPOHHOM MOYTOWN:

1. Hago BbibpaTb NpaBu/bHbI MOYTOBbIN CepBUC. B MHTepHeTe ecTb
OFPOMHbI BbIGOP 6eCrnnaTHbIX MOYTOBbIX CEPBMUCOB, OAHAKO /ly4lle
[0BePSITb TEéM, KOro 3Haellb 1 KTO NepBbli B PEUTUHTE;

2. He yka3sblBal B IMYHOW NoyTe INYHY0 MHPopMaLuto. Hanpumep, nydiue
Bbl6paThb "My3blKanbHbIV_paHaT@" 1 "pok2013" Bmecto "Temal3";

3. Mcnonb3yr AByX3TanHy aBTopr3aLmio. 3TO KOrga NOMUMO Mapoas Hy>XHO
BBOAUTb KOJ, NpuUcbliaeMblii no SMS;

4. Bblbepu CNOXHbIN Naponb. a5 KaxA0ro NoYTOBOrO ALWMKA AOMKEH ObITh
CBOW HaZleXHbl, YCTONYMBBIA K B3/IOMY Naposb;

5. Ec/in eCTb BO3MOXHOCTb Hanmcatb CamoMy CBOW JINYHbIA BOMPOC,
MNCNONb3YW 3TY BO3SMOXHOCTb;

6. Mcnonb3yn HeCKONbKO NOYTOBbIX ALLMKOB. [TepBblil 4151 YaCTHOW Mepenmnckn
C ajpecatamu, KOTOPbIM Thl loBepseLlb. ITO 3/1eKTPOHHbIN agpec He Haj0
MCNONb30BaTh MPW perncTpaumm Ha popymax 1 camrax;

7. He oTkpbiBai danbl 1 Apyrvie BAOXKEHUS B MNCbMAaX, Aaxe ec/in OHY
NPVILLI OT TBOUX ApYy3ei. Jlydlle yTOUHU Y HUX, OTNPaBAAIN IN OHY Tebe
3TK dpannbl;

8. TMocsie okoOHYaHWA paboTbl HA NOYTOBOM CepBuCe Nepes 3aKkpbITUEM
BK/1aZKW C CANTOM He 3abyab HaxaTb Ha "BbIiTn".

KnbepbynnuHr nnn BupTyanbHoe 13zeBaTeNbCTBO

Kn6epbynanHr - npecnefoBaHne COObLLEHNAMU, COAEPXKALLMMU OCKOPEAEHMS,
arpeccuto, 3anyrvBaHue; XyJIMraHCTBo; coLManbHoe 6OMKOTMPOBaHME C MOMOLLbIO
Pa3/INYHbIX HTEPHET-CEPBLCOB.

OCHOBHble COBeTbI N0 6bopbbe € KNbepbynANHIroMm:

1. He 6pocaiica B 601. Jlyulumnin crnocob: nocoBeToBaTbCs Kak cebsa BeCcTu U,
eCnu HeT Toro, K KOMy MOXHO 06paTuUTbCH, TO BHa4asne ycnokouTbes. Ecan
Tbl HAYHELb OTBeYaTb OCKOPB6AEHNAMM Ha OCKOPHAEHUS, TO TONbKO eLLe
60/bLUe pa3oxoKellb KOHGANKT;

2. Ynpasnaw cBoei kmbeppenyTtaumei;

3. AHOHUMHOCTb B ceTU MHMMas. CyLLecTBYHOT CNOCOObI BbIACHUTb, KTO CTOUT
338 aHOHMMHbIM aKKayHTOM;

4. He CTOUT BECTU XY/IUTAHCKUIA 06pa3 BUPTYanbHOW XU3HW. VIHTepHeT
bukcnpyeT BCe TBOU LeCTBUSA N COXPaHSAET UX. YAanuTb nx byaet kpariHe
3aTPYAHUTENBHO;

5. Cobntojalt CBOK BUPTYanbHYH YeCTb CMOIOAY;



6. UrHopupy eanHNYHbIA Heratue. OZHOPa30Bble 0CKOpbuTenbHbIe
CcoobLeHus nyylle nrHopmposaTb. ObbIUHO arpeccus npekpaLllaeTcs Ha
HayanbHOW CTaAnu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOBLLEHUSIMU, B
couManbHbIX CETAX eCTb BO3MOXHOCTb 6/I0KMPOBKM OTAPABKM COOBLLEHWNI C
onpejeneHHbIX aApecos;

8. Ecnn Tbl cBUAeTENb KNbepbynamHra. TBom AeCTBUS: BbICTYNUTb MPOTUB
npecnegoBaTtens, Nokasatb eMy, YTO ero 4eliCTBUS OLEeHMBAKTCA HeratnsHo,
noAAepXaTb XepTBYy, KOTOPOW HY>HAa NCUXON0rMYeckas MoOMOLLb, COOBLLMTb
B3POC/IbIM O $paKTe arpecCMBHOro NoBejeHns B CeTu.

MobunbHbIn TenedoH

CoBpemMeHHble CMapTHOHbI 1 MaHLWeTbl cofepxaT B cebe BrosiHe B3POC/bIi
byHKUMOHaN, 1 Tenepb OHW MOTYT KOHKYPUPOBATb CO CTaLMOHAPHbIMY
KomnbtoTepamu. OgHaKo, CPeACTB 3aLLnThbl ANA NOLO6HbLIX YCTPONCTB NOKa OYeHb
Masno. TecTMpoBaHMe 1N MOWNCK YA3BUMOCTEN B HUX MPOUCXOANT He TaK MHTEHCUBHO,
Kak ana MK, To ke camoe KacaeTcst U MOBUbHBIX MPUNOXEHNA.

CoBpeMeHHble MObUbHbIe Bpay3epbl yXXe MPakTUYecky AorHann HacTo/bHble
aHanory, oAHako paclumpeHme dyHkLMOHaNa BaAeYeT 3a CO60 60bLLYHO
C/IOXKHOCTb U MEeHbLLUYH 3aLLNLLEHHOCTb.

/lanexko He BCe NPOU3BOAMTENN BbIMYCKAOT 06HOBNEHUS, 3aKpbIBatoLLe
KpUTUYecke ya3BUMOCTI A5 CBOUX YCTPOCTB.

OCHOBHbIe COBeTbI AN 6e30MacHOCTM MOBUNBLHOIO Tenecl>0Ha:

Hunuero He aBnsieTca No-HacTosWweMy 6ecnnatHbIM. Byab OCTOPOXeH, BeAb Korga
Tebe nNpegnaratoT 6ecnNaTHbIN KOHTEHT, B HEM MOTYT BbITb CKPbIThI Kak/e-To
nnaTHble ycayry;

Aymain, npexze yem oTnpasnTb SMS, $OTO UK BMAEO. Tbl TOYHO 3HaeLLb, F4e OHW
6yayT B KOHEYHOM uTOre?

Heob6x0411M0 06HOBAATL OMNepPaLIOHHYO CUCTEMY TBOEro CMapTHOHa;
cnonb3yi aHTUBMPYCHbIE MPOrpaMMebl A1t MOBUbHbBIX TeNepOHOB;

He 3arpyaii NpuioxeHnss oT HEM3BECTHOIO NCTOUHVIKA, BEAb OHM MOTYT
coAepaTb BpeAoHOCHOe MporpaMmMHoe obecrneyeHue;

Mocne TOro Kak Tbl Bblifellb C CaiiTa, r4e BBOAUA NNYHYO MHGOPMaLMIO, 3ai4M B
HacTpounku bpaysepa 1 yaanm cookies;



Meproanyeckn NpoBepsli, Kakme naaTHble YCIyr akTMBUPOBaHbI HA TBOEM
HOMepe;

[laBain cBO HOMep MOBWIbHOrO TesiedoHa TONIbKO NHOAAM, KOTOPbIX Thl 3Haellb U
KOMY ZloBepsieLlb;

Bluetooth gonxeH 6bITb BbIK/IFOUEH, KOFAa Thl M He NoMb3yeLlbcs. He 3abbiBai

NHOra NPoBepPATh 3TO.
Online nrpbl

CoBpeMeHHble OHNANH-UTPbI - 3TO KPAaCOYHbIe, 3aXBaTblBaroLLMe pa3B/ieyeHns,
06beMHSOLLME COTHW ThICAY Yel0BeK Mo BCeMy MUPY. VIrpoku nccneayrot
AAHHbIA UM MUP, 06LLAITCA APYT C APYTrOM, BbIMOHAOT 3aJaHNSA, CPAXatoTCs C
MOHCTPaMM 1 NOMYHaLOT OMbIT. 338 YAOBONLCTBME OHW NAATAT: MOKYNarT AMCK,
onJiauymBatoT aboHEeMeHT UM NPUOBPETaroT Kakme-TO Onumun.

Bce atun cpeactBa NAyT Ha noaaep>XaHve n pa3Bntme Urpbl, a Takxxe Ha CaMy
6e30nacHoOCTb: COBEPLUEHCTBYHOTCA CMCTEMbI aBTOPM3al i, BblIMYyCKakOTCA HOBbIE
natym (LI,I/ICI)pOBbIe 3annaTtku an4a nporpaMM), 3aKpbIiBarOTCA yA3BMMOCT CepBepPOB.

B MoA06HbIX Urpax CTOMT OMacaTbCsl He CTO/IbKO CBOMX COMEPHUKOB, CKObKO
KpaXXy TBOEro napossi, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpM3aLMn 60bLUNHCTBA
nrp.

OCHOBHbIle coBeTbl MO 6e30MacHOCTM TBOEro NrpoBOro akkayHTa:

1. Ecan gpyroi nrpok Beget cebs naoxo Uam co3gaet Tebe HenpuaTHOCTY,
3a610KNPY ero B CNVCKe UTPOKOB;

2. lMoxanynca agMUHUCTPaTOpPaM Urpbl Ha MNJIoxoe NnoBejeHre 3Toro Urpoka,

XenaTe/ibHO NPUAOXUTb KakMe-To 4oKa3aTeNbCTBa B BUAEe CKPUHOB;

He yka3sbiBail TnYHyt0 nHPopmMaLuto B npodaiine urpbl;

YBaxali Apyrmx y4acTHUKOB MO Urpe;

He yctaHaBnmBai HeopuLanbHble NaTUm U MOAbI;

Mcnonb3yii CNoXHbIe 1 pa3Hble Naponu;

[la>ke BO BpeMs Urpbl He CTOUT OTK/0YaTh aHTUBMPYC. [ToKa Tl UrpaeLub,

TBOW KOMMbIOTEP MOTYT 3apasuThb.

NouksWw

PULLNHT nan KpaXa IMYHbIX AaHHbIX

O6bIUHOV Kpaxeln feHer 1N OKYMEHTOB CerofiHg y>Ke HUKOro He yAVBULLb, HO C
PasBUTVIEM NHTEPHET-TEXHONOII 3/10YMbILLUIEHHUKN NepeMeCcTUNNCb B UHTEPHET,
N NPOAOIKAT 3aHNMATLCA "NHOBUMBIM" eN10M.
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Tak nosBnaacb HOBas yrpo3a: MHTEPHET-MOLLUEHHNYeCTBa NN QULLINHT, FNaBHas
Lefib KOTOPOro COCTOUT B MOAYyYEeHUU KOHOUAEHLUMANbHBIX 4aHHbIX
nosb3oBaTesien - NOrMHOB U Nnaposnen. Ha aHrnnimnckom aselke phishing untaetcs
Kak ¢uwnHr (ot fishing - ppIbHas noBns, password - Naponb).

OcHOBHble coBeTbl M0 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a CcBOMM akkayHTOM. Eciiv Tbl Nogo3peBaeLlb, YTO TBOS aHKeTa bblna
B3/10MaHa, TO HE0bX0ANMO 3a6/10KMPOBAThL ee 1 COObLLUTE
aAMVIHNCTPATOpaM pecypca 06 3TOM Kak MOXHO CKopee;

2. Wcnonb3yr 6e3onacHble Be6-CainThl, B TOM YnC/Ie, UHTePHET-MarasmHoB n
MOVCKOBBIX CUCTEM;

3. Ncnonb3yii CnoxHble 1 pa3Hble Napoan. Takm obpasom, eciv Tebs
B3/10MatOT, TO 3/10YMbILLUJIEHHUKM MOAYyYaT AOCTYM TObKO K OAHOMY TBOEMY
npodunto B ceTu, a He KO BCewm;

4. Ecnu Tebs B310Mann, TO HEOH6XOANMO NMpeaynpeanTb BCEX CBOMX 3HAKOMBIX,
KOTopble Ao6aBneHbl y Tebs B Apy3bsX, O TOM, UTO Tebs B3lOManu U,
BO3MOXHO, OT TBOEro MeHU byZeT paccbiaTbCsa CraM U CCbIIKU Ha
bULWMHroBble CanThbl;

5. YcTtaHoBM HagexHbI naponb (PIN) Ha MOBUNbHBIN TenedoH;

OTKOUM COXpaHeHVe Napons B bpaysepe;

7. He oTkpbIBai ¢anbl 1 Apyrrie BAOXKEHUS B MNCbMaX, AaXe ec/in OHY
NPVILLIN OT TBOUX ApYy3eit. Jlydlle yTOUHU Y HUX, OTNPaBAAIN N OHY Tebe
3TV pannbl.

o

Lindpposas penyTtauus

LUndposas penyTtaums - 3T0 HeraTuBHas Uav NO3NTUBHAA MHGOPMaLINS B CETU O
Tebe. KomnpomeTupyroLaa nHeopmMaLms, pasmelleHHas B MHTepHeTe, MOXeT
cepbe3HbIM 06pa3oM OTPasUTLCA Ha TBOEW peanbHOW Xn3HW. "Lindposas
penyTaumsa" - 3To TBOM MMUAXK, KOTOPbLI dopMupyeTca 13 HdopmMauum o Tebe B
NHTepHeTe.

TBOE MeCTO XNTeNbCTBa, y4ebbl, TBOe GUHAHCOBOE NOIOXKEeHe, 0COBEeHHOCTH
XapakTepa 1 pacckasbl 0 613KKMX - BCe 3TO HaKan/IMBaeTCs B CeT.

MHorve noApoCTKMN NerkOMbIC/IEHHO OTHOCATCA K Ny6AMKaLmm INYHOM
nHpopmMaumy B IHTepHeTe, He MOHVMAasa BO3MOXHbIX NOCNeACTBUI. Tl Aaxe He
CMOXelLlb J0ragatbcsi 0 ToM, YTo doTorpadus, pasmeLLeHHasa 5 net Hasag, ctana
NPUYNHOWN OTKasa NPUHATL Tebsd Ha paboTy.

KomMMmeHTapuu, pasmelleHre TBomx poTtorpaduii 1 agpyrme 4encTBma MoryT He
NCUYE3HYTb JaXe Nnocae TOoro, Kak Tbl UX yAanuLb. Tbl HE 3HaeLlUb, KTO COXPaHWA 3Ty
nHGopmMaLmto, nornasna v oHa B MONCKOBbIE CUCTEMbI U COXPaHWAACh M OHa, a
rMaBHOEe: YTO MOAYMAOT O Tebe OKpYyXKatoLMe AN, KOTOopble HANAYT U YBUAAT 3TO.



HainTn nHpopmaumo MHOrO fIeT CAyCTS CMOXET /II060M - Kak U3 J06pbIX
No6Y>XAEHWNI, TaK 1 C HAMepeHNeM NPUYNHUTL BPea. ITO MOXeT 6bITb KTO YroAHO.

OCHOBHbIle COBeTbI MO 3aLuTe LndpoBoU penyTaumn:

1. Mopymain, npexzae yem 4To-To Ny6AMKOBATL 1 NepesaBaTth Yy cebs B 6nore
NN B COLMANBHOW CeTu;

2. B HacTpoikax npodunsa yCTaHOBM OrpaHNYeHNs Ha MPOCMOTP TBOEro
npoduas 1 ero CoOAepPXMMOro, cAenai ero To/ibko "Ansa apysen”;

3. He pa3melyai 1 He ykasbiBall MIHPOPMaLMO, KOTOPAas MOXEeT KOro-11m6o
0CKOPOAATL UK 0bUXKaTb.

ABTOpCKOe NpaBo

CoBpeMeHHble LLKObHVIKW - akTUBHble Nob30BaTen LndpoBoro NpocTpaHCTea.
OAHako Aaneko He BCe 3HAHOT, YTO NOb30BaHNE MHOTVIMU BO3MOXHOCTAMM
uMPpoBOro Mrpa TpebyeT CObNOAEHNA NPaB Ha MHTENIeKTYa /IbHYHO
COH6CTBEHHOCTD.

TepMUH "nHTenneKTyanbHast CO6CTBEHHOCTL" OTHOCUTCA K Pas3INYHbIM TBOPEHVAM
YesIoBeYEeCKOro yMa, HaunHas ¢ HOBbIX M306peTeHnI 1 3HaKoB, 0603HaYaroLLINX
COH6CTBEHHOCTb Ha MPOAYKTbI U YCIYTK, U 3aKaHUMBasA KHUramu, poTorpadmnsamu,
KUHOPUIBMaMU 1 My3blKalbHbIMUY MPOV3BELEHNAMMU.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTeNNeKTyalbHY COBCTBEHHOCTb Ha
Npovi3BeAeHs HayKn, 1TepaTypbl U UCKYCCTBA. ABTOPCKIME NpaBa BbICTYNatoT B
KauecTBe rapaHTUM TOTO, YTO MHTeNNeKTyaNbHbIA/TBOPYECKUIA TPy aBTOpa He
6yseT HanpacHbIM, acT eMy CrpaBeAnVBble BO3MOXHOCTY 3apaboTaTth Ha
pe3ynbTaTax CBOEro TpyAa, NoNy4YnTb N3BECTHOCTb U NPU3HaHKe. H1KTo 6e3
pa3peLueHnst aBTopa He MOXEeT BOCMPOM3BOANUTL ero npov3seseHue,
pPacnpoCcTpaHsTh, Ny6JNYHO AEMOHCTPUPOBATL, MPoAaBaTk, MMMOPTUPOBATL,
nyckaTb B MpokaT, Ny6/IMYHO UCMONHATL, MOKa3biBaTb/UCMONHATL B 3dupe nnm
pa3meLLaTb B VIHTepHeTe.

Ncnonb3oBaHMe "NpaTckoro” NporpaMMHOro obecrneyeHus MoOXeT MpuBecTy K
MHOIVIM pycKaMm: OT NOTEPU JaHHbIX K TBOMM akKayHTaMm A0 610KMPOBKM TBOEro
YCTPOWMCTBA, rAe yCTaHOB/eHa HeseranbHasa nporpaMmma. He ctonT Takxe 3abbiBaTh,
YTO CyLLLeCTBYHOT JieranbHble 1 6ecniaTHble NMPOrpaMmbl, KOTOPble MOXHO HaNTW B
cetn.

O noprane

CeTesquK.pcb - TBOV FNaBHbIN COBETUMK B CETU. 34eCb Tbl MOXellb Y3HaTb O
6e30MacHOCTU B CETY MOHATHLIM U AOCTYTMHbIM A3bIKOM, a NP BOSHNKHOBEHNN
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KPUTWNYECKOM cUTyaLmm 0b6paTUTbCS 3a COBETOM. A TakxKe NPUHATL yvacTie B
KOHKypCax 1 CTaTb CaMbiM LPOBLIM rpaxaaHUHOM!

NHPopmMaLoHHaa naMaTKa Ans poanTenei

OnpegeneHne TepMmHa "nMHGopMaLMoHHast 6€30NacHOCTb AeTeln" COAePXNTCS B
®epepanbHOM 3akoHe N 436-93 "O 3awnTe geter ot uHbopmMauun,
NPUUYUHSAKOLLEN Bpes X 340P0BbH U PasBUTUIO", perynpyrowmM OTHOLLEHNS,
CBSI3aHHbIe C 3aLlMTON JeTel OT MHPOopMauunn, MPUUNHAIOLLEN Bpes UX 340P0BbHO
n (nnn) passutunto. CornacHo AaHHOMy 3akoHY "MHOpPMaLMOHHas 6e30MacHOCTb
Aeter" - 3To COCTOAHME 3aLMLLLEHHOCTY, NPY KOTOPOM OTCYTCTBYET PUCK,
CBSI3aHHbIN C NpUYrHeHneM nHbopMaLen Bpesa 1Ux 340p0BbHo U (1K)
dn3nyeckomMy, NCNXMYecKomy, 2yXxoOBHOMY, HPAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-03 nHdpopmavumein, NPpUUNHAKOLLLEN Bpes
3[l0POBbIO U (M11) Pa3BUTUIO AeTel, ABNSeTCs:

1. nHbopMauus, 3anpeLleHHas A8 pacnpoCcTpaHeHus cpean aeTei;

2. nHPopmaums, pacrnpocTpaHeHe KOTOPOW OrpaHNYeHO cpean AeTen
ornpegenieHHbIX BO3PACTHbIX KaTeropui.

3. KnHpopmaumu, 3anpeLLeHHON A8 pacrpocTpaHeHUs cpean AeTeln,
OTHOCUTCA:

4. nHdopmaums, NodyxAarLLasa AeTel K COBepLUEHWIO AeNCTBUN,
NpeACTaBASOLWMX YTPO3Yy NX XU3HU U (MNK) 340POBbIO, B T.4. MPUUNHEHUIO
BpeZa CBOeMy 340p0BbH, CAMOYBUNIACTBY;

5. CNOCOBHOCTb BbI3BaTb Y AeTel XenaHue ynotpebuts HapkoTnyeckme
CpeAcCTBa, NCUXOTPOMHbIE 1 (UNK) OAYPMaHMBaKOLLMeE BellecTBa, TabayHble
N34enus, ankorofbHY 1 CNMPTOCOAEePKaLLy MPOAYKLINIO, MNBO U
HaMUTKW, N3roTaB/IMBaeMble Ha ero OCHOBE; NMPUHATbL yYacTie B a3apTHbIX
Nrpax, 3aHNMMaTbCa NPOCTUTYLMEN, BPOAAXKHNYECTBOM LN
nonpoLUanHNYecTBOM;

6. 060CHOBbIBaOLLAA NV OMNpaBAblBatoLLAA JOMNYCTUMOCTb HACUANA N (UNN)
XeCToKOCTU IN60 NMobyxaatoLlas oCyLecTBAATbL HACWU/IbCTBEHHbIE AeCTBUSA
MO OTHOLUEHUIO K JTOASIM U XXNBOTHbIM;

7. OTpuUaloLLasa ceMeliHble LLeHHOCTU 1 GopMUpYrOLLaa HeyBaXeHue K
poauTenam n (Mnn) Apyrum YneHam cemMmbi;

8. onpaBjblBatoLLasi MPOTUBOMNPaBHOeE NoBejeHue;

9. copepxallas HeLleH3ypHYH bpaHb;

10.copepxaLlas MHGopMaumMo NOpHOorpadmnyeckoro xapakrepa.

K nHdopmaLmm, pacnpocTpaHeHre KOTOPOI OrpaHUYeHo cpean aeTeii
onpezeneHHOro BO3pacTta, OTHOCUTCS:



nHdopmMaums, npeacTaBnseMas B Buae N3obpaxxeHus i onncaHus
XEeCTOKOCTU, PU3NYECKOro U (U1N) MCUXNYECKOro HaCUINS, NpecTynieHns
NN NHOTO aHTNOBLLLeCTBEHHOIO AeCTBUS;

BbI3bIBaOLLASA Y AeTell CTPax, y>Kac UM NaHuKy, B T.4. NpecTaBnsemMas B
BUZE N300PaXeHVsa NV ONMNCAHUA B YHUXKAIOLLLEN YenoBeyeckoe
AOCTONHCTBO dOopMe HeHaCUNbLCTBEHHOW CMepTK, 3aboneBaHus,
CaMOybMINCTBA, HECHACTHOrO CNyYas, aBapum Unn kaTactpodbl U (Un) NxX
nocneacTBUn;

npeAcTaBnsemMas B BUAe N300paxeHns Nar onMcaHns noaoBbIX OTHOLLEHUIA
MeXAY MY>XUYUHON N XXEHLLMHON;

coZep>allasi b6paHHbIe C10Ba 1 BbIPaXeHWs, He OTHOCALLMECH K
HeLeH3ypHO 6paHu.

C yyueTom 370ro Bam npegnaratotcs npasuia paboTbl B ceTh VIHTepHeT Ans
Pa3/INYHbIX BO3PACTHbIX KaTeropui, cobnroeHre KoTopbIX NO3BOINT 0becneyunTb
NHGOPMALIMOHHYH 6€30MacHOCTb BaLLUX AeTeN.

Ob6Lme NpaBuna ANa poautenen

1.

HesaBncMMO OT BO3pacTa pebeHKa 1Cnosib3ynTe NporpaMmmMHoe
obecrneyeHvie, noMoratoulee GUAbLTPOBATb U KOHTPONNPOBATb
NHPOpMaLMIO, HO He noarartech MOJIHOCTbIO Ha Hero. Balle BH1MaHue K
pebeHKy - FMaBHbI MeTOZ 3allnThbl.

Ecnv Baw pebeHoK MeeT akkayHT Ha O4HOM 13 COLManbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru n 1.n.), BHUMaTeNbHO N3y4LTE,
Kakyt MHPOPMaLMIO MOMELLAIOT ero y4acTHUKM B CBOVX NPOPUISX K
6norax, Bkatoyasa ¢oTorpadum n Buaeo.

MNpoBepbTe, C KAKUMU APYIrMU CANTaMU CBA3aH COLManbHbIA CepBuC
Bawero pebeHka. CTpaHnukn Ballero pebeHka MoryT 6biTb 6€30MacHbIMY,
HO MOTYT 1 COAepXaTb CCbIIKM Ha HeXenaTe/lbHble N ONacHble CanTbl
(Hanpumep, MOPHOCANT, UKW CAAT, HA KOTOPOM Apyr yNOMUHaeT Homep
coToBoro TenedoHa Bawiero pebeHka nam Baw gomaliHmnm agpec)
MNoowpsarTte Bawmnx getein coobLaTte 060 BCEM CTPAHHOM UK
OTTaJIKVBAKOLLLEM U He CIULLKOM OCTPO pearnpymnTe, KOraa OHW 3To AenatoT
(13-3a onaceHVs MOTepsTb JOCTYN K IHTEpHETY AeTn He rOBOPSAT POAUTENSM
0 npobaemax, a Takxxe MOryT HayaTb UCMOJIb30BaTb VIHTepHeT BHe JoMa
LLIKONbI).

ByabTe B Kypce ceTeBOW Xn3HWM Baluero pebeHka. MIHTepecynTech, KTO KX
ApYy3bs B VIHTepHET Tak Xe, Kak MHTepecyeTecb peanbHbIMU APY3bSMU.

Bospact o1 7 go 8 net

B VIHTepHeTe pebeHOK CTapaeTcs NOCeTUTb Te UKW NHble CaliTbl, @ BO3MOXHO 1
YaTbl, pa3peLleHye Ha NMoceLLeHe KOTOPbIX OH He MoayYns 6bl OT poauTene.
Mo3ToMy poAnTeNsiM 0COBEHHO Noe3Hbl BYAYT Te OTUETbI, KOTopbIe



NpeAoCTaBASOTCA MPOrpaMMaMim MO OFrPaHNYEHNIO NCMOIb30BaHWA MHTepHeTa,
T.e. POAUTENbCKMIA KOHTPOb UK TO, UTO Bbl CMOXEeTe YBUAETb BO BPEMEHHbIX
darinax. B pesynbTaTte, y pebeHka He byeT oLyLLeHNs, YTO 3@ HVM BeeTcs
MOCTOSAHHbI KOHTPO/b, OAHAKO, POAUTENU BYAyT MO-NpexXHeMy 3HaTb, Kakue
CalTbl NoceLLaeT nx pebeHok. [leTn B JaHHOM BO3pacTe 061a4at0T CUAbHbIM
4YyBCTBOM CeMbM, OHV AOBEPUMBLI 1 HE COMHEBATCA B aBTopuTeTax. OHM N6t
NrpaTb B CeTeBble UIPbl 1 MyTeLlecTBOBaTb MO VIHTepHeTy, NCNonb3yA
3/1eKTPOHHYH MOYTY, 3aXOANTb Ha CaliTbl 1 YaTbl, HE peKOMeH0BaHHble
pPOAVTENsAMMN.

CoBeTbl N0 6e30MacHOCTK B ceTn VIHTepHeT ans fetein 7 - 8 net

1. Co3gaiTe CMMCOK AOMALLHMX NpasBua noceLleHnsa VIHTepHeTa npu y4actum
feTein n TpebyinTe ero BblMONHEHNS.

2. TpebyinTe oT Bawero pebeHka cob6nt0AeHNA BpEMEHHbIX HOPM HaXOoXAeHNs
3a KOMMbOTEpPOM. MNokaxnTe pebeHKy, 4To Bbl HabnogaeTe 3a HM He
noToMy 4To BaM 3TO X0ueTcs, a NOTOMY UTO Bbl 6ecnokonTecs 0 ero
6e30nacHOCTV 1 BCersa roToBbl eMy MOMOYb.

3. KomnbloTep ¢ nogkntoueHnemM K IHTepHeTY AOJIXKeH HaXoAUTbCA B 06LLel
KOMHaTe noj npucMOTPOM POAUTENEN.

4. Ncnonb3ynTte cneyyanbHble AeTCK/e MOUCKOBbIe MaLUUHBbI.

5. Vicnonb3ynTe cpescTBa 610KMPOBaHNA HeXeNnaTelbHOro KOHTeHTa Kak
A0MONHEeHVEe K CTaHAAPTHOMY PoanTeNIbCKOMY KOHTPOIO.

6. Co3paiiTe ceMelHbI 3N1eKTPOHHbIV ALWMK, YTOObI He NO3BONNTL AETAM
NMeTb COBCTBEHHbIE ajpeca.

7. Bnokmpyinte AoCTyn K caritam ¢ 6ecnnaTHbIMU MOYTOBLIMU ALLMKAMN C
MOMOLLIbHO COOTBETCTBYHOLLEro MPOrpaMMHOro obecreyeHus.

8. MpuyunTe aeTteri coBeToBaTbCA C Bamu nepes onyb6avkoBaHveM Kakomn-nmbo
nHdopmMaLny cpeAcTBaMm 3N1eKTPOHHOM MOYThI, YaTOB, PerncTPauOHHbIX
dbopm 1 npodunen.

9. HayunTe feTtelt He 3arpyxatb darinbl, NporpaMmmbl MM My3biky 6e3 BaLlero
cornacus.

10.He pa3peluante geTsaM NCNOAb30BaThb CNYX6bl MTHOBEHHOIO 06MeHa
coobLEeHUAMN.

11.B "6enblin" CNnCoK CanToB, PpaspeLLeHHbIX A/15 MoCceLleHUs, BHOCUTE TONbKO
CaiTbl C XOpOLUeW pernyTaumen.

12.He 3abbiBaiiTe 6beceoBaTh C AeTbMW 06 NX APY3bsX B VIHTepHeTe, Kak ecnu
6bl peyb LWNa 0 APY3bAX B PeasbHOM XN3HN.

13.He genainte "Taby" n3 BONPOCOB MOJIOBOW XU3HW, TaK Kak B IHTepHeTe feTn
MOFYT JIerko HaTKHYTbCSA Ha NOPHOrpadumio nam cantsl "ans B3poCabIx".

14.MpuyunTe Bawero pebeHka co0bLLATbL BaM O NH06bIX Yrpo3ax nUauv TpeBorax,
CBSA3aHHbIX C MIHTepHeToM. OcTaBanTeCb CMOKOMHBLIMUY U HAMOMHUTE LeTaM,
YTO OHV B 6€30MacHOCT, eC/i CaMn Pacckasany Bam O CBOUX TPEBOrax.
MNoxBanute UX 1 NOCOBETYNTE NOAONTW eLle pa3 B MOAOOHbIX C/lyYasix.



Bospact getein ot 9 1o 12 net

B faHHOM Bo3pacTe JeTun, Kak npasuio, yXXe Hac/blLaHbl O TOM, Kakas
nHopmMaumsa cyLecTsyeT B VIHTepHeTe. CoBepLUeHHO HOPMAaJibHO, YTO OHU XOTAT
3TO YBUAETb, MPOYeCTb, yCbIWaTh. [1pY 3TOM HY>KHO MOMHWUTb, YTO AOCTYM K
HeXxenaTe/ibHbIM MaTepranamMm MOXHO Jierko 3a6/10KMpoBaThb MNPV MOMOLLM CPeACTB
PoanTenbcKkoro KOHTpos.

CoBeThbl N0 6e30nacHOCTM Ana aetewt ot 9 Ao 12 net

1. Co3gaiTe CMCOK AOMALLHUX NPaBu NoceLleHna NIHTepHeT npu yyactum
feTel 1 TpebyliTe ero BbIMOJIHEH WS,

2. TpebyiTe OT Bawero pebeHka cob604eHNS HOPM HaXOoXAeHNs 3a
KOMMbOTEPOM.

3. Habnwogalite 3a pebeHKOM Npuv paboTe 3a KOMMbIOTEPOM, MOKAXNTE emy,
47O Bbl 6ecrnokounTechb 0 ero 6e30NacHOCTY 1 BCersa roToBbl OKasaTb eMy
MOMOLLb.

4. KomnbtoTep ¢ nogkntoyeHneM B IHTepHeT Jo/KeH HaXOANTLCA B ObLLel
KOMHaTe noj npucMOTPOM POAUTENEN.

5. Vicnonb3ynTe cpeacTBa 610KMPOBaHNA HeXeNnaTelbHOro KOHTeHTa Kak
AOMOJIHEHVE K CTaHAapTHOMY PoAnTEeIbCKOMY KOHTPOJIHO.

6. He 3abbiBanTe NprHMMaTb HEMOCPEACTBEHHOE yYacTe B XU3HW pebeHka,
b6ecesoBaTh C AeTbMU 06 NX APY3bsX B VIHTepHeTe.

7. HacrtamBaiiTe, UTObbI €T HMKOTAA He COorNnaLlancb Ha INYHbIE BCTPEeYNn C
Apy3bAMU Mo NHTepHeTy.

8. To3Bonarite AeTAM 3aX04ANTb TONbKO Ha CaliTbl U3 "6enoro” crnmcka, KoTopblin
CcO34aliTe BMeCTe C HAMMW.

9. MpuyunTe getert HAKOrAa He BblJaBaTb TNYHYHO MHPOPMaLMIO CpescTBaMuy
3N1eKTPOHHOW MOYTbIl, YaTOB, CUCTEM MFHOBEHHOIO 06MeHa CoOobLLEeHNSAMU,
perncTpaumoHHbIX GOpM, INYHbBIX Npoduiern 1 Npu perucTpaumm Ha
KOHKYpCbl B IHTepHeTe.

10.MpuyunTe feTein He 3arpy>aTb NporpaMmmbl 6e3 Balero paspeLueHus.
Ob6BbACHNTE UM, YTO OHW MOTYT C/Iy4aHO 3arpy3nTb BUPYChI NN ApYyroe
HeXxesnlaTe/lbHOe NporpamMMHoe obecrieyeHue.

11.Co3ganTe BaweMy pebeHkKy orpaHMyYeHHYH YYeTHYH0 3anuck A1 paboTbl Ha
KOMMbtOTepe.

12.MpnyuunTe Bawero pebeHka coobLiate Bam O N0ObLIX yrpo3ax Uiy Tpesorax,
CBSI3aHHbIX C VIHTepHeTOM. HanoMHuTe AeTaMm, YTO OHM B 6€30MacHOCTY,
ec/in caMn pacckasaiv Bam O CBOUX TPEBOrax 1 ornaceHusx.

13.PacckaxunTe feTam o nopHorpadum B ViHTepHeTe.

14.HactavBariTe Ha TOM, YTObbI AeT NpeAOoCTaBAsIN BaM A0CTYM K CBOEW
3N1eKTPOHHOW NouyTe, YTObbI Bbl Y6eAUNINCh, YTO OHU He 06LLakoTCs C
He3HaKoMLUaMMU.

15.06BbACHNTE feTaM, UTO HeJib3A NCMOAb30BaTh CeTb A5 XY/INTaHCTBa,
PacrnpoCcTpaHeHns crjeTeH Uav yrpos.



Bospact getein ot 13 go 17 net

B 3TOM BO3pacTe NoApOCTKN aKTUBHO NCMOb3YHOT MOUCKOBbIE MaLLUUHbI,
NO/Ib3YOTCHA 3N1€KTPOHHOM MOYTOM, CNy>X6baMy MIHOBEHHOIO 06MeHa
COOBLLEHNAMMY, CKAUMBAKOT My3bIKYy 1 $UAbMbI. Manbymkam B 3TOM BO3pacTe
60/1bLLIE MO HPaBY CMeTaTb BCe OrPaHUNYeHUs], OHW XaXAyT rpyboro romopa,
a3apTHbIX UTP, KAPTUHOK "AngA B3poCabIX". leBoUKy Npeano4vmnTatoT 0bLaTbCs B
4aTax, Mpu 3TOM OHU ropaszo 6onee YyBCTBUTENbHbI K CEKCYyanbHbIM
AoMoraTtenbCTBaMm B MIHTepHeTe.

3ayacTyro B JaHHOM BO3pacTe poAUTeNsaM yXe BeCbMa C/IOKHO KOHTPOAMPOBaTh
CBOUX JeTel, Tak Kak 06 VIHTepHeTe OHW y>Xe 3HAt0T 3HAaUNTe/IbHO H60/bLLe CBOUX
poaunTenei. TeM He MeHee, He OTMnycKalTe geTei B "cBO6OAHOe naaBaHme" no
NHTepHeTy. CTapaliTecb akTUBHO y4acTBOBaTh B 06LLeHNN pebeHKa B IHTepHeTe.

BaxHO no-npexHemy cTporo cobaoAaTtb npasuna MIHTepHeT-6€30MacHOCTY -
cornalleHve mexay poautensmm u getbMu. Kpome Toro, He06XoAMMO Kak MOXHO
Yalle NpoCcMaTpvBaTb OTYEThbl O AeATeNbHOCTU JeTell B VIHTepHeTe. CheagyeT
06paTUTb BHMaHVE Ha HeEOBXOAMMOCTb COAePXaHNA POANTENBCKNX Naponei
(Maponei aAMUHNCTPATOPOB) B CTPOIrOM CekpeTe 1 06paTUTb BHMMaHMe Ha
CTPOroCTb 3TUX MNaponei.

CoBeTbl N0 6e30MacHOCTY B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3gaiiTe CNUCOK AOMALLUHUX NpaBua noceLleHnsa NHTepHeTa Npuv yyacTnu
NOAPOCTKOB M TpebyinTe 6e3yc/IOBHOrO ero BelnosHeHns. ObrosopuTe ¢
pebeHKOM CMMCOoK 3arpeLleHHbIX CanToB ("YepHbI crncok"), Yacbl paboThl B
NHTepHeTe, pyKOBOACTBO MO 06LLEeHUI0 B VIHTepHeTe (B TOM Yucie B YaTax).

2. KomnbloTep € noAkntoueHvem K cetu IHTepHeT A0JIXeH HaXoAUTbCA B
obulen KoMmHare.

3. He 3abbiBaliTe 6ecefioBaTh C AeTbMU 06 UX APY3bAX B VIHTepHeTe, 0 TOM,
YeM OHM 3aHATbI TakM 06pa3om, ByATO pedb AT O APY3bsAX B peasibHOM
Xun3HW. CnpawvBanTe 0 NAAX, C KOTOPbIMY AeTU 06LLATCA NOCpeACcTBOM
CNy>X6 MrHOBEHHOro 06MeHa CO0bLLEHNAMY, UTOObI yOeaANTLCSA, YTO 3T
NOAN M 3HAKOMBbI.

4. Ncnonb3yinTte cpescTBa 610KMPOBAHNSA HeXenaTe/lbHOro KOHTEeHTa Kak
A0MNONIHEeHVEe K CTaHAAPTHOMY PoAnTeIbCKOMY KOHTPOJIIO.

5. Heob6xoarMo 3HaTb, KakKUMU YaTamMn Noab3ytoTcd Bawun geTu. Moowpante
MCNONb30BaHVE MOJepupyemMbiX YaTOB U HacTanBalTe, UTobbl AeTU He
06Lanncb B MPUBATHOM pexunme.

6. HacramainTe Ha TOM, YTObBbI AeTU HNKOrAa He BCTPeYanncb IMYHO C
APY3bAMU U3 ceTn VIHTepHeT.

7. TMpuy4ynTe geTter He BblAaBaTb CBOK INYHYIO MHPOPMaLMIO CpeacTBaMun
3N1eKTPOHHOV MOYTbIl, YaTOB, CUCTEM MFHOBEHHOIO 06MeHa CoobLLEeHNSAMY,



PerncTpaLmoHHbIX GOpPM, INYHLIX Npodurnein N Npu perncTpaumm Ha
KOHKypCbl B VIHTepHeTe.

8. lMpuyunTte ageter He 3arpyxaTtb NporpamMmel 6e3 Baluero paspeLueHus.
O6BbACHNTE UM, YTO OHW MOTYT C/Iy4aHO 3arpy3nTb BUPYChI NN ApYyroe
HeXenaTte/sbHOe NporpaMMHoe obecreyeHue.

9. MpuyunTe Baliero pebeHka coobLLaTb BaM O JIFOOLIX yrpo3ax Un TpeBorax,
CBA3aHHbIX C VIHTepHeTOM. HanomMHuTe feTaM, UTO OHU B 6e30MacHOCTY,
ec/In camMu pacckasanu BaM, O CBOVX yrpo3ax nuav Tpesorax. [loxsanure vx n
NoCoBeTYyMNTe NOAONTY eLLle pa3 B MOAOOHbIX CyYasiX.

10.PacckaxuTe fetam o nopHorpadum B IHTepHeTe. [ToMorute UM 3amnTUTLCS
OT cnamMa. Hay4ymnTe NoApOCTKOB He BbljaBaTb B VIHTepHeTe CBOero
peasibHOro 3/1IeKTPOHHOr0 ajpeca, He oTBeYaTb Ha Hexenate/lbHble MMCbMa
N NCNONb30BaTh CreumanbHble NoYTOBble QUBLTPSI.

11.MpuyynTe cebsa 3HaAKOMUTBLCA C CanTaMK, KOTOpble MOoCeLLatoT NOAPOCTKM.

12.HayunTe geter yBaxaTb APYrvX B UHTepHeTe. Y6eaunTech, UTO OHU 3HAKOT O
TOM, YTO NpPaBUIa XOPOLLEro noBeseHNs 4eNCTBYIOT Be3e - 4axe B
BUPTYyaNbHOM MUpe.

13.06BACHUTE AeTAM, YTO HM B KOEM CJ/lydae Hefb3s UCNob3oBaThb CeTb A4
XYNINTaHCTBA, PacnpoCTPpaHeHns CrieTeH i yrpos Apyrim AAM.

14.06cyanTe C NOAPOCTKaMU NPObIEMbI CETEBbIX a3aPTHbLIX UTP U UX
BO3MOXHbIA PUCK. HAaMoOMHNTE, YTO AeTN He MOTYT UrpaTh B 3TU UMPbI
COr/laCcHO 3aKOHY.

MOCTOSAHHO KOHTPOIMPYATE UCMOoNb30BaHMe VIHTepHeTa BawvM pebeHkom! 3To He
HapyLUeHWe ero IMYHOro NPOCTPAHCTBA, @ Mepa NPeA0CTOPOXHOCTU U
nposiBieHVe Balel poanTenbCckoli OTBETCTBEHHOCTU U 3a60Thbl.



