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ITACIIOPT

(l)OH)Ia OLCHOYHBIX CPEACTB 110 JUCHUIIJIHHE «KOMI[LIOTepHBIe CETHN»

Ne | KonTponupyemsble pas3aensl, Konx koHTpOIIMpYyeMOi HanmenoBanue
TEMBI, MOTYJTH KOMIIETCHIINH OIICHOYHOTO CPE/CTBA

1 Paznen | OK 01; OK 02; OK 05; [ToaroroBka pedeparos;
Apxutektypsl u annapataeie | OK 06; OK 09; OK 10 KOJJIOKBHYM;
KOMIIOHEHTBI KOMITBIOTEPHBIX TECTHPOBAHUE;
ceTell M CHCTEM HOJrOTOBKA JCCE.

2 Paznen |1 [IK 4.1; 1K 4.4. [ToaroroBka pedeparos;
MeskceTeBbIe aanTepsl 1 KOJJIOKBHYM;
paiiBepsI TECTUPOBAHUE;

HOJrOTOBKA JCCE.

3 Paznen 111 OK 01; OK 05; OK 09. [TonroToBka pedeparos;
cnonp30Banue KOJUIOKBHAYM;
MapUIPYTU3ALNHT [IK 4.4 TECTUPOBAHUE;

ITOJrOTOBKA DCCE.




IIpumepHBIii IepeYeHb OLEHOYHBIX

cpeacTB

Ne | HammeHoBanue KpaTtkas xapakTepuCTHKA OIIeHOYHOT0 CPeCTBA IIpeacraBienne

n/m OLIEHOYHOT 0 OLIEHOYHOT'0 CPEICTBA B

cpeacTBa ¢onne

1 2 3 4

1 KomnoxkBuym CpezncTBo KOHTPOIIS YCBOEHHsI yaeOHOro MaTepuaia TeMsl, | Bompocsl mo

paszena Wwin pasJesoB JUCIMIUTMHEL, OpraHM30BaHHOE KaK | TeMam/paszenam
y4eOHOe 3aHATHE B BUJIE coOece10BaHM TIeAarornaecKoro JICITUTITHHBI
paboTHHKA C 00yUYaIOIIUMUCS.

2 Kpyrunsbiii cron, | OueHoYHbIE CpeiCTBa, MO3BOJISIONINE BKIIOYHTh [Mepeuens
JICKYCCHS, 00y4aromumxcs B mporecc 00CyXIeHHs CIIOPHOTo BOIPOCa, JIICKYCCHOHHBIX TEM.
TIOJIEMHKA, NpoOJIEeMbI U OLIEHUTh X YMEHHUE apryMEHTHPOBATh
JMCIYT, 1e0aThl | COOCTBEHHYIO TOYKY 3pPEHHS.

3 | Pedepar [IponykT camocTosITENEHON paboTHI CTY/IEHTa, Temsl pedepaTon
NPE/ICTABIISIFONIMN COO0M KpaTKOe N3JI0KEHHE B
NMMCBMEHHOM BU/I€ MOJTYUYCHHBIX PE3YIILTATOB
TEOPETHYECKOr0 aHaJIN3a ONPEAeIeHHON HayuHO#t (Y4eOHo-
UCCIIEI0BATENbCKON) TEMBI, IlIe aBTOP PACKPHIBAET CYTh
uccaenyeMoil mpoOiaeMbl, MPUBOAUT Pa3INYHbIC TOUKH
3pCHM, a TAKIKE COOCTBEHHEBIE B3IJIs11bI HA HEE.

4 | Verubiid onpoc/ | CpeacTBO KOHTPOJIS, OpPraHM30BaHHOE KakK cCreluaiibHas | Bompock! mo

cobecenoBanue/ | Oecena TEAaroruveckoro pabOTHHKA C OOydaroIlUMCs Ha | Temam/pasjenam

TEMbl, CBA3aHHbIE C H3y4yaeMOW JUCHUIUIMHOW, | | AUCLUIUIHHBI
paccuuTaHHOE Ha BBISICHEHHE 00beMa 3HaHUN
oOydaromierocs IO ONPEACIECHHOMY pasfeny, TeMe,
npobneMe H T.11.

5 | CamocrosarensH | CpencTBO NPOBEPKH YMEHUH MPUMEHSATH IOTy4YSHHbIC KommekT 3aganuit

ast pabora 3HaHUA 110 3apaHee ONpPEEeICHHON METOANKE [UIsl PELLIEHUs

3a]a4 WIK 3aJJaHUH 110 MOAYITI0 MM AUCLUILIMHE B LIENIOM.

6 Tect Cucrtema CTaHZAPTH3MPOBAHHBIX 3aJaHUH, MO3BOJIIONIAS DoH1 TeCTOBBIX 3aJaHUN
aBTOMATU3UPOBATh MPOLETYPY U3MEPEHUS YPOBHS 3HAHUH U
YMEHUH 00y4aronierocs.

7 | Occe CpezncTBo, MO3BOIISIONIEE OLIEHUTh YMeHHE oOyuaromierocsi | Temaruka scce

MUCbMEHHO M3JlaraTh CyTh IIOCTABJICHHOW MPOOJIEMBI,
CaMOCTOSITEJIbHO TPOBOJMTH AaHAJIM3 3TOM MPOOJIEeMBI C
HCIIOIB30BAHUEM KOHLIEITLIVI u AHAJINTUYECKOIO
WHCTPYMEHTApUsi COOTBETCTBYIOLICH MUCHUILIMHBI, JIelaTh
BBIBOJBI, 0000IIAIOMKE aBTOPCKYIO MO3UIIHIO IO
IIOCTaBJICHHOU TIpodieme.




KpnTeplm OICHUBAHUA IO JTUCHUIIJIMHE «OcHOBBI HH(l)OpMaHHOHHOﬁ 0e30macHOCTH»

Ne | Haumenos | Kpurepun Kputepuu Kpurepuu onenuBanusa | Kpurepuu oneHuBaHus Ha

n/ aHue OLICHMBAaHMsA Ha | OLEHUBAaHUSA  HA | HA «XOPOILIO» «OTIINYHO»

I | OEHOYHOI | «HEYJIOBJICTB- «YIOBJIETB-HO»

0 HO»
cpeacTBa
1 | KomutokBu | y cTygeHTa CTYIEHT B CTYIEHT aeT OTBET, CTYACHT JaeT IOJHBIA HU
yM OOHApYKHBAeTCsl | OCHOBHOM 3HAET OTIMYAIOIIUICS NpaBUIBHBI  OTBET Ha

HE3HAHUE WU MPOrpaMMHBIN MeHbIIEeH IIOCTaBJIEHHBIE 5
HEIIOHUMaHHUe MaTepHal B 00CTOATENLHOCTBIO U JIOTIOJIHUTENbHBIE (eclu B
Oompeil uu 00béMe, IITyOUHON M3II0KEHUSL: TaKOBBIX ObL1a
Haubosee HEO0XOIMMOM OOHAPYXKUBAET TIPH 3TOM | HEOOXOIMMOCTB)
CYILIECTBEHHOU JULS TIpeACTOsIER | TBEpIOE 3HaHUE | BOIPOCHI:
4acTH paboTHI 1Mo MaTepuana; OOHapyXHBaeT
COACPIKaHUA npodeccuu, HO JOIMyCKaeT BCECTOPOHHEE CHCTEMHOE
y4e0HOro OTBET, HECYLIECTBEHHBIE 5 rinyookoe 3HAHUE
MaTepuana, OTJIMYACTCS OIMMOKY U HETOYHOCTU B | MaTephana;
He crioco0OeH HEJI0CTATOYHOU U3J10KCHUH 00CTOSATENTLHO PacKpPBIBAET
MIPUMEHATD TIONTHOTOM U TEOPETHYECKOT O COOTBETCTBYIOIIHE
3HAHHE TEOPUH K | OOCTOATENBHOCTh | MaTepuana; TEOPETUUECKUE
peleHuto 3aa4y | 0 U3JI0KCHUS; HCIIPaBIICHHBIE TIOCTIE | IOJIOXKEHHS;
Hpoq)eCCI/IOHa.HBH JOIIyCKaeT TOTOJIHUTEIIBEHOI O JACMOHCTPUPYET 3HaHUE
Oro Xapakrepa, CYICCTBEHHBIC BOITPOCA, COBPEMEHHOH y4eOHOH U
HE yM€eT OLIMOKH U OIIMpaeTcst IIPY | HAYYHOU JIUTEPATYPBHI;
OIIpEICIUTh HCTOYHOCTHU B IOCTPOCHUH OTBETAa | BiIaJEeT HOHSITUAHBIM
COOCTBEHHYIO H3JIOKCHUN TOIBKO Ha | anmapaToM;
OLIEHOYHYIO TEOPCTUICCKOro 00s13aTeNIbHYIO JIEMOHCTPHPYET
[MO3ULIUIO; Matepualia, JIMTEpaTypy, CIOCOOHOCTD K aHATHM3Y U
JIOITyCKaeT B IICJIOM yCBOMJI MOATBEPKAACT COIIOCTaBJICHUIO
rpyboe OCHOBHYIO TCOPETUYCCKHE pa3iIu4HBIX MOJIXOJ0B K
HapylieHue JINTCpaTypy; MOCTYNaThl OTACIbHBIMU | PELICHUTO 3as1BJICHHOU
JIOTUKH OOHapyH1BaeT npuMepamu u3 | mpoOJIeMaTHKH;
HU3JIOKCHUS HCYMCHHMC IOPUANYECKON NIPAKTUKH; | TOATBEPIKIAET
marepuana. NPUMCHATH CMOcOo0eH MPUMEHSTh TEOPETUYECKUE ITOCTYJIAThI
JIOITyCKaeT TFOCYNapCTBECHHO- | 3HaHHUE TEOPUHU K puMepaMu u3
NPUHOUIIMATIBHEI | [IPABOBHIC pemIeHHIO 3a7a4 IOPUANYECKON IPAKTUKH;
€ OMmMUOKH B NPHUHIMIIEI, podeCcCHOHATTLHOTO criocodeH TBOPYECKH
OTBETEC Ha 3aKOHOMCPHOCTH | xapaKTepa, NPUMEHATH 3HAHUE TEOPUH
BOIPOCBI; 1 KaTErOpuu I | gabmiopaercs K PpELIEHUI0
HE MOXKET 00BACHEHNS HE3HAYUTEIbHOE npo(eCcCHOHATBHBIX
HCIIPABUTh KOHKPETHBIX HapyIICHHE JIOTUKH 3a1ad4;
OmMOKH C ¢axroB n U3JI0KEHHUS MaTepuaia. nMeeT COOCTBEHHYIO
TOMOIIBIO SIBIICHUIA; OLICHOYHYIO IO3HUIINIO U




Acce TeMa 3cce He TeMa B IENIOM TeMa 3cce | paboTa OTBEYaeT BCEM
packphiTa; PACKpBIBACTCSl HA | PACKPHITa,; BBIBOJIBI | TIPEIBSBIISIEMBIM
MaTepHa OCHOBE chopmynupoBanbsl,  HO | TpeboBaHusM. Tema scce
M3JIOKEH 0e3 HCIIOJIb30BaHUS HEIOCTATOYHO PacKpbITa MOJHOCTHIO,
cOoOCTBEHHOM HECKOJIBKUX 00OCHOBAHBI,  HMMEETCS | YETKO BBIpaXKeHa
OLICHKH U OCHOBHBIX U aHaJIM3  HEOOXOMUMBIX | aBTOPCKasl MO3UIIHS,
BELIBOJIOB; JIOTIOJTHUTENILHBIX | MPABOBBIX ~ HOPM,  CO | MMEIOTCSI JIOTHYHBIE U
OTCYTCTBYIOT HUCTOYHHUKOB; CCBUIKAMH Ha | 000CHOBAaHHBIE BHIBOJIEI,
CCBIJIKU Ha cJ1abo OTpakeHa HEO00XO0IUMBIE HaIMcaHa ¢
HOPMAaTHBHBIE coOCTBEHHAs HOPMATHBHBIE MPABOBBIE | HCIOJIb30BAHUEM
MPaBOBbIE MO3HIIUS, BBIBOJIBI | AKTBI; HCIOIb30BaHa | OONBIIOrO KOJIUYECTBA
HCTOYHUKH. HUMEIOTCS, HO OHH | HeoOXoaumast KaK | HOPMATHUBHBIX MPABOBBIX
HmeroTes HE 000CHOBAHBI, OCHOBHasI, TaK M | aKTOB Ha OCHOBE
HEIOCTATKH IO MaTepua JIOTIOTHUTEIbHAS PEKOMEHI0BAaHHON
oopmMIIeHUIO H3II0KEH JUTEpaTypa; OCHOBHOH H
paboThL. HEMOCAEA0BaTENh | HEAOCTATOYHO YETKO | JOMOJHHUTEILHON
TekcryanmpHOE HO, 0e3 MPOSIBJISIETCST aBTOPCKast | nuTeparypbl. Ha BeICOKOM
COBIMaJIcHUE COOTBETCTBYIOIIC | MO3UIIUSL. I'paMOTHOE | YpOBHE BBIOJIHEHO
BCEro 3cce ¢ i apryMeHTauu oopmiicHwE. odopmiieHIE pabOTHI.
KaKUM-JIH0O Y aHaJiu3a
HCTOYHHUKOM, TO HpaBOBLIX HOpM.
€CTb — IlJIaruar. HNmerorcs

HEJIOCTATKH 110
o opmieHHIO.

Tect 0% -50% 51% - 64% 65% - 84% npaBmwibHbIX | 85% - 100% npaBHIBHBIX
l'[paBI/IJ'IbHLIX HpaBI/IHI)HI)IX OTBCTOB — OLICHKA OTBCTOB — OILICHKAa
OTBETOB — OTBETOB — OIICHKA | «XOPOIIIOY, «OTITHYHON
OLIEHKA «YJIOBJIETBOPHUTEIN
«HEYNIOBJICTBOPU | BHO»

TETBHO»

Pegepar O6HnapyxmuBaetc s1| Bonpoc packpeir | Bompoc packpeit Gosiee | Bompoc
Mk obiee YaCTUYHO 4eM HaIIOJIOBHHY, HO 6e3 PacKphIT
IPENCTABICHUE O | PedpepaT HanmcaH | OUIMOOK. HMetorcs | TOTHOCTBIO U 6e3
TeMe, JubO Tema HEOPEKHO, HEe3HAUMTEIbHBIE W/WaH | OMIMOOK,pedepar
HE PACKPRITA | yeakkypaTHO, €MHUYHBIC OLINOKH. HaIucan
HOIHOCTEIO, HCIIONb30BaHEl HE | VICIIONB30BAHBI  CCHUIKM | PABHIIBHBIM
pabora OOIIETIPUHSATHIC MEHee 4eM Ha IOJOBUHY | JIMTCPaTypHBIM
CKOMHpOBaHa 13 COKpAILEHUS, PEKOMEHIOBAHHBIX o A3bIKOMOE3
Wnreprera 34T IPaMMaTHIECKHX

6e3CCRUIKI PYAHSIOIINE €€ | JaHHOMY BOIIPOCY 5
MpOYTEHHE HCTOYHHKOB npasa OHOOK B FOPHIHIECKOI
Ha Honymeno  3-4 | JlomyiieHst 1-2 | TCPMHHOIIOTHHY,
ITEPBOHCTOMHHK. ?;II;"%TIZCKHC (akTHYECKHE OIIMOKH. choﬂbg’é‘;ﬁg; —_—

HaWCTOYHHUKH IIpaBa.
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. XapakTepuCTHUKa Mpolecca Nnepeiadn JaHHbIX
12.
13.
14.
15.
16.
17.
18.
19.
20.

0.
1.
12.
13.

Bonpocs! 111 KOJIOKBHYMOB, co0ece0BaHUS
no qucuuminte «KomnbsrorepHbie ceTn»

Pazpmea |
APXHTEKTYPbI U allIapaTHbIe KOMIIOHEHThI KOMIIbIOTEPHBIX ceTell U CuCTeM

OcHOBHBIE TIOHATHSA M KJIACCH(PHUKALINS KOMITBIOTEPHBIX CETEH
['uneprekcToBbIe CIIOCOOBI XpaHEHUS M MTPEICTABICHHUS WH(POPMAIIUU
OcHoBHbIe BUABI yrpo3. CriocoObl MPOTUBOACHCTBUS YTPO3aM.

[IpaBoBBIE OCHOBHI (hopMUpOBaHUS HH(DOPMAIIMOHHOTO 00mecTBa B Poccum.
Wronorus — Hayka 00 HHPOPMAIIMOHHBIX TEXHOJIOTUSX.

Crangaptuzanys HHOOPMALMOHHBIX TEXHOJIOTHH.

[lepcriekTHBBI pa3BUTHSI HHPOPMAIIMOHHBIX TEXHOJIOTUI

DBOJIIOLHUS KOMIIBIOTEPHBIX CETEH

[IpuMeHeHne KOMIIBIOTEPHBIX CETEN

OcHOBHBIE TOHATUS U OTIPEIEIICHUSI KOMIIBIOTEPHBIX CETEH

OcHoBHble noHsTHS —JIBC.

OcHoBHBIE OTJIHYHSA OT (HaliJIOBBIX CUCTEM.

Haznauenue u ¢pyHkumuu 6a3pl JaHHBIX.

[ToTpe6HOCTH MHPOPMAITMOHHBIX CHCTEM.

OcHoBHbI€ GYHKIIUU U TUTIOBAsi OpraHU3aIUs CETEBBIX CUCTEM.
Anpecanus B IP cersix, moaceru, cTpykTypa nakera nepefadn JaHHbIX.
OO1u1re TpUHLMIBI TOAJEPKAHNS LIETTOCTHOCTH JaHHBIX B CETSX.
CereBble IPOTOKOJIBI IEPENAYM TAHHBIX.

Orarbl pa3pab0TKH 0TKa30yCTOWYMBOM CETEBOM MHMPACTPYKTYPHI, KPUTEPUH OIICHKU KauecTBa

JIOTHYECKOH MOJIENTH JAaHHBIX.

Pazgen Il
MeskceTeBble ajanTepbl U ApaBepbl

AnmnapatHoe obecriedeHre KOMITbIOTEPHOU CeTH
[IporpamMmmuoe obecriedeHre KOMIbIOTEPHON CEeTH
CereBbie nHTEp(DEHCHI

Knaccudukanus KoMIbIOTEPHBIX ceTei

Tononorus KOMIbIOTEPHBIX CETEMN

Mertoapl foCcTyna K cpesie Nepeaadn TaHHbIX
Cereag monenpb OSI/ISO

OCHOBHBIE OHATHS CETEBBIX IPOTOKOJIOB
Oco0eHHOCTH pacTpOCTPAaHEHHBIX CETEBBIX MPOTOKOJIOB
[TpuHIHIBI PaOOTHI MPOTOKOJIOB PA3IUYHBIX YPOBHEH
XapaKkTepUCTUKH JINHUN CBSI3H

becnipoBoiHBIE TUHUU CBSI3U

Tabnuia KoMMyTaluu.
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16.
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0.
. MMC k0HCOJTb — CTTIOCOOBI KOMITOHOBKH CEPBHCOB B €IMHOE OKHO YITPABJICHHSL.
12.
13.
14.
15.
16.
17.
18.
19.
20.

Cratuueckast 1 JUHaAMHU4YECKas TabIuLa.

CemanTtryeckas U pU3NIECKasi MOJCIN CETEBOM CPE/IbI.

Onpenenenue Tpanzakiuu. Kinaccupukanys orpaHu4eHui TpaH3aKIu.

[Tpo6nembl mapaienbHON pabOThl TPAH3AKIIUH.

Meto et 60pBOBI ¢ MpobdIEMaMy MapalIeIbHOM paboThl TPAH3AKITHIA.

XKypHanuzaius BbINOIHEHUS TPaH3aKIUIl ceTeBOM cpeabl. «KecTkuey u «Markue» coou.
ApXuBanus U BOCCTAaHOBIJICHHE KOHPHUTYpALIUHA.

Pazpgea 111
Hcnosib30BaHue MAPIIPYTH3ALNH

Mapupyruzanus nakeToB

TexHOJIOTrnr JIOKATbHBIX KOMIIBIOTEPHBIX CETEU

Texnonornu rno0anbHBIX KOMIIBIOTEPHBIX CETEN

OcHoBHbIE NOHATHUS MH(POPMAIIMOHHON 6€30acHOCTH

ApPXHUTEKTYypa «KIUEHT-CEPBEPH.

Pacnpenenennsie ceTu.

Pacnpenenennbie TpaH3aKINUH.

JlomeHHast TOTOJIOTHSI TOJIOBHOTO oduca 1 (PUIHAJIOB.

Tepmunonorus Vlan.

['pynmoBbIie MOMUTHKN OE30MACHOCTH — CIIPOCKTUPYHTE KOH(MUTYpAITHIO.

VPN tyHHenn — npeaHa3zHadeHue, KoHQUTrypupoBaHHeE.

Opranu3alioHHbIE TOAPA3IEIEHUS KaK CTPYKTYpHas eauHuiia B cepBepHoit OC.
CewmeiictBo nmpoTtokosioB TCP/IP: cocTaB u Ha3HaUYeHHE.

Crnioco6s1 agpecanuu B [P-ceTsx.

XapakTepucTHKa MPUKIIATHBIX CEPBUCOB ceTu Internet.

XapakTepucTUKa U TUIOBAs CTPYKTYpa KOPIIOPATUBHBIX KOMITBIOTEPHBIX CETEH.
[IporpamMmmuoe obecriedeHre KOpnopaTUBHBIX KOMITBIOTEPHBIX CETEM: COCTAaB M Ha3HAUYEHUE.
CocTaB 1 Ha3HaYEHHUE CETEBOTO 000PYAOBaHMS KOPIOPATUBHBIX KOMITBIOTEPHBIX CETEH.
OCHOBHBIE yTH COBEPIIEHCTBOBAHUSA U PA3BUTHSI KOMIIBIOTEPHBIX CETEH.

KoHTpPOJIbHO-0LIeHOYHBbIE MAaTePHAJIbI VIS TEKYIIEr0 KOHTPOJIsI
Paszgea |
APXUTEKTYPbI U aNNIapaTHbIe KOMIIOHEHTHI KOMIILIOTEPHBIX ceTell U cucTeM

Tema 1.1. — XapakTepuCcTHUKH U OHATHS KOMIILIOTEPHBIX ceTel
Ha3znavyeHne KOMITBIOTEPHBIX CEeTEH.
Knaccuduxkanus cerei.
Ba3oBble ceTeBbIE TOMIOIOTHU CETEN.
KomOuHMpOBaHHBIE TOIOJIOTHH.
Kondurypannu KoMIbrOTEpHBIX CEeTEH.
Merton noctyna K cpefie mepefadu, uX XapakTepUCTUKH
CereBble anantepsl. KoHIlEeHTpaTOphI, UX Ha3HAYEHHE U KiIaccuukarms.
Moctbl. KoMmmyTaTopsl

Tema 1.2.- XapakTepucTHKH ceTeil

duznyeckas nepeaayda JaHHBIX
[TpuHIMTIBI TaKETHOU TIepeaun JaHHBIX
IloHsTHE CeTeBOIl MOACIH.
CereBas mojzens OSI|
Monpens TCP/IP
dwusuueckuii ypoBeHb TexHosoruu Wi-Fi B atanonnoi moaenu OSI Wi-Fi crangapra G
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Tema 1.3.- TCP/IP — npoTokoJ1 HHTEPHETA H COBPEeMEHHBIX JJOKAJIbHBIX CeTeil.
[IpuknanHelie ceTeBbIE TPOTOKOJIBI
SMTP/POP3/IMAP — 1no4ToBbIE IPOTOKOJIBI
SMB/CIFS — ¢aitnnooOMeHHBIN TIPOTOKOJI CETH
Microsoft HTTP/HTTPS — ocHoBHo#i mpoTokout st Web 1.x-2.x
FTP — daitnoodmennsiii mpotokon B HTEepHETE
OcHoBbI MapiipyTu3anuu B cetsx TCP/IP
Cnyx6a nomennbix umeH — DNS Jlunamuueckoe pacnpenenenue |P-aapecos
Ta6mua ARP
Tunel noxcereit

. Cratuyeckast Mapuipyrusanus Junamudeckas MapipyTu3anus

Tema 1.4. — OcBoeHue 6a30B0ro (pyHKIMOHAJIA 1151 paGoThI ¢ pa3anyHbiMu TUNAMU Wi- Fi

YCTPOMCTB
PesxxumMbl pabOThI TOUKM AOCTYIIA, UX HACTPOHKA ¥ IPUMEHEHHE
Pesxxum Ad Hoc wu pexum «Touka-Toukay
Pesxxum Infrastructure Tonosorus cereit Wi-Fi
be3onacHocTh OECIIPOBOIHBIX CETEH

Paznen Il
Me:xceTeBble ajanTepsl U ApaiiBepbl
Tema 2.1. — Haznauenue IP aapecon
Crpykrypa IP agpeca. Anpecanus B UnrepHer
Craruueckne u nuHamuaeckue |IP agpeca.
[TpoTokon quHamMUYeckoit koHpurypaiuu xoctoB DHCP
VYcranoBka DHCP cepsepa
Hacrpoiika o6mactu DHCP
Hacrpoiika mapamerpos DHCP

Tema 2.2. — PazpemieHue MMEH y3J10B ¢ HcnoJib3oBaHueM DNS
Nmena NetBIOS u DNS
HacTtpoiika pa3pemieHuss UMEH Ha KITHEHTE
Hactpoiika pa3penienus UMEH y3JI0B
YcranoBka ciryx0b1 cepBepa DNS
Hacrpoiika cBoiicTB ciyx0b1 cepBepa DNS
Hactpoiika DNS 301
Hacrpoiika kimmentoB DNS
Hacrpoiika nepemxaun 300 DNS

Tema 2.3. - Pazpemenne umén NetBIOS ¢ ucnonbzosannem WINS
YcranoBka 1 HacTpoiika ciryk0b1 cepBepa WINS
YnpaBrneHue 3anucsiMu
Hacrpoiika perumkanuu

Paznea |1l. Ucnionb30BaHMe MapIIpyTH3aluu
Tema 3.1.- XapakTepucTHKH MapIIPyTH3ALUH

BBenenue B MapuipyTH3anmio

Tabnuua MapmpyTu3anuu

YcraHoBKa M HacCTpOHKa CiyObl MapIIpyTU3alluN

O0630p IPOTOKOJIOB TMHAMHYECKON MapLIPYyTU3ALUN

Pa6ora nporokosa Routing Information Protocol (RIP)

Hacrpoiika RIP Ha mapmpyruzatopax
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Tema 3.2. - YnpaBJjieHue ceTblo
[Tpo6nembl ynpaBieHUsI CETEBBIMH YCTPOHCTBAMH
baza nanneix Management Information Base (MIB)
SNMP — npocToii MpOTOKOJI YIPABICHHUS CETHIO
YcranoBka u HacTpoiika SNMP
Hcnons3zoBanne SNMP

Tema 3.2. — IP Bepcun 6
Beenenue B IPV6
Tumne! agpecos IPV6 Apxurekrypa anpecos B IPV6
CosmectHoe ucnosib3oBanue |IPv6 u IPv4 Hacrpoiika IPv6
[Tpo6nemsr IPV6

CamocrosrenbHas padora Ne 1
XapakTepuCTHKH ¥ MOHATHS KOMIBIOTEPHBIX ceTeil

Posnp KOMITBIOTEPHBIX CE€TEN B MUPE TEIEKOMMYHUKAIUH;

Ucrtopus BozunkHoBenus JIBC u I'BC;

Kondurypauus ceru.

OpHOpaHroBBIE CETH U CETH Ha OCHOBE CepBepa.

Turbl TOKaTbHBIX CETEN U UX NEPCIIEKTUBBI

Crapeiiiue ¢ UCI0JIb30BAHUEM KOMMYTHUPYEMBIX JIMHUH (MOJEMHasl CBSI3b)
Tpamuumonnsie Ethernet, Token Ring T.11.

CKOpOCTHBIE ONITOBOJIOKOHHBIE U OECIIPOBOJHBIE CETH

CamocrosrenbHas padora Ne 2
XapakTepucTHKH ceTell
bazoBbie 1 KOMOMHUPOBAHHBIE TOTIOJIOTHH CETH.
[IpoBoHbBIE U OECIIPOBOAHBIE CETU
KananpHblil ypOBEHb
CeTteBoil ypOBEHb
TpaHcnopTHBIN YpOBEHB
CeaHcoOBBII YPOBEHD
[IpencraBuTenbCKuii ypOBEHb
[IpuxknagHo#t ypoBeHb
PasnoBugnoctu 802.11

CamocrostensHas pabota Ne 3

TCP/IP — npoToK0/1 HHTEPHETA H COBPEMEHHBIX JIOKAJIbHBIX ceTeil

JpaiiBepbl CETEBBIX aJIaNITEPOB.

OcHOBHBIE TIOHATHSA, NPHUHLMIBI B3aUMOJEHUCTBUA, pa3auuus U
npocTpaHeHHbIX poTokoioB: TCP/IP, IPX/SPX.

YcraHOBKa IPOTOKOJIOB B OTNIEPALIMOHHBIX CUCTEMAX.

[TpuHIMTIBI PaOOTHI MPOTOKOJIOB PA3HBIX YPOBHEH

Juarnoctuueckue yrunautsl TCP/IP

OcHoBHBIC NOHATHUSA, TTPUHIIUIIBI B3aHMOZ[eﬁCTBHH, pa3inuua u 0COOCHHOCTH IMPOTOKOJIOB:

IPX/SPX.
Pa6ora nportokonos creka TCP/IP: IP, ICMP, UDP, TCP

0COOEHHOCTH
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CamocrosrenpHas padora Ne 4

OcBoenne 0a30B0ro GyHKIMOHAIA JJIs1 pa00ThI ¢ pa3anyHbiMu THaMHu Wi- Fi yerpoiicTs

Paznenenue ceTu: moaceTH U Macka MoJICeTH
Ilopsinox HazHaueHus |IP-anpecos
Peanuzanus |P-mapuipyruzanun.
Otobpaxkenue |P-agpecos

CamocrosrenbHas padota Ne 5
Hasnauyenmue IP agpecosn
Ceresble Texnonorun Windows;
HUcnonszoBanne Wireshark mast mpocmoTpa Tpaduka

YcranoBka u Hactpoiika DHCP cepBepa ams HazHauenus: nuHammdeckux IP aapecos

Pazpemenrie ”MEH Ha KITUEHTE
[IpocmoTp makeToB paszpenieHus UMeH

CamocrostensHas pabora Ne 6
Pa3peenne nMEH y3,10B ¢ ucnoJib3oBanueM DNS
YcranoBka u Hactpoiika DNS cepBepa mist paspemieHus UMEH y3110B
Hacrpoiika B3anmoaericteust mexxxy DNS cepBepamu

CamocrosrenbHas pabora Ne 7
Pa3pemenne umén NetBIOS ¢ ucnosnn3zoBannem WINS
Mapupyruszatop.
CereBoii nutto3. bpanamaysp
MapupyTru3zamus makeToB.
OunpTpanus NakeToB

CamocrosrenbHas padota Ne 8
XapakTepuCcTHKH MAapIIPYTH3AIUH
OCHOBBI MOHUTOPHHTA CETH
Paspemenue o0mux mpoodaeM ceTeBOro B3auMOICHCTBUS
OmnpeeneHne KCTOYHUKOB BOZHUKHOBEHUS IPOOIIEM
O030p HHCTPYMEHTOB, HCIIOJIB3YEMBIX Ul YCTPAHECHUS HETIOJIAI0K

CamocrosrenbHas padora Ne 9
YupasiieHue ceTbio

Hacrpoiika mapimpyrusaruu B Windows
Hacrpoiika mapipyrusamuu B Linux
[Ipumenenne npotokosia RIP u TectupoBanue pabotsl mpotokona RIP

CamocrosrenbHas padora Ne 10.
IP Bepcuu 6

[TocTpoenue opucHOM TOKATBLHON CETH ¢ OJKII0YeHHeM K MHTepHeT;

Hacrpoiika IPV6 anpecannun Ha komnbroTepax 1ab0paTopuu
MOHHUTOPHHT COCTOSTHUSI CETEBOM MHDPACTPYKTYPHI

10



IlepeyeHb TUCKYCCHOHHBIX T€M /JIsl KPYIJIOTO CT0J1a
(IMcKyccuu, MOJIeMUKH, TUCILYTAa, 1¢0aTOB)
no aucuunjanne «KomnborepHbie ceTw

Tembl 3cce
(petdeparoB, HOKIATOB, COOOIICHUH)
Posnp KOMITBIOTEPHBIX CE€TEN B MUPE TEIEKOMMYHUKALUI;
Uctopus BoznukHoBenus JIBC u I'BC
DBOJIIOLUS KOMIIBIOTEPHBIX CETEH
JlokasibHas ceTh C MOJKIIOYEHUEM K ceTu HTepHeT
[IporpammHoe obecriedeHrie KOMIIbIOTEPHOU ceTn
Ceressbie Texnomorun Windows;
Hcnons3oanue Wireshark mis npocmotpa Tpaduka
CereBble HHTEpQEICH
[TocTpoenune ohrcHOM JTOKATBHON CETH C MOJIKIoUueHneM K HTepHeT
0. Knaccugukariysi KOMIBIOTEPHBIX CETEH
1. Tomosiorys KOMIBIOTEPHBIX CETEM
12. Metoapl ocTyma K cpelie nmepeadun JaHHBIX
13. [TpuHIUTB pabOTHI POTOKOJIOB PA3ITUYHBIX YPOBHEU
14. MOHUTOPHUHT COCTOSIHUS CETEBO MHPPACTPYKTYPHI
15. XapakTepucTuku TUHUHN CBSI3U
16. JlpaiiBephI CETEBBIX a/IalITEPOB.
17. TexHon0THUM JOKATHHBIX KOMIIBIOTEPHBIX CeTer
18. TexHonorun r100ATLHBIX KOMIIBIOTEPHBIX CETEH
19. OcHoBHBIE TOHATHS HHPOPMAITMOHHOM 0€301TaCHOCTH
20. AIMMHHMCTPUPOBAHUE CETH CPEICTBAMHU CETEBBIX ONEPALIMOHHBIX CHCTEM

RBEBooo~NoO WD E

KomrutekT TecToB (TeCTOBBIX 331aHUI ) IO AUCITUTUTAHE
«OpraHu3aloHHO-IIPaBOBOE 00ecreyeHrne HHHOPMAIIHOHHON 0€30TIaCHOCTIY
1.Kakue mpoTOKOJIbI OTHOCSTCS K TPAHCIIOPTHOMY YPOBHIO YETHIPEXYPOBHEBOM MOJEIH CTEKa
npotokosioB TCP/IP?
a. ARP
b. TCP
c. UDP
d. IP
e. ICMP
f. BeiOepuTe Bce MpaBHIbHBIC OTBETHI
2. [lepeuncnure GhyHKIMH cEpBepa. ..

a. INPUHUMAET HHPOPMALIHIO, KOTOPYIO HYXHO MEPeciaTh OT OJHOI0 KOMIIBIOTEPA K
Apyromy

b. perucTpupyer KOMIbIOTEPHI B CETH

C. yIIpaBJIi€T KOMIIBIOTEPAMU B CETH

d. XPaHMT JIaHHbIE 0 KOH(PUTYpALMHU CETH, a TAK)KE COBMECTHO HUCHOJIb3yEeMble IPOTPAMMBI

3. Uto mpoTokon IPSec nobasnser k makeTam sl ayTeHTU(DUKAIINH TaHHBIX?
a. 3aroyoBok ayreHTU(uKauu (3arojaoBok AH)
b. 3aronoBok momucH (3arosoBok SH)
C. 3aroyioBoK aBTOpH3aIuu (3aroJoBok AvH)
d. 3aronoBok 1udpoBoii moanucu (3arooBok DSH)
4. KomnbroTepHas CeTh 3TO —
a. Trpymnmna KOMOBIOTEPOB CBSI3aHHBIX MEXKIY COOOM C MOMOIILI0 BUTON Maphl
b. rpymnmna KOMIBIOTEPOB CBA3aHHBIX MEXTY CO00# U 0OMEHUBAIOIIUXCS UH(OpMAIHeH

11
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rpyImna KOMIBIOTEPOB 0OMEHUBAIOMINXCS HHPOpMaLuei

rpyImna KOMIIBIOTEPOB CBSI3aHHBIX MEKIY COO0H

5. TexHOJOT s «KIIMEHT-CEPBEP) MO3BOJISIET:

YBEIMYUTH MOTOKH HH(POPMALIMU B CETH 3a CUET BHIOOPKHU Ha cepBepe
CHHM3HTb 3aTPAThl HA OPraHU3AIUIO CETH

OpraHu30BaTh KOPPEKTHOE XpaHeHHE NH(DOpMAITUH

YIIOPSIIOYUTH paboTy ¢ JAHHBIMH Ha CEpBEPE 3a CUET MPUMEHEHHS ICIICHTPATN30BAHHBIX
CPEICTB YIPABJICHUS JAOCTYIIOM

6. [IpuauMaet Bce cOOOIIEHMS, TOCTYUBIINE MO KaHATY CBSI3U, K OTOUPAET T€, KOTOPHIC
aJIpecoBaHbl JAHHOMY KOMITBIOTEPY:

CETEBOM ajanTep

MYJIBTHILIEKCOP

MOCT

CETEeBOU ApaiiBep

[Tporpamma, B3auMOJIeHCTBYIOMIAs C CETEBBIM aanTepoM, Ha3bIBACTC:
MYJIBTHITIEKCOP

nepearonias cpeia

CETEeBOU ApaiiBep

CETEBOM ajanrtep

MOCT

B 3aBucumocTu oT pa3MepoB pazInyaroT:

TUOpUIHBIE CETU

CETH YHUBEPCUTETOB

TOpOJCKHE CETU

JIOKaJIbHBIE CETH

r100anbHbIE CETU

[IpaBuna nepegaun CUrHAJIOB B CETAX HA3bIBAIOTCA:

OpaHIMay’poM

TpaduKoM

MOCTOM

KOJUIU3UEN

IIPOTOKOJIOM

. CepBepbl OBIBAIOT:

BBIJIEJIECHHBIMH
HE BBIJIEJICHHBIMU
o0mumMu
000Cc00IEHHBIMU

. HpOHGCC IIPOXOXKACHHA CUT'HAJIOB 110 KaHaJlaM CBA3H HA3bIBACTCA:

uHTepdercoMm
OpanaMay’pom
TpaduKom
MIPOTOKOJIOM

. Hepe“II/ICHI/ITe MMPpEUMYyHICCTBA, KOTOPBIC MIPECAOCTABIISAACT KOMIIBIOTCPHAA CCTh!:

ITOJIb30BATECIN NTOJYYAarOT JOCTYII K I/IH(I)OpMaI_II/II/I B PCIKUMC p€aJIbHOI'O BpCMEHU
oOecreunBaeTCs OJIHOTIOJIB30BATEIbCKHUI PEKUM

YIIPABJIAKOIIUEC JICNCTBHS Ha pa60qnx MECTax BBITNIOJIHAIOTCS 110 C€AUHBIM IIpaBUJIaM
BO3MOXKHO COBMECTHOEC MCIIOJIb30BaHUE JTHOOBIX YCTpOﬁCTB

. CepBep, ciayxamiuii 1yt XxpaHeHus GaityioB, KOTOpbIE UCMOIB3YIOTCS BCEMH PabOuYUMHU

CTaHLIUSIMH, HA3bIBACTCS:
BBIUHCIIUTENBHBIN CEPBEP
JIMCKOBBIN CEpPBEP

CepBep TEIEKOMMYHUKALIUI

12



d. daiinoBsIii cepBep
14. V3en ceTH, C NOMOILIBIO KOTOPOTO COSAMHSIOTCS JIBE CETH, OCTPOCHHBIC MO OJJMHAKOBOH

TEXHOJIOTHH:
a. IUII03

b. mocr

C. MapupyTuszarop

d. MynbTHILIEKCOD

e. xab

15. CereBoii agpec y371a B KOMIIBIOTEPHOM CETH, TOCTPOEHHOM 10 MPOoTOKOIy |P, Ha3pIBaeTcs:
d. JOMCHHOC MMs

b. IP-agpec

c. DNS — anpec

d. wmacka cetu

€. MUII03

16. K koMIOHEHTaM KOMITBIOTEPHBIX CETEH OTHOCSTCS:

a. pabouyas cTaHIUA

b. ¢yHKUIMOHATBHBIN cepBep

C. KaHaJu nmepenadyr JaHHBIX

d. paGounii cepsep

€. CceTeBOH Kabenb

17. CoemunsieT aBe WK OOJiee ceTel, MOCTPOCHHBIX, B TOM YHCJIE, TI0 PA3HBIM TEXHOJIOTHSM.

XpaHUT TaOJIMITY aIpECOB BCEU CETEBOU MH(PPACTPYKTYPHI:

a. MYJIBTHIUIEKCOD

b. xa0

C. MocCT

d. uwro3

€. MapupyTuszarop

18. Ilpu nmepenave cooOIIEeHMs, OHO XPaHUTKLCS B Oydepe, moka He 0CBOOOIUTHCS KaHA CBSI3H,

TOJIBKO ITOCJIE 3TOTIO ... IIEPEAACT COO6H.[€HI/I€ Ha JIMHHUIO CBA3U

a. MOCT-MYJIbTHILIEKCOP
b. mepenaromias cpena
C. MOCT
d. cereBoii amanrep
€. CeTeBOU apaiiBep
19. Mudopmarius B KOMIIBIOTEPHBIX CETAX IepeacTcs M0 KaHallaM CBS3H B BUE OTJICIbHBIX:
a. JaHHBIX
b. xommmsuit
C. cooOleHut
d. nmocnanwmii
€. IIaKETOB
20. CepBep, KOTOPBIiA PEAOCTABIISACT BHEIIHIOW MaMSTh JPYTrMM KOMIIBIOTEPAM CETH, Ha3bIBAIOT:
a. [MCKOBBIU CEpBEp
b. cepBep TereKOMMYHHKAIHA
C. TIOYTOBBIN CEPBEP
d. oaiinoBsIii cepBep
€. BBIYHCIHUTEIHHBINA CEPBEP
21. Yto U3 mpesioKeHHOTO BXOJHT B IPOLeAypy co-TnacoBanus IPSec?
a. Tonpko cormamenue 6e3omacuoct ISAKMP
b. Cormamenune 6e3onacuoctu ISAKMP 1 oxH0 corna-menne 6e3onacaoctu IPSec 1.
c. Cormamenue 0e3omacaoctu ISAKMP u aBa corma-menus 6e3omacaoctu |IPSec
d. Tonwko aBa cormnamreHus oesomnacuoctu IPSec

22. TIporoxon ESP u3 IPSec:

13



a. ObecnieunBaeT TOJLKO KOHPUACHIIUATHLHOCTH COOO-TIICHUS

b. OGecnieurBaeT TOJILKO ayTCHTU(PHUKALIUIO TAHHBIX

c. OGecrieunBaeT KOH(PUICHINATBHOCTD U ayTeHTU()H-KALUIO COOOIIEHUS

d. He oGecnieurBaeT HM KOH(PHUICHIIUATBLHOCTD, HU ayTCHTU(PHKALIUIO

23. BupryanbHble YacTHBIC CETH:

a. [lepenarot yacTHbIC JaHHBIE TI0 BHIJCIICHHBIM CETSIM

b. HKancyaupyroT YacTHbIC COOOIICHHS U MTEPEIAI0T UX 10 OOIIECTBEHHON CeTH

c. He ucnone3yrores kiuentamu Windows

d. Moryr ucrosb30Bathes ¢ mpotokoiamu L2TP wimm PPTP

24. OcHoBHbIe oTHuus MPoTOKOJIOB L2TP 1 PPTP cocrosT B cienyromem (BeIOepUTE BCe
BO3MOJKHBIE

BAapUaHTHI):

a. [Iporoxon L2TP obecneunBaeT He KOH(PUICHINATB-HOCTh, a TOJIBKO TYHHEITHPOBAHHE
b. IIpotokon PPTP ucnones3yercs Toabko s TyHHeau-poBanus TCP/IP

c. IIpotokon L2TP moxeT ucnosb3oBarbes co ciyx6a-mu [PSec, a nporokon PPTP
WCTIOJIB3YyeTCS

CaMOCTOSI-TEIILHO

d. ITporokon PPTP nomnepkuBaeTcst KpYMHEHAIIUME POU3BOAUTEISAMH, a IPOTOKOJI L2TP
SIBIISICTCS

cTaH-aapToM Kopropanuu Microsoft

25. Ciryx0a, OCYIIECTBIISIONIAs TIPUCBOCHHE pealbHBIX [P-ampecoB y3maM 3akpbeITO MPUBATHON
ceTH,

Ha-3BaeTCs:

a. NAT

b. PAT

c. Proxy

d. DHCP

e. DNS

26. [IpaBuna, mpuMeHsieMble B OpaHaMaydpax, MO3BO-JISIOT:

a. CHayaya 3anpeTuTh BCe JCHCTBHUS, IOTOM pa3peniath HEKOTOPbIC

b. CHauvana pa3peniuts Bce ACHCTBHUS, TOTOM 3arpe-IaTh HEKOTOPbIC

c. [lepenaBatb cooOmieHust HA 00PabOTKY JPYTrUM MPH-JIOKCHHIM

d. IlepenaBath KOMUU COOOIIECHHIT Ha 0OPaOOTKY APY-TUM MPUIOKECHHIM

27. Ha xakoM M3 4eThIpeX YPOBHEM Moieiu creka mpotokosioB TCP/IP k nmepenaBaemoii
uHbopMa-1uu 100aBISIETCS 3ar0JI0OBOK, coaepxkantuii mose T TL (time-to-live)?

a. Ha yposue npunosxenntii (application layer)

b. Ha tpancrnioptHoM ypoBHe (transport layer)

c. Ha cereBom yposue (internet layer)

d. Ha xananerom yposae (link layer)

28. Ha kakoM ypoBHE 4eThIPEXypPOBHEBOM MO 1e/u cTeka nmpoTokosioB TCP/IP pabortaer ciyxba
DNS?

a. Ha Yposue npunosxenwuii (application layer)

b. Ha Tpaucnoptaom yposae (transport layer)

c. Ha MexcereBoMm yposae (internet layer)

d. Ha Kanansraom ypogwe (link layer)

29. Kaxo# TpaHCHOPTHBII MPOTOKOJ HCIOB3yeTcs mpoTtokosioM Simple Mail Transfer Protocol
(SMTP)?

a. TCP

b. UDP

c. ICMP

d. Hu oamH U3 nepeuncieHHbIx

30. HazoBute oTnnums koHueHTpatopoB (hub) ot kommyraTtopoB 2-ro ypoBHs (Switch).

14



a. KommyraTopsl paboTatoT Ha 6osiee BbiIcokoM ypoBHE Mojienu OSIl, uem KOHIIEHTpaTOpHhI
b. KommyTaTopbl He MOTYT YCHIIUBATh CHTHAJ, B OTJIH-YHE OT KOHLIEHTPATOPOB

c. KommyTaTopsl n30upareiabHO peTpaHCIUPYIOT IIN-POKOBEIIATEIbHbIE Kaphl,
KOHIICHTPATOPBI

nepeaa-toT MHUPOKOBEIIATENIbHbIE KaIpbl Ha BCE CBOU MOPTHI

d. Kommyraropsl ananu3upyroT IP-aapeca Bo BX01s-111eM aKeTe, a KOHIICHTPATOPBI
AHATM3UPYIOT

MAC-anpeca

31. B onricanuu mpaBuiI il MexceTeBoro dkpana FreeBSD neiicteue fwd o3nauaer:

a. YCTaHOBJICHHE BEPOSTHOCTH COBEPIICHUS IEHCTBHS

b. UmuTaruro 3a1ep>KKu MakeToB

C. Ilepenanpanenue nakeToB Ha 00pabOTKyY Ipyroil mporpaMmme

d. [lepenanpapiieHre MaKeTOB HA IPYrOH y3ei

32. Bribepute BepHOE YTBEPKACHUE:

a. [Iporoxon L2TP He umeeT BCTpPOSHHBIX MEXaHM3MOB 3alIUTHI HH(POPMAIIUN

b. IIpotokon L2TP He npumensiercst ipu co3nanuu VPN

c. [Ipotokon PPTP Gonee pynknmoHanbubIi v ruOkwii uem L2TP, Ho Tpebyer Gosiee CliosKHBIX
HaCTpOEK

33. Ciryxx6a IPSec MosxeT OBITH HCIIONIE30BaHA:

a. Tonbko mist mmdpoBanus

b. Tonbko st ayreHTHGUKAIIMNA

C. lns ayrentuduxanyu u muppoBaHus

d. He MosxeT ObITh UCIIOJIH30BAHKS HU ISl IIU(DPOBAHUS, HU JJISl Ay TCHTU(HUKAITUH

34. bacTuoH — 370!

a. ['pynma cepBepoB KOPIOPATUBHOM CETH, TPEAOCTAB-JISAIONIAsI CEPBUCHI Y3JIaM BHEIIHUX CETEH
CEeTSIMU

C. KOMILJIEKC annapaTHbIX W/WJIH IPOTrPAMMHBIX CPEJCTB, OCYIIECTBIISIOMUNA KOHTPOJIb U
GuIbTPAUIO MPOXOIANINX Yepe3 HETO CETEBhIX MAKETOB B COOTBET-CTBUH C 3aJaHHBIMU
MpaBUJIaMU

35. «31M0yMBINIJIEHHUK TeHEePUPYET MHUpoKoBea-Teasabie I[CMP-3anpockr oT uMeHn
aTaKyeMmoro

y371a». TO onucaHue MeTo1a:

a. Mackapaauur

b. Cmepdunr

C. AKTHBHAsi UMHUTALIUS

d. ITaccuBHas UIMUTALIUS

36. B mexcereBoM skpane FreeBSD neiicTue reject cooTBeTCTByeT ACHCTBUIO

a. unreach net

b. unreach host

C. unreach port

37. IIpotoxon RIP:

a. He umeer MexaHu3Ma npe0TBPALICHNS 3aLKINBA-HUS

b. meet npocToii 1 He 3()HEKTUBHBIN MEXaHNU3M MPEIOTBPAIICHUS 3aLlHKIHBAHHS

c. Imeet BbICOK03(D(PEKTUBHBIN MEXaHU3M NPEIOTBpa-ILEHHS 3alUKINBAHUS

38. Kakoiif npoTOKOJI CIIy)KHT, B OCHOBHOM, JUISI [Iepe-1aul MyIbTUMEAUHHBIX TaHHBIX, TJe
Ba)KHEE€ CBOEBPEMEHHOCTD, a HE HaJIS)KHOCTh JOCTABKH.

a. TCP

b. UDP

c. TCP, UDP

39. IIpoTokon nepegauu KOMaH I U cOOOIIEeHUH 00 ommoKax.

a. ICMP

b. SMTP
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c. TCP

40. C nmoMomIbI0 KaKoi KOMaHIbl MOKHO ITPOCMOTPETh TaOIUIly MapIIPyTH3AIHH
Route
Ping
Tracert

41. Yto o3znauaer MAC-aapec
IP-anpec kommnbroTepa
Du3nYeCcKui agpec
AJlpec KOMIIBIOTEPA BO BHEILIHEN CETU

42. Kakoii mopT MOKET MCIIOJIb30BAThCsl KIIMEHTOM (CO CBOEH CTOPOHBI) IIPU MOAKIIOYCHHUHN K
Web-cepBepy
80
1030
0501

43. O6001IeHHas reoMeTpruIecKast XapakKTepHCTHKa KOMITBIOTEPHOH CeTH — 3TO:
+ Tononorus cetn
- Cepaep ceTn
- Y 1aneHHOCTh KOMITBIOTEPOB CETH

44. I'noGanbHON KOMIIBIOTEPHOM CETHhIO MUPOBOTO YPOBHS SIBJISIETCS:
+ WWW
- E-mail
- UnTpaner

45. OCHOBHBIMU BU/IaMU KOMIIBIOTEPHBIX CETEH SIBIISIOTCS CETH:
+ JIOKaJIbHbIE, INI00AIbHBIE, PETMOHAIIbHBIE
- KIIMEHTCKHE, KOPIIOPATUBHBIE, MEXTyHApPOAHbIE
- COLIMaJIbHbIE, Pa3BIIEKATENIbHbIE, ON3HEC-OPUEHTUPOBAHHBIE

46. ITpOTOKOJI KOMITBIOTEPHON CETH - COBOKYITHOCTH:
+ [IpaBui1, pernaMeHTUPYIOLIUX IpUeM-Tiepeiady, aKTUBALIUIO JaHHBIX B CETH
- DJIEKTPOHHBIN KypHa 7151 MPOTOKOJUPOBAHMS JEHCTBUI MOJIb30BATENICH CETH
- TexHNYECKUX XapaKTepUCTUK TpaduKa CeTH

47. OCHOBHBIM Ha3HAYE€HUEM KOMIIBIOTEPHOW CETH SIBIISETCS:
+ COBMECTHOE Y/IaJIEeHHOE UCIOJIb30BAHNE PECYPCOB CETU CETEBBIMHU I0JIb30BATENISAM
- du3nyecKkoe CoOeIMHEHNE BCEX KOMIIBIOTEPOB CETH
- CoBMeCTHOE pelleHHe pacipeieIeHHOH 3a/1auu 10JIb30BaTeNIIMU CETH

48. Y310BBIM B KOMIIBIOTEPHON CETHU CIIYXKHT CEpBEp:
+ CBs3bIBalOILME OCTAJIbHBIE KOMIIBIOTEPHI CETH
- Pacnionaraemslii B 31aHMM TJIaBHOTO O(hrica ceTeBOi KOMITaHUM
- Ha xotopom pacrnonaraercst 6a3a ceTeBbIX JaHHbBIX

49. K 0CHOBHBIM KOMIIOHEHTAM KOMIIBIOTEPHBIX CETe MOYKHO OTHECTH BCE MEPEUUCICHHOE:
+ CepBep, KIMEHTCKYIO MAIlIMHY, ONIEPALUOHHYIO CUCTEMY, JIMHUU
- O¢ucHblll makeT, TOUKY JOCTYIA K CETH, Telae()OHHbII Kabellb, XOCTUHI -KOMITAHUIO
- [Tonb3oBateneii cetu, cailTbl, BeO-Mara3uHpl, XOCTUHI-KOMITAHUIO

50. [lepBble KOMIBIOTEPHBIE CETH:
+ ARPANET, ETHERNET
- TCP, IP
- WWW, INTRANET

51. [lepenauy Bcex AJaHHBIX B KOMITBIOTEPHBIX CETSIX PEAINU3YIOT C OMOILBIO:
+ CeTeBbIX IPOTOKOJIOB
- CepBepa JaHHBIX

- E-mail
52.O6meH wuHpoOpMalMel MeXIy KOMIBIOTEPHBIMH CETSMH  OCYLIECTBISIOT — BCErna
IOCPEACTBOM:
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53.

54,

55.

56.

S7.

58.

59.

60.

61.

+ He3aBucuMBbIX HEOOIBITUX HAOOPOB JAHHBIX (TTAKETOB)

- [ToGaiiTHOM HE3aBUCUMOH TIepeaun

- OuepeTHOCTH 10 JUIUTEIBbHOCTH PACCTOSTHUS MEXAY Y3JIaMu

+ CIyTHHMKOBas CBSI3b, ONTOBOJIOKOHHBIE Kabenu, TeeoHHbIe CeTH, paruopereiiHas CBsI3b
- Kanasiamu cBsI3U B KOMITBIOTEPHBIX CETSAX SIBJISIOTCS BCE NIEPEUUCIIEHHOE B CITUCKE:!

- CnyTHUKOBAsI CBSI3b, COJIHEUHBIE JIy4H, MarHUTHBIE 110JIs, TeJe(OH

- CiyTHHKOBasI CBsI3b, HH(PAKpaCHBIE Ty4H, YAbTpa(dUOIIET, KOHTAKTHO-PEINCHAS CBSI3b
KommbroTepHas ceTb — COBOKYITHOCTb:

+ KoMIbroTEpOB, IPOTOKOJIOB, CETEBBIX PECYPCOB

- KomnproTepos, noJib30Baresieid, KOMIIaHU U UX PECYPCOB

- KomniproTepos, cepBepoB, y3J10B

B koMnbroTepHOI ceTn pabodasi CTaHLUS — KOMIIBIOTED:

+ CraunoHapHbIi

- PaGoTaromniuii B JaHHBIA MOMEHT

- Ha cranium npuema cryTHUKOBBIX JAHHBIX

Cocraistoniyie KOMIBIOTEPHON CETH:

+ CepBepbl, IPOTOKOJIbI, KIMEHTCKUE MAILIMHBI, KaHAJbI CBA3H

- KinenTckue koMibroTepbl, cMapTdoHsl, mwianmerst, Wi-Fi

- E-mail, TCP, IP, LAN

JlokasibHas KOMITbIOTEpHAs CE€Th — CETh, COCTOSIIASI N3 KOMIIBIOTEPOB, CBSI3bIBAEMBIX B
pamKax:

+ OJTHOTO YUpeXJeHus (ero TeppUTOPUATBHOTO 0ObETMHEHNS)

- WWW

- OJIHOM ropojia, paioHa

CereBoe NPUIIOKEHNUE — IPUIIOKECHHE:

+ Ka)KJ1asl 4aCTh KOTOPOTO BBIIIOJIHUMA HA KaKJIOM CETEBOM KOMIIBIOTEPE

- pacnpeneneHHoe

- YCTaHaBJIMBaeMOe JJisi pa0OThI MOJIb30BATENEM CETH Ha CBOM KOMIIBIOTED

Haubonee monHo, mpaBUIbHO MEPEUUCTICHBl XapAaKTEPUCTUKH KOMIBIOTEPHON CeTH B
CIIUCKE:

+ KOMIIBIOTEPHI, COEJUHEHHbIE OOIIMMU NPOrPaMMHBIMH, CETEBBIMU pecypcamu,
MIPOTOKOJIAMHU

- COBOKYITHOCTb OJJTHOTHUITHBIX (110 apXUTEKTYpPE) COCTUHSAEMBIX KOMITBIOTEPOB

- KOMIIBIOTEPBI KA/l U3 KOTOPBIX JOJDKEH COEIUHITHCS U B3aUMOJICHCTBOBATD C APYTUM
Cerb, pa3pabaTbiBaeMasi B paMKaX OJTHOTO YUPEXKICHUS, IPEAIPUITUS — CETh:

+ JIOKaJIbHAas

- rno0anbHas

- UaTpaner

MapuipyTtu3atop — ycTpOMCTBO, COEAUHSIONIEE Pa3InUHbIE:

+ KOMIIBIOTEPHBIE CETU

- TI0 APXUTEKTYpPE KOMIIbIOTEPHI

- MapuIpyTHI TIepeayun aapecoB s e-mail

JIoKanabHYIO KOMITBIOTEPHYIO CETh 0003HAYAIOT:

+ LAN

- MAN

- WAN

I'mo0anbHy0 KOMIBIOTEPHYIO CETh 0003HAYAOT:

+ WAN

- LAN

- MAN

VYKaxuTe KakoW TOIOJIOTUH HE CYILIECTBYET:

+ MOPCKOH y3el
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62.

63.

64.

65.

66.

67.

68.

69.

70.

+ conHe4YHOU

- 3B€3/1a

- IepeBO

PernonanbsHas ceTh CBA3BIBACT ADOHEHTOB, PACIIONOKEHHBIX

+ BHYTpH OOJIBIIIOTO TOPOa, SKOHOMUYECKOTO PErHOHa,

+ BHYTPH OTIEJIbHOU CTPaHbI

- B Pa3JIMYHBIX CTPaHaX, HAa Pa3TUYHBIX KOHTUHEHTAX

- B IIpejiesiax HeOOoIbIION TEPPUTOPUH

DailJIoBBIN CEpBEP

+ OTBEYAET 32 IIEHTPAIIM30BAHHOE BBIJICIIEHUE PECYPCOB (aiiioB

+ BeImonHAeT QyHKIMH ynpasierus JIBC, oTBedaeT 3a KOMMYHHKAIIMOHHBIE CBSI3H, XPAaHHUT
¢aiinbl, pasgensemble B JIBC, u mpegocraBisieT AOCTYI K COBMECTHO HCIOJIbB3YEMOMY
JTMCKOBOMY ITPOCTPAHCTBY

- OTBEYAET 3a EHTPAIN30BAaHHOE BBIJICJICHUE PECYPCOB K 0a3aM JTaHHBIX

- YIIpaBJIseT ACUCTBYIOIIUMHU B CETU CITY>KOaMH 3JIEKTPOHHOM MOYTHI

Meto naputeTa MOXKET ONPEIETUTh:

+ HEYETHOE YHCJIO OMHOO0K

+ O0romket [P ucxons u3 oneHKH OO/pKETa KOHKYPEHTOB

- 1000€ YUCII0 OUTNO0K

- YETHOE€ YHUCJIO OIIHOO0K

Jia mepemaun  Kakux cooOmeHud 3¢¢eKTUBeH JaTarpaMMHBIH METOJ| MaKeTHOMH
KOMMYyTalun?

+ 1715 Iepejaun KOPOTKUX COOOIEHHM

+ He TpeOyeT rpoMO3AKON MPOLEAYPbl YCTaHOBICHHS COEAMHEHUS MEX Ty aDOHEHTaMHU
- 1711 Iepeiayyl ITTMHHBIX COOOIIeHHH

- IS TIepeaaydn JTI0O0BIX COOOIIEHUH

SMTP (Simple Mail Transfer Protocol) — ato

+ MPOTOKOJ 00CTYKMBAHUS JIEKTPOHHOMN IMOYTHI

+  CTaHAAPTHBIM  KOMMYHUKAllMOHHBIM  MpoToKoJd  MHTepHera s mepenadyu
3IIEKTPOHHOM MOYTHI.

- MPOTOKOJI MEPECHUIKH (ailioB

- MPOTOKOJ 0OMEeHa runepTeKcToBOi nHdopmanuen

YTO Takoe «KOMIIBIOTEPHAS CETh»?

+ Ipynna KOMIBIOTEPOB, COEANHEHHBIX JIMHUSIMU CBSI3H

+ IpOrpaMMHO-aMNIapaTHbIi KOMIUIEKC, 00eCIIeYrBaIOIINil aBTOMAaTU3UPOBAaHHBIA 0OMEH
JAHHBIMU MEX1Yy KOMIIBIOTEpAMHU 110 KaHAJIaM CBSI3U

- DJIEKTpUUYECKUE Kabenu + KOMIBIOTED;

- OINITOBOJIOKOHHBIH Ka0Oenb + KOMIIbIOTEP;

Certb, rie HET CIIELUATILHO BBIAEIIIEMOTO CEpBEpa HA3bIBACTCA:

+ OJTHOpPaHrOBOM

+ MUPUHTOBOM

- HE MPUBSI3aHHOM K CEpBEPY

- OJIHOYPOBHEBOU

K 0CHOBHBIM KOMIIOHEHTaM KOMITBIOTEPHBIX CETE MOKHO OTHECTH BCE MEPEUHCIICHHOE:
+ cepBep, KIMEHTCKYIO MalliHY,

+ ONEPALMOHHYIO CUCTEMY, JIMHUU

- 0(bMCHBII MaKeT, TOYKY JOCTYMA K CETH, TeIePOHHbII Kabelb, XOCTUHI-KOMITAHUIO

- TIOJIh30BATENICH CETH, CAalThl, BeO-Mara3uHbl, XOCTHHT-KOMIIAaHHUIO

[lepBble KOMITBIOTEPHBIE CETH:

+ ARPANET,

+ ETHERNET

-TCP, IP
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35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,

0.
. Moctel. KommyTaTopsl
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.

71. - WWW, INTRANET

KoHTpoJIbHO-0LIeHOYHBbIe MaTepHAJIbI JIsl IPOMEKYTOYHOI0 KOHTPOJIA
Bonpocsl Kk 3k3aMeny
no yueoHoi qucuuninne «KKomnbrorepubie ceTu»
DBOJIIOLMUSA KOMIIBIOTEPHBIX CETEH
[IpuMeHeHnEe KOMIIBIOTEPHBIX CETEN
JlokasibHas ceTh C MOJKIIIOUEHUEM K ceTu HTepHeT
OcHOBHBIE OHATUS U OIPEJEIICHUSI KOMIIBIOTEPHBIX CETEH
[IpoBo1HBIE KOMIIBIOTEPHBIE CETH.
CrannapTsl kabenein
becnipoBoHas cpena.
MoOumnbHBIE CETH.
CereBble aanTepsl.
KoHueHTparopsl, nX Ha3HAYEHUE U KJIaCCU(PUKAIHS.

XapakTepucTHKa Mpolecca nepeaadn JaHHBIX

CxeMa JTOKaIbHOM CETH YUPEXKICHHUS C BBIIEJIEHHBIM CEPBEPOM

AnmapatHoe obecnieueHre KOMIIBIOTEPHON CeTH

[TporpammHOE 0OecTiedeHre KOMITBIOTEPHOI CeTH

CereBble HHTEpdEICH

dwusnueckas nepenada TaHHBIX

[IpuHIKIIBEI TAaKETHOM Nepeauy TaHHbIX

TToustue cereBort Moaenu. CereBag monenn OSI

Monpens TCP/IP

Kananbenblii ypoBeHb CeTeBOM YPOBEHD

TpancnopTHbIN ypoBeHb CeaHCOBBI YPOBEHD

[IpencraButensckuii ypoBeHb [IpukinaaHoit ypoBeHb

Pasnosuanoctu 802.11 n bynymiee rexuonorun Wi-Fi

dusnueckuii ypoBeHb TexHosoruu Wi-Fi B atanonnoi moaeau OSI Wi-Fi crangapra G
Knaccudukanus KoMIbIOTEPHBIX ceTei

Tononorus KOMIbIOTEPHBIX CETEN

MerToipl ToCTyMA K Cpejie epeaun JaHHbIX

Cereas monenp OSI/ISO

Jpyrue ceTeBbie MOAETH

[IpuknanHeie ceTeBbIe MPOTOKOIIBI

SMTP/POP3/IMAP — mo4roBsie IPOTOKOJIBI

SMB/CIFS — ¢aiinooOMeHHbI# TPOTOKOJI CETH

Microsoft HTTP/HTTPS — ocuoBHoii ipotokout aist Web 1.x-2.X FTP — daitnooOMeHHbIiI
npotokoJ B lHTepHeTe

OcHoBbI MapipyTu3anuu B cetssx TCP/IP

Cnyx06a nomennbsix uMeH — DNS Jlunamuueckoe pacnpenenenue |P-agpecoB Tabnuna ARP
Tunsl noaceren

Cratudeckasi MapIIpyTH3AIHs

JluHamuueckas MapupyTH3aus

OCHOBHBIE MOHATHS CETEBBIX IPOTOKOJIOB

OCo0GeHHOCTH PacIPOCTPAHEHHBIX CETEBBIX IPOTOKOJIOB

[TpuHIHUIB PabOTHI MPOTOKOJIOB PA3IUYHBIX YPOBHEH

XapaKTepUCTUKH JIMHUH CBS3U

JIpaiiBepsl CETEBBIX a1alITEPOB.

OcHOBHBIE IOHATHUS, TPUHIIUIBI B3AaUMOJICHCTBUS, pA3ITUIHsI U OCOOCHHOCTH pac-
npoctpaneHHbIX poTokoioB: TCP/IP, IPX/SPX.
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46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

YcTaHOBKa IPOTOKOJIOB B ONEPAILIMOHHBIX CUCTEMAX.
[TpuHIIMTIBI PaOOTHI MPOTOKOJIOB PA3HBIX YPOBHEH
Huarnoctuueckue yrunutsl TCP/IP

PesxxumMbl paboThI TOUKM JOCTYIA, UX HACTPOWKA U IPUMEHEHUE
Pesxxum Ad Hoc wnu pexxnm «Touka-Toukay

Pesxxum Infrastructure Tonosorus cereit Wi-Fi
be3onacHocTh O€CTIPOBOAHBIX CETEH

Crpykrypa IP anpeca. Anpecarust B Intepuer
Craruueckue u nuHamuueckue P agpeca.

[IpoTokon quHaMu4eckoi koHpurypanuu xoctoB DHCP
VYcranoka DHCP cepsepa

Hacrpoiika o6mactu DHCP Hacrpotika mapamerpos DHCP
Anpecanus B ceTax

MapupyTtuzanus NakeToB

CereBble yciyru

TexHOIOTHH JTIOKAJIbHBIX KOMIIBIOTEPHBIX CETEU
Texnosnornu rno0anbHBIX KOMIIBIOTEPHBIX ceTEl
OcHoBHbIE MOHATHUS UHPOPMALIMOHHOW 6€30MacHOCTH

A)IMI/IHI/ICTpI/IpOBaHI/IC CCTHU CPEACTBAMHU CCTEBLIX OIICPALIMOHHBIX CUCTEM
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