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1. O6uue moJ0KEeHUs

1.1. TlonoXeHne O MOpSIKE OPTaHU3ALMK U TIPOBEJEHUs padoT 10 obecrieyeHUIO 0€3011aCHOCTH
MepCOHATBHBIX TAHHBIX IIPH KX 00paboTke B MHYOPMAIMOHHBIX CUCTEMAX NEPCOHATLHBIX JaHHBIX (manee
- Tlonoskenne) pa3paboTaHo B COOTBETCTBUM ¢ DesiepanibHbIM 3aKOHOM OT 27 wrons 2006 roga Ne
152-®3 «O mepcoHaTbHBIX JaHHBIX», IlocTaHoBneHHeM lIpaBUTENLCTBA Poccuiickoit denepanuu OT
01.11.2012 Ne 1119 «O6 yTBepskaeHUY TpeOOBaHMH K 3aLUTE IEPCOHAIBHBIX NaHHBIX IIPH HX obpaboTke
B MH(OPMAILMOHHBIX CHCTEMAX MEPCOHANBHBIX TaHHBIX), [Ipukaszom @CTIK Pocenn ot 11.02.2013 Ne 17
«O6 ytBepkaeHun TpeGoBaHMil O 3alUTe uHpOPMAIIHH, HE COCTABIIAIOLICH TOCY1apCTBEHHYIO TailHy,
cojieprkallielicsl B TOCYIapCTBEHHBIX MH(POPMAIMOHHBIX CHCTEMAx», [Tpukazom ®CTOK Poccun ot
18.02.2013 Ne 21 «O6 yrtBepxaennu CocraBa U COJAEpPKaHUs OPraHA3AMOHHBIX W TCXHHIECKHX MEp IO
06eCIIeUCHIIO GE30MACHOCTH TIEPCOHATBHBIX IAHHBIX IIPH HX 06paboTke B HH(MOPMALMOHHBIX CHCTEMAX
TIEpCOHANIBHBIX JAHHBIX)», METOTMYECKIMU PEKOMEH/IAUAIMH ®CTOK Poccun u ©Cb Poccun B LeIX
obecrieyeHnsl O€30MACHOCTH IMEpCOHATbHBIX HaHHBIX (nanee - [I[lH) mpu HX o0paboTke B
MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHbIX (manee - UCI1In).

1.2. Tlonoxenue ompexnenser nopsiaok paborsr mepconana B MCIIJIH B vacTH obecrieueHus
6ezomacrocty [1J[H mpyu ux 06paboTKe, NOPSAI0K pa30MpaTebCTBa U COCTABIICHUS 3aKJIFOUEHHH 110 haKTam
HeCOOIIOICHUS YCIIOBUI XpaHEH s HOCHTENIeH EPCOHAIbHBIX TaHHbIX, HCTIOIB30BaHUs CPEJICTB 3l T
HH(pOpMALMH, pa3pabOTKy M MPUHATHE Mep IO NPEJOTBPAIIECHHUIO BOSMOKHBIX OIACHBIX HOCJIeICTBUI
TaKMX HapyIICHUH, TOPSIOK NPUOCTAHOBKHM mpenoctasienns [1/1n B ciyyae oOHapy KeHUs HapylICHUH
NOpsiJKa MX MPeOCTaBICHHS, NMOPSI0K O0y4YeHHs IepCoHala MPaKTHKE pabotsl B UCII/IH, mopsiok
IIPOBEPKH JJIEKTPOHHOTO JKypHasla 00paIleHHH K WCII/Ta cornacHo nmpunoxernto Ne 7 x ITonoxeHuro,
MOPANOK ~ KOHTPOIS — COOMIOJEHHs  yCJIOBH  HMCIHOJNB30BaHMsS — CPEACTB  SAHTBI uHpopmanuy,
[IpelyCMOTPEHHbIE  SKCIUIyaTallHOHHOH M TEXHHYECKOH JOKyMEHTaluel, MpaBuia OOHOBICHUS
OBIIECHCTEMHOTO M MPHUKJIAJHOTO MPOrPAMMHOIO O0ECIEYeHHUS, NpaBuia OpraHu3aliu AHTUBUPYCHON
samuThl ¥ maposbHoit 3aumtel VICTI/IH, OPAIOK OXpaHbl U JO0NyCKa MOCTOPOHHHUX JIHI B MOMEIICHHA
OrpaHUYEHHOTO JIOCTYIIA.

2. Mopsiaok padotsl nepconana UCII/In B qacTu odecneyeHus oesonacuoctu I1/{H npu ux
oopadorke B MCII/In

Hacrosumii  mopsimok onpenensier jeiicteus mepconana HUCIIIH B 4acTu obecrieyeHus
6ezomacroctu 111 npu ux obpadorke B UCII/TH.

2.1. Jlomyck none3oBateneii juis paboTsl Ha komnbrotepax MICIIIa ocymecTBA€eTes Ha OCHOBAHHH
IIpUKa3a ¥ B COOTBETCTBHH CO CITMCKOM JIMII, JOMYIIECHHBIX K pa6ore B UCII/IH. C nenbio obecriedeHns
OTBETCTBEHHOCTH 32 BEJEHHE, HOPMATbHOE (yHKIMOHUPOBAHHE M KOHTPOJIb PaOOTBI CPE/ICTB 3ALLATEL
uaopmauu B UCII/{H, Ha3HayaeTCs OTBETCTBCHHBIH 32 BBIIOJHCHHE pabor Mo 00eCHEeYCHHUIO
6esonacuoctu I11/]H npu ux o6pabotke B MUCII/IH (anmuHHCTpaTOp MH(QOPMAIMOHHON 6e301aCHOCTH); C
[EJbI0 KOHTPOJS BBHIONHEHHS HEOOXONMMBIX MEPOTPUATHI 10 006ECHeUCHUIO 0€30MacHOCTH -
OTBETCTBEHHBI 3a opranu3sanuio oopaborku [1]1H.

2.2. Tlons3oBaTe b MMEET NPaBO B OTBEIECHHOE €My BpeMs pelaTb IOCTaBJICHHbBIC 3a/a4du B
COOTBETCTBHH C MOTHOMOYHSMHU A0CTyIa K pecypcam UCII/(n. [Ipu sToM [uis XpaHeHus HHGOpMALnH,
conepsxaieit [1/[H, pa3pernaeTcs KCIOJIb30BaTh TOJbKO MAMIMHHBIC HOCHTEIH uH(popManuy, y4TeHHbIC B
XKypHase ydeTa MalllMHHBIX HOCUTETICH.

2.3. [Top30BaTe b HECET OTBETCTBEHHOCTH 32 MIPABUIIBHOCTh BKJIFOYEHHUS H BBIKIIIOYCHHS CPEICTB
BpruncUTenbHO# Texaukn (CBT), Bxoja B cMCTeMy U Bee IeHCTBHUS IpH paboTe B UCITn.

2.4. BX0J1 MT0JIb30BATENS B CHCTEMY MOXET OCYIIECTBIIATECS 10 BBIIaBAEMOMY €MY 3JIEKTPOHHOMY
HIeHTHHUKATOPY WU 110 IEPCOHATLHOMY MApOJIIO.

2.5. 3amuce uHbopmanuu, coaepxameit IIJIH, ocymecTBiseTCs MOJIb30BATE/IEM Ha ChEMHBIC
MAIIHHHbIE HOCHTEIN HHOPMAIIMH, COOTBETCTBYIOLIMM 00pa3oM yuTeHHbIe B XKypHane yueTa MalnHHBIX
HocuTeneit cornacHo npriaoxeHuo Ne 2 k [TomoxeHuto.



2.6. IIpu paboTe cO CheMHBIMU MAIIMHHBIMU HOCHTEIAMH HH(OPMALMH IT0JIB30BaTEllb KaXK/IbIA pa3
Nepes HayanoM paboTbl 00s3aH MPOBEPHTH MX HA OTCYTCTBUME BMPYCOB C HMCIOJB30BAHHEM IITATHBIX
AHTUBMPYCHBIX TPOTPAMM, YCTAHOBJICHHBIX Ha KOMIbIOTEpax UCIIIa. B ciaydae oOHapy»KeHHs BUPYCOB
[10J1B30BATE/Ib 00S3aH HEMEUICHHO MPEKPATUTh MX HCIOJNB30BAaHHE U JICHCTBOBATh B COOTBETCTBUH C
TpeGoBanusMu JaHHOro [Tonoxenus.

2.7. Kakuplii pabOTHHK, Y4acTBYIOUIMI B paMKaX CBOMX (YHKIHOHAIbHBIX 00s13aHHOCTEN B
nmpoueccax aBTOMATH3MPOBaHHOM 0OpaboTkm I1JIH W MMEOMMA JOCTYN K allapaTHRIM CpEeACTBaM,
nporpammuomy obecriedernto i naHEbM VICIIJlH, HeceT MepCOHAIBHYIO OTBETCTBEHHOCTL 3a CBOM
JieiicTBUS U 00s13aH:

- CTpOro co0JIr0aTh yCTaHOBICHHbIE MpaBuia 00ECHeYCHHUs 6e30macHOCTH HWHPOpPMALUU IpU
paGoTe ¢ mporpaMMHbIMU U Texaudeckumu cpeactsamu MCII/In; - 3HaTh 1 CTPOrO BBITOJHATE MpaBiiia
paboTHI CO CPeCTBAMH 3AIIMTHI MH(OPMALMH, YCTAHOBIEHHBIMU Ha KOMIIBIOTEpaX WCITH;

- XpaHHTh B TaiiHe CBOH Mapoik (Maposu) (B COOTBETCTBHH C IyHKTaMH 8.5, 8.6 manHoro
[ToJIOKeHHsT U C YCTAHOBJIEHHOM MEPUOJMUHOCTBIO MEHSTh CBOH Iapojib (maponu);- XpaHUTh CBOE
VHIMBUIYaTbHOE YCTPOHCTBO MICHTH(HKAIMK (KIF0Y) U APYTHe PEKBUSUTHL B ceipe (METAIMUECKOM
mkady):;

- BBIMIOJIHATH TpeGoBaHus [10105KeH s 110 OPraHU3alMK AHTUBUPY CHOM 3alIUTEI B TIOJHOM oOBeMe.

HeMe ICHHO M3BECTUTH OTBETCTBEHHOTo 3a skciutyaranuio MCIIH 1100 OTBETCTBEHHOIO 3a
BBITIOJIHEHHE PAaboT MO 00ECHedeHNI0 Oe30NmacHOCTH IEPCOHANBHBIX JAHHBIX B Clydac yTCpH
VHIAMBAIY&THHOTO YCTPOMCTBA HACHTH(HKAIMK (K/IFOYa) WX IPH TOJI03PEHIHI KOMIIPOMETAIAHN JIMYHBIX
KJIIOUeH ¥ maposieif, a Takxke pu 0OHapy KEeHHH:

- HapyIIEHUH [EJOCTHOCTH IIIOMO (HaKIIeeK, HapyICHUH UM HECOOTBETCTBUH HOMEPOB nevarei)
Ha cocTaBsommx y3aax u 6nokax CBT mmm uHbIX (akToB COBEPLUICHHS B €r0 OTCYTCTBHE IOIBITOK
HeCaHKIMOHUPOBaHHOTO fHocTyna (nanee - HCJI) k aHHBIM, 3aIIMIIaeMbIM CBT;

- HEeCAHKIIMOHUPOBAHHBIX (IIPOM3BEIEHHBIX C HAPYIICHHEM YCTaHOBJICHHOTO HOpsIIKa) U3MEHEHUH
B KOH(QUI'YpaL{y IPOrPaMMHBIX HITH alnapaTHbIX CPEICTB NCI1/dx;

- OTKJIOHEHHMHl B HOPMaIbHOM paboTe CHUCTEMHBIX U NPUKIAJHBIX MPOrPaMMHBIX CpPEICTB,
sarpyHsomuX skcruyaranuio CBT, BeIXoa U3 CTPOS UM HEYCTOHIMBOTO (yHKIMOHHPOBAHHUS y3JI0B
CBT wm nepudepuiiHBIX yCTpOHCTB (CkaHepa, NpMHTEpa W T.L), a TaKKe nepeboeB B CUCTEME
SJIEKTPOCHAOKEHU;

- HEKOPPEKTHOro ()YHKIIMOHMPOBAHHS YCTAHOBJICHHBIX HA KOMIIBIOTEPHI TEXHHYECKUX CPEICTB
3alIUThI;

- HEeTIpelyCMOTPEHHBIX OTBOJIOB Kabesel 1 MOJIK/IIOYCHHBIX YCTPOHCTB.

[To1b30BaTEN0 KATErOPUUECKH 3alPelaeTcs: - MCIONb30BaTh KOMIOHEHTBI NMPOrPaMMHOro M
armaparsoro obecriedernsi CBT B HecITy)KeOHBIX HEIIX;

- caMOBOJIbHO BHOCHTH KaKHe-THOO HM3MEHEHHWs B KOH(UIypaluio ammnapaTHO-IPOrpaMMHBIX
cpeacts VICTI/In uim ycTaHaBIMBATh JTOMONHATENBHO JIFOOBIC IPOrPaMMHBIE 1 AlMapaTHBIC CPE/ICTBA, HE
TpeyCMOTPEHHbBIE apXUBOM JUCTPHOY THBOB yCTAHOBJIEHHOTO IIPOrPaMMHOI0 obecrieueHus;

- ocymecTBIsTh 00paboTky IIJ[H B MPUCYTCTBHM MOCTOPOHHHX (He JOMyWIEHHBIX K JaHHOM
uHpopmaIun) JIKLL;

- jamuMCHIBATE M XPAHHTh KOHQUICHIHAIbHYIO HHQOpMAMIO (COASPXKAUIYIO CBEACHHS
OTPaHUYEHHOr0 PACIPOCTPAHEHMsA) HA HEYYTCHHBIX MAIIMHHBIX HOCHTEAX uHpopMaImy (THOKHX
MardUTHBIX JIUCKAX U T.IL.);

- OCTaBJISATHh BKIIOYEHHBIM 0€3 MPUCMOTPa KOMIIBIOTEP, HE aKTUBH3MPOBAB CPEJICTBA 3AIIUTBI OT
HC/I (BpeMeHHYI0 GJIOKMPOBKY KPaHa U KJIaBUATyPbI);

- OCTaB/ATh 6e3 JIMYHOrO IpPHCMOTpa Ha pabodeM MecTe MM rae Obl TO HH OBLTO CBOE
IePCOHATBHOE YCTPOMCTBO HICHTH(HKAIMH, MAIIMHHBIC HOCHTEIM K pACleyaTk, COACPKallie
jaIMIaeMyro HHpOPMAIHIO (CBEIEHH!s OTPAHHYEHHOTO PaCIPOCTPAHEHH);

- YMBIILIEHHO HCIOJIb30BaTh HEJIOKYMEHTHPOBAHHbIC CBOWCTBA H OHKOKH B IPOrpaMMHOM
obecrieyeHMM WIM B HACTPOMKAX CPEACTB 3alUThI, KOTOPhIE MOTYT IPUBECTH K BO3HUKHOBEHHIO
KPU3UCHOM CUTYalluH;
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- pasmemars cpezactBa VICTIJIH Tak, 4To0bl ¢ HHX CYIIECTBOBANA BO3MOXHOCTE BH3YaJIBHOTO

CUUTHIBAHUS HHPOPMAIHH.
2.8. OTBETCTBEHHBI 3a BBIIOJHEHHE paboT 10 0OecreyeHHro Oe30MacHOCTH MEPCOHATBHBIX

JAHHBIX TPH HX 00paboTKe B HMH(OPMAUMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX (nanee -
AJIMHHHECTPATOp HHPOPMALMOHHON 0e30MacHOCTH) 00sI3aH:
- 3HATH COCTAB OCHOBHBIX M BCIIOMOTATEbHBIX TEXHMYECKHX CHCTEM M CPEJICTB (nanee -

OTCC u BTCC), ycraHoBneHHbix u cMoHTHpoBaHHbIX B VICII/IH, nepeueHb HCIONB3YEMOro
nporpammHoro obecredenns (qanee - [10) B UCIJTH;

— KOHTPOJIMPOBATh IEJOCTHOCTD Ieyarel (om0, 3aIMTHBIX HakJIeeK) Ha nmepueprHiHOM
060py oBanuH, 3amuieHHbX CBT n apyrux ycrpocTpax;

- IIPOM3BOIUTL  HEOOXOMMMBIE  HACTPOHKM  MOJCHCTEMBI  yIPABICHHA  JIOCTYIIOM
ycranosiennbix B UCIT{a C31 ot HCJI 1 conpoBoXIaTh HX B MPOLECCE IKCILTY ATAllHH, IIPH STOM:

- peaH30BbIBaTh MOJHOMOYHS JOCTyNa (YTCHHE, 3alMCh) JUI KaXAOro MONB30BATe/d K
3IeMEHTAM 3allUIaeMbIX THGOPMAIMOHHBIX pecypcoB ((aiinam, Kataaoram, IPUHTEPY U T.J1.);

- BBOJUTH onMcanus noip3opareneit UCIIu B urdopmannonnyto 6asy C31 ot HCJ;

- CBOEBPEMEHHO yJJIATh ONUCAHHS MOMb30BaTeled u3 6a3hl JAaHHBIX C3U npu U3MEHEHUH
CIIMCKA JOMYIIEHHBIX K paboTe JIUII;

- KOHTPOJIMPOBATH JOCTYII JIHIl B TIOMENIEHHE B COOTBETCTBHH CO CIIMCKOM COTPYIHHKOB,
nonymeHHbix k padore B UCIIIH;

- IPOBOJUTH MHCTPYKT@X COTPYJHHKOB - T0JIb30BaTEICH KOMIBIOTCPOB IO INpaBHIIaM
pabOTBI ¢ UCTIONB3YEMBIMH TEXHUYECKMMH CPEICTBAMH M CHCTEMaMH 3aIlHThI UH(pOPMaLIUY;

- - BECTH XYPHAJIbI COIIACHO MPUIIOKEHUAM Nel,No2, No3, Ne4, Ne5, Ne6, Ne7, Ne 8, Ne 9
K [omoxenuro;

- KOHTPOJIMPOBATh CBOEBPEMEHHOE (He PEKe 4eM OJIMH pa3 B TeueHne 360 JIHEH ) TPOBEICHUE
CMeHBI ITapoJieii JUTs IOCTyTIa TIoJib3oBateleii k kommbiotepam u pecypcam MCIITH;

= obecreunBaTh TMOCTOSIHHBIA KOHTPOJb BBIIOJIHEHHS COTPYJAHHUKAaMH yCTAHOBJICHHOTO
KOMILIEKCa MEPOIPHATHIA 10 00ecTIeYeHIIO 6e30MacHOCTH HHHOPMAIINY B NUCI/n;

- OCYLIECTB/IATH KOHTPOJb IOpSAKAa CO3aHMs, y4eTa, XpaHCHHS W HCIOJIB30BAHMA
pE3EPBHBIX U APXUBHBIX KOIMH MacCHBOB JAHHBIX;

- HACTPAMUBATh H COMPOBOXKAATH 10ICHCTEMBI PETHCTPAIIMH H y4eTa ICHCTBHH I10JIb30BaTeNIen
npu padore B UCII/In;

- BBOJUTH B 0a3y aaHHbIX C3M 0T HeCaHKIMOHHPOBAHHOIO JOCTYIA OMHCAHHA COOBITHIA,
MOJUTEXKAIMX PETHCTPAIIMH B CHCTEMHOM JKypHalIe coracHo mpuoxennto Ne 9 k ITonoxennio;

- MPOBOAMTH  aHAIM3  CHCTEMHOTO  JKypHama  JUIA  BBUIBJICHHSA  IIONBITOK
HECaHKIMOHUPOBAHHOTO JOCTYIIA K 3allMIIAEMBIM PECYypCaM HE PEKE OJIHOrO pasa B 10 nuei;

- OpraHM30BBIBATH [I€YaTh (AlIOB MOJIB30BATENCH HA NPUHTEPE M OCYIIECTBIIATE KOHTPOJIb
COOJIIO/IEHNs. YCTAHOBJICHHBIX IpPaBHJI W I1apaMeTpOB PErUCTpAllMM d ydeTa OyMaXXHBIX HOCHUTEJIEH
nHpopmamui. COpoBOKAATH MOACUCTEMBI 00ECIICUCHHS ETOCTHOCTH nadopmanuu B UCIT1H;

- nepuoamdecku Tectuposath ¢ynkmmn C3UM or HCI, 0COOEHHO TpH U3MEHEHUH
MPOrpaMMHOM cpe/ibl W MOJHOMOYMH MCIOJIHUTENEH; - BOCCTAHABIMBATH IPOTPAMMHYIO  CPEY,
IporpaMMHbIe cpezicTsa U HacTpoiiku C3U mpu cOosx;

- Bectr gBe kommu mporpammubix cpeacts C3M or HCJ[ u  KOHTpONMpOBarh HX
paboTOCTIOCOOHOCTD;



- KOHTPOJIMPOBATh OTCYTCTBME HAa MArHHUTHBIX HOCHTENSX OCTaTOYHOH HMHQpOpMalMH 110
OKOHYaHHH paboThI M0JIb30BATENEH;

- NIEPUOJIUYECKH OOHOBJIATH AHTUBHPYCHbIE CpeicTBa (0a3bl JaHHBIX), KOHTPOJMPOBATH
co0JIr0IeHKE TI0JIb30BATE/IIMU TIOPSAKA U PABUII IPOBEIECHHS AaHTUBUPYCHOI'O TECTUPOBAHHMS .

- [POBOJUTH pabOTy MO BBIIBICHUIO BO3MOXHBIX KaHAJIOB BMELIATENLCTBA B IPOIECC
¢yukuuonuposanus VMCIIJIH ¥ OCyIIECTBICHHS HECAHKIMOHHUPOBAHHOIO IOCTyNa K MH(pOpMalUH H
TEXHUYECKUM CPEJICTBAM BBIUMCIUTEIBLHOU TEXHUKH;

s COIPOBOXIATh MOJCHCTEMY 3alllUThl HWH(OpPMANUK OT YTEYKH 3a CYET MOOOYHBIX
SJICKTPOMArHUTHBIX M3JIy4YeHHH W HABOJOK, KOHTPOJIMPOBATh COOMIOICHUE TPEOOBAHUM 110 Pa3MELIEHHUIO
U ucnojbp3oBanuio Texuudeckux cpencts UCII/Ix;

- KOHTPOJIMPOBATh COOTBETCTBHE JOKYMEHTAJIBHO YTBEP)KICHHOIO COCTaBa almaparHod |
nporpammHuoii yacti MCII/IH peansubiM koHurypauusm WMCII/IH, BecTH y4yeT U3MEHEHUH ammapaTHo-
nporpaMMHON KOHGUTYpaluy;

- obecrieunBaTh CTPOroe BBIMOJHEHHE TpeOOBaHUH 1O oOecledYeHHI0 Oe30MacHOCTH
uHpOpMAIMK TPU OpraHu3anuu TexHudeckoro obcmyxuBaus MCIIJIlH u oTnpaBke €ro B pPEMOHT
(KOHTPOJIUPOBATh 3aTHpaHWEe KOH(PHJICHUHMATbHOW HMHOOPMAIMH Ha MAarHUTHBIX HOCHTEISIX C
COCTaBJICHHEM COOTBETCTBYIOIIETO aKTa);

- IPUCYTCTBOBATh (y4acTBOBaTh) B padoTax IO BHECEHHIO M3MEHEHHH B ammapaTHO-
nporpammuyto koHurypanuto UCITIH;

Bt BectH JKypHas ydera HEIITATHBIX CHTyalwui, (akToB BCKpbITHS M onedarbiBanusd CBT
corsacHo npuiaoxeHnto Ne 4 k [looxkeHHIO, BBITOJHEHUS MPOQHIAKTHYECKUX PabOT, YCTaHOBKH M
Mo (HKaIMK annapaTHBIX U IporpaMMHbIX cpeacts CBT;

- NIO/IIEP’)KUBATH YCTAHOBJICHHBIH NOPSIOK IPOBEACHUS aHTUBUPYCHOIO KOHTPOJISA COTJIaCHO
TpeGoBanusM HacTosmiero IlonoxeHus, B cilydae OTKa3a CpPEJCTB M CHUCTEM 3alUThl MHGOpMaLMH
NPUHUMAThH MEPBI 110 X BOCCTAHOBIICHUIO;

- JOKJTaJbIBaTh ~ OTBETCTBEHHOMY 32 3allUTy HH(QOpManuM, OTBETCTBEHHOMY 34
skcruryaranuio VICII/IH o HempaBOMEpPHBIX IEHWCTBUSAX I10Jb30BaTENEd, NPUBOIAAIIUX K HapyIICHHIO
TpeGOBaHUii 10 3aIuTe HHPOPMAIIHIH;

- Bect JgokymeHTtanuio Ha WCIIJIH B cooTBeTcTBUM ¢ TpeOOBaHHUSIMU HOPMATHBHBIX

JIOKYMEHTOB.

2.9. AAMHHUCTpATOp UHPOPMALIMOHHOM OE30MaCHOCTH, a TAK)KE OTBETCTBEHHBIH 32 OPraHU3alUI0
00paboTKH MEepCOHATBHBIX JAHHBIX UMEIOT IIPABO:
— TpeboBaTh OT pabOTHUKOB - mnojab3oBarenedt MCIIJJH coOmoaeHus yCcTaHOBIEHHOM

TEXHOJIOTHH 00pabOTKH MH(GOPMAIUK U BBINOJHEHUS MHCTPYKIUH MO 00ecredyeHHI0 Oe30MacHOCTH H
3amute uHpopmaruu B UCII/IH;

—  MHHIMHPOBATh IPOBEJCHUE CIYKEOHBIX MPOBEPOK NO (pakTam HapyLIEHHs yCTaHOBJIEHHBIX
TpeGoBaHHii 00eCTIeYeHHs 3aINThI, HECAHKIHOHHPOBAHHOTO IOCTYIa, YTpaThl, MOAU(PHKALUH, IOPYH
3amuiaeMoi uuHopmaiu u rexuuaeckux komnonentos UCIIx;

— TpeOoBath TpeKkpanieHus: o0paboTku MHPOpMALUK B Cly4yae HapyIIEHUS YCTaHOBIEHHOI'O
nopsiika paboT WK HapylIeHHs (yHKIIMOHUPOBAHUS CPEJICTB U CUCTEM 3aIIUThI HHPOPMALIMH;

—  ydYacTBOBaTh B aHaJIM3€ CHUTyallHi, Kacaromuxcsi (QyHKIMOHHPOBAHUS CPEJICTB 3allUThI
uH(popManuK U pacciaeqoBaHus (HakTOB HECAHKIIMOHUPOBAHHOIO TOCTYyIIA.



6

3. Ilopsa0K pe3epBHPOBAHMS U BOCCTAHOBJIEHHS PAGOTOCIIOCOOHOCTH TEXHHYECKHX CPEICTB
| MPOrPaMMHOT0 o0ecnedeHus, 023 JaHHbIX, 3alHIaeMOoii HHPOPMAILIMH H CPEICTB 3alHThI
HHpopMaun

3.1. Hacrosmuii mOpsIOK ONpeaesseT OpraHu3alfio pe3epBUPOBAHUS U  BOCCTAHOBJICHMS
paboTOCTIOCOOHOCTH TEXHHYECKHX CPEACTB M IMPOrpaMMHOr0 obecredeHus, 0a3 TaHHBIX U CPEICTB
3alMThl UHPOPMALIUH.

3.2. K wucnons3zoBanuto s co3ganus pesepBHod konuu B MCII[IH nomyckaroTcs TOJIBKO
3aperuCTPUPOBAHHBIE B )KypHAJIE yUeTa HOCUTEIH.

3.3. AnMuHHUCTpaTop MHGOPMAIIMOHHONW 0€30MaCHOCTH €KEeKBapTaIbHO OCYILIECTBIIAET PE3EPBHOE
KOITUpOBaHHE KOH(UIEHITHATBHON HHPOPMAITIH.

3.4. Hocurenmn mHdpopmauuu (KMJ], CD, USB-nakonutens, apyrue), NpeAHa3HAYEHHBIE IS
CO3JIaHMsI PEe3ePBHOM KOMUU M XpaHEHUs KOH(QHUIACHIIMATHLHONH HH(POpPMAIMHU, BBIAAIOTCS YCTAHOBJIEHHBIM
MOPSIKOM aJIMHHHCTPATOPOM HHPOpMAIMOHHOM Oe3omacHocTU. [lo okoHYaHMM TIpoLEnyPbl PE3EPBHOIO
KOITMPOBAHUS 3JEKTPOHHBIC HOCHUTENHM KOH(UACHIHATbHOW HH(OpPMaMK CcoaloTcd Ha XpaHEHHE
aJIMHHHACTPATOPY HH()OpMAIIMOHHOM 6€30ITaCHOCTH MJIM OTBETCTBEHHOMY 3a 3aIIUTy UH(POPMAIHH.

3.5. Ilepen pe3epBHBIM KOIHUPOBAHHEM I0Jb30BATEIb WM aIMHHHCTPATOp HH(OpMAMOHHOH
Oe3omacHOCTH 00s13aH POBEPHUTH deKTpoHHBINA HocuTenb (XKML, CD, USB-nakonutens) Ha OTCyTCTBHE
BUPYCOB.

3.6. daiinpl, moMelIaeMble B 3JIEKTPOHHBIN apXUB, JODKHBI B 0053aT€IbHOM MOPSAAKE IPOXOIUTh
AHTUBUPYCHBINA KOHTPOJIb B COOTBETCTBUU C paszesioM 7 Hacrosuero [lonoxenus.

3.7. 3amperaeTcs 3amuch MOCTOpOHHEH MH(opMmaimu Ha snektponHble Hocutenu (KM, CD,
USB-nakonuTenb U Apyrue) pe3epBHON KOIHH.

3.8. Tlopsiok co3nanus pe3epBHON KOIUHU:

- BCTaBUTh B KOMITBIOTEP 3aperHCTPUPOBAHHBIN 3j1eKTpoHHBIH HOocuTenb (PKMJI, CD, USB-

HAKOIUTEb, PYTUE) JUIS PE3ePBHOTO KOMUPOBAHUS;

- BBIOpaTh HEOOXOIUMBIN KaTasior ((haiia) U1 CO3/1aHus pe3ePBHOTO apXHUBa;

- IIPU MCIIOJIb30BAHUH CHCTEM YIIpaBieHUs Oa3zaMu JaHHBIX HEOOXOAUMO co3larh (aili ¢
pe3epBHOMU KOMHUeEH 3aiuiaeMoi HHGOpMAIHK C TOMOIIBIO BCTPOSHHBIX CPEJICTB CUCTEMBI;

- BBINOJIHUTH NPOLEAYPY CO3JaHUs Pe3epPBHOM KOIIHH;

- IIPOM3BECTH KOMUPOBAHKUE HA OTUY KIaeMbI HOCHTEIIb,

- IPOM3BECTH OTKJIIOYEHHE OTUYKAAEMOr0 HOCHTENS U, CO3JAaB HEOOXOAUMBIE 3allUCH B
KypHanax, yOpaTb HOCHTENb B XpaHWIHINE, YKa3aHHOIO B JKypHaJe ydeTa XpaHHJIHII, COIJIACHO
npuiioxkeHuto Ne 2 x [lonoxxenuro.

3.9. XpaHeHHe OTYY)XIa€MOTO HOCHTENS C pE3epBHOM KOmueH 3amuinaeMod HHGpOpManuu
OCYIIECTBISIETCS B CIHENHAJIBHOM METAJUIMUYECKOM XPAHWIMIIE COBMECTHO C KJIIOYEBOH H
ayTeHTUPUIMpYoLIeH nHpopMaIuei.

3.10. Tlpu BoccTaHOBJIEHHH pabOTOCIIOCOOHOCTH MPOTPAMMHOrO oOOecreueHuss CHavasa
OCYILECTBISAETCA PE3EPBHOE KONMMPOBAHHE 3alIUIAaeMO HMH(pOpMAIMK, 3aTeM NPOU3BOJAUTCS IOJIHASA
JEUHCTAIUIALNS HEKOPPEKTHO pabOoTaroIIero NporpaMMHOro 00ecreyeHus..

3.11. BoccTraHoBIEHHE MPOrPaMMHOrO 0OECIeYeHUs MPOU3BOAUTCS MYTEM €ro MHCTAISLUHU C
UCIOJB30BAaHUEM 3TAJIOHHBIX JUCTPUOYTHBOB, XpaHEHHE KOTOPBIX OCYIIECTBISAETCS aIMHHHCTPATOPOM
MH(POPMAIIMOHHON 0€30MaCHOCTH B CHEIIHATHHOM XPaHHIIHIIE.

3.12. Ilpn HE0OXOAMMOCTH PEMOHTA TEXHHMYECKUX CPEJCTB C HUX YAAJSIOTCSA ONEYaThIBAIOIINE
IUIOMOBI ¥ IO COTJIACOBAHHIO € aJIMUHHCTPATOPOM HH(POPMAIIHOHHOM 0€30MacHOCTH, OTBETCTBEHHBIM 3a
3alIMTy HMHGOpMAaLUM, IPH YCIOBUU TIPOBEICHHOW aTTeCTalud HMHGOPMAIMOHHON CHCTEMBI,
IpEeJCTaBUTEIEM OpPIraHU3allui, IPOBOJIUBIIEH aTTeCTalMI0, 00OpYJOBaHHE MEPEAETCS B CEPBUCHBIN
LEHTp npou3BoauTessd. PeMOHT HocuTenel 3amuiiaeMoit nuHbopManuu He gomyckaeTcs. HencnpaBHbie
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HOCHTENH C 3allMIaeMoi HMH(pOpMalueil MOoUIeKaT YHUYTOKEHHIO B COOTBETCTBUM C IOPAIKOM
VHHUTOKEHHSI HOCHTENEH 3allumaemMol HHGOPMAIIH. PaGota ¢ HCIOJB30BaHUEM HECHCIPABHBIX
TEXHUYECKUX CPEJICTB 3alpEIacTCs.

3.13. Ilpu pabore na xommbiotepax HCIIJIH peKoMEHIyeTCs WCMOIb30BaTh HMCTOMHHKH
GecriepeGOHHOTrO MUTAHUs C LENBIO MPEJOTBPALICHUSA TOBPEKICHUS TCXHHICCKUX CPEICTB H (unm)
3aIMIaeMoi HHPOpMaI|K B pe3yJIbTaTe COOEB B CETH 3JIEKTPOITUTAHUS.

3.14. TIpy BOCCTAaHOBJIEHHH DPAOOTOCIOCOOHOCTH CPEICTB  3alIUTBI uHpOpMALUA  CIIETYET
BBINIOJIHATH UX HACTPOHKY B COOTBETCTBUHU C TPeOOBaHUAMH 0€30IaCHOCTH uH(pOpMaIHU, U3JI0KEHHBIMH
B TeXHHUECKOM 3aJaHMHM HA CO3/aHHME CHCTEMbI 3aIUTHI MEPCOHANBHBIX TaHHBIX. HacTpoHKy NaHHBIX
CPEICTB JIOJDKEH BBINOHATH PabOTHUK OpraHU3aluH, UMEIOLIeH JIMIEH3UIO Ha JEATCIIBHOCTH 110
TeXHHYECKOH 3aIuTe KoHQUIeHINATbHOH HHOpMALHH.

3.15. BoccraHOBJEHHE CPEACTB 3alUThl HMHGOpPMALMH [POU3BOAUTCA C HCIOJIB30BAHUCM
STATOHHBIX CePTUMHUIMPOBAHHBIX IUCTPUOYTUBOB, KOTOPBIC XPAHATCSA B XPAHUIMIIC. [Tocne ycnemHon
HACTPOMKM CPEJICTB 3aIUThl HHPOPMAIMH HEOOXOAMMO BBINONHUTE PE3CPBHOE KOIMPOBAHME HACTPOCK
JIAHHBIX CPEJICTB ¢ MOMOLIBIO BCTPOEHHBIX B HUX (YHKIMI HA 3aperuCTPUPOBAHHBIA HOCUTEIb.

3.16. OTBETCTBEHHOCTH 3a MpoBesieHue pesepBHOro komuposanus B VICII/[H B COOTBETCTBHH C
TpeGoBanusamu  Hactosimero Ilonoxenus Bo3naraercs Ha  aJMHMHHCTpAaTopa uHGOPMAaLMOHHOM

6€e301acHOCTH.
3.17. OTBETCTBEHHOCTH 3a MPOBEJCHHE MEPONPUATHI 110 BOCCTAHOBJICHHIO paboTocnocoOHOCTH

TEXHUYECKHX CPEACTB M IPOrpaMMHOro obecreyeHust 0a3 MaHHBIX BO3JAraeTcs Ha aIMHHHMCTPATopa

nH(POPMALMOHHOH O€30MacHOCTH.
3.18. OTBETCTBEHHOCTh 3a MPOBEJCHHE MEPONPUATHH 10 BOCCTAHOBJIEHHUIO CPE/CTB 3alIUTHI
undopmarmu (nanee - C3M) Bosnaraercs Ha aIMUHACTPATOPa uH(pOpMaAIMOHHON O€30MaCHOCTH.

4. Mopsaok kouTpous 3amuThl HHGopmanuu B UCI1/IH 1 NpHOCTAHOBKH NPEL0CTABICHHS I1/{n B
cllyuae 0GHAPYKeHHS HAPYIIEHHii nopsiaKa ux npepocrasaenus. lopsiok pa3éupaTe/bCTBA H
COCTABJICHHS 3aK/JII0UeHHI 10 GaKTaM HecoO.I0eHNs YCTI0BHI XPaHeH sl HOCHTeIeH
I1ePCOHATBHBIX IAHHBIX, HCIO0b30BAHHS CPE/ICTB 3AMHTHI HHPOPMAIMHA H IPHHATHE Mep 110
NpeJ0TBPANEHHI0 BO3MOKHBIX OTACHBIX NOCIeCTBHIH

4.1. Kontpons 3amutsl nHGopMaruu B UCII/IH - KOMIUIEKC OPraHU3alMOHHBIX H TEXHHYCCKIX
MEpPONPHATHH, KOTOPbIe OPraHM3YIOTCS M OCYLICCTBIISIOTCA B LEJAX NMPEAYNPERACHAS U MPECCUCHHA
BO3MOXKHOCTH  IIOJyYeHHS TOCTOPOHHMMM JIMIAMH  OXPAaHSAEMBbIX CBEJCHWH, BBIBICHHA H
MpeI0TBpAlleHUs yTeukd WHGOPMAIHH MO TEXHWYECKHUM KaHamaM, MCKIIOYCHUs MM CYIIECTBCHHOIO
3aTpy/HEHHs HECAHKIMOHHPOBAHHOTO J0CTyNa K HH(GOPMAIHMH, XUIICHHS TEXHHHYECKHX CpEICTE H
HocHuTeleldl MHpOpMAIUK, NPeJOTBPAIIEHHS CIEHHAIBHBIX IIPOrPAMMHO-TEXHUYCCKHX BO3JICHCTBHH,
BBI3BIBGIOIIMX HAPYIIEHHE XapaKTEPHCTHK 0e30MacHOCTH HH(POPMALIHH HITH paboTOCTIOCOOHOCTH CUCTEM

uH(pOpPMATU3ALIH.
4.2. OcHOBHBIMH 33/1a4aMH KOHTPOJIS SBJISAIOTCA:
—  mpoBepKa OpraHM3aldd  BBIIOJHEHMS MEPOIPHATHH 1O  3allUTe pHpOpMaLlUUd B

noJpa3JieleHuaX, ydera TpeOOBaHMH IO 3aliuTe MHPOpMAlMH B pa3pabaThiBa€MbIX IUIAHOBBIX H
pacIopsAUTETBHBIX JOKYMEHTAX;

—  BbISBJICHHE J€MacKUpYIOIKX npu3HakoB o0bekToB MCTI/IH;

—  YTOYHEHHE 30H MepexBaTa 00pabaThiBaeMOi Ha 00BEKTaX HH(OPMAIMH, BO3SMOXKHBIX KaHANIOB
yTeuKH MHPOPMALMH, HECAHKIIMOHMPOBAHHOTO JIOCTYIA K HEl U TPOrpaMMHO-TEXHHHECKUX BO3/ICHCTBHI
Ha WH(POPMALIHUIO;

—  HpoBepKa BBINOJHEHHs YCTAHOBJICHHBIX HOPM M TpeOOBaHHMH IO 3alIUTE UHPOpPMALUH OT
YTEUKH 0 TEXHHYECKMM KaHajlaM, OLCHKa JOCTaTOYHOCTH U d(P(PeKTHBHOCTH MEPOIPUSATHH 110 3aIHTE
uH(pOpMaIH;



—  IpoBepKa BHINOIHEHUS TpeOOBAHHH 110 3aIIUTE WCIIJIg OT HECAaHKIIMOHUPOBAHHOT'O 10CTYIIa,

—  mpoBepKa BHIIOIHEHUs! TPeOOBaHMUH 110 aHTUBUPYCHOM 3allATE aBTOMATA3HUPOBAHHBIX CHCTEM
M aBTOMATU3UPOBAHHBIX PA0OOYMX MECT;

— mpoBepka 3HaHMIl PabOTHUKOB IO BOMPOCAM 3alUTHI uHOpPMAIIMA M HX COOTBETCTBHUSA
TpeGOBAHUSAM YPOBHS IOATOTOBKHU JUIsl KOHKPETHOTO pabouero mecra;

—  OIepaTHBHOE NPUHATHE Mep IO IIPECEUECHHMIO HApYIICHHH TpeGoBaHMi (HOPM) 3alIUTHI
unpopmauuu B UCIT/TH;

—  pa3spaboTka MPEeIIOKEHHH 10 YCTpaHEHHIO (0CIabICHHMIO) JEMACKUPYIOMNX NPU3HAKOB U
TEeXHUYECKUX KAHAIOB yTEUKU HHPOPMALIHH.

4.3. Koutpoab 3ammrel MHGOOpPMAUUM MPOBOAUTCA C YYETOM pCAIbHBIX YCIOBHH IO BCEM
(bU3MYECKEM TIONSM, MO KOTOPBHIM BO3MOJKEH IEpexBar MH(OpMaIHHy, mupkymupytomeii B UCITIH, u
OCYIIIECTBIISAETCA 10 0OBEKTOBOMY TIPHHIIAITY, IIPH KOTOPOM Ha 00BEKTE O/IHOBPEMEHHO IIPOBEPAIOTCS BCC
BOIIPOCHI 3aIMTHI HH(popMaruy. [TepedeHp KaHATIOB YTEUKH yCTaHABIMBACTCS B COOTBETCTBUM C MOZICIIBIO
yTpo3.

4.4. B X0/1e¢ KOHTPOJIA IPOBEPAIOTCS:

—  COOTBETCTBHE IIPUHATHIX Mep 10 00eCIeYeH IO 0€30I1aCHOCTH NEPCOHATIBHBIX TaHHbIX (manee
- Ob I1]In);

—  CBOEBPEMEHHOCTb M MOJHOTA BBINOJIHEHHS TPeOOBAHHH HACTOSMIETO [Tono)xeHuss U APYrux
pykoBozsumx 1okymeHToB OB I1]1H;

—  [OJHOTA BBIABJIEHHS JEMACKHDYIOUIHX IPU3HAKOB OXPAHAEMBIX CBEIEHAN 00 00BEKTaX
3aIMTH] ¥ BO3MOYKHBIX TEXHHUYECKHX KAHAIOB YT€UKH MH(pOpPMAIUH, HECAHKIMOHUPOBAHHOTO AOCTYTIA K
Hell ¥ IPOrpaMMHO-TEXHUYECKHX BO3/ICHCTBHI HA HH(POPMAILHUIO;

— 5} (heKTUBHOCTD NPUMEHEHHS OPTraHU3alMOHHBIX M TEXHHYCCKUX MEpONPUSATHH 110 3aIIUTEe
uHpOpMAaIIN;

—  yCTpaHEHHe paHee BBIABJIEHHBIX HEIOCTATKOB.

Kpome Toro, MoryT IIpOBOAUTECS HEOOXOMMMbIE U3MEPEHHUS M PACUEThI IPUITIAIICHHBIMU JUIS STHX
Tesielf crenuaacTaMy OpraHu3aliuy, UMEIOIIEH COOTBETCTBYIOMHUE JIMICH3UN OCTIK Poccun.

4.5. OCHOBHBIMH BHJaMH TEXHHYECCKOTO KOHTPOJIS SBISIIOTCS BH3YaJlbHO-ONTHYCCKUN KOHTPOJIb,
KOHTPOJb S(P(EKTUBHOCTH 3aIIUTHl MHPOPMAlMH OT yTEYKH IO TEXHUYECKUM KaHajlaM, KOHTPOJb
HECAaHKIMOHMPOBAHHOIO JOCTyHa K HH(OpMamuu M MNPOrpaMMHO-TEXHUYCCKUX BO3/ICHCTBUMA Ha
HH(pOpMALHIO.

4.6. TlomydeHHBIE B XOJle BEICHHS KOHTPOJIA PE3YJIbTAaThl 00padaThIBAlOTCA M aHAIM3UPYIOTC B
IeJAX OMNpeeNeHHsl OCTaTOYHOCTH M 3(Q(PEKTHBHOCTH NMPEANHCAHHBIX MEP 3allUThI uHpOpMALUU U
BBIBJICHUS HapymieHuit. [Ipi 0OHapyKeHHH HApyUICHUH HOPM U TpeGoBaHuii 110 3aIuTe HHPOPMAIHH
aJIMHHHCTPATOp G€30MaCHOCTH JOKJIAIBIBAET PyKOBOIUTEIO VIS IPUHATHSA MU PEIICHUS O NPEKPALICHIH
06paboTky MH(OPMALMA U MPOBENECHUS COOTBETCTBYIOMIMX OPraHM3ANMOHHBIX M TEXHHYECKUX MEP II0
YCTpAHEHHMIO HApylIeHHs. Pe3ysIbTaThl KOHTPOJIS 3alUThl HH(POPMAIH 0(OpMJISIOTCS aKTaMH JIHOO B

COOTBETCTBYIOIIUX XypHAIaX yyeTa pe3yIbTaToB KOHTPOJIA.

4.7. HeBbINoIHEHHE TIPeMUCAHHBIX MeponpusTuii o 3amute [1J[H cuuTaercs MPEIIIOCBUIKOM K
yTedke HHpoOpManuu (Jaee - MPeIrnochUIKa).

[Io KaXIo# TPEANOChUIKE [UIsi BBIACHEHHs OOCTOATENBCTB M INPUYUH  HEBBHIIOIHCHHA
YCTAaHOBJIEHHBIX TPEOOBAHMI 110 YKa3aHUIO JIMPEKTOPA UM OTBETCTBEHHOTO 32 OpraHU3alHtio 00paboTKu
EPCOHATBHBIX JTaHHBIX POBOJIUTCS pacciieI0BaHue.

JIns TmpoBeieHMsl paccliefOBaHMsS HA3HAYAaeTCss KOMHUCCHA C NPUBJICYCHUEM aJIMHHHCTPAaTopa
HH(pOpMaLMOHHON Ge3omacHocTH. Komuccus o0s3aHa yCTaHOBUTH, HMEJIA JIH MECTO yTedKa CBEJICHUI,
0OCTOSITEILCTBA, € CONMYTCTBYIOIIME, YCTAHOBHMTH JIMI[, BUHOBHBIX B HApyIICHHH IPCIITHCAHHBIX
MEpONpUATHH TI0 3almUTe HHPOpMAlUM, YCTAHOBUTH IIPUYMHBI M yCJIOBUS, CrocoOCTBOBABIINE
HAPYIIEHMIO, M BbIPabOTaTh PEKOMEHJAIMK MO MX ycTpaHeHuto. Ilocie okOHYaHMs pacCiei0BaHHUA
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JIUPEKTOP MPUHHAMAET pEIIeHHEe O HaKa3aHWH BHHOBHBIX JIHIl W HEOOXOJUMBIX MEPOIPUATHAX TI0
yCTpaHEHKIO HEJOCTATKOB.

4.8. BeaeHue KOHTpPOJNS 3alIUTHl HMH(OpPMAlMK  OCYIIECTBIACTCA IMyTEM MPOBEACHHUA
MEPUOIMUECKUX, MUIAHOBBIX U BHE3ANHBIX MPOBEPOK OOBEKTOB 3alMTBHI. [Tepuouyeckue, IIaHOBBIC H
BHE3aIIHble MPOBEPKH OOBEKTOB OpPraHM3alli¥ IPOBOJSATCS, Kak IPaBWjIO, CHIaMU aJIMHHHCTpAToOpa
MHPOPMAIMOHHON G€30IIaCHOCTH, B COOTBETCTBHH C YTBEPXKICHHBIM IIAHOM HIIH IO COTJIACOBAHMIO €
JIIPEKTOPOM.

4.9. OnHoit 13 GOPM KOHTPOJIA 3aIMTHI HHOPMAIIHH SBJIAETCS 00C/ICI0BAaHHE o6wexToB UCIT/IH.
OHO MpPOBOJMTCS HE PpeXe OJHOro pasa B Troi paboueidl rpynmod B COCTaBe aAMHHHCTPATOPA
MHMOPMAIMOHHON ~€30MACHOCTH, OTBETCTBEHHOTO 33 3AlMTY HH(OpPMAlMM, OTBETCTBEHHOTO 32
skcrTyaranuio oobekrta. g obcnenosanns WUCIIIH MoKeT NpUBJIEKaThes OpraHM3alius, MMEIOIIasd
nunensuio ®CTOK Poccun Ha IesTeTbHOCTD 110 TEXHHYECKOM 3aluTe HHPOpMALHH.

4.10. O6cnenosanue VCITJIH MPOBOMMTCS C UENBIO ONPEIETCHHS COOTBETCTBHS MOMEIICHHH,
TEXHUYECKAX M MPOrPAMMHBIX CPEICTB TPeOOBAHHSM MO 3alUTe MH(POPMAILMH, YCTaHOBICHHBIM B
ATTecTaTe COOTBETCTBHS (€CIH NPOBOIAMIACH aTTeCTalus), ¥ (Wiu) TpeOOBaHUAM IO 0e30MmacHOCTH
NePCOHATBHBIX JaHHBIX.

4.11. B xoxe oOcnenoBaHus IpoBEpseTCs:

— - COOTBETCTBHE TEKYIIHX YCIOBHi (yHKUMOHHPOBAHHS 0OCIETyeMOro 00BeKTa NCII/In

YCIIOBHSM, CIIOJKMBIIMMCS HA MOMEHT IIPOBEPKH;

—  COOMIOJIEHHE OPraHM3AlMOHHO-TEXHHYECKHX —TpeOOBaHMH  MOMCIICHHH, B  KOTOPBIX
pacnionaraercs UCI1/In;

—  COXpaHHOCTh Il€YaTedl, IUIOMO Ha TEXHMUYECKHX CpeJCTBax TIepefadu u 00paboTku
uH(pOpMALIMH, a TaKXKe Ha YCTPOHCTBAX MX 3aIlMTBl, OTCYTCTBHE MOBPEKICHHMH SKPaHOB KOPITyCOB
anmapartypsl, 060104eK Kabeneil H UX COeIMHEHUH ¢ IMMHAMH 3a3EMIICHU;

—  COOTBETCTBHE BBIMONMHSEMBbIX Ha o0bekTe MCIIJIH MeponpusTHii 10 3amuTe HHGOpPMALMHU
JIaHHBIM, M3JI0’)KEHHBIM B HacTosmeM IlonoxeHun;

—  BBINOJHEHHE TPeOOBAHMIA 10 3alUTe HHPOPMAIMOHHBIX CHCTEM OT HECAHKIIMOHUPOBAHHOIO
JOCTYTIa;

—  BBINOJIHEHHE TPeOOBAHMI 0 aHTUBHPYCHOM 3allIUTE.

4.12. JIns BBIABIECHHS DPaJUOAIEKTPOHHBIX YCTPOMCTB M IPOBOJOB HEM3BECTHOIO Ha3HAUCHHA,
IIpeHAMEPEHHOT0 HApyLICHUs 3alllATHBIX CBOWCTB 00OpYyNOBaHMSA, a TaKKe HE IMPEIyCMOTPEHHBIX
NpaBHIAMK SKCIUTyaTallid OTBOAOB OT OOOPYJIOBAHUA M COEAMHUTENBHBIX JIMHUH, MPOJOKCHHBIX B
BBUICIIEHHBIX U 3aIMIIAEMbIX TOMEIIEHUSX, a TAKKE APYTUX HApyIICHUH U CIOCOOOB BOSHHKHOBEHHUS

KaHAJIOB YTeYKH HH(pOpMAIIHU HEOOXOIUMO:

—  TIATEIBHO OCMOTPETH MeOenb, CyBEHHPHl (OCOOEHHO HHOCTPAHHOIO IPOU3BOJICTBA),
060py10BaHKE, yCTAHOBICHHOE B 3TOM MOMEMIEHAN, OCBETHTENIbHYIO alapaTypy, HALIH OTONHUTEIBHBIX
Oarapeii, ITOPbl, OKOHHBIE IIPOEMBI;

—  BCKpBITH M OCMOTpPETh PO3ETKH, BBIKJIFOYATENIM OCBETHTEIBHON CETH, JIIOKM BEHTH/IALUH H
KaHaJIbl CKPBITOM IIPOBOJIKH;

—  IpPOBEPUTH KAYECTBO yCTAHOBKH CTEKIIONIAKETOB OKOHHBIX IPOEMOB;

—  -IIPOBECTH allapaTypHyIO HPOBEPKY MOMELICHHs Ha OTCYTCTBHE BO3MOXHO BHEIPCHHBIX
5IIeKTPOHHBIX YCTPOHCTB MepexBara HH(GOpMAIuu (IPH HATMYUH COOTBETCTBYIOLICH amrmaparypbl), IIpu
HEOOXOAUMOCTH JUISl IIPOBEJIEHHS JaHHBIX BHJOB pabOT MOTYT IIPHBJIEKAThCA OpraHU3aliH, UMEIOMINE
cootsercTyromue munen3un @Ch Pocenn.

4.13. TocynapcTBEHHBI KOHTPOJNb COCTOSHMS 3allUThl MH(MOPMALHMH  OCYHIECTBJIACTCS
DezepatbHOM CITyKOOH MO TEXHUYECKOMY H SKCTIOPTHOMY KOHTpoumo Poccuu 1 DesiepaibHOU cIty k001
Ge3omacHOCTH Poccuu B paMKax UX MOJHOMOYHI B COOTBETCTBUM C JCHCTBYIOIIHM 3aKOHONATEILCTBOM
Poccuiickoit ®enepamnuu. JlocTyn npeacTaBuTeneil ykasaHHbIX (elepanbHbIX OpraHoB HCIIOJIHUTEJIBHOM
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BJIACTH Ha OOBEKTHI IS IPOBEIEHHUS INPOBEPKH, a TaKkKe K paboTaM M JOKYMEHTaM B oObeMe,
HEOOXOMMOM [UIS OCYINECTBICHHS KOHTPOJS, OOecredymBaeTCcs B YCTAHOBIEHHOM IMOpSIKE T10
IPeIbABICHUH CITy)KEOHOT0 yI0CTOBEPEHHS COTPYTHHUKA, a TAK)Ke TOKYMEHTa YCTaHOBJICHHON (GOpMbI Ha
IPaBo MPOBEIEHUS POBEPKH.

S. Ilopaaok o0y4yenus nepconaja npaktuke padorsl B UCII{H B yacTn obecnevyenus
0€30MacHOCTH MePCOHATBHBIX JAHHBIX

5.1. Ilepen naganiom pa6otel B UCII/IH mosnb30BaTen 10DKHBI 03HAKOMHUTBCS ¢ HHCTPYKITUSAMH T10
HCIIOJI30BAHUIO TIPOTPaMMHBIX M TEXHUYECKUX CPEJCTB, MO HCIOJIB30BAHHUIO CPEJCTB 3allUTh
UH(OPMAIIUH [TOJT POCTIHCh.

5.2. [Ilonp3oBaTenu JOJKHBI IPOJEMOHCTPUPOBATH AIMUHHUCTPATOPY HHPOPMAIIHOHHOM
0e30macHOCTU U (MJIM) OTBETCTBEHHOMY 3a 3aIUTY MH(POpPMALKM HAIXYHEe HEOOXOAMMBIX 3HAHUU U
YMEHMH Ui BBINOJIHEHUs TpeOoBaHuil Hactosmiero [lonoskeHus. AIMUHUCTpaTOp MH(POPMAIMOHHOM
0e30MacHOCTH JIOJKEH BECTH JKypHAJl ydeTa MPOBEPOK 3HAHUW M HABBIKOB I0JIb30BATENIel COrJIacHO
npuioxeHuro Ne 7 x [Tonoxxenuro.

5.3. Ilonp3oBarenu, AEMOHCTPUPYIOLIHE HEJAOCTAaTOUHBIE 3HAHUS U yMEHHs JUIsl 0OecredeHHs
0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX B COOTBETCTBHH C TpeOOBaHHSIMHU HacTosiiero [looxeHus, K
pabote B UCII/In He nonmyckatoTes.

5.4. OTBeTCTBEHHBIM 3a OpPraHU3aALUI0 O0yYEHHS M OKa3aHWE METOIMYECKOW TMOMOIIH SBJISIETCS
aJIMUHUCTPATOP MH(POPMAIIMOHHOM O€30MacCHOCTH.

5.5. lns mpoBeeHUs 3aHATUH, CEMUHAPOB U COBELIAHUI MOTYT MPUBIEKATHCS CHEIHAIUCTBHI 10
IIPOrpaMMHOMY M TEXHHUYECKOMY 00€CIeYeHHIO, a TAK)KE CIIEIIMATUCTHI OPraHoB 110 aTTeCTAalluU 0ObEKTOB
NCITIn, opranuzanuit-nmunen3uaroB @CTIK Poccun u ®Ch Poccun.

5.6. K pabote B UCII/IH nomyckatoTcsl TOJIBKO paOOTHUKHU, MPOLIEAIINE TEPBUYHBIN HHCTPYKTaX
Ob B UCII/I1 1 noka3aBiue TBEp/Ible TEOPETUYECKHE 3HAHUS U NTPAKTUYECKHE HABBIKH, O YeM JIeIaeTcs
COOTBETCTBYIOIIas 3anuch B JXKypHane ydera gonycka k padote B UCII/In cornacuno npumnoxenuto Ne 5 x
[Tonosxenuto.

5.7. AnmuHUCTpaTOp HHPOPMAIIMOHHON 0€30ITaCHOCTH JODKEH HMETh MPpOoQHIbHOEe 00pa3oBaHUe
(lubO IUIUIOMBI O TOBBIIIEHMH KBalu(UKaluU) B 00JacTH 3aumuThl MHpoOpmanuu. PexomeHnuayercs
IPOXOXKICHUE aJMHUHUCTPATOPOM CIEIHMATH3UPOBAHHBIX KypCOB IO aJMHUHHCTPUPOBAHUIO CPEICTB
3auThl MHGOpMaruu, ucrnosbdyeMbix B UCIT/IH.

6. ITopsizok npoBepKH 31eKTPOHHOTO KypHaJa oopamennii kK UCIT/In

6.1. Hacrosimuit paznen [lonosxeHus: ompeznensieT MOPSIOK MPOBEPKH 3JIEKTPOHHBIX JKYpPHAJIOB
oOpamenuit k pecypcam UCII/IH.

6.2. IlpoBepka »5JIEKTPOHHOTO >KypHajla OOpallleHWi MPOBOMUTCS C MEJIbIO0 BBISBICHHUS
HECAHKI[MOHUPOBAHHOTO JA0CTYyMa K 3amuimaemoi uapopmaruu B UCITJIH.

6.3. [IpaBo mpoBepKH 3JIEKTPOHHOTO XypHaIa o0paleHn i UMEOT:

- OTBETCTBEHHBIH 3a OpraHu3aluio 00paboTKH MEPCOHATBHBIX JaHHBIX;

= OTBETCTBEHHBII 3a BBINIOJHEHHE PabOT mo obecredyeHuto OesomacHoctH [IJ[H mpm ux
obpabotke B UCI1/IH;

- JUPEKTOP.

6.4. Ha texumyeckux cpenctBax MCII/IH, Ha KOTOpBIX YCTaHOBJICHBI CIEIHATU3UPOBAHHBIE
cpeactsa 3amuThl HHpopmanuu (manee - C3U), mpoBepka 3J1€KTPOHHOrO KypHaia IPOU3BOIUTCS B
COOTBETCTBHH € IpuiaraeMbIM K ykazaHHbIM C3U PykoBoacTBOM.

6.5. Eciu B X0/1€ NepuOIMN4YECKUX, IJTAHOBBIX HJIH BHE3amHbIX poBepok MCII/IH BbIABICHBI ClTyYait
HCJI x nndopmanuy KoHGHISHIIHATEHOTO XapaKTepa, TO MPOBOJIUTCS pacciieI0BaHHe COrIACHO IYHKTY
4.7 nannoro I[lonoxenwus.

6.6. IIpoBepke nmoanexar Bce 31eKTpoHHbIE KypHaasl UCIT/IH.
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6.7. IlpoBepka J0KHA TIPOBOJUTHCS HE PEXe YeM OJMH pa3 B HEJEIO C IeJbI0 CBOEBPEMEHHOI0
BbIsIBJIEHUS (haKTOB HapyuIieHus TpeboBanuii HacTosmero [lonoxenus.

6.8. ®aKThI MPOBEPOK AIEKTPOHHBIX JKYPHAIOB OTPAKAIOTCS B CIIEIIMATBHOM XKypHase IPOBEPOK.
[Tocne xaxa0it npoBepku AJIMUHUCTPATOP HHHOPMALIMOHHOM 0€301MacHOCTH JIENIaeT COOTBETCTBYIOLIYIO
OTMETKY B )KypHAaJle ¥ CTAaBUT CBOIO POCIIHCE.

7. IllpaBwjia aHTUBHPYCHOM 3aAIUThHI

7.1. Hactosiue mpaBuia onpeneisiioT TpeOoBaHus K opranu3anuu 3amutel oobekra MCII/IH ot
pa3pyIaoIIero BO3AeUCTBUS BPeIOHOCHOT 0 IporpaMmmHoro obecneuenus (I10), KoMnbroTEpHBIX BUPYCOB
U yCTaHABJIMBAIOT OTBETCTBEHHOCTh PYKOBOJMTENS M  COTPYIHHMKOB, OKCILUIyaTUPYIOIIUX U
compoBoXaronmx komnbeiotepbl B coctaBe MCII/IH, 3a ux BbmosHenue. Hactosmme mnpasuia
pacripoctpansitorcs Ha Bce 00bekThl UCII/IH.

7.2. K HCIOJIb30BaHUIO Ha KOMIIBIOTEpAX JIOMYCKAIOTCS TOJBKO JIUICH3MOHHBIE aHTUBUPYCHEIE
CpeJICTBA, IEHTPATU30BAaHHO 3aKyIUUICHHbIE ¥ pa3pab0oTUYMKOB (IIOCTaBUIMKOB) YKa3aHHBIX CPEJICTB.

7.3. YcraHOBKa W HayajdbHas HACTpOMKa CPEeJCTB aHTUBUPYCHOI'O KOHTPOJS Ha KOMIIBIOTEPAX
OCYIIECTBIISACTCSA aIMHUHUACTPATOPOM HH(POPMAIIMOHHOH G€30M1aCHOCTH.

7.4.  AnmuHHCTpaTop HHGOPMALMOHHOM 0O€30IaCHOCTH  OCYUIECTBJISET  IEPHOTUYECKOE
0OHOBJICHHE aHTHBHPYCHBIX TAKETOB U KOHTPOJIb UX pab0TOCIIOCOOHOCTH.

7.5. Spnbik (ccbUIKA) IS 3allycKa aHTHBHPYCHOH HpPOTpaMMBbl JOJDKEH OBITH JOCTYIIEH BCEM
0JIb30BaTENISIM UH()OPMAIIMOHHOM CUCTEMBI.

7.6. ExenenenpbHo B Havasie pabOThI MOCiE 3arpy3kd KOMIIBIOTEpA B aBTOMATUYECKOM DPEKUME
JIOJKEH MPOBOIUTHCS aHTHBUPYCHBIN KOHTPOJIb BCEX TUCKOB U (paijIoB KOMIIBIOTEPOB.

O6s13aTeILHOMY AHTUBHPYCHOMY KOHTPOJIIO MOJUICKHUT Jr00as uH(opMmanus (TeKCToBble (aiiiibl
moObIX (opMaroB, (aiyibl JaHHBIX, UCHONHseMble Gaiibl), HHGOpPMaAIMs Ha CHEMHBIX HOCHTENSX
(MarHuTHBIX guckax, JjeHtax, CD). Kontponp ucxonsmei uHGOpMALUH HEOOXOAUMO IIPOBOIAMTH
HENOCPEICTBEHHO Mepe/T apXUBHPOBAHMEM U OTIIPABKOH (3aIHMCHIO HA ChEMHBIH HOCUTEID).

HacTpoiiku cpeicTB aHTHBHPYCHOW 3alllUThl JOJDKHBI OBITH BBIIIOJIHEHBI B COOTBETCTBHH C
TpeboBaHUAMH O€30MaCHOCTH IEPCOHAIBHBIX JaHHBIX ompeaeneHHoro i aanHod MCII/Ia knacca.
HacTpoiiky CpeacTB aHTHBUPYCHOM  3alMTHl  BBIMNOJHSET aJIMHHHUCTPATOp HH(OPMAIHOHHOM
0€30MacHOCTH.

7.7. @aiinpl, moMellaeMble B 3JEKTPOHHBIA apXWB Ha MArHUTHBIX HOCUTENAX, IO/DKHBI B
00513aTeIbHOM TOPSIIKE MTPOXOJAUTH aHTUBUPYCHBIM KOHTPOb. [lepuoauueckue npoBEpKH 3JICKTPOHHBIX
ApPXHUBOB JIOJDKHBI TPOBOUTHCS HE PEXKE OJHOI0 paza B MeCHIL.

7.8. YcranaBnuBaeMoe (M3MEHIEMOE) IIPOrpaMMHOE 00eCTIeYeHHE TOJDKHO OBITh IPEABAPUTEIILHO
IIPOBEPEHO Ha OTCYTCTBHE BHUPYCOB. HermocpencTBEHHO IOCE YCTAHOBKU (M3MEHEHHMs) IPOrPaMMHOI0
o0ecrieueHnsi KOMIBIOTEpPA aIMHUHHCTPATOPOM HH(POPMAIMOHHONW 0€30IIaCHOCTH  JO/DKHA  OBITH
BBINOJIHEHA aHTHUBUpYcHas npoBepka UCII/IH.

7.9. Ha KOMIBIOTEPHI 3alpeliaeTcsi YCTaHOBKAa MPOrpaMMHOI0 OOECIEYEHHs, HE CBS3aHHOIO C
BBIIIOJTHEHHEM (DYHKIHM, IPEAYCMOTPEHHBIX TEXHOJIOTHYECKUM IPOIieccoM 00paboTKU HHPOPMALIIH.

7.10. IIpu BO3HMKHOBEHHH MO03PEHHS HA HATMYKME KOMITBIOTEPHOrO BUpYyca (HEeTUNUYHAas paboTta
IpOrpaMMm, MOsBJIEHHE TpadUUECKUX U 3BYKOBBIX 3 ()eKTOB, HCKAKEHUI TaHHBIX, Iponajanue (aiios,
YacToe MOSIBJIEHHE COOOIIEHHH 0 CHCTEMHBIX OLIMOKAX H T.I1.) 0JIb30BaTEN b CAMOCTOSTENIBHO (MM BMECTE
C aIMUHHCTPATOPOM HH(POPMAIIMOHHON 6€30TaCHOCTH) JOKEH IPOBECTH BHEOYEPEIHON aHTUBHUPY CHBIN
KOHTPOJIb KOMITBIOTEpA.

B ciyvae oOHapy KeHHUs IPH MPOBEIEHUH AaHTUBUPY CHON ITPOBEPKH 3aPAKEHHBIX KOMIIBIOTEPHBIMU
BUpYycaMu (aiJIoB MMoJIb30BaTeNb 0053aH:

- IPHOCTAaHOBUTH 00paboTKy naHHbIX B MCI1/IH;

- HEMEUIEHHO MOCTaBUTh B M3BECTHOCTH O (hakTe OOHApYKEHHs 3apa)KeHHBIX BHpycoM (aiinos
aJIMUHUCTpaTOpa HHPOPMAIIMOHHON 0€30MacHOCTH, a TaK)Ke CMEXHbIE 110JIpa3/IeICHuUs, HCIIOIb3YIOIINe
9TH (paiinsl B paboTe;
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- COBMECTHO C BJIA/ie]blIeM 3apaKE€HHBIX BHPycoM (haiioB MPOBECTH aHaIM3 BO3MOXHOCTH,
JaJIbHENIIEr0 UX UCTIOIb30BAHHUS;

- IPOBECTH JICYCHHE UM YHUYTOKCHUE 3aPaXKCHHBIX ¢aiinos.

7.11. OTBETCTBEHHOCTH 3@ OPraHU3alUI0 aHTUBUPYCHOTO KOHTPOJIS B WCIIJIH B COOTBETCTBHUH C
TpeGoBanusmMu  Hactosmero [lomoxenus Bo3jnaracrcs Ha  aIMMHMCTpaTopa uH(pOpMALMOHHOH
0e30MacHOCTH.

7.12. OTBETCTBEHHOCTh 3a IIPOBEJEHHE MEPONPUATHH AHTUBHPYCHOH 3alIMTHI B KOHKPETHOM
WUCIIln u cobmomenue TtpeGoBanmii Hactosmero Ilomoxenus BoO3naracTcs Ha aJMHUHMCTpAaTOpa
nH(OPMAIHOHHON GE30MaCHOCTH M BCEX I0JIb30BaTeleH nannoit UCTI/IH.

8. [IpaBuiia Napo/ibHOM 3aAUTHI

8.1. JlauHble MpaBMIa PErIAMEHTUPYIOT OPraHM3alMOHHO-TEXHUIECKHE MCPONPHATHS IO
00ecIeYeHnIO MPOLIECCOB I'eHepallii, CMEHBI U MPEKPAIICHU neiictBus naponeir B UCII/IH, a Taroke
KOHTPOJIb JICHCTBHII M0JIb30BATENICH TIPHU paboTe ¢ mapoJIsIMH.

8.2. OpraHM3allMOHHOE M TEXHHYECKOE OOECIEeYCHHE MpPOIECCOB TCHEpAllMH, HCIONb3OBAHMA,
CMEHBI M IIPEKpalleHUs AEHCTBUs Mapojied BO BCEX IOJCHCTEMAaX UCII/IH ¥ KOHTpOJIb ACHCTBHI
noJp30BaTelei mpu paboTe ¢ MaposIsIMU BO3jlaraeTcs Ha aMUHUCTPATOpa 0€30MacHOCTH.

8.3. JIuuHble TApOJH JOJDKHBI T€HEPUPOBATHCS U PACHPENENATHCS IEHTPATH3OBAHHO mbo
BBIOMpaThCs mosb3oBarensMu OBT caMoCTOATENBHO ¢ YHETOM CICAyOMHUX TpeOOBaHUIA:

- T1apoJib JIOJDKEH OBITh HE MEHEE 6 CHMBOJIOB;

- B YHCJIE CUMBOJIOB IapoJisi 003aTeIbHO JODKHBI IPHCYTCTBOBATH OYKBBI B BEPXHEM HIIHA
HIDKHEM PErucTpax, A(pPhl H/WIHA ClielHaTbHbIE CHMBOJIBI (@, #,8, &, * %urtn),

- CHMBOJIBI TIapoJieil [Uisi pabodMX CTAHIMM, Ha KOTOPBIX YCTAHOBJICHO CPEJICTBO 3alUTRI
MH(OPMAIIMU OT HECAHKIIMOHHPOBAHHOTO JOCTYIA, JIOJKHBI BBOAUTECA B PEXKHUME JTaTUHCKOM pacKiIaJKu

KJIaBUATYPbI;
= aposb He JOJDKEH BKIIOYATh B Ce0s JIETKO BBIYHMCIIAEMBIC COYCTAHUSA CHMBOJIOB (umeHa,

damuiun, HaumeHoBarus APM 1 T.1.), a TaKKe o6wenpuusThie cokpaitenus (OBM, JIBC, USER n L)
- TIPH CMEHE MapoJisi HOBOE 3HAYEHHE [JOJIKHO OTIMYATCS OT IPE/ABITYIIHAX;

- OIb30BaTe b HE MMEET IpaBa coo0IaTh JIMYHbIHA Maposib IpyTrHM JTHIAM.

Brajenblpl [aponeli JOKHB OBITh O3HAKOMJIEHBI IIOJ| POCIHChH € MCPEUHCICHHBIMH BBIIIC
TpeGOBaHMAMH M IPEAYHPEXIEHbl 00 OTBETCTBEHHOCTH 33  HCIOJB30BAHHC mapoyieid, He
COOTBETCTBYIOIIMX JIAHHBIM TPEOOBaHUAM, & TAKKE 3a pasrJIallCHHC 1apoJibHOH HHPOPMAIIHH.

8.4. B ciyuae BO3HMKHOBCHHS HEINTAaTHBIX CHTyallui, (opc-MaKOPHBIX ~OOCTOSITEIBCTB,
TeXHOJIOrHYECKOd He0OX0MMOCTH MCIIOIb30BaHUs HIMEH U T1apojiei COTPYIHUKOB (ucroTHUTENEN) B MX
OTCYTCTBHE, COTPY/THUKU 00A3aHBI Cpa3y JKe MOCIIe CMCHbI CBOMX TapoJiell UX HOBBIE 3HAYEHHUs (BMECTE C
MMEHAMH COOTBETCTBYIOIIMX YUETHBIX 3alliceil) B 3aleyaraHHOM KOHBEPTE WM ONEHaTaHHOM ICHAJIC
rmepesaBaTh Ha XpaHEHHE PYKOBOJMTENIO CTPYKTYPHOTO IOAPa3JIC/ICHHA. 3amneyaTaHHbIE KOHBEPTHI
(IeHaIbl) C MApOJIAMH HCIIONHMTENEH JOJDKHBI XPaHMTBCS B HENOCTYIHOM MECTE Y PYKOBOJIUTEJIS
CTPYKTYPHOTO MOIpa3AeICHUS.

8.5. [TosHas MUIAHOBAs CMEHa IapoJiel MoJb30BaTeNlel JOJDKHA IPOBOJAUTELCS PEry IAPHO, HE PEXKE
OJIHOTO pa3a B TeueHue 360 aHei.

8.6. BHem1aHOBas CMEHA JINYHOTO TapoJis WK yAaleHHe Y4EeTHOM 3aliCH MOJIb30BaTeIsd NCIIIx
B CJIydae TIPEKPAIIEHHs ero MOJTHOMOYMH JI0JDKHA POM3BOMUTECS aIMHHICTPATOPOM UH(POPMALMOHHOM
6e30macHoCTH (JIHGO HOBBIM MOCTOSHHBIM MONB30BaTENEM) HEMEUIEHHO MOC/IE OKOHYAHMS MOCICAHETO
ceanca pabOTHI JAHHOTO MOJIb30BATENS C CHCTEMON Ha OCHOBAHMH YKa3aHHs HadaIbHHKA OTAC/1a.

8.7. BHeIu1aHOBas MOJIHAS CMEHa IapoJieil BceX MoJb30BaTeNe JO/DKHA NPOU3BOIUTECA B CIIyHac
TpeKpalleHus TOJTHOMOYHH (YBOJIBHEHHE, TIEPEXO] Ha JPYTYIO paboTy BHYTpU OpraHM3allid U JpyrHe
06CTOSITEIHCTBA) AIMUHUCTPATOPA HHPOPMAIIMOHHON OE30M1aCHOCTH.

8.8. B ci1yyae KOMIIPOMETAIMH JIMYHOTO ITapoJis MOJIb30BaTe/L WCIIJIH 10/KHBI OBITH HEMEUICHHO
IPEAPUHATHI MEPBI 10 BOCCTAHOBIIEHUIO [1APOJIHOH 3aIIUTHL
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8.9. KoHTposp JeifcTBuii mosb30BaTeneil mpu padoTe ¢ MapoisMH, COOJNIOACHHE MOps/IKA MX
CMEHBI, XpaHEHHUs U UCTIOIb30BaHMsl BO3/IaraeTcsl Ha aJIMHHUCTPAToOpa 0e30MacHOCTH.

9. [IpaBu.ia 06HOBJICHHsI 00IIECHCTEMHOr0 H MPHKJIAHOI0 IPOrPAMMHOI0 o0ecreyeHus,
texuuueckoro odocay:xkuBanus UCIL/In

9.1. Hacrosue mpaBuia periaMeHTUPYIOT obecriedeHHe Oe30macHOCTH HH(pOpMAlHH IpH
NpOBeIeHMH OOHOBIICHHS, MOIH(PHKAIMHI OOIIECHCTEMHOrO U IIPUKIIAHOTO TPOrpaMMHOTO obecrneyeHus,
TEXHUYECKOT0 00CIIy KHBAHHS ¥ IPH BO3HUKHOBEHUH HEIITAaTHBIX cuTyanui B padore UCII/IH.

9.2. Bee u3MeHeHHs KOH(UIyparui TexHudeckux u mporpammubix cpencts MCIIIH 10mKHBL
IPOU3BOJUTHLCS TOJBKO HA OCHOBAHHH 3asIBOK OTBETCTBEHHOTO 3a SKCILTYaTallMIO KOHKPETHOTO NCII/Is.

9.3. IlpaBo BHeceHHs H3MEHEHHH B KOH(Urypaluio anmnapaTHO-IPOrpaMMHBIX CPEJICTB,
samuieHHsix MCII/{n npenocrabiseTcs:

- B OTHOIICHUH CHCTEMHBIX M IMPHKIATHBIX IPOrPaMMHBIX CPEJICTB - AJMHUHHCTPATOpPY
6e30MaCHOCTH IO COTJIacOBaHMUIO (B Cllydae, ecid IIPOBOMIACH aTTECTAlsl) C OPraHOM IO aTTECTalMH,
nposoauBLAM arrectanuio qanaoi UCTT/IH;

- B OTHOIIEHMH allllapaTHBIX CPEJCTB, a TAK)K€ B OTHOLICHUH IPOTPaMMHO-ANIapaTHBIX
CPEJICTB 3aIIUTHl - aIMHHUCTPATOpy 0E30MacHOCTH MO COTJIACOBAHHIO (B CITydae, €CIIM INPOBOJUIIACK
aTTecTalWs) C OPraHOM IO aTTeCTAIuH, IPOBOMBIINM aTTecTanuo nannoi UCTIIa.

9.4, Vsmenenue KoHdurypamuu anmapatHo-nmporpammebix cpeacts MCIT/In kem-nmbo, kpome
[IEPEYNCIIEHHBIX B 11. 9.3 yIOJIHOMOYEHHBIX COTPYHUKOB M [10JPa3/IeICHHH, 3alPEIIECHO.

9.5. IIpoueaypa BHECEHHS] H3MEHEHNUH B KOH(QUTYPAIUIO CHCTEMHBIX M IIPUKIIAHBIX IPOTPAMMHBIX
cpenctB UCI1/IH HHUIMPYETCA 3aABKOW OTBETCTBEHHOTI'O 32 SKCILITyaTaluIo NCTIH.

9.6. B 3asiBKe MOTYT yKa3blBaThCs CIIEAYIOLIME BHIbI HEOOXOIMMBIX H3MEHEHHH B COCTaBE
anmapartHbIX U nporpamMmusIx cpeacts UCIT/In:

- ycTaHOBKa (pa3BepThIBaHHE) Ha KOMIBIOTEP(bI) TPOrPAMMHBIX CPEJICTB, HEOOXOUMBIX JUIs
pellIeHHus Onpe/Ie/IeHHOM 3a1aun (106aBIeHHe BO3MOXHOCTH PELICHHS TaHHOH 3a/1a4H B naaHoi VCII/IR);

= 0GHOBJICHHE (3aMEHa) HAa KOMIIbIOTEpE (aX) MPOrPaMMHBIX CPEJICTB, HEOOXOAMMBIX JUIA
pelueHus OIpeeieHHOH 3a1a4u (OOHOBIEHHE BEPCHH, HCIONB3YyEMbBIX VIS PCLICHUA OIpeIeIEHHON
3a/1a4i IIPOrpaMm);

- yJaJeHde ¢ KOMIIBIOTEpPa MPOrpaMMHBIX CPEICTB, HCIOJB30BABINMXCS UL PCIICHHA
ompeieNieHHOH 3a1a4y (MCKIIFOYCHHE BO3BMOKHOCTH PEIEHHs JaHHO! 3a1a9i Ha IAHHOM KOMIIBIOTEPE).

9.7. Taxxe B 3asiBKe ykasbiaercs ycinoBHoe HamMeHoBanue WCIT/In. HammenoBamus 3anad
YKa3bIBAIOTCSA B COOTBETCTBUM C [IEPEYHEM 3a/]1a4 apXUBa UCTPUOY THBOB yCTAHOBIEHHOIO IIPOrPaMMHOTI0
obecredyeHus, KOTOPbIE MOXHO PEIIaTh ¢ UCIOIb30BAHMEM YKa3aHHOTO KOMIIBIOTEPA.

9.8. 3asBKy OTBeTCTBeHHOro 3a skciutyarauuio VICIIJIH, B KoTOpoil TpeOyeTcs MpOM3BECTH
M3MeHEeHHs] KOH(HUTYPAIMH, paCCMaTPUBAET OTBETCTBEHHBIN 32 OPTraHU3alMI0 00pabOTKH MEPCOHATBHBIX
JAHHBIX, BH3HPYeT ee, yTBepXkAas TeM CaMbIM IPOM3BOJCTBEHHYIO HEOOXOIMMOCTh MpPOBEICHHS
YKa3aHHBIX B 3asBKC M3MEHEHHH, IOCIIe YE€TO 3asBKa IEPEeNaeTCs aMMHHUCTPATOPy HHPOPMALIMOHHOM
6e30MaCHOCTH [UIsl HeIIOCPEACTBEHHOTO HCIIOMHEHUs pa0oT 110 BHECEHHIO M3MEHEHUH B KOH(HIYPALHIO
KOMIIbIOTEpPA, yKa3zaHHOTO B 3asiBke MCII/IH.

9.9. IToaroToBKa OOHOBJIEHHS, MOIM(PUKAIMU OOIMECUCTEMHOIO U MPUKIIATHOIO IPOrpaMMHOI0O
obecrieuernst MCITJIH, TecTMpOBaHME, CTEHIOBbIE HCIBITaHHS (PM HEOOXOAMMOCTH) H Iepesada
MCXO/IHBIX TEKCTOB, JOKYMEHTAIIMH M JMCTPUOYTUBHBIX HOCHTENEH MPOrpaMM B apXuB AMCTPHOYTHBOB
yYCTAHOBJIEHHOTO IPOrPAMMHOTO 06€eCTIeYeH s, BHECEHHE HE0OX0IMMbIX N3MEHCHHIT B HACTPOHKU CPEJICTB
samuTsl or HCJI 1 cpeicTB KOHTPOJIS LETOCTHOCTH (hailloB Ha KOMIIbIOTEpax (OOHOBICHHE) U YIa/ICHAE
CHUCTEMHBIX M IMPHUKJIAIHBIX TPOrPAMMHBIX CPEICTB IPOM3BOIUTCS aIMUHHCTPATOPOM HH(POPMALMOHHOM
6e30MacHOCTH O COTJIACOBAHMIO C OPTAHOM IO aTTECTAalH (B Cilydae, €CJIH MPOBOIMIACH aTTeCTallHs),
nposoauBLumM arrecranuto ganHoi MCIIT/In. PaboTsl mponu3BOASTCS B NPUCYTCTBUU OTBETCTBEHHOTO 32
skcrtyatanuio nannoit UCIIH.
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9.10. VYcranoBka wiu o6HoBieHue mnoacuctem MCIIJIH 10KHBI TPOBOAUTBCA B CTPOTrOM
COOTBETCTBHHM C TEXHOJIOTHEH MpOBEACHHUS MOAMPHUKAIMHA MPOrpaMMHBIX KOMIUICKCOB JaHHBIX
MOJICCTEM.

9.11. YcraHoBka u o6HOBiIeHHe 11O (CHCTEMHOro, TECTOBOTO M T.I.) Ha KOMIIbIOTEpax
[IPOM3BOIMTCS TONBKO ¢ OPUTMHATIBHBIX IMLEH3UOHHBIX UCTPUOY THBHBIX HOCHTEIEH; MPUKIIAAHOTO 10
- ¢ STAJIOHHBIX KOIHH MPOrPaMMHBIX CPEJICTB, OJTYYEHHBIX U3 apXHBa JUCTPUOYTHBOB yYCTaHOBJICHHOIO
IPOrpaMMHOI0 00€eCIIEYEHHUS.

9.12. Bce mobaBiseMble POrpaMMHBIE M alllapaTHbC KOMIIOHEHTHI JIOJDKHBI  OBITh
TIpeBApUTENBHO MPOBEPEHBI HAa PAOOTOCIIOCOOHOCTB, & TAKIKE OTCY TCTBHE OMACHBIX GbyHKIUH.

9.13. Tlocne ycranoBku (o6HOBneHus) [10 agMuUHHCTpaTOp MH(MOPMALMOHHON OE30MaCHOCTH
JIOJKEH TIPOU3BECTH TpeOyeMble HACTPORKH CPEJICTB YIIpaBIeHHs JOCTYIIOM K KOMIIOHEHTaM KOMIIBIOTEPA
¥ TIPOBEPHUTH paboTocnocoOHOCTh 10 M MPaBUILHOCTH UX HACTPOUKH M IPOU3BECTH COOTBETCTBYIOLIYIO
samuch B JKypHane ydera HemrratHsix cutyanuid B MCII/IH, BBIIOTHEHHS npoQHUIAKTHYECKUX padoT,
YCTAHOBKM M MOAM(HKALMK POrPaMMHBIX cpeacTs Ha komnbrotepax MCII/IH cornacHo IpHIIOKEHHIO
Ne 4 x TTonoxkeHHIO, JeaeT OTMETKY O BBINOJHEHHHU (Ha 0OOpAaTHOM CTOPOHE 3asABKH) U B TeXHHYECKOM
nacropre.

9.14. ®opmar 3anuceii Kypuana ydera HemTaTHeX cuTyauuid VCIIJIH, BbINOIHEHHS
NpOHUIAKTHYECKUX PabOT, yCTAHOBKH M MOU(HUKALINK IPOrPAMMHBIX CPE/ICTB HA KOMITBIOTEpax NCIIn
yCTaHABIIUBACTCS AUPEKTOPOM.

9.15. [1pr BOSHHKHOBEHHH CHTYallui, TpeOYIOIMX Mepeiaul TEXHUIECKUX CPE/ICTB B CEPBUCHBIN
LEHTP C LENbI0 PEMOHTA, OTBETCTBEHHBbIH 3a okcrtyaramuio VICIIIH 1oK1aapBaeT 00 sTOM
OTBETCTBEHHOMY 3a 3allUTy HH(OpMAIMH, KOTOPHIH B CBOIO OYepelb CBA3BIBAETCA C COTPYAHMKAMH
opraHa 110 arTecTauuy (B cliy4ae, €ClId IPOBOJMIACH ATTECTAlKs) U B Ja/IbHEHINEM JICHCTBYET COrTIaCHO
MX MHCTPYKIHSM. B JaHHOM cllyyae aJMHHHCTPaTOp WH(MOPMAUMOHHOH Oe30MacHOCTH 00s13aH
[peIPUHATh HEOOXOMMBIE MEpPbI U 3aTHPaHHs 3allMIIAeMOi HH(OPMAIMH, KOTOpas XpaHWIack Ha
JMCKaX KoMmmbloTepa. OpurHHAIBI 3aiBOK (JIOKYMEHTOB), Ha OCHOBaHHM KOTOPBIX ITPOM3BOJUINCH
M3MEHEHHs B COCTABE IPOIPAMMHBIX CPEICTB KOMIIBIOTEPOB C OTMETKAMH O BHECEHHH H3MEHEHUH B COCTAB
IIPOrPaMMHBIX CPEJICTB, AOKHBI XPaHUTLCS BMECTE C TEXHUYECKHM IaCOPTOM Ha WCIT/Ix u Xypnaiom
yueta HemTaTHBIX curyanuit VICIIJIH, BBINONHEHHS NPOQHMIAKTMYECKHX pabOT, yCTAHOBKH M
MOAM(HKALMKM TIpOrpaMMHBIX cpeacTB Ha KommbioTepax HCIIJIH y OTBETCTBEHHOTO 3a 3aIlUTy
uH(pOpMAIIH.

9.16. Koruu 3asiBOK MOTYT XPaHHTBCS Y aIMUHUCTPATOpa HHGOPMaIMOHHON GE30TaCHOCTH:

- 1uts BocctaHoBienus koudurypamuu UCIT/IH nocie aBapui;

- 1 KOHTpojis npaBomepHoctH ycraHoBku Ha WCIIJIH cpeacts juid  pelleHUs
COOTBETCTBYIOIIMX 33/1a4 IpH pa300pe KOHQIMKTHBIX CUTY al[HH;

= JUIs IPOBEPKH MPABUIIBHOCTH YCTAHOBKH M HacTpoiiku cpeacts sawutel UCITIH.

9.17. DaKT YHAUTOKEHHUS TAHHBIX, HAXOAMBIINAXCS HA IUCKE KOMIBIOTEPA, 0QOPMIILETCS aKTOM 32
MOANNCHIO aJMHHUCTpaTOpa HH(POPMAIMOHHON 0e30MacHOCTH W pabOTHHKA, OTBETCTBEHHOrO 3a
skcryararmio ganHoi UCIH.

9.18. C menplo cOOIONCHHS NMPHMHIMIA MEPCOHATBHON OTBETCTBEHHOCTH 3a CBOH [ICHCTBHA
Ka)kKZI0My paGOTHHKY, JONYIIEHHOMY K padore Ha KommbroTepax KonkperHod MCIIIH, momxno OBITH
COMOCTABJIEHO [ePCOHATFHOE YHUKATBHOE UMs (ydeTHasl 3aIich T10JIb30BATENs), IO KOTOPEIM OH OyeT
PErUCTPUPOBATHCS U pabOTaTh Ha JaHHOM KOMIIBIOTEPE.

9.19. Wcnonp3oBaHue HECKOIbKUMH cotpyaaukamu npu padore B MCIIJIH ogHoro m toro ixe
HUMEHH 110J1b30BaTelIs («rPyIIIOBOrO UMEHH») 3alIPEIICHO.

9.20. Ilpouemypa perucTpanyi (Co3JaHus YUETHON 3aMUCH) OJIB30BATENIs U IPEOCTaBICHAS EMY
(WM M3MeHeHHs ero) mpas goctyna K pecypcam MCIIJIH MHMIMHPYETCs 3asSBKOH OTBETCTBEHHOTO 3a
skcrutyararuio ganHoi MCIIJIH, B KOTOpO# yKa3bIBaeTCs:
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—  cozepkaHMe 3ampalldBaeMbIX W3MEHeHMH (permcrpauus HoBoro momb3osarens WCIIIH,
yJlaJleHHe YYETHOM 3allucH MOJIb30BaTeNs, PaCIIMPEHHE MM Cy)KEHHE MOJHOMOYMH M IpaB JOCTyNa K
pecypcam UCII/IH paHee 3aperucTpUPOBAHHOIO TOJI30BATES);

—  JJOJDKHOCTH (C TIOJTHBIM HAMMEHOBAHUEM OT/ieNa), (paMHIUs, UM U OTYECTBO PAOOTHHKA,

—  ¥M3 nonb3oBartes (YY4eTHOMU 3alucH) JaHHOTO PabOTHUKA,

—  [OJHOMOYHMS, KOTOPBIX HEOOXOAMMO IIMIIMTH IOJB30BATENs] MM KOTOPbIE HEOOXOIMMO
7106aBUTB MOJIB30BATENIO (ITyTeM YKa3aHHs peliaeMbIX nojb3obaTeneM 3anad B UCIIn).

9.21. 3asBKY paccMaTpMBaeT OTBETCTBEHHBII 32 OPraHU3aLKI0 00pabOTKH MEPCOHATBHBIX JaHHbIX,
BU3MpYd €€, YTBEPKIas TEM CaMblM MPOU3BOJICTBEHHYIO HEOOXOIMMOCTh JOMyCKa (M3MEHCHHUs IpaB
JI0CTyIIa) JAHHOTO PabOTHHKA K HEOOXOJUMBIM Ul PEIICHUS UM YKa3aHHBIX B 3asBKE 3aJa4 pecypcam
WCIIJ]1. 3aTeM NOINKMCHIBAET 3aaHHe aIMHHUCTPATOPY MHPOPMANMOHHON 0€30MacHOCTH Ha BHECEHHE
He0OXO0IMMBIX M3MEHEHHUH B CIIMCKHU Mob3oBatelieil cooreTcTByomux nojacucrem UCI/IH.

9.22. Ha OCHOBaHMHM 3aJaHHS, B COOTBETCTBHM C JOKYMEHTALMEHd HaA CPEJCTBa 3alllUThl OT
HECAHKIHOHMPOBAHHOIO JIOCTYIa, aAJMHHHCTPATOpP HH(OPMAIHMOHHONH O€30MaCHOCTH IPOH3BOIUT
HEeoO0XO0MMBIE OIEpAlldH 10 CO3AaHMI0 (YIAIEHUIO) YUYETHOH 3aIlMCH I10Jh30BaTellsl, IIPHCBOCHHUIO EMY
HAYaJIBHOTO 3HAYCHHS Naposis (BO3MOXKHO TAaKKE PETHCTPALMIO IEPCOHATBHOTO HIECHTU(DUKATOPA),
3asBJICHHBIX IIpaB jgoctymna K pecypcam UCII/IH u apyrue HeoOXoauMble N€HCTBUS, yKa3aHHBIE B 3alaHUH.
JI1s1 Bcex MOJIb30BaTeei JOKEeH OBITh YCTaHOBIIEH PEXKUM IIPUHY IUTEILHOTO 3aIpoca CMEHbI IIapoJis HE
pexe 0JIHOTO pa3a B TeyeHue 360 qHen.

9.23. TMocse BHeCEHHS M3MEHEHMI B CIIMCKH I0JIb30BaTeNell aIMHHUCTPATOp UH(POPMAMOHHOM
GEe30MacHOCTH JOJDKEH O0OECIeuMTh HACTPOMKH CPEJICTB 3allUThl, COOTBETCTBYIOLIME TPEOOBAHHUSIM
6ezomacHoctd ykazanHoit MCIIJIH. Ilo OKOHYaHHMH BHECCHUs U3MEHEHHH B CIIMCKH MOJIb30BaTelCH B
3asBKe JeJaeTcs OTMETKAa O BBIMOJHCHHUU 3aJaHUs 3a IOANKCHIO HCIOJIHHUTENS - aJIMHUHHCTPATOp
HH(GOPMAIMOHHOM 0€30MacCHOCTH.

9.24. PaGOTHHUKY, 3aperHCTPUPOBAHHOMY B KadecTBe HOBOro moib3oatens MCIT/IH, coobumaercs
MMSI COOTBETCTBYIOIIETO €My I10JIb30BATENs ¥ MOXKET BbIIABATHCS NEPCOHATBHBIA HACHTH(GUKATOD (11
paGoTHI B peXMMe yCUIEHHON ay TeHTU(UKALHH) i HaYaIbHOE(-ble) 3HaUeHHe(-1s) aposisi(-ei), KoTopoe(-
ble) OH 00513aH CMEHUTH IIPU TIEPBOM XK€ BXOJIE€ B CHCTEMY .

9.25. HcmonHeHHBblE 3asBKa M 3alaHue (3a MOINKCHIO aJMUHHCTpATOpa HHPOPMAIMOHHOMU
6€30IMacHOCTH) MEPENAIOTCS TUPEKTOPY Ha XpaHEHHE, KOTOPBIE MOTYT BIIOC/ICICTBUH UCIIOIb30BaThCA:

—  JuId BOCCTAHOBJIEHHS MTOJHOMOYHUIT mosb3oBaTeneit nocie asapuii MCII/IH;

— 118 KOHTPOJISl MPABOMEPHOCTH HAJIMYMS Yy KOHKPETHOIO IOJIb30BaTellsl IpaB J0CTyIa K TeM
wi uHBIM pecypcam VCTT/{a npu pa3dope KOH(IMKTHBIX CHUTYallMi;

—  JUIA IPOBEPKHU COTPYAHUKAMH KOHTPOJIMPYIOIIUX OPTaHOB MPABUJIbHOCTH HACTPOMKHU CPEICTB
pasrpanuyenus poctyna k pecypcam UCII/IH.

10. TlopsiioK KOHTPOJIsI COO/TIOICHHS YCI0BHH HCIO0/IL30BAHHS CPEACTB 3aIHThI
uH(popMAaINHU, B TOM YHC/JIe KPHITOrpaguIecKuXx

10.1. Jlammeni pasgen IlosoxeHus ONpenessieT MOPSNOK KOHTPOJS COOJNIOIEHHS YCIOBHH
HCII0JIE30BaHMs CPE/ICTB 3alMThl HHpopManuH (gaiee - C3M).

10.2. TexHHYeCKUE CPEICTBA 3AIUTHI MH(GOPMAUH SBISIOTCS BaXKHBIM KomnoHeHToM Ob I1/1H.

10.3. Iopsimok paboTsl ¢ TexHuyeckumu C3M onpeneneH B COOTBETCTBYIOIIUX PYKOBOJACTBAX 110
HacTpoiike M ucroib3oBanuio C3VM  oOs3aTenbHBIX  JUIS  MCIHOJHEHHsA, Kak pabOTHHKaMH,
06pabaTHIBAIOIMMH KOH(MUIEHIMATBHYO UHYOPMALHIO, TaK M aJIMHHMCTPATOPOM HH(OPMALHOHHOM
oe3omacHocty UCIT/H.

10.4. TIpaBo HpOBEpKH COONFOJEHHS YCIOBHI HCIIONB30BaHHS CPEICTB 3alIUTBI UHPOpMALHH
UMEIOT:

— - IUPEKTOD;
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— - OTBETCTBEHHBIN 3a OpraHU3aImio 00pabOTKU MePCOHAIBHBIX JITaHHBIX;

— - aIMHHHACTPATOP MHPOPMAMOHHON 6E€30IaCHOCTH.

10.5. ITonb3oBarento MUCII/IH kareropuyecku 3anpemaercs:

- 00pabaTbIBaTh KOHMOUICHIIHATBHY IO HHPOpMALHIO ¢ OTKIIoueHHbIMU C3U;

- MeHATh HacTpoiiku C3U.

10.6. AaMuHHCTpaTOpy HH(POPMAIMOHHONH O€30IaCHOCTH 3alpelaeTcs MEHATh HaCTPOMKH
nporpammHo-anmnapaTHbix C3U, npexycTaHOBIEHHbIE CIIEIHATACTOM OPraHU3allMy, UMEIOLIEH JTHIICH3UIO
Ha JEATEIBHOCTD M0 TEXHUYECKOH 3amuTe nHPOpMaLuu, 0€3 COriacoBaHus ¢ 9TOM OpraHu3alyen.

10.7. Ecnu B X0[i¢ MEPHOIMUYECKUX, TUIAHOBBIX WM BHe3amnHbIx mpoBepok MCII/IH BeIABIEHO
Hapyuienue TpeGoBanus 1. 10.5, TO MPOBOAMTCS pacclieOBaHHE COIVIACHO IYHKTY 4.7 IaHHOro
[Tonoxenwus.

10.8. Kpunrorpadpuueckue C3W MOMKHBI HCIOJIB30BaThCS B COOTBETCTBUHM C TEXHHYECKOH H
9KCILTyaTallMOHHOM JIOKyMEHTalluel Ha HUX, a TAaK)KE B COOTBETCTBUU C IIPABHJIAMU I10JIb30BAHHUSA HMH.

11. HOpﬂ).]OK OXPpaHbI U A0IYCKA MOCTOPOHHUX JIMI B 3al{HINIaeMbl€ TOMEICHH ST

11.1. Hacrosimee IlomokeHune ycCTaHABJIMBAET MOPSIOK OXpaHbl 3alMUINAEMBIX I[TOMEIIEHHH
NCTI/n.

11.2. BekpbITHE ¥ 3aKpBITHE TIOMEIIEHUH OCYIEeCTBIsIeTCs pa0OTHUKaMHU, PaOdOTAOIIMMHU B IAHHBIX
MOMEILEHUSIX.

Crucok pabOTHUKOB, UMEIOUIUX NPaBO BCKPHIBATH NOMEIIECHUS, YTBEPKAAETCS JUPEKTOPOM.

11.3. Ilpu oOTCYyTCTBUM pabOTHUKOB, OTBETCTBEHHBIX 3a BCKPBITHE IIOMEUICHUH, JaHHBIE
MIOMEIIEHHSI MOTYT OBITh BCKPBITHI KOMHCCHEH, CO3JaHHOW Ha OCHOBAHUHU DACIOPSKEHHS, O YeEM
COCTaBJISIETCS aKT.

11.4. Ilpu 3aKpbITUH TOMEIICHUNH paOOTHUKH, OTBETCTBEHHBIE 3a IIOMELIEHMS, IIPOBEPSIOT
3aKpbITHE OKOH, BBIKJIIOYAIOT OCBEIEHHE, OBITOBbIE IMPUOOPBI, OPITEXHUKY H  I[POBEPAIOT
[POTHUBOIIOXKAPHOE COCTOSHUE MOMEINEHHs, a JOKYMEHThl M HOCUTEIM HH(pOpMaluH, Ha KOTOPBIX
COZIEP)KUTCS KOH(HICHIIMAbHAss HHpOpMaIHsl, YOUparoTcs /IS XpaHEHHs B OIedyaTbIBaeMbId cedd
(MeTayMyecKkuii mKad).

11.5. Anmunuctparop uH(OpManuoHHOK Oe3omacHocTH opranuszyer npoBepky MCII[IH Ha
peaMeT HeCAaHKIIMOHMPOBAHHOTO JJOCTYTIA K KOH(pHICHIIUATbHOM HH(POPMAIIUHN U HATMYHE JOKYMEHTOB U
MalIMHHBIX HOCUTENeH uHdopmaum.

Ecnu oOHapy)XeHO BTOpXKEHHE B 3alllUIaeMoe IOMEIIeHHe, TO HeOoOXOIHMMO IEHCTBOBAaTH B
nopsiJike, ykazaHHOM B IyHKTe 4.7 Hactosiuiero [lonoxxenus.

11.6. B coorBercTBUU ¢ TpeOoBaHUsAMH JaHHOTO I[lonokeHus mpu oOpaboTke 3amuIIaeMoin
nHpopmar B MCIIJIH HCKITIOUUTH HEKOHTPOJIUpPYyeMOe NpeObIBaHHE NOCTOPOHHHUX JIMI B Ipejaesax
rpanui] koutpoaupyemoii 30ub1 UCII/TH, onpeneneHHbIX COOTBETCTBYIOLIUM IIPUKA30M.

12. Tlopsaok cTHpaHHUSA 3aIHINAeMOi HHPOPMAIIHH H YHHYTOKEHHS HOCHTEJICH
3amumaemoii HHpopManuu

12.1. B o0s3aTebHOM MOPSAKE YHUYTOKEHHUIO MOJJIEKAT IOBPEXKICHHBIE, BBIBOJUMBIE H3
OKCILTyaTallid HOCHTENH, COJepIKalllie 3alluI[aeMyl0 HH(GOPMALHIO, HCIOJIb30BaHHE KOTOPBIX HE
npeanosiaraeTcss B jganbHednieM. CTHpaHHIO MOJUIeKAT HOCUTENH, COJAEpKallde 3allUIaeMyro
HH(OpMAINIO, KOTOPBIE BBIBOAATCS U3 dKciutyatauuu B coctaBe MCII/In. He momyckarorcs crupaHue
HEHCIIPaBHBIX HOCUTENIEH W Iepejadya UX B CEPBUCHBIA LIEHTP U1 PEMOHTA. TaKkue HOCUTEIH JIOJDKHBI
YHHYTOXXKaThCS B COOTBETCTBUU C HacTosmuM [lopsakom.

12.2. Ctupanue QOKHO MPOU3BOIUTHCA IO TEXHOJOTHH, MPETYyCMOTPEHHOHN AJIs JaHHOIO THUIIA
HOCHTEJISl, C IPUMEHEHUEM CepTU(HUIIMPOBAHHBIX CPEJICTB rApaHTHPOBAHHOTO YHUUTOXKEHHUS HH(PopMauu
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(nomycKaeTcsi 3a7eiiCTBOBATh MEXAHM3Mbl 3aTHPAHHs BCTPOSHHbIE B CePTH(HIMPOBAHHBIE CPE/ICTBA
3aIUTH HHPOPMAIIHH). '

12.3. YHHUTOXKEHHE HOCHTEIEH IPOM3BOIMTCS IyTEM HAHECCHHS UM HEYCTPaHUMOTO HHU3HYECKOro
TOBPEXIEHHS, HCKITIOYAIOIIET0 BO3MOKHOCTh UX UCTIOJIb30BAHMUS, @ TAKIKE BOCCTAHOBIICHHS MH(pOpMaLUK
(IIepel YHHUTOKEHHEM, €CIIM HOCHTEIb HCIIPABEH, I0JDKHO OBITh MPOM3BEICHO TAPAaHTUPOBAHNE CTUPAHHUA
uHbOpMAIMM Ha HocHTelse). HemocpencTBeHHbIE JEHCTBHS IO YHHYTOXKCHHIO KOHKPETHOrO THIIA
HOCHTEJIS I0JDKHBI HCKITIOYATh BO3MOXKHOCTb BOCCTAHOBJICHUS HH(QOPMALUH.

12.4. BymMaXHble M MpOYHE CropaeMble HOCHTENH (KOHBEPTBI C HEMCIOJBb3YeMbIMH Ooriee
[apOJIsIMK) YHHYTOKAIOT IIyTeM CKHTaHHS MIIH C TIOMOIIBIO 00X OymMarope3are/ibHbIX MalliH.

12.5. Tlo ¢axTy yHHYTOKEHHS WIM CTUPAHHS HOCHTENICH COCTABJIAETCA akKT, B XKypHalIaX ydera

JIEJTAFOTCS. COOTBETCTBYIOLIUE 3aIMCH.
12.6. Tpoteayphl CTHpaHHsi ¥ YHHYTOXCHHS OCYIIECTBIIAIOTCS KOMHUCCHEH, B KOTOPYIO BXOJAT:

OTBETCTBEHHBIH 3a skcmuryaTaruio UCIIJ[H, OTBETCTBEHHBIH 3a 3alUTYy WH(pOpMALUH, aIMHHHCTPATOP
uH(pOpMALMOHHOHN 6€30MaCHOCTH.

13. 3akouuTeabLHbIE IT0J0KEHUA

13.1. TpeGosanus Hacrosimero Ilomoxkenuss —oOs3aTenpHBI IS BCEX pabOTHHKOB,
06pabaTHIBAIONIEX KOH(HIEHIHAIBHYIO HHPOPMALHIO (1IEPCOHATIBHBIC JAHHEIE).

13.2. Hapymrenne TpeGoBanumii Hacrosiero ITomoxenus BieyeT 3a cOOOH OTBETCTBEHHOCTb B
COOTBETCTBHH C 3aKOHO/IaTesIbcTBOM Poccuiickoit denepariu.



Sl 14! el Cl I 01 6
(AMg0oHRLIA)
(SUHIKOLhUHA) QUHIKOIINITOI (Ag0HBLIA)
QULEIEH earoradoornmdx XUIMgenodin QUHOIROIIMIIOII
UMHKOLhMHA | oJomaurogenod (¥uH I9HOROINOI WIddoLoX ‘NI HOMIIOI olmaunrogenodu
MDD IKOLhHHA) 3 UITY [9HIIGOHRLOA U (M90HBLIA) ‘aroradoorumdx
exoutoed vIrn KIr1BE0E9IOLI EULELEN oradorox g ‘arowadd EUHOhOIIMIIOLI S TENR:E: (16 1TO)
elye dowoy ‘OUD elR]f xigH1edeIIR edoWo erelf OUD
FOLHOWAMOY XI999hOII HUHDKOLRUHA ‘aLoradd
ouHeRIWHd] | xigHLIedenIR €U € HULELEH QO BXLONL() NEND (9M90HRLIA) UUHIROIINIIOI O BXLINWL()
8 L 9 S 14 ¢ 4
GOLHOIWANOY
XI999hOIIN
‘WHH X
GOLHIWANOY HUUITRLHOWAMOY
XI999ROIIN UUAdD | HOMOORMHXIL
GOLHOWANOY edOWOH ‘WHH U UOHH
XI999ROIIN 3 MMTTBLHOWANOY | OMITBIRALLIONE
BINIOHII O (edowoH o1 HOMOOhUHXJL U U ed
UUHOhALIOII d aroradooruudy OH4Ir1HI0g0d 110 I9HORAION | MooshH(edioruudy) | oHHOHMITRIRAIIONE | 1owddoormmdy
exounoed U eie]f | BLUALEdOLdIOon ‘O P dowoH u erelf 010X L) godBIrmwoee UED edowoH 2 9
OheI19d O BXLONL( UUHOhALIOL O BXLINL() edowoy I9HHOUITRd 1O 19 | MHRHOHIWHRL] /1 o\

FOLHIWAMOY XI99OhOII ‘WHH M HHITELHIWAMOY HOMIIhHHXIL H HOHHOMIELEAITIdNE ‘aLoraddoLnndd eL1dhA 01oHdBIrITNIEMCONI

OIMHINOIO [ M | suHMNMKOrud]]

ready




8 L 9 5 14 & [4 !
UUTTRLRALLIDNE (suHIImOWOL dOWOH) BIRY ‘(OJOHHOELILI410) LOhA elnuIruHedx

€M Q04198 O EUHIXOIrooRd oJomasHUdI ©H UMEOHRLOON | eIHIHHRAX dowoH (MI9HLOKK) /11

onHehoWHd[[| eie dOWOH U ele]f OLOJN JOMINION U BHITHINE(D ele]f rug UI9HHOMTRALOKID ] N

OIHHIXOI'O[ | M 7 duHxorndy]

muruaedx eLanA
readAyy




8 L 9 S 14 £ a
HudelHOWINOX BLOAL KUHOTg0dIn onHed0dHIdOL edarovadoormrdx
‘(MI9HII KLY ea1oradd olromaunrogodn ura [/DH
EUHREOdULIOOL | IIDASH/MITHIISIOA) QIINIAEAIOLION ‘BIr1REOEIIrOII EUH earoradoornudy vk | 10 uuiewdopuu
0JOHI2doRo EMHRA0dHLOOL ‘eLodL OJOHHIELJLIELO egoduroal | [7DH Lo gD edowoH | Mimimes ea1orado 11/11
ele]? 1RLIIrAEd ] OMHBEIOHOWHRH 9OUIIOIl ¥ BUHINED ele)/ QM HHONITRALOMId ] OMHBIOHOWHE] N

OIMHINOI'O] M ¢ JUHMKOrHd]]

unnenwdoduu 1inmes 941913dd BUHEg0dHLIIL 010MI3hHTOHdIN

rendAyy




L 9 S 14 (4 !
(Axages unewdopuu 9OULIOI HOUIIOL (MUITRALMO HOHLIBLIIIOH)

BH B)I199D) druIeE o NGE]] oMITeLRAIIIONE XH U HOLQLUHIOIIOH 19.00ed HOHHOHIrOLII9d 11/11

OUMHEROWMA[[ | BLOMIBHIIOLD 9OMIITO] | 2€ OJOHHIELOLE10 "O'U D ‘OUD QUHEBOHUILIO d0oxLIed )] erelf N

eH 9L13dd x19HWnwediodn HHIEMHPHIOW U UNFOHBLIA ‘Loged XxuddanruLerHpodn BHHIHINONIGE ‘H[[DY HUNEALHD XIIHLELIIOH BLIhA

OIMHXOL'O[] M § dHHMNorud||

HI7IIDU XedorLoraunod

read Ay




L 9 S 14 (3 [ !
HI/1IDU HLOOHORIIOEAQ
g o1o0ed X BIrd1ed0EIIOII oIl UNEUHRE002dL H KIQLBd0EdIr01I
MIOCHE0LOI O ULIOHIRIIOEAQ WOHHOOIL[O] | O HMHILWONBHEO HI/1IDU 2 04199h10 /11
onHehoWHd] | edored LOMHUI'R 9OUINTO] | 00 EIr1RdOEIIrOL IOUIITO] | WHREOHOWHRH ‘EWH ‘BULHNBQD elelf N

XIMHHRBY XI9H9I'BHOIAdI WBWILIHMD E—A==C=-&EQOA—~== M XI9HHIMALOY a—\n—OE.O,HNQQMA:dE BLOhA

OIMHINXOIO[ M § dMHMNKOrHd]]

rendAyy




L 9 S 14 £ [4 !
ea10wado
OJOMOOhMHXIL
HLOOHORIIOEIQ UMITEALUD JI9HIBLIIOH ereHd A ‘edoro1gINON
edoredLonHUNTR ‘MIOOHOBILIOEDQ HHHRE0QIdL oJowordogodu HIITIDU 11/11
SuHeRoWHd] | 9OULIO] | KUHOMIAARH JI9HHAIGBITY] OMHEBIOHIWHRL] OUHBHOHIWHMERH midogodu eie)y N

OIMHNOITO] [ M 9 JHHMNOrUd]]

gorend A xiaarodryarre Modagodn
rend Ay




0l 6 8 L ¢ 4 !

ULOOHIRIIOEDQ
edoredronHunIre sodogodn uHATg0dIn KIOLRF0E9I01 midogodu KIrQ1RdOEIIOL /11
onHEeRdWHd] | 9OMIIIO] | xereldrAead 0 BALOWLQ) JOHMIIO] | gUHOIg0dIl 1R | ‘4LOOHNIOV Q'Y D N

HAIrALEIOLAIr0oN 90MIdgeH B nuHeHe Modogodu
rendAyy,

OIMHINOITO[ M £ duHMKOIrHd]]




Il 01 6 8 L 9 S 14 ¢ 4 I
12410 Herad Hherad gudad
oJomiderad sodires (suAro0r WY vre]y ‘dowoyy
‘eXMHIAdLOD | BH WOLOFLO | € 9£ed10) HIf[]
qoumnood 0 BIN9OHII M BIIALOOY U BH eoodires
‘9LOOHKIOY BIRY U HHaIrgelo0Yodn 9LOOHRhHIl WIMOIEAdog0Lo0Y A nHenxedl BUHOhAICOIT BINIOUII 1/11
ouHehoWud] | “OUD dowoH "xop 0 BILINL() ‘QLHIWAMOY 0 BMHIII94)) OUD AR 16 N 'xXg N

OIMHIXOL'O] | M § duHMNMorud][

gododues xIgaHHINWIdIUn nunedroniaod
readAy




11 1] 6 8 L 9 S 14 ¢ 4 I
Loxell
oromasHudI HOOUIIRE
‘exHHrAd10o BIrOLIRhALON | wmherradon HI/[] ¥ XITHIIeNHHA eXHHIAdL0d
qoumdod nnnecsuHeldo qIraY | ndorarey | 04LOORHIOY ol
‘9 LOOHXIIOY AR 11 ou OHHOELOLIE10 | mgedllo | BLMEI /11
onHehOWHd] | “OU® N 'Xg | HegOoHOWHEH H]7] | XI9Worderradoll O KUHIIE)) OUD elelf N XU N

OIMHNOIO] | M ¢ duHMKOrHd]]

HY71] nunedroniad
read Ky




