Cuctema

O6pa3oBaHune
peKkoMeHOgOBaHO

MVHCTEPCTBOM
BO3BOAMMO V1A 4 T

KAK SAlLNTNTBCA OT KOMIbKOTEPHbBIX BUPYCOB

JTa namsTKa nomMoxeT Tebe 6e30nacHoO HaXoANTbCA B CETU

KOMNbOTEPHbLIN BUPYC - 3TO Nporpamma, OTINYUTE/IbHOW OCOOEHHOCTbLHD KOTOPOM
SIBNSIETCA CMOCOOGHOCTb K pPasMHOXEHWK. Bupycbl MOryt noBpeguTb WAM MOMHOCTbIO
YHUUTOXWUTb BCe (hai/ibl U AaHHble, NOAKOHTPO/bHbIE MO/b30BaTEND, OT UMEHN KOTOPOro
Oblna 3anylleHa 3apaXeHHas nporpamMma, a TakXe MOBPeaAnTb WUNn AaxkKe YHUUTOXWUTb
onepaumoHHY0 cuctemy co Bcemun ainamm B UeNOM. B 6OMbLIMHCTBE CNy4vaeB

PAacnpOCTPaHSATCSA BUPYCbl Uepe3 NHTEPHET.

MeTobl 3aLlinTbl OT BPEAOHOCHbIX NPOrpamMm

icnonb3yii COBPeEMEHHbIE OrnepaLoOHHbIe CUCTEMbI, UMEKOLLIME Cepbe3HbIli YPOBEHb
3aWNTbl OT BPEAOHOCHbIX MPOrpamm.

[MOCTOAHHO ycCTaHaBAMBai narym (UMQpPOBble 3annartkyu Ansa nporpamm) v apyrue
06HOB/IEHUA CBOEN onepauuoHHON cucteMbl. CKaumBail MX TONbKO C OhMLManbHOro
canTa paspaboTumka OC. Ecnm cyulecTByeT pexxmm aBToOMaTUUYeCcKoro o6HOB/EHUS,
BK/1OUYN €ro.

Pa6botah Ha CBOEM KOMMbKTEPE NOJA NpaBamMun  MOJb30oBaTens, a He
agMUHUCTpaTopa. 3TO He no3BO/MNT O6OJMbLINMHCTBY BPEAOHOCHLIX MNpOorpaMmm
NHCTaNNMpoBaTbCA Ha TBOEM MEePCOHa/IbHOM KOMMbIOTEPE.

icnonb3yii aHTUBMPYCHbIE MPOrpaMMHbIe MPOAYKTbl U3BECTHbIX NMPOM3BOAMTENEN, C
aBTOMaTn4ecknm o6HoBNeHMEM 6as.

OrpaHunyb U3NYECKNIA JOCTYN K KOMMbIOTEPY AN MOCTOPOHHUX NNL,

cnonb3yii BHELUHWE HOCUTeNW MHGopMauuu, Takne Kak newika, AUMCcK unm ain
N3 UHTEPHETA, TO/IbKO 13 NPOBEPEHHbIX UCTOYHUKOB.

He oOTKpbiBail KOMMbIOTEPHbIE (al/ibl, NOJIyYEHHbIE W3 HEHaAEeXXHbIX MCTOYHWUKOB.
Naxke Te ®annbl, KOTOpble Npucnaa TBOW 3HAKOMBbIA. Jlydlle YTOUYHW Y HEro,
OTAPaBNAN N OH Tebe UX.



Cuctema

Obpasosaue peKkoveHAOBaHO

MucnpcTBBU
wa3BBaMAAaA MHamu

KAK BE3OIACHO NOJIb3OBATbCA CETbHO WI-FI

3JTa namMaTKa NOMOXXeT Tebe 6e30mnacHO nonb3oBaTbea ceTbio Wi-Fi.

Wi-Fi - ato 6ecnpoBOAHON crnoco6 rnepefayvyn AaHHbIX, UCMOML3YIOWNIA pagnoCUrHanbl.
Wi-Fi - abbpeBuatypa OT aHrMMckoro cnosoco4vetaHus Wireless Fidelity, 4to gocnosHo
nepeBoAUTCA Kak 6ecnpoBOfHas TOYHOCTb. becnnatHblii MHTEPHET-A0CTYN B Kade, oTensax
N asponoprax HABNAETCA OT/IMYHOM  BO3MOXHOCTbKO BbIXOfga B WHTepHeT. Ho
obuenoctynHole cet Wi-Fi He aBnatoTcs 6e30nacHbIMMU.

CoBeTbl Mo 6e3onacHOMYy ncnosnb3oBaHuo Wi-Fi

He nepepaBail CBOK NNYHYHO MHpOpMauuio 4yepe3d obuienoctyrnHble cetn Wi-Fi.
|J PaboTasd B HUX, XenatefibHO He BBOAWUTb MaponM [OCTyMa, NOrMHblI U Kakue-To
HOMepa.

Mcnonb3yih 1 0OGHOBNSAA aHTUBUPYCHblE NMPOrpaMmbl U GpaHaMayep. Tem cambiM Tbl
o6e3onacullib cebs 0T 3aKaukn BUpYyca Ha TBOe YCTPOIACTBO.

MNpn wncnonb3oBaHum Wi-Fi OoTKIOUM (PYHKUMIO «O6WKin goctyn K dannam wu
npuHTepam». [aHHaa QyHKUMA 3akpbiTa MO YMOMYaHUIO, O[HAKO HeKOoTopble
No/sib30BaTe/in aKTUBUPYIOT ee A1 ya06CcTBa UCNob30BaHUsA B paboTte nnm ydebe.

He wcnonb3yii nybnuuHbiii Wi-Fi gns nepegayy NUYHbLIX AaHHbIX, Hanpumep Ans
BbIXO4a B COLIMANIbHbIE CETU WU B 3NEKTPOHHYIO MOUTY.

icnonb3yit TONbKO 3alnuleHHoe coeanHeHune yepe3 HTTPS, a He HTTP, To ecTb npwu
Habope Beb-agpeca BBOAN UMEHHO «https://».

B MoO6uibHOM  TenepoHe  oOTkIO4UM  QyHKumio  «llogknoveHne K Wi-Fi
aBTomMatmyecku». He gonyckan aBToMaTtmyeckoro nogkItvYeHns YCTPONCTBa K CETAM
Wi-Fi 6e3 TBOEro cornacus.


https://%c2%bb
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KAK BE3SOITACHO OBWATBCA B COUUNAJIbHbBIX CETAX

Jro namaTKa NoMoXkeT Tebe 6e3o0nacHO O6LLI,aTbCF| B cOUnalibHbIX CETHAX

CoyunanbHble CETU aKTUBHO BXOAAT B Hally >XX1U3Hb, MHOIMe ngn pa60Ta+0T N XXNBYT TaM

NOCTOSAHHO, a B Facebook yxxe 3apeructpupoBaH Muannap YenoBekK, YTO ABASETCS OfHOM

CG,EI,bMOI7I BCEX Xutenen nnaHetbl. MHOTMe Nosb30BaTe/IN HEe MOHUMAIOT, YTO I/IH(*)OpMB.LI,I/IFI,

pasMeleHHada UMW B COLUMA/IbHBIX CETAX, MOXET ObITb HaVIﬂ,eHa N NCMNOJIb30OBaHa KeM

YroZHO, B TOM YuC/e He 06513aTe/lbHO ¢ 6/1arMMm HaMepeHUsaMMU.

/7
ViV

CoBeTbl N0 6e30nacHOMY OOLLEHNIO B COLUMAIbHbIX CETAX

OrpaHM4yb CNUCOK [Apy3eill. Y Tebs B ApPY3bSiX HE [AOMKHO ObiTb ChAy4aliHbiX U
He3HaKOMbIX Ntoei.

3awuuiali cBOK 4YacCTHYO XMW3Hb. He yKasbiBail maponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUS W APYIYI0 NNYHYIO WHDOPMAaLUUIO. 3N10YMbIWIEHHUKA MOTyT
Mcnonb3oBaTh faxke WHMDOpPMaLUUIO O TOM, Kak Tbl U TBOW POAUTENU MNNaHuUpyeTe
NPOBECTN KAHWKY/bI.

3almiulai cBo penyTaluto - AepPXW ee B YUNCTOTe U 3ajaBali cebe BOMPOC: XOTes
Obl Tbl, 4YTOObLI [ApYyrve rMnonb3oBaTenu BUAENW, 4YTO Tbl 3arpykaews? Mogymai,
npeXae Yem 4YTo-To ONy6IMKOBaTh, HanNMUcaTtb U 3arpy3unTb.

Ecnn Thbl TOBOPULLIL C MIOALMW, KOTOPbIX He 3Haellb, HEe UCMO/Mb3yl CBOe peasibHOe
UMS N APYTYIO NINYHY0 WMH(POPMALMIO: UMS, MECTO XXWUTeNbCTBa, MECTO Yy4yebbl WU
npouee.

N36eraii pasmellleHUs oTorpaguini B UHTEPHeTe, rae Thl N306paXKeH Ha MeCTHOCTH,
MO KOTOPOI MOXHO OnpeennTb TBOE MECTOMO/IOXKEHNE.,

Mpn perucTpaumn B counanbHOM ceTU HEOBXOAMMO MCMNOJb30BaTb CNOXHbIE MApO/N,
cocToslime n3 6yks 1 UNMOP U C KOINYECTBOM 3HAKOB He MeHee 8.

ns COLI,I/Ia]'IbHOI\/JI cetTn, noYytbl U APyrmx camToB H€O6XO,£I,VIMO NCMOJ/Ib30BaTb pPa3Hble
naponun. Torga ecnu Te6a B3N1OMaloT, TO 3/1I0YMbIWTEHHUKW NMoaydaTt AOCTYMN TOJIbKO K

OAHOMY MECTY, a HE KO BCEM CpPaasy.



Cuctema
O6pas3oBaHune

KAK BESOIMNACHO PACITJTAUMNBATBCH
SNIEKTPOHHbBIMW AEHBI AMW

JTa namaTKa NomMoxeT Tebe 6e3onacHO pacniadynBaTbCA INNEKTPOHHBIMU AEHbIaMW

ONeKTPOHHblIe JAeHbIN - 3TO O4YeHb YAOOHbIA crnocob nnarteXkein, OfHaKO CYLLeCTBYHT
MOLLUEHHWKW, KOTOPbIE XOTAT NOMYYNUTb 3TU AEHbIN. DNEKTPOHHbIE AEHBIN MOSBUINCL COBCEM
HelaBHO M MMEHHO M3-3a 3TOro BO MHOIMX rocyaapcTBax A0 CUX MOP He MPONUcaHo npo
HUX B 3aKOHax.

B Poccum e OHN (PYHKLMOHUPYIOT U O HUX Y)Ke MPONUcaHoO B 3aKOHe, rae nx pasgensior
Ha HECKO/IbKO BMAOB - aHOHWMHbIE N HEAHOHWUMHbIEe. Pa3HuLa B TOM, YTO aHOHUMHbIE - 3TO
Te, B KOTOPbIX pa3peluaeTcs NpoBOAUTb onepauun 6e3 ngeHtTupurkaymn nonb3osarens, a B
HeaHOHMMHbIX UAEHTUGMKALMSA NONb30BaTeNsa ABMSETCAS 06a3aTelbHOMN.

Mepbl 3aLLNTbl 3NEKTPOHHbLIX AEHEer

[MpUBSHXXN K cHETYy MOOWNbHbLIA TeneoH. 3TO caMblii YAOOHbLIA N ObICTPbLIA CNOCO6
BOCCTAHOBUTb AOCTYN K cyeTty. [MpuBA3aHHbIA TeneoH MNOMOXXeT, ecnu 3abypgellb
CBOW NnaTeXXHbl Naposb Un 3ailfellb Ha caT ¢ He3HaKOMOTO YCTPOWCTBA.

Mcnonb3yli ogHopasoBblie Naponn. Nocne nepexofa Ha YCUNEHHYH aBTOPU3aLIUIO
Te6e yXe He 6yAeT yrpoXkaTb OMacHOCTb KPaXKW WM nepexsata MaTeXHoro
napons.

BblGeEpU CNOXHbIA Naponb. MpecTynHukam 6yaeT He NPOCTO yragaTb C/OXHbIN

naponb. HagexxHble Naponn - 3To Napo/in, KOTOpble coaepXKaT He MeHee 8 3HAKOB U
BK/OUAOT B CeOS CTPOUHbIE W MPOMNUCHbIE OYKBbI, LMMPbI U HECKO/LKO CUMBOJIOB,

Takne Kak 3Hak gonnapa, pyHTa, BocknuuaTtenbHblin 3HaK. Hanpumep, StROng!;

He BBOAM CBOW NIMYHbIE AaHHbIE Ha canTax, KOTOPbIM HE AOBEPAELLD.



Cuctema
O6pa3oBaHune

KAK BESOINACHO TNOJIbSOBATbCH
SNNEKTPOHHOWM TOYTOU

JTa namaTKa nomMoXeT Tebe 6e30nacHO Mo/b30BaThCA 3ﬂ€KTpOHHOI7I noyTomn

ONeKTPOHHaA noyTa - 3TO TEXHONIOTNA N NpPefocTaBisAeMble eto YCyru no nepecoblsike
N NOJIYYEHUIO 3/IEKTPOHHbLIX COOOLLEHUI, KOTOpble pacnpefenstoTcss B KOMIMbIOTEPHON
ceT. OObIYHO 3NEKTPOHHbIA  MNOYTOBLIA  AWMK  BbIMAAUT  Clegyrowmm  o6pasom:
NMA_NONb3oBateNa@umMa_gomeHa. TakXke, Kpome nepefadn MNpPoCcToro TeKcTa, WMeeTCH
BO3MOXXHOCTb Nnepepgasatb hasibl.

Mepbl 3aLUTbl 31EKTPOHHOW NOYThI

Hafgo BbliOpatb NpaBW/ibHbIA MNOYTOBLI CEPBUC. B MHTEpPHETE eCTb OrPOMHbIN BbIGOP
6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO /lyylle [0BEPATb TEM, KOro 3Haellb U KTO
NepPBbIA B PENTUHTE.

He ykasblBali B NMYHOW MNoYTEe NNYHYO MHDopMauuto. Hanpumep, nydwe BblbpaTtb
«My3blKa/lbHbI_(haHaT@» UM «pok2018@» BMecCTo «aHApei2005@ ».

cnonb3yin ABYyXaTanHyto aBTopusayunio. 3To Korga noMmMMo naposis HY>XHO BBOAUTb
Kog, NpucbliiaeMblii No SMS.

BblGepn CNOXHbIA Maposb. 08 KaXAoro rnovtoBOro sluyka AO/MKEeH ObiTb CBOW
HaAEeXXHbIN, YCTONYMBBIA K B3/IOMY Napo/ib.

Ecnn ecTb BO3MOXHOCTb Hamnucatb CamMOMYy CBOW JIMYHbIA BOMPOC, WUCMO/b3YyN 3Ty
BO3MO>XHOCTb.

icnonb3yiAi HECKONbKO MOYTOBbIX SWMKOB. [lepBbli ANa 4YacTHOW Nepernuckn ¢
(7) afgpecatamn, KOTOPbIM Thbl [OBepsiellb. OTOT 3NEKTPOHHbIA afApec He Haao
MCnonb3oBaTb NPU perncTpaunm Ha opymax u camrax.

He oTKpbIiBail (ainibl 1 Apyrne BNOXEHUS B NUCbMax, Ja)e eCciv OHW MPULLIA OT
N  TtBOMX Apy3eii. Jlydlle YyTOUHU Y HUX, OTNPABASANN 1 OHWN Tebe 3TW aiinbl.

[Mocne OKOH4YaHMS pPaboTbl Ha MNOYTOBOM CepBUCE Mepeq 3akKpbiTUEM BKIagKU C
CaMTOM He 3a0yb HaXkaTb Ha «BbINTW».



Cuctema
O6pa3oBaHune

KAK SALLNTUTBECA OT KMBEPBYNITNHTA

JTO NamMATKa NOMoXeT Tebe 3alLNTUTDBCA OT BUPTYa/IbHbLIX U3AEBATE/NILCTB

KnéepbynnuHr - npecneioBaHue COOOLLEHUSMN, coAepXalnmm OCKoponeHus,
arpeccuto, 3anyrmBaHue; Xy/quraHcTBO, couMaribHOe 6GOMKOTMPOBaHME C MNOMOLLbIO

pa3nnMyHbIX NHTEPHET-CEPBUNCOB.

CoBeTbl Mo 60pbL6Ee C KN6epbyNINHIOM

He 6pocaiica B 60ii. Jlyuwnii cnoco6: NOCOBeTOBAaTLCA, Kak cebs BECTU, U ecnn HeT
TOro, K KOMY MOXHO 06patuTbCA, TO BHaudane YCnoKouUTbCA. ECAM Tbl HauHellb
oTBeYaTb OCKOPOGMEHMAMU Ha OCKOP6MeHMs, TO TOMbKO elle 60/blie pasoXxKellb

KOH(INKT.
Ynpasnsaii cBoen Knbeppenyraymnen.

AHOHMMHOCTbL B CEeTU MHUMas. CyLLI,eCTByI-OT CNOCOObl BbIACHUTL, KTO CTOUT 3a

AHOHMMHbIM aKKayHTOM.

He cTouT BECTU Xy/IMTaHCKNIA 06pa3 BUPTYyanibHOW XN3HN. VIHTEpPHET (UKCUpYyeT Bce
TBOM [EeWUCTBUA U COXpaHsaeT wux. Ypganutb WX OyaeTr KpalHe 3aTpygHu-

TenbHo. Co6ntoaai CBOK BUPTYasibHYH YeCTb CMO/OY.

NrHopunpyin eguvHu4Hbli HeratuB. OfHOpasoBble OCKOpOUTeNbHble COO0O6LLEHUS
nyduwe urHopmpoBaTb. OBbIYHO arpeccusa npekpatliaeTcsa Ha HayabHOW CTagun.

baHb arpeccopa. B nporpammax oOOMeHa MIHOBEHHbIMW COOOLLEHNAMU, B
couuasnbHbIX CeTAX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMPaBKM COOOLEHUN C

onpeaeneHHbIX apecos.

TBOM [OeicTBMS, €eCcnuM  Tbl CBUAETENb KNOepOynnmMHra: BbICTYyMUTb  MNPOTUB
npecnepoBartens, nokasatb €My, 4YTO €ero [AelcTBUS OLIEHUBAKOTCA HeratMBHO,

nogagep>artb >XXepTtsBy, KOTOpOI7] HY>XHa T[CUXoJsiorm4eckad nMnomMoulb, COO6LLI,I/ITb

B3POC/ibIM O CbaKTe arpeccnMBHOro nosegeHnAa B CeETN.



Cuctema
O6pa3oBaHune

KAK BE3OIACHO NOJIb3OBATbCH
CMAPT®OHOM, NMNJTAHWETOM

JTa namaTKa NOMOXXeT Tebe 6e30nacHO NoJib30BaTbCA MOOU/TbHLIMN yCTp0I\/’ICTBaMI/I

CmMapTPOHbl M nNNaHWeTbl cogep)Xatr B cebe B3POCAbLIA (YHKUMOHAN W MOTYT
KOHKYypupoBaTb CO CTauuoHapHbIMKU KoMmMbloTepamu. OpHaKo CpPefcTB 3aliuTtbl AN
NOAOGHbIX YCTPOWCTB MOKa Maso. TecTupoBaHMe N MOUCK YS3BUMOCTE B HUX MPOUCXOANT
He TaK MHTEHCUBHO, Kak ans MK, To >ke camoe KacaeTcsi U MOOU/IbHbIX MPUNOXKEHWUIA.
CoBpemMeHHble MOOW/IbHbIE Gpay3epbl Y)Xe MNpakTU4ecku AOrHann HacToJibHble aHanorw,
oAHaKo paclwmpeHue (PyHKUMOHaNa Bne4vet 3a COO0M OOMbLIYID CMNOXHOCTb U MEHbLUYHO
3awmueHHocTb. [lafieko He BCce MPOW3BOAUTENN BbINYCKalOT OOHOB/IEHUSA, 3aKpbiBatoLWme
KpUTU4YecKue ysa3BmmMOCTU 471 CBOUX YCTPOMCTB.

CoBeTbl N0 6e30MacHOMY MUCMOMb30BaHUKO MOBW/IbHbIX YCTPOMUCTB

Huyero He gBnfeTca no-Hactodwemy 6ecnnaTHbIM. byab OCTOpOXXKeH, BeAb Koraa
Tebe npeanarakloT 6ecnnatHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO lJiaTHblIE

ycnyru.

Aymain, npexage yem otnpaButb SMS, poTo nam Bnaeo. Tbl TOYHO 3Haellb, TAe OHU
6yAyT B KOHEYHOM uUTOre?

Heo6xoanmMo 06HOBNSTL ONnepaLoHHY0 CUCTEMY TBOEro cMapTdoHa.

;; icnonb3yii aHTUBUPYCHbIE MPOrpamMMbl A1 MOOGU/bHbIX TeNe(POHOB.

& He 3arpyxaii NpUNoXeHUs OT HEM3BECTHOTO UCTOYHMKA, BEAb OHW MOTYT COAEPXaTb
Z} BpefoHOCHOEe NporpammMmHoe o6ecrneyeHue.

[locne TOro Kak Tbl BblAfELWb C caiTa, rae BBOAWI NUYHYIO MHGOPMaLMIO, 3aiign B
HacTpoOWKM 6paysepa mnynann cookies.

< MNeproanyeckn NpoBepsii, Kakne nnaTHble YCNYr akTMBMPOBaHbl HA TBOEM HOMEpE,

[laBaii cBOM HOMepP MOOWIBLHOrO TeneoHa TOMbKO NKHOAAM, KOTOPbIX Tbl 3Haellb W
KOMY [OBepsieLlb.

Q.. Bluetooth fo/mkeH 6bIThb BbIKNHOYEH, KOrAaa Tbl UM He Mo/b3yellbcs. He 3abbiBai

==: MNHOrAa NPoBepsTh 3TO.



Cuctema
O6pa3oBaHune

KAK BESOITACHO VNI'PATb ONLINE

JTa namsTKa nomMoXeT Tebe 6e30MacHo MrpaTb B UHTEPHETE

Online-urpbl - 3TO0 Kpaco4Hble, 3axBaTbiBalOllMe pa3BieyYeHnsi, 06beanNHAIOLLME COTHU
TbiCAY 4YENIOBEK MO BCEMY MUpY. VTpoKuM nccneayroT AaHHbIA MM MUP, o6LaroTca Apyr ¢

APYrOM, BbIMOMHAKT 3afaHus, CcpaXakwTca C MOHCTpaMu M Moay4yarT onbiT. 3a
Y[I0BONbCTBME OHW MNNATAT. MOKyMakwT AUCK, OnjayMBaldT aboHEMEHT WAKM NpuobpeTaroT

Kakue-To onuum.

Bce aTu cpeactBa mayT Ha noadepykaHne M pasBUTUE WUMPbl, a TakXKe Ha 6e30MnacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOpM3aL MUK, BbINyCKAKOTCA HOBble natunm (UMGpPOBbIE
3annatku ans nporpamm), 3akpbiBatoTCs yS3BMMOCTN CEPBEPOB.

B nogoGHbIX urpax CTOMT onacaTbCs He CTO/IbKO CBOWMX COMEPHWKOB, CKOJIbKO KpPaXku
TBOEro Naposs, Ha KOTOPOM OCHOBaHa CMcTemMa aBTOpu3aLmmn 60NbLLIMHCTBA UTP.

Mepbl 3aLlinTbl TBOETO UTPOBOT0 aKKayHTa

Ecnn apyroit nrpok Befet cedbs NaoXo Unn co3aaeT Tede HENPUATHOCTU, 3aB6/10KUPYI
ero B CMUCKe UTPOKOB.

I'Io>|<any|‘/’|c;| aAMUHUCTPpaTOpPaM Urpbl Ha MA0Xoe noBegeHne 3100 UINrpPokKa,
XXenatesnbHO MNMPpUnoXnTb Kakne-T1o gokKasaTe/ibCTBa B BUAE CKPNHOB.

He yka3biBal NNYHYIO MHOPMaLMIO B npodaiine urpsbl.
YBaxkan Apyrux y4acTHUKOB MO UTpe.
He yctaHaBnuBan HeouumanbHble Natym 1 Mojbl.

(r;) cnonb3yit CNoXKHbIE N pa3Hble Naponu.

[laxke BO Bpemsi Urpbl He CTOUT OTKKOYaTb aHTUBMPYC. [oka Tbl Urpaellb, TBOW
N  komnblotep moryT 3apasuts.



Cuctema
O6pa3oBaHune

KAK SALLNTUTBCA OT ®UNLLNHTA

JTa NnamMATKa NOMOXeT Tebe 3alUnNTUTb NTNYHbIE JaHHbIE

OO6bIYHON KpaXkehh [eHer U [OKYMEHTOB HMKOro He YyAuBUWbL, HO C pasBUTUEM
NHTEPHET-TEXHO/IOTUIA  3M1I0YMbILIEHHNKN NEePeMEeCTU/INCb B WHTEPHET M NpoAo/mKatoT
3aHUMAaTbCA «/IIDOUMbIM» AenoM. Tak nosasBmnacbL HoBas yrpo3sa: UHTepPHeT-MOLLEeHHNYeCTBa
nnn PUWKUHC (OT aHrnuinckoro cnosa fishing - pblbHas noBns), rnasHas Uefb KOTOPOro
COCTOUT B NOJIyYEHUN KOH(PUAEHUMANbHbIX 4aHHbIX NONb30Barteneit - NOrMHOB U Naporiei.

CoBeTbl N0 60pbOE C PULLMHIOM

Cnean 3a CBOMM aKKayHTOM. Ecnu Tbl Nojo3peBaellb, YTO TBOS aHKeTa Oblna
B3/loMaHa, TO HeobxoaAumo 3ab/iokupoBaTb €e U CO0OWWUTL agMUHUCTPaTtopam
pecypca 06 3TOM KakK MOXHO CKOpee.

|/|CI'IOI'Ib3yI7I 6e3onacHble BeO-CaiTbl, B TOM YuUC/e MHTEPHET-Malra3mHOB N NMONCKOBbIX
CncTtem.

No

cnonb3yii CnoXkHble W pasHble naponun. Takum o6pa3om, ecnn Tebst B3NOMaroT, TO
310YMbILLIEHHUKX NOMy4YaT A40CTYN TOMbKO K OAHOMY TBOEMY NPOMU/IO B CETU, a He
KO BCEM.

a3

Ecnhu 165 B3/70Manu, TO HeobxoAuMMO npeaynpenntb BCEX CBOMX 3HAKOMBbIX,
KOTOpble A06aB/ieHbl Yy Te6A B APY3bsX, O TOM, 4YTO TebA B3/IOMasiN U, BO3MOXHO, OT
TBOEro MMeHN 6yayT paccblnarbCcsa cnam W CCbl/IKKU Ha (PULLINHIOBbIE CaMThl.

&

YcTaHOBUM HageXHblii naponb (PIN) Ha MOOGUNbHLI TenegoH.
OTKNOUYN COXpaHeHWe naposns B 6paysepe.

He oTKpbliBail (hainibl 1 Apyrne BNOXEHUS B MUCbMax, Ja)e eCciv OHW MPULLIA OT
TBOUX Apy3eii. Jlyulle yTOYHW Y HUX, OTNPaBAsSAN NN OHW Tebe 3aTu hainbl.

N & T



Cuctema
O6pa3oBaHune

KAK 3ALLULLATbL CBOKO
LMOPOBYHO PEMYTALMIO

3Ta naMsTKa NoMoXeT Tebe 3alUTUTb CBOK LM poBYO penyTaLuto

LlnppoBasa penyrtaynsa - 310 HeratMBHas Unn NO3UTMBHAaA MHpOpMauna B CeTn O Tebe.
KomnpomeTtupytowas WHpopMaynsa, pasMeweHHasds B WHTEPHETE, MOXET CepPbe3HbIM
o6pa3oM OTpasuTbCA Ha TBOEWN peasibHOW XM3HW. LndpoBas penytaymsa - 370 TBOW
NMNIK, KOTOPbIA hopMupyeTca U3 nHpopmaunum o Tebe B UHTEPHETE.

TBOE MECTO XWUTENbCTBA, y4ebbl, TBOE (JMHAHCOBOE MOJIOXXEHNEe, OCOOBEHHOCTU XapaKTepa
N pacckasbl 0 6/IM3KNX - BCe 3TO HaKar/jnBaeTCcsa B CETU.

MHOrme noApoOCTKN NIErKOMbIC/IEHHO OTHOCATCA K ny6nukaumu nMyYHOM MHopmaumn B
NHTEPHETE, HE NOHKUMas BO3MOXHbIX NOCNeACTBUIA. Tbl laXKe He 3alyMblBaeLllbCA O TOM, UTO
hoTorpagus, pasmelleHHas 5 net Hasaf, MOXET cTaTb NPUUYMHON OTKa3a NPUHATL Tebs Ha
paborTy.

KommeHTapuu, pasmMmeuleHne TBoux gotorpa@uin u gpyrue OenctBusi MOryT He UCYE3HYTb
[AaXKe rocse Toro, Kak Tbl UX yganunwb. Tbl He 3HaelWb, KTO COXpPaHuUn 3Ty MHpopmMaumto,
norana M oOHa B NOVCKOBblE CUCTEMbI U COXpaHuUnachb M OHa, a rnaBHOe: YTo NoAYyMaloT O
Tebe oKkpy)atoulee noau, KOTopble HANAYT N YBUAAT 3T0. HalMTu MHpopMaLno MHOIo net
CMyCcTa CMOXXeT 060N - KakK M3 A0OpbIX MNOBYXAEHWIA, TaK U C HAMEPEHNEM MNPUYUHUTD

Bpes.

CoBeTbl MO 3alinTe LMPPOBOI penyTaLmm

Moaymain, npexae 4YemM 4TO-TO Ny6nMKoBaTb M nepefasaTb y cebs B 6nore wam B
coumnanbHON ceTu.

B HacTpoiikax Npoguns ycTaHOBM OrpaHNUYeHust Ha NPOCMOTP TBOEro NpPoguns 1 ero
COAEPXXMMOro, cienai ero ToNbKo «Ans Apy3ein».

He pa3mewair M He ykKasbiBail WHHOOpMaUUIO, KOTOpas MOXET KOro-imoéo
OCKOpPONATL NN obmxKarb.



Cucrtema
O6pa3oBaHue

YTO TAKOE ABTOPCKOE INPABO

3Ta naMsaTKa pacckaxeT Te6e 06 aBTOPCKOM Nnpase

CoBpeMEHHbIE LWKONbHUKN - aKTUBHblE MOMb30oBaTeNn LUMHOPOBOro NpPoOCTpaHCcTBa.
OaoHako [afieKo He BCe 3HakT, 4YTO MOo/b30BaHME MHOIMMMWU BO3MOXXHOCTAMMU
yngpposoro mMupa Tpebyer cob6NOAEHUA  NpaB  Ha  UMHTENNeKTyaslbHYyo
COBCTBEHHOCTb.

TepMUH «UHTeNneKTyanbHas CO6GCTBEHHOCTb» OTHOCUTCS K Pa3INYHbIM
TBOPEHMSIM YEe/IOBEYECKOro yMa, HauuHas C HOBbIX W306peTeHuii 1 3HaKOoB,
0603HayalLWMX COOBCTBEHHOCTb HAa MPOAYKTbl U YCNYyrn, WU 3akaHuMBasi KHUramu,
(hoTorpagumsamm, KUHOGUALMaMn U My3blKanbHbIMW MPOU3BEAEHUSIMN.

ABTOpCKME npaBa - 93TO MNpaBa Ha WHTENNEeKTya/lbHYK0 COOGCTBEHHOCTb Ha
Npou3BeAeHnss HayKn, nnTepaTypbl U UCKYCCTBA.

ABTOpPCKME  npaBa  BbICTyMaldT B KayectBe  rapaHTUM  TOro,  4TO
NHTENNEeKTyaNnbHbIA/TBOPUECKUA TPy[ aBTOpa He OyAeT HanpacHbIM, fgacT emy
cnpaBea/IMBble BO3MOXHOCTM 3apaboTaTb Ha pesyfnbTatax CBOEro Tpyda, MosyyunTb
N3BECTHOCTb U MPU3HaHMe.

Hukto 6e3 pa3pelleHns aBTopa He MOXET BOCNPOU3BOAMTL €ro NPOou3BeeHNE,
pacnpocTpaHsTb, MNy6/ANYHO [AEMOHCTPMPOBATb, MNpoAaBaTb, WMMNOPTUPOBATH,
nyckaTb B NpoKaTt, NYy6/NYHO WCMOMHATb, MOKAa3biBaTb/UCMNOMHATL B adupe wm
pasmellatb B UHTEPHETE.

\cnonb3oBaHWe «MUPaTCKOTo» MPOrpaMMHOro o6ecrnedeHnss MOXKeT MPUBECTU KO
MHOTMM PUCKaM: OT MOTEPU AaHHbIX K TBOMM aKKayHTam A0 GNOKUPOBKM TBOErO
YyCTPOIACTBa, rAe ycTaHOB/IEHA HeneranbHas nporpamMma.

He cTouT TakXxe 3abbiBaTtb, 4TO CywecCctByrOT Jsiera/JibHble W becnnaTtHble
nporpamMmmbl, KOTOPbIE MOXHO HaNTU B CETW.



Cuctema
O6pa3oBaHune

KAK OBECINEYHUNTDB
NHOPOPMALNOHHYHK BESOINACHOCTb PEBEHKA

JTa namaTKa NoMoXeT obecneynTb NHPOPMaLMOHHYO 6e30nacHOCTb Ballero pebeHka

Oowuwe npaBuna:

HesaBucMMO OT Bo3pacTta pebeHKa WCMoMb3yiTe MporpamMmMHOe o6ecrneyeHue,
nomoratouiee GubTPOBaTb U KOHTPO/MIMPOBaTL MH(POPMALIMIO, HO He MofaramTech

MOMIHOCTbIO Ha Hero. Ballle BHMMaHMe K pebeHKy - rMaBHbIi MeTO/ 3aLlUThbl.

Ecnn Baw pebeHOK MMeeT akkayHT Ha OAHOM U3 coumanbHbix cepBucos (Livelournal,
blogs.mail.ru, vkontakte.ru n gpyrue), BHMMaTe/lbHO U3y4unUTe, KakKyro UHHOpMaLnto
NOMeLLaT ero y4acTHUKM B CBOUX MpPounasax v 6norax, Bkawo4vas gotorpapun u
BUAEO.

[MpoBepbTe, C KakKMMuU APYTMMKU caMTaMWn CBSiI3aH coUMa/bHbIA CepBUC Ballero
pebeHka. CTpaHW4YKM Bawero pebeHka MOryt ObiTb 6e30MacHbIMW, HO MOTYT
coflep>XaTb W CCbIJIKM Ha HeXenatesflbHble W onacHble caiTbl (HanpumMmep, NMOPHOCaNT
WNKU CcalT, Ha KOTOPOM [ApYyr ynomMuHaeT HOMEP COTOBOro TeneoHa Ballero

pebeHKa MM Ball AOMaLlHWA aapec).

MoouwpsiiTe Bawero pebeHka coobuiatb 060 BCEM CTPAHHOM WX OTTa/IKUBaKOLWEM Y
He CNULKOM OCTPO pearnpyiTte, Korga oH 3To genaeT (M3-3a onaceHus noTepsTb
NOCTYN K WHTEPHETY [AeTWU He roBOpAT poautensm o npobnemax, a Takxke MOryT

Ha4yaTb MUCMOJ/Ib30BaTb MHTEPHET BHE AOMa U UJKOI'IbI).

ByabTe B Kypce CETEeBOW XXU3HW Ballero pebeHka. VIHTepecyiiTecb ero Apy3bamu B
NHTEPHETE TakK e, Kak UHTepecyeTecb peasibHbIMU APY3bsSMU.



Kak 3awmntnts oT 1pBamoli HpopmMaLumn pebeHka a Bo3pacTte 7-8 net

MamATka Ana poputenei

Co3palite cemeiHblii 3NEKTPOHHBIN ALLMK, YTOBbI HE NO3BOANTL PeGEHKY UMETb
COBCTBEHHBIV agpec.

Bnokupyiite 4ocTyn K caiitaM ¢ 6ecniaTHbIMU NOUYTOBLIMU SLLMKAMU C MOMOLLBIO
COOTBETCTBYIOLLEFO MPOTPAMMHOIO 06ecneyeHus.

MpuyunTte pebeHka coBeTOBaTLCA C BaMu nepef ony6nkoBaHneM Kakoli-nn6o
NHhopMaLun cpeacTBamMu 3NEKTPOHHON MOYTbI, YAaTOB, PErMCTPALMOHHbLIX hopMm
1 npodgunei.

HayunTe pe6eHka He 3arpyxatb haiifibl, TporpamMmMbl UM My3bliky 6e3 Ballero
cornacus.

He paspelwaiite pebeHKy WCMNONb30BaTb CAYXGbl MIHOBEHHOIO O6MeHa
CO06LEeHMAMM.

B «Genblii» CNMCOK CaiiTOB, pa3pelleHHbIX AN MOCeLeHns, BHOCUTE TO/bKO
caiiTbl C XOpoLlei penyTaymen.

He 3abbiBaiiTe 6ecefoBatb C pe6eHKOM O ero Apy3bsx B MHTEPHeTe, Kak ecnu
Obl peyb L0 O 4PY3bAX B peasibHOM XU3HN.

He penaiite «Taby» M3 BOMPOCOB MOMOBOW >XU3HW, Tak Kak B WHTepHeTe
pe6eHOK MOXET HaTKHYTbCS HA MOPHOTPapuIo UMK CainTbl Ans B3POCbIX.

Mpuyunte pebeHka coobLaTh Bam O NHOGLIX yrpo3ax Um TpeBorax, CBA3aHHbIX
C WHTepHeToM. OcTaBaliTeCb CMOKOWHbIMW W HanoMHWUTe pebeHKy, 4TO OH B
6e3onacHocTW. MoxBanuTe ero v NOCoBeTyliTe NOJOWTK elie pa3 B NOAOGHbIX
cny4asx.



Cwveram*

O6pazoBaHVe MNamMsATKa Ansi poautenei

KAK 3ALLNTUTL OT BPEAHOW MH®OPMALIAN
PEGEHKA B BO3PACTE 7-8 JIET

dTa namsATKa MOMOXET 06ecneynThb MHPOPMALMOHHYIO 6e30MacHOCTb
pebeHka B Bo3pacTe 7-8 neT

B WHTepHeTe peGEHOK cTapaeTcs MOCETUTb Te€ WM WHble caliTbl, a BO3MOXHO, W 4aTbl,
paspelleHre Ha nocelleHVe KOTOPbIX OH He nonayuun 6bl OT poauTeneii. Moatomy
poauTensiM  OCOGEHHO MofesHbl 6yAyT Te OT4YeTbl, KOTOpble NpeAoCTaBNsOTCS
nporpaMMamMy Mo OrpaHUYEeHU WCMOMb30BaHNA WHTEPHeTa, TO ecTb Pogutenbckuii
KOHTPO/Ib, WM TO, YTO Bbl CMOXETe YBWAETb BO BPEMEHHbIX (haiinax. B pesynbtate y
pebeHka He OyAeT OLLYLIEHWS, YTO 3a HWUM BefAeTCs MOCTOSIHHbIA KOHTPOSb, OfHaKo
poauTenn 6yayT No-npeXxXHeMy 3HaTb, Kakue caiitbl noceliaeTt nx pebeHok.

[etn B 3TOM BO3pacte 06/1a4alT CUMbHBIM YYBCTBOM CEMbW, OHV [OBEPUMBLI W He
COMHEBAlOTCS B aBTOpUTETAX.

CoBeTbl N0 6€30MNaCHOMY MCNOb30BAHUNIO MHTEPHETa

Co3sgoiiTe foMallHME NpaBuUia MOCELLEHNS MHTEPHETA MPU y4yocTMU pebeHka u
TpebyiiTe UX BbINOMHEHNS.

c5

TpebyiiTe OT pebGeHka CcOONIOAEHUA BPEMEHHbLIX HOPM HaxXOXAeHus 3a

KOMMbIOTEPOM. [MoKaxute pe6eHKy, YTO Bbl Ha6mo,qaeTe 3a HAM He NOoToMYy, 4TO
BaM 3TO Xo4eTcHd, a MOTOMY 4YTO Bbl 6ecnokonTecb 0 ero 6e30nacHoOCTn n Bcerga
roTOBbl €EMY MNMOMOYb.

KomnbloTep € MNOAKNHOYEHWEM K WHTEPHETY AO/KEH HaxoAuTbCs B 06Ll.l,el7|
KOMHaTte nog npucMoTpom po,u,vlTeneﬁ.

Mcnonb3yiite cneymanbHble 4ETCKME MOUCKOBbIE MALLMWHbI.

|/|CI'IO!'Ib3yI\/'ITe cpeacTtea GHOKMDOBaHMﬂ HeXenatenbHOro KOHTEeHTa, Kak
[OMOJIHEHME K CTaHJapTHOMY POANTENLCKOMY KOHTPO/IO.



