MpunoxeHne Ne 2
MHpopmaLmmoHHaa namaTka Ans obyyarowmxea Ana pasmMeLweHnsa Ha opumumanbHbiX MMHTepHeT-
pecypcax

C KaXAblM rofoM MONOAEXW B MHTEpPHeTe CTaHOBUTbCA 60/blUe, @ LWKOMbHUKU OAHW W3 CaMblX
aKTMBHbIX MoJsib30BaTesieii PyHeTa. Mexay Tem, NMOMMMO OrFpOMHOr0 KOJIM4ecTBa BO3MOXXHOCTEW,
MHTEPHET HeceT U Npo6embl. 3Ta NaMATKa A0/IXKHA NOMOYb Tebe 6e30MacHO HaXo4UTLCHA B CETH.
KomMnbloTepHbIE BUPYChI
KoMnNblOTEPHBLIA BUPYC - 3TO PasHOBUAHOCTb KOMIMbIOTEPHbIX MporpaMm, OT/IMYUTENbHOWM
0COBEHHOCTbLID KOTOPOI SABNAETCA CNOCOOHOCTb K Pa3MHOXXEeHWI0. B AONOMHEHUe K 3TOMY, BUPYChI
MOTYT NOBPeAUTb WAU TMOJIHOCTbID YHUUTOXWUTb BCe (haiNbl M  AaHHble, MNOAKOHTPOJIbHbIE
nosb3oBaTesito, OT UMEHM KOTOPOro 6blsia 3anyuweHa 3apaXEHHasa nporpaMmma, a Takxxe nospegnTb Unuv
JaXKe YHUUTOXUTb OMepayuoHHY0 CUCTEMY CO BCceMU paliiamun B Uenom. B 60/bLINHCTBE ClyyaeB
pacnpoCcTpaHATCA BUPYCbl Yepe3 UHTEPHET.
MeToabl 3alMTbl OT BPEAOHOCHbIX MPOrpamMm:
1. icnonb3yii cCOBpeMEHHbIe OornepauuoHHbIe CUCTEMbI, MMeEOLLNE CEPbE3HbIN YPOBEHb 3alUTbl OT
BPEAOHOCHbIX NMpPOrpamMm;
2. MocTosAHHO ycTaHaBNmBai nadyTn (LU pPoBble 3anaaTKn, KOTOPble aBTOMaTUYeCKM yCcTaHaB/IMBalTCA
C Luenbio gopabTKu nporpammbl) 1 gpyrve o6HOBNEHUA CBOEM onepaymMoHHOM cucTembl. CKauymBam mnx
TOMbKO € odmuymanbHOro canta paspabotumka OC. Ecnm cyullecTBYeT PeXXWUM aBTOMAaTUYECKOro
06HOB/IEHUSA, BK/IHOUMW €rO0;
3. PaboTai Ha cBOEM KOMMbIOTEPE MNOA NpaBaMm Nosb30BaTeNs, a He agMUHUCTPaTopa. ATO He MO3BOTUT
60/1bLWINHCTBY BPEAOHOCHbIX MPOrpaMmM MHCTa//IMpPOBaThCA Ha TBOEM MEPCOHaIbHOM KOMMbIOTEPE;
4. Wcnonb3yih aHTUBUPYCHble MpPoOrpaMMHbie MPOAYKTbl  U3BECTHbIX MNPOU3BOAUTENEN, C
aBToMaTuyeckKMmMm o6HoBIeHUEM 6a3;
5. OrpaHuyb PU3NYECKMIN AOCTYN K KOMMNbIOTEPY ANSA MOCTOPOHHUX AL,
6. Micnonb3yii BHELWHME HOCUTENIN MHGopMaLnn, Takne Kak hnewka, gUCK NN hain N3 NHTepHeTa,
TONIbKO U3 NPOdEepPeHHbIX UCTOYHUKOB;
7. He oTKpbIBaih KOMMbIOTEPHbIE halNbl, MONYHYEHHbIE U3 HEHAAEXHbIX NCTOYHMKOB. [laxke Te hainbl,
KOTOpble Npucsan TBOW 3HAKOMbIW. Jly4ylle yTOYHW Yy HEro, oTNpasnsa M OH Tebe ux.
Cetn WI-FI
Wi-Fi - 310 He BUA Nepegayn gaHHbIX, HE TEXHONOIMSA, a BCero AMwb 6peHa, mapka. Euwie B 1991 roay
HugepnaHackas KomnaHusa 3apeructpupoBana 6peHp «WECA», 4to 0603Havasio c/ioBoco4YeTaHue
«Wireless Fidelity», KoTopblii NnepeBOANTCA KaK «b6ecrnpoBofgHass TOYHOCTb».
Lo Hawero BpemeHM gowna gpyrasa abbpesmatypa, KoTopas ABASAETCHA TaKOW XKe TeXHON0rmen. 310
abbpesmatypa «Wi-Fi». Takoe Ha3BaHue O6bI/1I0 4aHO C HAaMEKOM Ha CTaHAapT BbICLWIMIA 3BYKOBOW
TexHuKn Hi-Fi, 4To B nepeBoje 03Ha4YaeT «BbICOKAsA TOYHOCTb».
[a, 6ecnnatHbI NHTEPHET-A0CTYN B Kade, OTeNSAX U asponopTax ABNSeTCA OT/IMYHOW BO3MOXXHOCTbIO
BbIX0fa B UHTEPHET. HO MHOrme 3aKcrnepTbl CYMTAKOT, YTO obwenoctynHble Wi-Fi ceTn He ABndA0TCA
6e30nacHbIMN.
CoBeTbl Mo 6e3o0nacHOCTU paboTe B 06W,eA0CTyNHbIX ceTax Wi-fi:
1. He nepepaBaii CBOWO NUYHYIO MHpoOpmaunio yepe3d obuiepgocTynHble Wi-Fi cetn. PaboTaa B HUX,
)XenatesnlbHO He BBOAMTL Napoan foctyna, NOrMHbl U Kakue-To HOMEpPaA,;
2. icnonb3yii n 06HOBNSAN aHTUBUPYCHbIE NMporpaMMmbl U 6paHaMayep. Tem cambiM Tbl 06e30Macuilb
cebs OT 3aKaykun BUpYyca Ha TBOe YCTPOWCTBO;
3. Mpu ucnonb3zoBaHn Wi-Fi oTK04UM PYHKLUIO «O6WKMA 4ocTyn K hanam v npuHTepam». [laHHas
(PyHKUMA 3aKpbITa NO YMONYAaHNIO, O4HAKO HEKOTOpPbIe MOJIb30BATENN aKTUBUPYIOT eé aAng ynobcersa
1ncnonb3oBaHUA B paboTe nnn yuebe;
4. He wncnonb3yin nyonnuHbln WI-FI gna nepegaym NUYHbIX aHHbIX, Hanpumep ANS Bbixoja B
coumasibHble CETU UMW B 3/IEKTPOHHYIO MOYTY;
5. Mnonb3yii TONbKO 3aluueHHoe coeguHeHne yepe3 HTTPS, a He HTTP, T.e. npn Habope Be6-aapeca
BBOAM MMEHHO «https://»;
6. B MobunbHOM TenedoHe OTKNWOUU QyHKUMo «lMMogknoveHne K Wi-Fi aBTomatunyeckmn». He
Jornyckai aBToMaTnyeckoro nogKA4yYeHusa yctponctea K cetam Wi-Fi 6e3 TBoero cornacus.
CouynanbHble cetu
CoumnasibHble CETU aKTUBHO BXOAAT B HaLLY XXWU3Hb, MHOTUE N0AN paboTaloT U XXUBYT TaM MOCTOAHHO, a
B Facebook y>e 3apernctpumpoBaH MuUAavap YenoBeK, YUTO ABAAETCA OAHOM CefbMOW BCEX XXUTeNeWn
nnaHeTbl. MHOrve NoOMb30BaTeNIN HE MOHMMAIKOT, YTO MHOPMaLMSA, pa3MeleHHasa UMY B coLMabHbIX
ceTsaAX, MOXeT 6bITb HaeHa N UCMNOJ/Ib30BaHa KeM YrogHo, B TOM 4uc/e He 06a3aTtenibHO ¢ 6narumu
HamMepeHUAMN.


https://%c2%bb

OCHOBHBIE COBETHI IO 6E30IIACHOCTH B COITMAJIBHBIX CETSX:

1. OrpaHMYb CIIMCOK JIpy3ei. Y TeOs1 B APY3bsxX HE TOJDKHO OBITH CITyYalHBIX M HE3HAKOMBIX JIIOJIEH;

2. 3amuInay CBOI YaCTHYIO KM3Hb. He yKasbIBail maposiy, TesiepOHBI, a/Ipeca, ATy TBOETO POXKIECHIS
Y APYTYIO JIMYHYIO HHQPOPMATIHIO. 3JI0YMBINTIIEHHUKY MOTYT UCIIOJIB30BATh AAKe HHQMOPMAIIHUIO O TOM,
KaK THI U TBOU POJIUTENIH IIAHUPYETE [IPOBECTH KAHUKYJIBI;

3. 3amuImai CBOI PEIyTaIvIo - JAEP:KU ee B YKMCTOTE U 337iaBati cebe BOIpoc: XoTes ObI ThI, YTOOBI
JIPYTHE TIOJIB30BATEN BUEH, YTO ThI 3arpykaemnsb? [logymaii, mpexe YeM UTO-TO OIMyOJIHKOBATH,
HAIIMCATh U 3aTPy3UTh;

4. Ecyi TBI TOBOPHIIB C JIIOABbMU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE pPeajibHOe UM U JIPYTYIO
JIMYHYIO UH(OPMAITUH: UMSI, MECTO KUTEIHCTBA, MECTO yueObI U ITPOYeE;

5. N3berait pasmernenus ¢ororpaduii B uaTEpHETE, I7Ie TH N306paXkeH HA MECTHOCTH, 110 KOTOPOH
MOKHO OIIPEJIeTUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucTparyi B COIMATBLHON CETH HEOOXOIMMO UCIIOIB30BATh CJIOKHBIE TTAPOJIH, COCTOSIIIHE U3
OYKB 1 1P U ¢ KOJTMUIECTBOM 3HAKOB He MeHee 8;

7. 11 CONMAIbHOM CETH, TIOYTHI U APYTUX CAWTOB HEOOXOIMMO UCIIOIB30BATh Pa3HBIE HapoJn. Torma
ecust Tebs1 B3JIOMAIOT, TO 3JIOYMBIIIIJIEHHUKH ITOJIYYAT IOCTYII TOJILKO K OTHOMY MECTY, 4 HE BO BCE CPasy.
JJIEKTPOHHBIE IEHBIU

OJIEKTPOHHBIE JIEHBTH — 3TO OYEeHb YIOOHBIM CIIOco0 IIaTeXel, OJTHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPHBIE XOTAT MOJIYIUTD 3T JIEHBIH.

AJIEKTPOHHEBIE IeHbIU ITOABUJINCH COBCEM HEJIABHO M MMEHHO M3-32 3TOTO BO MHOTHX I'OCYAAPCTBAX JI0
CHIX IIOP He IIPOIKCAHO IIPO HUX B 3aKOHAX.

B Poccum »xe oHM (QYHKIIMOHHUPYIOT U O HUX y?K€e ITPOIIMCAHO B 3aKOHE, TJI€ UX PA3JIEIAIOT HA HECKOIBKO
BUJIOB - QHOHMMHBIE W HE AHOHUMHEIE. PazHMIIAa B TOM, YTO AHOHHUMHEIE - 3TO T€, B KOTOPBIX
paspelraeTcsi IMPOBOAUTEL oOleparu 0e3 HAeHTU(PUKAIMH II0Jb30BATENA, 4 B HEAHOHUMHBIX
WIEHTU(QUKAITAN TTOJTE30BATENSA ABJISAETC 0053aTeTHHOM.

Taxke ciefyeT pasyindaTh 3JIEKTPOHHBIE (DHMATHBIE JIEHBIH (PAaBHBI TOCYZAPCTBEHHBIM BAJIIOTAM) U
AJIEKTPOHHBIE He(PUATHBIE JIEHBIH (HE PABHBI TOCY/IAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 6€30I1acHOM paboTe ¢ IJIEKTPOHHBIMU JIEHBIAMH:

1. [TpuBszxu k cuety MOOMUIBHBIN TestepoH. JTO caMbIil y/IOOHBIN U OBICTPHIN CIIOCOO BOCCTAHOBUTH
JIOCTYTI K cueTy. [IpuBsa3aHHBIN TeseOH MOMONKET, ecyIi 3a0y/Ielb CBOM MUIATEXKHBIN MMapOJIb HJIH
3aMJIenb Ha CaUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcrionib3y# ofHOpa30oBhIe aposti. [locse mepexoia Ha YCHITEHHYIO aBTOPU3AIHIO Tebe yke He OyzeT
YTPOXKATh OIIACHOCTH KPAXKU WU I1€PEeXBATA IJIATEKHOTO IIapOJI;

3. Beibepu citoskubIH Tapostb. [IpecTymHuKaM OyET He IIPOCTO YTaZaTh CIIOKHBIN apoJib. HazexxHbie
TIAPOJIM — JTO IAPOJIM, KOTOPBIE COZEpPKAT He MeHee 8 B3HAKOB U BKJIIOYAIOT B cebs CTPOYHBIE U
nponucHble OykBbI, IMMPBI M HECKOJIBKO CHMBOJIOB, TaKHe€ KaK 3HAK JloJuiapa, (QyHTa,
BOCKJIUITATEJIBHBIN 3HAK U T.11. Hanpumep, StROng!;;

4. He BBOZIM CBOM JIMTUHBIE JIAHHEBIE HA CalTaX, KOTOPBIM HE JIOBEPSEITh.

JJIEKTPOHHAA IOHTA

IJIEKTPOHHAA II0YUTA — 3TO TEXHOJIOTHS U IPEJOCTABIIAEMBIE €10 YC/IYTH 110 IIEPECHITIKE U ITOIYyIeHUIO
9JIEKTPOHHBIX COOOIEHUH, KOTOPBIE PACIIPEEIISIIOTCS B KOMIIBIOTEPHOM ceTh. OOBIYHO 3JIEKTPOHHBIH
TIOYTOBBIN ANUK BHINVIAJIAT CJIEYIONUM 00pa30M: UMSA_ITOJIB30BATENIA@UMs_JIoMeHa. Takke Kpome
TIepeZIayuH IIPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTD IepeIaBaTh (QaiibL.

OCHOBHBIE COBETHI 10 6€30I1aCHOI PaboTe ¢ JEKTPOHHOM TTOYTOLH:

1. Hazio BeIOpaTh MpABMJIBHBIN MTOYTOBHIM CEPBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD GECIIATHBIX
IIOYTOBBIX CEPBHCOB, OJHAKO JIyUIIIle JIOBEPATH TEM, KOT'O 3HAEITH 1 KTO IIEPBBII B PEUTHHTE;

2. He ykaswBall B JUYHOM ©ouTe JHYHYHO wuHpopManmio. Haopumep, Jydmie BBIOpaTh
«MY3BIKAJIBHBIN_(PaHAT@ » WX «POK2013» BMeCTO «TeMal3»;

3. Hcrnosb3yll ABYXITAIHYIO ABTOPHU3ALMI0. JTO KOrZA IIOMKMO I[ApOJs HY:KHO BBOJUTH KOZ,
IIPUCHLJIaeMBIH 110 SMS;

4. Buibepu C/IOKHBINA TIApOsh. [[JIA KaXKZOro IMOYTOBOTO SIUKA JIOJDKEH OBITH CBOM HAJIEXKHBIM,
YCTOMYHBHIN K B3JIOMY I1apOJIb;

5. Ecaiu ecTb BO3MOKHOCTD HAIIKCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH 3Ty BO3MOKHOCTE;

6. Vcnosb3yli HECKOJIBKO IIOYUTOBBIX AIMMUKOB. IIepBBIN Aj14 YACTHOM IIEPEelMCKU C aJpecaTamy,
KOTOPBIM THI JOBEpsAellb. JTO 3JIEKTPOHHBIM apec He HAJ0 HCIOJIb30BATh IIPH PErHCTpallM Ha
dbopymax u camTax;

7. He oTkpbIBail Gaiibl U APYTHE BIOKEHUS B IMHCbMAaX JAKE €CJIM OHM IIPUIILIM OT TBOUX APY3€eH.
JIydime yTOUHY y HUX, OTIPABJISIIN JIU OHU Tebe 3TH (patiib;



8. ITocse okoHuUaHMA pabOTHI HA TIOYTOBOM CEPBHCE MEPE] 3aKPBITHEM BKJIAJKU C CAUTOM He 3a0y/b
HA’KATh HA « BHIATH».
KubepOyyutiHT Wti BUPTYaJIbHOE U3/EBATEILCTBO

KubepbysutiHr —  TIpecsiefloBaHUE COOOIEHUSAME, COAEPXKAIUMU  OCKOPOJIEHMs, arpeccHio,
3aIIyTHBAHUE; XYJIWUTAHCTBO; COIMAJIbHOE OOWKOTHMPOBAHUE C TIOMOIINBID PA3JIHMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 6H0pBbOe ¢ KubepOy/LTHHTOM:

1. He 6pocatica B 601. JIyuruii ciocob: mocoBETOBATHCS KaK cebs1 BECTH U, €CJTH HET TOTO, K KOMY MOKHO
00paTUTBCSA, TO BHAYUAJIE YCIIOKOUTHCA. EC/IM THI HAUHEIb OTBEYATh OCKOPOJIEHMAME HA OCKOPOJIeHuM ,
TO TOJIBKO elrfe OOJTbITIE PA30IKIKENTH KOH(JIIHKT;

2. YIIpaBJIsal cBoel KubeppermyTaliiets;

3. AHOHHUMHOCTbL B ceTH MHHUMAasA. CyIecTBYIOT CIOCOOBI BBICHUTH, KTO CTOUT 33 QHOHUMHBIM
AKKAyHTOM;

4. He crour BecTH Xymurauckuil 06pa3 BUPTYaIbHOM KU3HU. IHTEpHET (PUKCUPYET BCE TBOU JIEHCTBUA
Y COXPAHSET UX. YJIAJIUTh UX OyZIeT KpatiHe 3aTPYHUTEIBHO;

5. Cobstro1att CBOM BUPTYATBHYIO YECTH CMOJIOJTY;

6. Uruopupyli enuHUYHBIA HeraTuB. OJHOPA30BbIE OCKOPOUTENBHBIE COOOITEHUSA —JIydIlIe
UTHOPHPOBATh. OOBIMHO arpeccHs MPEeKPaIaeTcs Ha HAYaJIbHOM CTa M,

7. Ban arpeccopa. B mporpammMax o6MeHa MTHOBEHHBIMH COOOIEHUSMU, B COITHAJIBHBIX CETSIX €CTh
BO3MOXKHOCTh GJIOKMPOBKH OTIIPABKU COOOIIEHHUI C OIIPEIETEHHBIX aJ/[PECOB;

8. Eciu ToI cBUzIeTEMb KHbOepOysutiHTa. TBOU IEHCTBYA: BBICTYITNTE IIPOTHB IIPECIIEIOBATEIIS, [IOKA3ATh
€My, UYTO €ro JeHCTBUA OIIEHUBAIOTCA HETAaTHUBHO, MOJIEPKATh JKEPTBY, KOTOPOM HYKHA
TICUXOJIOTHYECKASA TIOMOIIb, COOOIIIHTE B3POCIIBIM O (PAKTE arpeCCUBHOTO ITIOBEJIEHUA B CETH.
Mo6mibHBIN TestehOH

CoBpemMenHble cMapTGOHBI U IUIAHITIETHI COJIEPIKAT B ce0e BIOJIHE B3POCJIBIN (DYHKIIMOHA, U TENEPh
OHM MOTYT KOHKYPHPOBAaTH CO CTAITMOHAPHBIMH KOMITbIOTepaMu. OJHAKO, CPEJICTB BaIUTHI JJISA
TTOI0OHBIX YCTPOMCTB OKA OYEHDb MaJIo. TeCTHPOBAHUE U ITOUCK YSI3BUMOCTEH B HUX IIPOUCXO/UT HE TaK
WHTEHCUBHO, Kak Jutd [IK, To ke camoe KacaeTcst 1 MOOMJIBHBIX IPUIOKEHUH.

CoBpeMeHHBIE MOOMJIBHBIE Opay3ephl y:Ke TPAKTHYECKH JOTHAJIM HACTOJBHBIE AHAJIOTH, OJHAKO
pacmrpeHnre (PyHKITMOHAIA BJIeYeT 3a cOO60I HOJIBIYIO CII0KHOCTE U MEHBIIIYIO 3aIITHUINIEHHOCTb.
Jlasiexo He Bee MMPOHU3BOUTEIH BBIYCKAIOT OOHOBJIEHMS, 3aKPHIBAIOIIIE KPUTHUECKHE YA3BUMOCTH IS
CBOHX YCTPOMCTB.

OcCHOBHBIE COBETHI JIJIs1 6€30I1aCHOCTY MOOMIJILHOTO TestepoHa:

1. Hudero He sBiseTcs mo-HacrosmeMy 6eciuiaTHBIM. Byib 0cTOpokeH, Belb Koryia Tebe mpeiiaraioT
O€eCIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIE YCIIYTH;

2. Jlymaii, mpesk/ie ueMm oTIrpaButh SMS, hoTo wan Buzieo. Thl TOUYHO 3HAEITH, T/Ie OHU OY/yT B KOHEYHOM
urore?

3. Heo6xo1M0o 0OHOBJISATE OIEPAITMOHHYIO CUCTEMY TBOET'O CMapTQOHA;

4. Vlcrionb3yht aHTUBHUPYCHBIE TTPOTPAMMBI JIJTs MOOIJIBHBIX Teste(pOHOB;

5. He zarpy:kati OprIosKeHUsI OT HEU3BECTHOT'O MCTOYHUKA, BE/Ib OHH MOTYT COJZIEPKATh BPEIOHOCHOE
MIPOTPAMMHOE 00ecIIeueHue;

6. Ilocste TOrO Kak THI BBIMZENIL C CAMTA, T/I€ BBOJIUI JIMYHYIO WHQOPMAITHIO, 3aH1 B HACTPOUKU
Opaysepa u yaaau cookies;

7. llepuoiiecky IpOBEPSIH KaKUeE IJIATHBIE YCIIYTH AKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBati cBO¥ HOMEDP MOOMIBHOTO Tesie(hOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIH U KOMY JIOBEPSIEIIb;
9. Bluetooth momxen OGbITH BHIKIIOUEH, KOT/IA T M HE MOJIb3yelbest. He 3a6bIBail MHOT/IA IPOBEPATH
9TO.

Online urpsr

CoBpeMeHHBIE OHJIAMH-UTPHI - 3TO KPACOUHBIE, 3aXBATHIBAIOIIHE PA3BIeUeHHA, OOBEIUHAIONINE COTHH
TBICSTY YEJIOBEK II0 BCEMY MUpPY. WTPOKHM HCCIENYIOT JIAHHBIA UM MUP, OOIMIAIOTCA JIPYT C JPYTOM,
BBITIOJIHSIOT 33/IaHUSA, CPAXKAIOTCA ¢ MOHCTPAMH M MOJIyYAIOT OIBIT. 32 YZOBOJILCTBUE OHU ILIATSIT:
TIOKYTIAIOT JINCK, OTJIAUMBAIOT aODOHEMEHT WIN IPHUOOPETAIOT KAKUE-TO OITITHH.

Bce aTm cpesicTBa MAyT HA TOAMEpPKAHUME M PA3BUTHE HWIPHI, a TAKKe HA caMy Oe30MacHOCTE:
COBEPITNIEHCTBYIOTCA CHCTEMBI aBTOPH3AIIMH, BBIIMYCKAIOTCA HOBBIE MATUM (1MGPOBBIE 3ATIATKH IS
TIPOTPAMM), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B mo1o6HBIX UTrpax CTOUT OTIACATHCSA HE CTOJIBKO CBOMX COITEPHUKOB, CKOJIBKO KPAKH TBOETO TTAPOJIA, Ha
KOTOPOM OCHOBAaHA CHCTEMA aBTOPU3AIMH OOJIBIIIHHCTBA HUTP.

OCHOBHBIE COBETHI IO 6€30IIACHOCTH TBOETO UTPOBOT0 AaKKAYHTA:



1. Ecyin ipyToti urpok BesieT cebs IIoX0o MU co3/iaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B CITHCKE
HUT'DOKOB;

2. [Toxkasyticss aIMMHUCTPATOPAM HUTPHI HA IVIOXOE ITOBEIEHHE ITOTO UTPOKA, JKEJTATETBHO ITPHIIOKUTD
KaKHe-TO JIOKA3aTEIbCTBA B BHUJIE CKPHUHOB;

3. He ykaspeiBati mmuHyo nHQOpMAITHIO B Ipodaiiie Urphl;

4. YBaxkai Ipyryx y4acTHHUKOB IO HUTPE;

5. He ycranassiBati Heo(puIIMaIbHbIE TATYH M MOJTH;

6. Vcriosib3yii CII0KHBIE Y Pa3HBIE ITAPOJIH;

7. Jlaske BO BpeMs UTIPHI HE CTOUT OTKJIIOYATH AaHTHUBUPYC. [IoKa THI UTpaeItb, TBOH KOMITBIOTED MOTYT
3apas3uUTh.

QUITTMHT MITH KPakKa JIMYHBIX TAHHBIX

OOBIYHOM KpaXKeH AeHET U JIOKYMEHTOB CETOJIHS Y?Ke HUKOTO He YAMBHIIE, HO C PA3BUTHEM MHTEDHET-
TEXHOJIOTHUH 3/I0yMBIIIIEHHUKH [EPEMECTHIIHCH B UHTEPHET, U ITPOJ0JIKAIOT 3aHUMATHCS «JTIOOMMBIM »
JIETIOM.

Tak mosBMIIACH HOBAs yTpoO3a: MHTEPHET-MOIIEHHUYECTBA WIM (QUIINHMHT, TJIABHAS IIEJh KOTOPOTO
COCTOUT B TMOJIyYeHHUU KOHOMUEHIMAJIBHBIX JAHHBIX [OJIB30BATEJIEH — JIOTMHOB W mapoJed. Ha
aHTIHMHICKOM s3bIKe phishing unraercs kak dummunr (ot fishing — pribHast 10815, password — mapoJs).
OcHOBHBIE COBETHI 10 60pBOE ¢ QUITHMHTOM:

1. Cyiet 32 CBOMM aKKAyHTOM. ECiIM TBHI MOJI03PEBAENb, YTO TBOS aHKeTa ObUIA B3JIOMAaHA, TO
HeoOX0AMMO 3a0JI0KMPOBATH €€ 1 COODIUTD a/IMUHHCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPee;
2. Vicrtonp3ytt 6e3onacHble BEG-CAUTHL, B TOM YHCJIE, MHTEPHET-MATa3uHOB U [TIOUCKOBBIX CHCTEM;

3. Hcmospayih cmokHBIE M pasHble maposd. Takum obpasom, eciu Tebs B3JIOMAIOT, TO
3JI0YMBIIIEHHUKHY TIOJIYYAT JIOCTYH TOJIBKO K OJTHOMY TBOEMY ITPOIUIIO B CETH, A HE KO BCEM;

4. Ecomut Teb6s1 B3/10MAITH, TO HEOOXOITMMO TIPETYTIPESTUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE JO00ABJIEHEI Y
TebOs1 B APY3bSIX, O TOM, YTO Tebs B3JIOMAIN 1, BOBMOXKHO, OT TBOETO UMeHHU Oy/IeT pacChIaThCs CIaM 1
CCBUTKH Ha (DUIITMHTOBBIE CATHI;

5. YcraHoBH HaZIesKHBIN napoJtb (PIN) Ha MOOWIBHEIH TesedoH;

6. OTK/IIOUM COXpaHeHMe TapoJisi B 6paysepe;

7. He oTkpbIBail Gaiibl U ApyTHE BJIOKEHHS B MHUCbMAaX JAKE €CJIM OHM IIPUIILIM OT TBOWX JAPY3€EH.
JIydime yTOUHM y HUX, OTIPABJIAIIN JIU OHU Tebe 3TH DatisbL.

[Tudposas perryrars

[Mudposass pemyramysa - H3TO HEraTHBHAs WM IO3WUTHBHAs wuH@OpManusas B cetd O Tebe.
Kommpomerupyromas wuHOpMaIsa pasMeIeHHas B HWHTEPHETE MOMKET CepPbe3HBIM 00pasoMm
OTPa3UTBCA HA TBOEU peaysbHOM kusHH. «lludpoBas pemyranus» - 3TO TBOH HUMHIK, KOTOPBIH
dbopmupyerces uz uadopMaImy o Tebe B MHTEPHETE.

TBO€E MeCTO KUTEIBCTBA, yuebbl, TBOE (PHHAHCOBOE MOJIOKEHME, 0COOEHHOCTH XapaKTePa U PACCKA3bI O
OJIMBKUX - BCE ATO HAKATLJTUBAETCS B CETH.

MHoOrHe TOPOCTKH JIETKOMBICJIEHHO OTHOCSTCS K IMyOJIMKAITUY JIMYHOM MHpopMatmu B UHTepHETE, HE
TIOHMMAsA BO3MOMKHBIX IIOCJEeACTBUH. ThI Jla’ke HE CMOXKEIIb JIOTaJIaThCsl O TOM, 4To QoTorpadus,
pasMeIeHHas 5 JIET Ha3ajl, CTajla IPUYMHOM 0TKa3a MPUHATE TeOs1 Ha paboTy.

KommenTapuu, pasmerrenue TBoux hororpaduii v Apyrue AeHCTBUA MOTYT HE UCUE3HYTh JIAXKE ITOCTIE
TOT0, KaK ThI UX YIAJTHIIb. ThI HE 3HAEITH, KTO COXPAHIII 3TY MH(GOPMAITHIO, TTOIIAJIA JTU OHA B IIOMCKOBBIE
CHCTEMBI ¥ COXPAHMJIACH JIM OHA, a [JIABHOE: UTO ITOAYMAIOT O Tebe OKPYKAIOIIEE IO, KOTOPBIE HAT/YT
U YBUAAT 3T0. Hatitul mHQMOPMAIIMIO MHOTO JIET CITYCTS CMOXKET JIF000H - Kak U3 IOOPBIX MOOYKAEHUH,
TaK U C HAMEPEHUEM IPHUYUHUTE BPeI. ITO MOKET OBITH KTO YTOHO.

OCHOBHBIE COBETHI TT0 3AITUTE ITHGPOBOM PEIyTAIHH:

1. [Tosrymati, mpexJie 4em 4To-To IIy0JITUKOBATD U IEPEIaBaTh y cebs1 B 6JI0Te MM B COIMATBLHOMI CETH;
2. B HacTporikax mpoduia yCTaHOBU OTPAHUYEHHS HA IIPOCMOTP TBOETO ITPOMUIIA U €70 COAEPIKUMOTO,
CEJIAM €TO TOJIBKO «JIJIS IPY3EL»;

3. He pasmeraii 1 He ykasbiBati THGOPMALIHMIO, KOTOPAs MOMKET KOT0-JTHO0 OCKOPOJIATE WK OOMKATh.
ABTOpCKOE IIPABO

CoBpeMeHHBIE IITKOJIBHUKU- AKTUBHBIE TTOJIB30BATEMN ITUGPOBOro mpocTpaHcTBa. OJIHAKO JATIEKO HE
BCE 3HAIOT, YTO ITOJB30BAHKE MHOTUMH BO3MOXKHOCTSIMHU ITH(GPOBOTO MUpPA TpebyeT COOITIONEHU ITPAB
HA WHTEJUIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMHUH «HMHTEJUIEKTyaJIbHAS COOCTBEHHOCTb» OTHOCHUTCS K PA3JIMUYHBIM TBOPEHUSM YEJIOBEUECKOTO
yMa, HAYMHAsI C HOBBIX M300peTEeHHH 1 3HAKOB, 0003HAYUAIOIINX COOCTBEHHOCTD HA IIPOAYKTHI M YCIIYTH
, I BaKaHYHBAsA KHUTAaMH, GOoTOrpadusaMu, KUHOGWIBMAMU U MY3bIKAJIbHBIMU TTPOH3BE/IEHUSMHU.
ABTOpCKHME TIpaBa - 3TO IIPABA HA HHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTH HA IIPOU3BEAEHUS HAYKH,
JIUTEPATYPHl M WCKYCCTBA. ABTODCKHME TIPaBa BBICTYHAIOT B KAYECTBE TAPAHTHUM TOTO, UTO



HHTEJIJIEKTYAJIbHBIN/ TBOPYECKUI TPYZ aBTOpa He OyAeT HAIpacHBIM, JACT €My CIIPABeJJIBBIE
BO3MOXKHOCTH 3apaboTaTh HA PE3YJIBTATAX CBOETO TPY/IA, OJYIUTh U3BECTHOCTD U ITpu3HaHue. HUKTO
6e3 paspelreHuss aBTOpa HE MOXKET BOCIIPOM3BOUTD €0 MIPOU3BE/IEHIE, PACIIPOCTPAHATD, ITyOIMYHO
JIEMOHCTPHUPOBATh, [POJIaBaTh, WMIIOPTHPOBATh, IYCKATb B IIPOKAT, ITyOJUYHO WCIIOJTHAT,
TIOKA3BIBATh/ UCHIOJHATH B 3(pHpe WK pa3MeriaTts B IHTepHeTe.

Hcrop30BaHME «ITUPATCKOTO» ITPOTPAMMHOTO 00ECIIeUeHNA MOXKET IIPUBECTH K MHOTHM PHCKAM: OT
TIOTEPU JAHHBIX K TBOMM aKKAayHTaM JI0 OJIOKHMPOBKH TBOETO YCTPOMCTBA, T7lE YCTAHOBJIEHHBLIN HE
JlerasbHass mporpaMma. He crouT Takke 3a0BIBAaTh, YUTO CYIECTBYET JIETAJIbHBIE U OECIIATHBIE
IIPOTPAMMBI, KOTOPBIE MOKHO HAWUTU B CETH.

O noprase

CereBUYOK.pD - TBOU IJIABHBIF COBETUMK B CETH. 3/IECH THI MOXKEITb Y3HATH O OE30IIACHOCTH B CETH
TIOHATHBIM U JIOCTYITHBIM SI3BIKOM, A IIPY BO3HHUKHOBEHUH KPUTHYECKON CHUTYarlu OOPATHTHCS 3a
COBETOM. A TAaK)Ke IIPUHATH yYACTHE B KOHKYPCAX M CTATh CAMBIM ITH(POBBIM I'PAXKTAHUHOM !



