HNudopmanuonnbie MaTepHuaJibl 00 aKTyaJbHbIX HETATUBHBIX SIBJEHUSIX
B IH(POBOM NPOCTPAHCTBE H CNIOCO0AX NPOTHBOACHCTBUSA TAKHM TeHICHIUSAM

1. He3akoHnHoe moTpedsieHne U 000pOT HAPKOTHYECKUX CPEICTB
Beimyck onnaiin-mapagona [IBwxenusi IlepBoix «IlepBbie. HaBbiku J1s1 >KU3HK»
MOCBSIIEH TOMY, KaK MPOTHUBOCTOSITh PACIPOCTPAHECHHUIO 3aNpPEIICHHBIX BEILIECTB 4YEpe3

COIIMAJIBHBIC CCTH, M€CCCHI[)K€pI>I n OHJ'I&ﬁH-HFpLI:
https://vk.com/wall-214524833 291092

2. MoleHHHYeCTBO

[{ukn BHEYpOUHBIX 3aHATHA 1O BOMpOocaM HHQPOPMAIMOHHON Oe30macHOCTH
U 1ubpoBON TUTHMEHBI UIKOJIBHUKOB, PEKOMEHIOBaHHBIN Poccuiickoit akagemueit
00pa3oBaHusl, BKJIIOYAET METOJMYECKHE PEKOMEHJAIUU JJiS TPOBEACHUS BHEYPOUHBIX
3aHATHI 0 TeMe « MomeHHrn4YecTBO» 1i1d 2-6 u 7-11 kitaccos.

https://cifrateka.ru/teachers/?sectionld=56

[udpoBoit cepBUC MO KUZHEHHOW CUTyallMH «3aluTa OT MOIICHHHKOB B CETH»
Ha EnuHoM mopTalie TOCYyIapCTBEHHBIX W MYHUIMIAIBHBIX — yCIyT  ((yHKIIHN)
(moptan [N'ocycuyr).

https://www.gosuslugi.ru/scammer_protection

CepBuC NOpenoCTaBISIET BBIOOP CIEAYIOMMX cUTyaluid: «MOIIEHHUKH TBITAIOTCS
NoJIyduTh Joctyn K l'ocyciyram» (3Ta cuTyauus HamnpaBlieHa Ha IOMOIIb
B BOCCTAHOBJICHMM KOHTPOJISI HaJ YYE€THOW 3amuChio) U «S Xouy 3allUTUTHCS
OT MOIIEHHUKOB B ceTW» (B JaHHOW CUTyalluM peub HUIET O Mepax MpeaOoTBpaIlCHUS
MPECTYIHBIX JE€HCTBUN).

B pamkax mepBoil cuTyallMu TpeAcTaBlieHa MOApPOOHAas MHCTPYKLHS, B KOTOPOWU
conepxkutcss uHGOpMAIHMs O TOM, YTO JeNiaTh, €CIM TPAKIAHWH YK€ COOOIIMI Tapoib
i ko1 u3 CMC MomIeHHUKaM.

B pamMkax BTOpoO#l CHUTyallMu paccMaTpHUBAIOTCS MEpPBI, HANPABJICHHbIC Ha 3aIlUTYy
OT KHOEpNpecTymHUKOB (3ampeT Ha oQopMJIEHHE JOTOBOPOB  CBSI3W,  3ampeT
Ha TOJy4YeHHWE KPEAUTOB M 3aiiMOB, TMpaBuia 0€30MacHOCTH TpH TedehOHHBIX 3BOHKAX,
CrocoObl 3alUThl OT ()MHAHCOBOTO MOIIEHHUYECTBA), a TaKXKE MPEJCTaBIIEH YEK-JIUCT
1o uQpoBO THUTHUEHE.

PerynspHo oO6HOBIsieMast 0a3a MOIIEHHUYECKUX CXEM Ha JaHHBIH MOMEHT BKJIFOYAET
86 CXEM € UX KPAaTKUM ONMCAHUEM
https://www.qgosuslugi.ru/scammer protection/schemes?s=9&p=1

3. Bep0OoBka
MeTtoauueckue PEKOMEH AN TUTST neAarornyecKux PabOTHUKOB
001e06pazoBaTebHBIX Opranu3aiuii « OHIaiH-BepOOBKa MOIPOCTKOB: MPOQPUITAKTHIECKAS
paboTa B IITKOJIS»
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty97ufOl.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf
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4. OnacHble TPeHIbl B CONMAJBHBIX CETAX
Nudopmarmonnsie kapTouku, noarororieHHsie AHO «HanuonaabHbIe TPUOPUTETHI
COBMECTHO C AIIbSIHCOM (OCTYIHBI Ha pecypcax OObacHsIeM.pd)

lMMpyMmepbl pUCKOBAHHbLIX
TeM B COLLCeTAX:

<

Urpbl C yayLIbLEM W 3a4ePXKOM AbIXaH WS

<

MPLIKKW C BbICOTbI, MAaAEHWS, IKCTpeManbHble
«MPOBEPKM»

CaMOroBpeXAeHMe «Pain BUAEO»
NPUEM TabNeToK NN APYrX BELLECTB «Ha Crop»
arpeccnBHbIe PO3bIrpbILLY

+ + + +

onacHble flandxaku
TEEE———————————.
Ecnn Bbl yBUAenn, YTo pe6E€HOK MHTepecyeTcs

NOCTaMW Ha 3TU TEMbI, 0653aTe/IbHO
noroBopumTe C HAM.




NMouyemy pe6eHKyY
UHTEepPecHO:

4+ XenaHuve bbITb «KaK BCe»
4+ CTpax cTaTb U3roem
4+ NMOTPebHOCTb B MPU3HAHUM U Naiikax

+ HeZoCTaToYHas 3PenoCTb 30HbI MO3ra,
OTBeYaloLLeln 3a NoCNeACTBISA

——
NHTepec pe6éHKa yCUNUBAKT U airOPUTMbI

coLceTeir: OHV aHaNN3MPYHOT, UTO CMOTPUT
Nosb30BaTeNb, M CHOBA M CHOBA MOKa3bIBatOT

MOXOXWMe POJZINKN.




Ha uto o6paTuThb @
BHUMaHVe

PebéHok

BPAA /1N BaM paccKaxer,
YTO XOYeT y4yacTBOBaTb
B OMacHOM YenneHjgxe.
CTOUT HACTOPOXXUTHLCA,
ecnuv:

4+ pebéHOK YacTo npsayet TesiepoH

4+ V3MEHWI0Cb NoBeAeHVe, MoSABMAACh
TPEBOXHOCTb

4+ Bbl 3aMeyaeTe CUHAKWY UKV Nopessbl,
pebeéHOK He MOXeT OO BbACHUTb, OTKY/Aa OHW

4+ eCTb laB/ieHue CO CTOPOHbI Apy3eii

4+ roBOpUT BaM: «Tbl MPOCTO He MOHVMaEeLLb,
3TO TPEHA»



Kak pearnpoBaTthb

poauTenam

CTpax 3a pe6éHKa — 3TO HOPMAaJIbHO.
Ho pa3roBop nyylle HauyMHaTh, KOrga aMoLmnm
YTUXHYT.

He cTonT: NoBbILWATL roN10¢, KpU4aTb, CTbIAUTD,
Yyrpoxatb, 0OTonpaTb TeflePpoH 6e3 06 bACHEHU.
Takas peakumsa MoXeT NOATONIKHYTb pebéHka

K TOMY, UTO OH ByAeT CKpbiBaTb OT Bac CBOE
yyactme B NOA0OHbIX YesIeHaKax.




Kak npaBubHO
pa3roBapuviBaThb

He obBuHANTE! CKaxxuTe:
BmecTo: «Thl BOOGLLE «f1 BO/IHYHOCb
AyMaellb rooBOn?» 3a Tebsa» 1 «/laBaw
NN «5 3anpeLuaro — pasbepémcs

N BCE» BMeCTe».

NHoraa pebéHky BaXkHO He 0b6bACHeH e,
a BO3MOXHOCTb ObITb YC/IbILLUAHHbIM.
He nepebuBawTe ero.

B pasroBope onvpamntecb Ha PpaKThbl.
Hanpumep:

«Brpgeo B nHTEepHeTe «[pn yayube
OCTaEeTCa HaBceraa» KNeTKW MO3ra

normbaroT
33 HECKOJIbKO MUHYT»




NMpeanoXxurte

aJ/ibTEPHATUBbI

XXenaHue pycKoBaTb — 4YaCTb B3POC/IEHUSA

N rnovcka cebs. BaxHo He NoAaBUTb ero,

a HanpaBUTb 3HEPru0 B BepHOM HarnpaBieHUNN.
BO3MOXHble anbTepHaTUBbI:

4+ CNOPT N aKTUBHOCTb, €CAN HYXXEH
afjpeHanuH

4+ TBOpPYeCTBO, 6/10r 1 X066U, YUTOOBLI NONyYaTb
60/ibLLe BHUMAHUSA

4+ noasaep>xka 1 noxesana Aoma, ecnv pebeHky
He XBaTaeT NPU3HAHUS



UTo eLe MOXKHO
caenaThb:

768
NS
4+ 06cyanTe, Kak NpaBUIbLHO NONb30BaATbLCA
couceTamm

R

4+ HaCcTponTe BO3paCTHbIe OrpaHNYeHuUs

+ 0bcyxaanTe C pebEHKOM TO, UTO OH CMOTPUT
B MHTEpHeTe

4+ HayuuTe NpoBepsTb MHGOPMALMIO

Bawla 3agayva — He 3anpewiaTb WAW NyraTb,
a HayunTb pebéHKa BNAETb OnacHble TPeHAbI

N oOUEHNBATb X NMOCNEACTBUA.

5. TpaBas (Ku6epOynauHr)

[Mukn BHEYpOUHBIX 3aHATHH 1O BOMpocaM HHQPOPMAIMOHHON Oe30macHoCTH
U 1ubpoBON THUIMEHBl IIKOJIBHHUKOB, pPEKOMEHAOBaHHBIN Poccuiickoit akagemueit
oOpa3oBaHMsl, BKJIIOYa€T METOAMYECKHE PEKOMEHJAIMU JIsi MPOBEICHUS BHEYpPOUHBIX
3aHsATHH N0 TeMe «TpaBis» s 2-6 u 7-11 knaccos.

https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[Ipoekt B (opmare NEeHAMHTOBOW CTpaHUIBI B ceTH MHTEpHET, peann30BaHHBIH
Munuudpsr Poccun B pamkax BCEpOCCHHUCKONW MPOrpaMMbl KHOEPTUTHEHBI U TOBBILICHUS
rpaMoTHOocTH TpaxnaaH Poccuiickon ®enepanuu. Ha caite mnpoekra pasMmenieHa
uHdopmalusi A KaXIOro W3 YYACTHUKOB KUOepOyJUIMHra: >KEepTBBI, arpeccopa
1 HaOIrOMaTENA

https://kn6ep-OyuHr.pd/

HNudpopmarmonnsie kapTouku, noarotosieHusie AHO «HarmonansHbie TpUOPUTETHI

COBMECTHO ¢ ANbSTHCOM (IOCTYyIHBI Ha pecypcax OObsacHsIeM.pd)

Ecnn Bbl yBUAENU B Yate KOHPJINKT, He CTOUT
pearnpoBaTb 3MOLMOHANbHO. DTO MOXEeT
yCyrybuTb cUTyauuio.

He Hy>XHO: Nlyuywue:

* MNCaTb rHEeBHble * caenatb
coobLeHus CKPUHLLIOTbI
B 06K YaT nepenmncku
BbISICHATb * 3adUKCUPOBaTH
OTHOLLEeHUs KOHTEeKCT 1 AaTty
ny6an4HO * CNOKOWHO

* 06BUHATH obaymaTh
YYXUX geTeun AanbHenwune

Larun



https://кибер-буллинг.рф/
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NMoaaep)xka,

a He gonpoc

CrnoKovHO norosopuTe ¢ pe6eHKOM.
OH f0/1XEeH NOHATb, YTO Bbl Ha €ro CTOPOHe.

Pa3roBop MO>XHO HauyaTb TakK: «A yBuaen(a)

COObLLIEeHMS B YaTe N XOUY NOHATb, KaK Thbl Cebs
YyBCTBYeLUb. Pacckaxwu, YTo TaM NPOUCXOANT.
Tbl B 6€30NaCHOCTU?»

Ba)Ho:

* C/lyWwatb
6e3 ocyXxaeHus

* He obecueHVBaTb
npobnemy

* He 06BUHATbL
pebéHka
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Ecnu Bawl pe6éHOK —
XepTBa

* [lycTb pe6éHOK NPOroBOpPUT CBOU YYBCTBA,
a Bbl NOAAEPXNTE €ro

* O6BACHUTE, YTO TPaBNA —
3TO OTBETCTBEHHOCTb 06VAYNKOB

+ CoxpaHuTe goKasaTenbCcTBa 6ynnmHra
1 coobLLMTe 06 3TOM NCUXONOTY, KNACCHOMY
PYKOBOAMUTENHO, @ NPY HEOBXOANMOCTU —
PYKOBOZACTBY LLKO/bI
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Ecnu Bawl pe6€HOK —

o6bnaunk

He nbiTanTecb cpa3ly HakasbiBaTb
NN onpaBAblBaTb pebéHka — pasbeputech
B CMTyauunn. 3agaMTte Takme BONpoChl:

* «Kak, no-TBoemy, 4yBCTBYeT Q F

cebs gpyrovi pebEHOK?»
"
Ba>kHo:
* BbI3BaTb Y pebéHka conepexvBaHme
* 06BACHUTL NOCeACTBUSA

* NMOMOYb NCnpaBnTb CNTYyaLNKO

A

«4TO Thbl YyBCTBOBAN,
KOrga nmcan ato?»

&

v
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Ecnu pe6éHoK —

Ha6bnwaarenn

O6cyauTe c pe6EHKOM:

* YTO MOIYaJIBble CBUAETENN YCUINBAKOT
TpaBJIko 1, MO CyTW, CTAHOBATCHA
ee coyyacTHMKamu

* Kak nogaep>kaThb XXepTBY Oy/IIMHra
* K KOMY 13 B3pPOC/IbIX MOXXHO 06paTUTbCA
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Hy>XHO i nucaThb

B o6 yaTt?

O6cyauTe cUTyaL Mo C KJIaCCHbIM
pyKkoBoauTenem 1 BMecTe peLunTe, Kak y4ylle
AencTBoBaTb. Balla 3asava — cripaBUTbLCH

C Npob6a1emMow, a He A0Ka3aTb, YTO Bbl NPasbl.

Ny6nnyHbie KOHPNKTDI
poavTenen MoryT:

*  YyCyrybuTtb nosnoxeHuve
feten

* cnpoBounpoOBaThb
arpeccnro B Kiacce

* pasfAennTb B3POC/bIX
Ha BpaxayoLyme
nareps
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Hy>xHO nn ngTn
B NOZINLLUIO

O6paTUTBLCA B aAMUHNCTPALUIO LLUKOJbI
WM NpaBoOOXpPaHUTENIbHbIE€ OpraHbl HY>KHO,
ecnun Bbl BUAUTE B yaTe:

* Yrpo3sbl

* cucTeMaTUyeckyro Tpas/to

* pacnpocTpaHeHune INYHbIX GOoTo
* BbIMOraTenbCTBO

6. CepBHCHI U MaTepHaJIbl 10 HM(POBOIi 6e30MACHOCTH
KaraJsior o0y4aommux KypcoB 1o nudpoBoit rpaMOTHOCTH — OT TPABHJI PE3EPBHOTO
KOIIMPOBAHUA JAHHBIX 10 MCTOAOB PACIIO3HABAHUA I[I/IH(l)eI)'IKOB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect Mo HU(PPOBOI TPAMOTHOCTH, ONPEICIAIOIINAN YPOBEHb OCBEIOMJIEHHOCTH B
aToit cdepe https://www.gosuslugi.ru/scammer_protection/quiz

Paznen na nmoprane ['ocycnyr «Kubep6e3onmacHocTh — 3TO MPOCTO!», r7ie coOpaHa
nosiesHass uwHGoOpMaIMs O pasHOOOpa3HbIX KuOepyrpozax. B oTnenpHBIX Ol0Kax
pa3MeIIeHbl PEKOMEHIAITNH, CTICIIUATBHO pa3pabOTaHHbIE B TOM YHCIe s AeTei. [loMmumo
ATOr0 0cO000€ BHUMAHHUE YCJICHO 3aIUTe OT (PUINMHTA, CO3[IaHUI0 HAJCKHBIX Mapojeil u
npodriiakTHKe TeISe(POHHOTO MOIIICHHUYECTRA.

https://www.gosuslugi.ru/landing/cybersecurity



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
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Paznen na mnoprane I[ocycnyr «be3omacHocrs naered B HWHTepHeTe», 1€
IIPE/ICTABIICHBl PEKOMEHIAIMA W HMHCTPYKIMH TI0 HACTPOHKE CPEJICTB POAUTEIHCKOTO
KOHTPOJIsA, WHpopManuss O OeCIUIaTHBIX CEepBHCaX M Marepuajax 1o [H(pOBOK
0€30MacHOCTH M OIIUAX JETCKOr0 peXuMa B Pa3IMYHBIX TOMYJISAPHBIX CEPBHCAX H
TIPHIIOKCHUSIX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoext «[IUPPOBOM JIUKBE3», peammsyemsiii Munnupps! Poccun coBMecTHO
¢ AHO «lludpoBas skoHoMuKka». B pamkax npoekta JO0CTYIHbI BUACOPOIUKU OT BEIYIIUX
TEXHOJIOTUYECKUX KOMITAHUM, MOCBAIIEHHBIE AaKTyallbHbIM Yrpo3aM HWH(GOpMAaIlMOHHON
Oe3omacHOCTU (ColuanbHasi WHXKEHEPHs, APONIEPCTBO, MOIIEHHUYECTBO C Aundenkamu,
KpaXka akKKayHTOB, JJOKCUHT | JIp.) U CITIOCO0aM MPOTUBOICHCTBHS KM

https://digital-likbez.datalesson.ru/?ysclid=mmui632wz1130807036

Ipoextr «YPOK HU®DPDI», peanuzyembiit Munimdpsl Poccuu coemectno ¢ AHO
«IIudposas SKOHOMHKA, MPE0CTaBISIOIINI BO3MOKHOCTb MOJTYYUTh
CIIeIMAIM3UPOBAHHBIC 3HAHUS U MMO3HAKOMUTHCS ¢ akTyalibHbIMU U T-nipodeccusimu

https://ypokmdpsl.pd/?ysclid=mmui90d6uv290511431

Be6-nopran Anbsinca «[IlUDPATeka. budiauoreka npakTudeckux 3HAHUII», Ha
KOTOPOM TMpEJCTaBjieHa TMoJie3Has uHQOpMamus OT BeIyIIMX OJKCOepToB B cdepe
0e3onacHoCTU B MIHTEpHETE U NICUXO0JIOTUU HE TOJIBKO JJISl I€TeH U MOJPOCTKOB, HO U JJIA
poauTeneil U yduTenen, cTaTbu, 00pa3oBaTelbHbIC KBU3bI, & TAKXKE UYEK-JUCThI, KOTOPHIC
IOMOTYT MPOTHBOCTOATH onacHoCcTsIM B MHTepHeTe hitps://cifrateka.ru/articles/

Mertoauueckoe mocooue «Puckm B umdpoBoil  cpeae: IMATHOCTHKA,
NpoPUIAKTHKA, KOPPEKUMS», a[PECOBAHHOE Telaroram, MCUXojoraM, BOCIUTATENISIM U
pomutensam https://cifrateka.ru/upload/iblock/666/rjuy8I3z15yni4ujjh22kg0xoa5kktti.pdf

['oTOBBII LMK/ BHEYPOUYHBIX 3aHATHH MO BOmpocaMm HH(OPMALMOHHOI
0ezomacHocTH W 1HUGPOBOIl TIMrHeHbI IIKOJBLHUKOB (2-6 u 7-11 KmaccoB),
pekomeHgoBaHHbIM Poccuiickoit akamemueidt oOpazoBanusi (Lludpareka. B3spocibie /
yuuTensiM / Metonuyeckue Marepuanbl). OCHOBHbIMH (hopMaTamMu NMPOBEACHUS 3aHATUN
ABJIAIOTCA Oecelbl C SJIEMEHTAaMU MIPOBOM JESATENbHOCTH, A TaKKe MPAKTUKYMBI,
OpUEHTHUPOBAaHHbIE HA CO3JaHME COOCTBEHHBIX MNPOEKTOB B c(epe HHGPOPMALMOHHON
0e3zomacHocTu. https://cifrateka.ru/teachers/?sectionld=56

NudopmanuoHHO-MeTOAMYECKHEe MATEPUAJBI s poauTesed (3aKOHHBIX
IpeICTaBUTENCH ) «be3oracHocTh JeTen B HNurepuere»
https://disk.yandex.ru/i/KDIIgrf1IL9XiA

Buneoypok ot npeacenarens AnbsiHca bensakoBoi E.A. «Kak opueHTHpPOBaTHCH B
OHJIAIH-TIPOCTPAHCTBE), NMOJATOTOBICHHBIN (hoHT0M «CTpaHa ajis IeTei» B paMKaxX akIUH
«be3zonacHocTh gercTtBay YnomHoMouyeHHoro npu [Ipesuaente Poccuiickoit @enepanunu no

nmpaBaM pebenka M. A.JIsBOBOII-benoBoi. https://vkvideo.ru/video-
207180658 4562393007t=1m42s
Ilnargpopma uudpoBoil rpaMOTHOCTH [JIs1 HE3PHAYHUX JeTell - COBMECTHas

naunuatuBa [TAO «Bweimnenkom», Everland m AnbsiHca, HampaBieHHass Ha ITOMOIIb


https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://vkvideo.ru/video-207180658_456239300?t=1m42s
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HOI[pOCTKaM C HapymeHI/IHMI/I 3peHI/I$I B OCBOCHUU I_II/I(l)pOBBIX HABBIKOB
https://beelineforkids.ru/



https://beelineforkids.ru/

