[ Bonbwe nidbopmauum no Python Tyt

% eFusion 07 asrycra 2020
v7 &0 b0 Ao

@ KoHuenuus IP-agpecos Ha npuMepe Python-moayns ipaddress

PacckasbiBaeM, Kak paboTaTb ¢ IP-agpecamu knaccmnyeckoro npotokona IPv4 B Teopum 1 Ha NnpakTuke —
B kKoge Python. [NokasbiBaeM, Kak NPOBEPUTb CBSI3b Mexay rpynnoin IP-agpecoB n nx COoTBeTCTBME

noAceTsaM U AManasoHaM vacTHbIX IP-agpecos.

BBogHble cBepeHus 06 IP-agpecax
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220.14.9.37

KaxkablI OKTET — 3TO oAuH 6anT, uncno ot 0 go 255. To ecTb MaKCMMasbHbIN agpec paBeH
255.255.255.255,a MUHUMASbHbIN — ©0.0.0.0 .

[anee Mbl paccMOTpUM, Kak Moaynb ipaddress BbINONHAET NPeobpas3oBaHUA agpeca Tak, YTO HaM He

npuxoaunTca OTBJIEKATbCA Ha CTPOEHUE afpeca.

NMpumeyaHue

Mopgynb ipaddress go6aBneH B cTaHgapTHYO 6ubnnoTeky B Bepcum Python 3.3, npumepbl TyTopuana
npoBepeHbl Ha NpuMepe Python 3.8. NMonb3oBaTtenb matyushkin nto6e3Ho aganTupoBan NPoOrpaMMHbIN
KOA, CTaTbW B BMAE KOHCMNEKTMBHOIo Jupyter-6/10KHOTa. 3a CYET 3TOro C KOAOM MOXHO nourpaTb B cpeje
Colab.

Moaynb ipaddress

Monyynm BHewHUI IP-agpec Hawero KomnbtoTepa 451 paboTbl C HAM B KOMaHAHOW CTpoke. B Linux aT1o
AenaeTcs Tak:

$ curl -sS ifconfig.me/ip
220.14.9.37

9TOT 3anpoc y3HaeT Haw IP-wHMK Ha canTe ifconfig.me. CalT TakXXe BblgaeT MHOXECTBO APYroMn
nonesHon nHbopmaumum o BaleM CETEBOM MOAKITHOYEHUMN.

MpumeyvaHusa

Bo3MOXHO, 3anpoc BEPHET He JIMYHO Balll BHELHWUI (peanbHblit) agpec. Ecnun coeanHeHne HaxoamTes 3a
NAT-oM, TO 3TOT agpec UCMOMb3YOT U Apyrne aboHEHTbI, HAXOAALLMECA B BalLEM CErMeHTe CeTU. TOYHYHO
nHdopmMaLmIo 0 TOM, KaK peanusoBaHa CeTb, MOXHO y3HaTb Y ee npoBangepa.

Tenepb oTkpoeM uHTeprnpetatop Python. YTo6bl cosaatb 06bekT Python ¢ nHKancynnpoBaHHbIM

ajpecom, co3gaamm knacc IPv4Address :

>>> from ipaddress import IPv4Address
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Mepepaya CTPOKM "220.14.9.37" B KOHCTPYKTOp IPv4Address — Hambosiee pacnpoCTpPaHEHHbIN

noaxon, HO KjliacCc MOXET NMpuHMUMaTb U gpyrue Tunbl:

>>> IPv4Address(3691907365) # W3 uenoro 4ucna
IPv4Address('220.14.9.37")

>>> IPv4Address(b"\xdc\x0e\t%") # W3 6alnToBOW CTPOKM
IPv4Address('220.14.9.37")

AZpec MOXHO pacnakoBaTb B TpebyemMyto hopmy:

>>> int(addr)
3691907365

>>> addr.packed
b'\xdc\x0e\t%'

3K3eMI'IJ'IF|pr IPv4Address aBnAlTCA XaWwnpyemMmbiMn U MOTryT UCnosib3oBaTbCA B Ka4eCTBeE Ktoyen

cnoeaps:

>>> hash(IPv4Address("220.14.9.37"))
4035855712965130587

>>> num_connections = {
IPv4Address("220.14.9.37"): 2,
IPv4Address("100.201.0.4"): 16,
IPv4Address("8.240.12.2"): 4,

Knacc IPv4Address Takxe peann3yeTt MeTobl, N0O3BOJIAOLLNE NPOBOAUTEb CPaBHEHUA!

>>> IPv4Address("220.14.9.37") > IPv4Address("8.240.12.2")

True

>>> addrs = (
IPv4Address("220.14.9.37"),
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print(a)

8.240.12.2
100.201.0.4
220.14.9.37

MO>XHO MCnonb30oBaTb JIF060M CTaHAAPTHbIV OrnepaTop CPaBHEHUS LIeNTOYNCTIEHHbIX 3HAYEHWUI aipEeCHbIX
06BHEKTOB.

IP-ceTu n nutepdencol

CeTb — aT0 Habop IP-aapecos. CeTn ONUCbIBAOTCA Y 0TOOPaXKatoTCA Kak HernpepbiBHbIE ANanasoHbl
aapecoB. Hanpumep, ceTb MOXET COOTBETCTBOBATb AMana3oHy 192.4.2.0 — 192.4.2.255,T.e.

BK/ItOYaTb 256 aapecoB. Ecnm HY)XXHO 3TO 0TO6pa3unTb B KpaTkon opMme, ncnonbsyetca Hotauus CIDR.

B CIDR ceTb onpegenseTcs ¢ NOMOLbK CETEBOro agpeca un npedukca <network address>/<prefix>:

>>> from ipaddress import IPv4Network
>>> net = IPv4Network("192.4.2.0/24")
>>> net.num_addresses

256

# BbiBeCTM npeduKC MOXHO C nomouwbl cBoicTBa prefixlen:
>>> net.prefixlen
24

B naHHOM cnyyae npedukc paBeH 24. NpeduKc — 3T0 KOMYECTBO BeAyLMX 6BUTOB, COOTBETCTBYHOLLMX
BXOASALLMM B CETb agpecaM. Beayuime 6UTbl OTCUMTBIBAKOTCS C/ieBa Hampago.

Mpumep: BxoanT nu agpec 192.4.2.12 B ceTb 192.4.2.0/24?

OTBeT: A3, TaK Kak Befgylne 24 6uta agpeca 192.4.2.12 — 370 nepBble TpU OKTeTa: 192.4.2.

lNMocnepHWin OKTET COOTBETCTBYET nocnegHnm 8 6utam 32-6utHoro IP-agpeca.

BOCI'IOJ'Ib3yeMCFI netmask AN MackupoBaHUA 6UTOB B CpaBHMBaeEMbIX aapecax.

OnpepeneHue

ButoBas Macka — fjaHHble, KOTOPblE UCMONb3YOTCA A1 MAaCKMPOBaHUA — Bbi6opa OTAe/IbHbIX GUTOB
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>>> net.netmask
IPv4Address('255.255.255.0")

Ha pucyHke HWKe nokasaHo, Kak CpaBHUBAKOTCA BeAyLine 6UTbl, YTO6bl ONpeaennTb, ABNSETCA N1 afpec
4acTbio CETHU.

llgeaeee G800e18e ecee801e eeaelles # 192.4.2.12 # Host IP address
llgeeaee 00000188 20088010 beeeeesd # 192.4.2.8  # Hetwork address
|
~ 24th bit (stop here!)
l |
l

These bits match

Mo6uToBOE CpaBHeHWE

MocnegHue 8 ouTtB 192.4.2.12 MaCKUPYKOTCA HyN1eM U UTHOPUPYKOTCA NMPU CpaBHEHUN.

>>> IPv4Address("192.4.2.12") in net
True
>>> IPv4Address("192.4.20.2") in net

False

PaccMOTpUM ellle OAMH BaXKHbIV TUM aJipeca — LIMPOKOBELLLaTeNIbHbIMN.

OnpepeneHue

LLinpokoBeLaTeNnbHbI agpec — YCIOBHbIN (He MPUCBOEHHbIN HUKAKOMY YCTPOWCTBY B CETH) afpec,
KOTOpPbIN ncnonb3yeTcs AJia nepefaydn LWMpOKoBeLlaTesbHbIX NaKkeToOB B KOMIMbIOTEPHbIX CETAX.

9TO eAMHCTBEHHbIN ajpec, KOTOprVI MOXET UCNOJIb30BaTbCA AJ1A CBA3U CO BCEMU XOCTaMU CETU.

>>> net.network_address
IPv4Address('192.4.2.0")

Yale Bcero Bbl 6yfieTe CTaNKMBATbCA C AJIMHOW Npedukca KpaTHoii 8.

Mbl UCIMOJIb3YEM COOKIE. Vicnonb3ya caunT, Bbl NpefocTaBrisieTe coriacue Ha
06paboTKy pannoB cookie C NOMOLLbIO CEPBUCOB BEG-aHANIUTUKN B COOTBETCTBUU C
MoNNUTUKON KOHPUAEHLMANBbHOCTMW.


https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%80%D0%BE%D0%BA%D0%BE%D0%B2%D0%B5%D1%89%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9_%D0%B0%D0%B4%D1%80%D0%B5%D1%81
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%80%D0%BE%D0%BA%D0%BE%D0%B2%D0%B5%D1%89%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9_%D0%BA%D0%B0%D0%BD%D0%B0%D0%BB
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B8
https://proglib.io/privacy-policy

Prefix Length Number of Addresses Netmask

16

24

K.

16,777,216 255.0.0.9
65,536 255.255.0.0
256 255.255.255.8
1 255.255, 255255

PacnpocTpaHeHHble NofceTu

Jltoboe uenoe 4ncno ot 0 go 32 aBnsetcs 4O0NyCTUMbIM, HO Takoun BapUaHT BCTPEYaETCA pPeEXE!

>>>

net

= IPv4Network("100.64.0.0/10")

>>> net.num_addresses
4194304
>>> net.netmask

IPv4Address('255.192.0.0")

Mepebop IP-agpecoB B LuKe

Knacc IPv4Network nossonsert rlepe6V|paTb oTAe/NIbHblE aApeca B LUUKIIE for:

>>>
>>>

192.4
192.4
192.

192.
192.4
192.4

net

for

= IPv4Network("192.4.2.0/28")
addr in net:
print(addr)

2.13
2.14
.15

-
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>>>

>>>

class 'generator
next(h)

IPv4Address('192.4.2.1")
next(h)

IPv4Address('192.4.2.2")

Mopcetun IP-appecoB

MopceTb — 3710 YacTb IP-ceTu:

>>> "192.0.2.0/28"
>>> "192.0.0.0/16"

>>>
True
>>>

True

B koge Bbiwe small net copepXut 16 agpecos,a big net — 65 536.

PacnpocTpaHeHHbI cnoco6 pa3brueHus Ha NOACETU — 3TO YBeNIMYEHUE ANIMHbI Npedukca Ha 1:

Total address space Partial address spaces
4 ™
200.100.10.0/24 20:1-2130%30-03 2]5
(256 addresses) ST
200.100.10.0 200.100.10.1
200.100.10.0 200.100.10.1
b ot 200.100.10.126 200.100.10.127
200.100.10.4 200.100.10.5 > <
200.100.10.128/25
200.100.10.6 200.100.10.7 (128 addresses)

200.100.10.128 200.100.10.129
200.100.10.252 200.100.10.253

200.100.10.254 200.100.10.255

MonnTUKON KOHGMAEHUMANbHOCTMW.
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K cuacTbto, IPv4Network pacuyeTbl MoAceTei nogaepXXMBatoTCs BCTPOEHHbIM METOAOM subnets() :

>>> for sn in net.subnets():

print(sn)

200.100.10.0/25
200.100.10.128/25

B nepenaBaeMoM subnets() apryMeHTe MOXHO 3aAaTb, KaKUM A0JIKEH 6bITb HOBbIV NpeduKc:

>>> for sn in net.subnets(new_prefix=28):

print(sn)

200.100.10.0/28
200.100.10.16/28
200.100.10.32/28

200.100.10.208/28
200.100.10.224/28
200.100.10.240/28

CneuwnanbHble gnanasoHbl IP-agpecoB

AaMuHUCTpauns agpecHoro npoctpaHcTea NMHTepHeT (Internet Assigned Numbers Authority, IANA)
COBMeCTHO ¢ MHxeHepHoM coBeToM UHTepHeTa (Internet Engineering Task Force, IETF) ocywiecTensitoT
HaZ30p 3a pacrnpeeneHnem Anana3oHoB afgpecoB. PeecTp nogo6HbIX afpecoB — BaXKHas Tabnumua,
KOTOpas onucbiBaeT, /18 Kakux Lenen 3apes3epBmpoBaHbl guanasoHbl IPv4-agpecos.

K npumepy, aTo yacTHble |IP-agpeca, ucrnonbayemble ANA BHYTPEHHEN CBA3N MeX Ay YCTPONCTBaMum B
ceTu, He TpebytoLlen NOAKIHOYEHNSA K UHTEPHETY:

Range Number of Addresses Network Address  Broadcast Address
10.0.0.9/8 16,777,216 10.0.0.0 16.255.255.255
172.16.8.09/12 1,048,576 17/2.16.6.09 172.31.255.255
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Cny4aitHbiM 06pa3oM Bbli6epeM afpec — 10.243.156.214 . OTHOCUTCS NN 3TOT afpec K NpuBaTHbIM?

[na aToro nposepum, nonagaet SiM OH B AnanasoH ceTn 10.0.0.0/8:

>>> IPv4Address("10.243.156.214") in IPv4Network("10.0.0.0/8")

True

[pyroi cneumanbHbI TUN agpeca — 3TO JIOKaNbHbIN aApec CBA3U, COCTOALWMI U3 6110Ka

169.254.0.0/16 . [IpumepoM MOXeT cnyxuTb Amazon Time Sync Service, LOCTYMNHbIN /15 UHCTaHCOB

AWS EC2 no agpecy 169.254.169.123 . [laHHbIV nyn Takxe ucnonb3yet Windows ans Bblaayum

aJlpecoB CeTeBbIM aganTepam Npu OTCYTCTBUM UHTEPHETA OT NpoBaiaepa.

>>> timesync_addr = IPv4Address("169.254.169.123")
>>> timesync_addr.is_link_local

True

Moaynb ipaddress npepocTaBnsieT HA6op CBONCTB A1t MPOBEPKM TOr0, OTHOCUTCS NI afipec K
cneuuanbHbIM:

>>> IPv4Address("10.243.156.214").1is private
True
>>> IPv4Address("127.0.0.1").is_loopback

True

>>> [1 for i in dir(IPv4Address) if i.startswith("is_")]
['is_global"',

'is _link_local’,

'is_loopback',

'is_multicast’',

'is_private',

'is_reserved',

'is_unspecified']

BOT elle HECKOJIbKO 3ape3epBMPOBaHHbIX CETell:

* 0.0.0.0/8 — agpeca MCTOYHUKOB NaKeTOB «CBOEW» CETHU,
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Y10 npoucxoaut BHyTpu ipaddress

B pononHeHue K xopowo gokymMeHTupoBaHHoMy API, ncxogHbin kog CPython u knacc IPv4Address
noKasblBalOT HEKOTOPble OTINYHbIE NAEN, KaK YNYYLLIUTb COBGCTBEHHbIN KOA.

KomMmnoHoBLMK

Mogynb ipaddress ucnonbayeT npevmylLiecTBa WwabnoHa NpoekTupoBaHmsa «KoMnoHoBLWMK». Knacc

IPv4Address npeactaBnsieT CO60M KOMMNOHOBLMK, KOTOPbI 060paYynBaeT 06bI4YHOE Lienoe YNUCHIO.

Kaxxabi ak3emnnsap IPv4Address mmeet aTpubyT _ip,uymcno tmna int . MHorme cBomcTBa n MeToAbl

KJlaccCa ornpependarTcd 3Ha4eHnem atoro anVI6yTaI

>>> addr = IPv4Address("220.14.9.37")
>>> addr._ip
3691907365

ATpubyT _ip oTBevaeT 3a cospaHume int(addr) . Llenoyka BbI30BOB BbIrMAAUT CNeayowmm ob6pasom:

int (my_addr)

l

my addr. int_ ()

l

‘ my_ addr. ip ‘

Llernoyka BbI30OBOB B KOMMOHOBLLNKE

MpoaeMOoHCTpUpYyeM cuny ._ip nyTem paclmpeHus knacca IPv4Address :

from ipaddress import IPv4Address

class MyIPv4(IPv4Address):
def and_ (self, other: IPv4Address):

if not isinstance(other, (int, IPv4Address)):
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[o6aeneHue .__and__() No3BoNsieT UCMONb30BaTb 6MHAPHbIV onepaTop &, YTo6bl MPUMEHSATb MacKy K

IP-agpecy:
>>> addr = MyIPv4("100.127.40.32")
>>> mask = MyIPv4("255.192.0.0") # CooTBeTcTByeT npedukcy /10

>>> addr & mask
MyIPv4('100.64.0.0")

>>> addr & Oxffcoeeeo # hex-nutepan gna 255.192.0.0
MyIPv4('100.64.0.0")

MeTtog _ and__ () no3BonsieT ucnosb3oBatb 60 apyron IPv4Address, nn6o HenocpeaCTBEHHO int B
KayecTBe Macku. lMockonbky MylPv4 aenaetcsa nogknaccom IPv4Address, npoBepka isinstance() B

OAHHOM CJ/ly4yae BepPHET True.

Momumo neperpy3ku ornepartopa, eCtb BO3SMOXXHOCTb ,U,O6aBI/1Tb HOBble CBOUCTBA:

import re

from ipaddress import IPv4Address

class MyIPv4(IPv4Address):

@property
def binary repr(self, sep=".") -> str:

MpeactasnaeT IPv4 B Buae 4 65n0KkoB nNo 8 6uT.
return sep.join(f"{i:08b}" for i in self.packed) # 8 cTpoka

@classmethod
def from_binary repr(cls, binary repr: str):

CospaeTt IPv4 M3 OBOMYHOrO npepcTaBieHUA.
i = int(re.sub(r"[7?01]", "", binary repr), 2) # 14 cTpoka

return cls(i)

B MeToge binary_repr (cTpoka 8), ucnonbayetca .packed Ansa npeo6pasoBaHus |IP-agpeca B MaccuB

6anToB, KOTOPbIN 3aTeM hopMaTUpyeTCs, Kak CTPOKOBOE npeAcTaBieHne 6MHapHON GopMbl.

B from_binary_repr,Bbi30B int(re.sub(r"[701]", "", binary_repr), 2) (cTpoka 14) cocTout
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* aHanus pesysnbTaTta c NoMoublo int(<string>, 2).

MeTogbl binary repr() n from_binary repr() no3BOAIOT NPOBOAUTb ABYCTOPOHHIOK

KOHBepTaLuuto:

>>> MyIPv4("220.14.9.37").binary_repr
'11011100.00001110.00001001.00100101"'
>>> MyIPv4("255.255.0.0").binary repr # Macka ana npe¢ukca /16
'11111111.11111111.00000000.00000000'

prog _
#1ib ©

TakmMm 06pa3om, Mbl pasobpanu HECKOJTIbKO CNOCO60B UCMOJIb30BaHMS NPENMYLLECTB LWabnoHa IP-as-
integer, KOTOPbI MOXET NOMOYb pacWMpUTb hyHKLUMOHaNbHOCTb IPv4Address ¢ He6onbLNM
KOMIMYECTBOM [OMONHUTENBHOMO KOAa.

3akiroyeHue

Ecnun Bam HpaBuTCA s13blk Python 1 Bbl XO0TUTe AeTanbHO oBNaAeTb CTaHAApPTHOM 6MB/IMOTEKON, Y Hac
€CTb MHO)X€CTBO POACTBEHHbIX Ny6anMKaLuii:

* Kak xpaHuTb 06beKTbl Python co cnoxHoi cTpykTypon (o moayne pickle)

e Wtepupyem npaBunbHO: 20 npuemoB ucnonbsosaHus B Python moayns itertools

* He nsobpetatb Benocunegd, nnu 063op mogyns collections B Python

e Hasapg B 6yayuiee: npakTU4eckoe pyKoBOACTBO MO NyTeLlecTBUIO BO BpeMeHu ¢ Python

e Kak nogpyxutb Python n 6a3bl gaHHbix SQL. NogpobHoe pyKoBOACTBO

NcTOYHUMKK

e https://realpython.com/python-ipaddress-module/
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(i3 30 ceHTnbps OnnaitH becnnatHo

VTB API hackathon 2023

(i3 25 ceHTabps MockBa OHnaiiH BecnnatHo

Mpurnawaem aHanuTUKoB NpucoeauHUTbes K npoekTy IT_ONE CAREER m ucnbitatb ce6si Ha
OHNlanH-XaKaToHe!

(i3 29 ceHTs6ps OunaiiH becnnatHo
+ [lokasaTb eLle

KoMmmeHTapum

OcTaBbTe CBOW KOMMeHTapuii (MOXHO ncrnonb3oBaTb markdown)

MonynspHble Mo nopagky

€ /leonnp XossuHoB 27 Hosbpst 2020 0 1
BeeneHune B mogynb ipaddress Ha pycckom https://digitology.tech/docs/python_3/howto/ipaddress.html

MNepeBop obmumnanbHOM OKYMeEHTaUmMm no oubnmnoTteke ipaddress
https://digitology.tech/docs/python_3/howto/ipaddress.html

OTBEeTUTDL

BAKAHCUU [l06aBUTb BaKkaHCUIO

c Data Scientist (cTaxep)
<

MockBa, rno ntoram co6ecep,OBava

KOHTEHT-MeHeKep
|
Mo utoram co6ecefjoBaHus
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JIYHLUWE CTATbW MO TEME

OOl Ha Python: koHUenUMK, NPUHLUNbI U NPUMEPbI peanu3saLum

MporpaMmmupoBaHue Ha Python gonyckaeT pasniMyHbie METO0/I0MUMU, HO B €r0 OCHOBE JIEXUT
06bEKTHbIN Noaxod, NoaToMy paboTaTb B cTuie 00T Ha Python oyeHb npocTo.

8 KHUr no KOMIMNbKOTEPHDbIM CETAM

I'Io,u,6opKa aKTyaJlbHbIX KHUI MO COBPEMEHHbIM CETAM, rae KaXabl — OT HOBWYKA [0 I'IpOCI)eCCVIOHaJ'Ia -
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