[Ipoxypatypa TapacoBckoro paiioHa HHGOPMHUPYET O CIOcoOax MOIIEHHUYECTBA B
chepe UHBECTUIIMI U IOTIOJTHUTENIBHOTO 3apadoTKa

[IpennaratoT BJIOXKWUTHb JIGHBI'M W MOJY4YUTh MpuUObUTE 10 250% roaoBbIX?
He cniemmte mnepeBoauTh cOepexeHUs: CKOpee BCEro, I0J MacKoW COTpPYJIHHUKOB
WHBECTUIIMOHHON WM OpPOKEPCKON KOMIIAHMHM CKPBIBAIOTCS (DUHAHCOBBIC ad)epHUCTHI.
PacckaspiBaeM, Kak UX Pacrio3HaTh U HE MOTEPSATh CBOU JICHBIU.

Cxembl ad)epuCTOB ¢ HHBECTULHSIMH

NHBeCTULIMOHHBIE MOIIEHHUKUA — XOPOIIME IICHUXOJIOTH, KOTOPhIE 3HAIOT, Kak
BBI3BATh MHTEPEC, PACIOJIOKUTH coOeceqHUKa K ce0e M yOenuTh 4elIOBeKa paccTaThCs
C COOCTBEHHBIMU COEPEKECHUSIMHU.

YacTo myig oOMaHa 3J10yMBIIIJIEHHUKU CO3/Ial0T CAalThl, KOTOPHIE CJI0KHO OTIUYUTH
OT HACTOSIIMX CAaWTOB OAHKOB M OpPOKEPCKHWX KOMIAHWU. A €Ille BBIKJIQJIBIBAIOT MOCTHI
B COIICETSIX OT UMEHHM BBIMBIIIJICHHBIX JIFOACH MIJIM BBICTYITAIOT MO/ BUAOM KOMIIETEHTHBIX
SKOHOMHUCTOB, PEKJIAMUPYS MTOJ03PUTEIIBHBIE HHCTPYMEHTBI C BBICOKHM JJOXOJIOM.

IIpexxne Bcero B TaKuX MNOPEIIOKEHUSAX JOJDKHA HACTOPOXKUTHh — BBICOKas
noxoaHocTh: 0T 30% 10 250% rog0BBIX U BHIIIIE.

ITepBbIii mar 3TON CXEMbl — 3aCTaBUTh YEJIOBEKA 3apETUCTPUPOBATHCS Ha CaWTeE.
BTopoif — MONOJHUTE BUPTYAJIbHBIN CUET, TO €CTh NIEPEBECTU JICHBIH.

Ho nmepBoe Bpemsi Bce BBIMISAUT MO-HAcTosieMy. K HauMHaronieMy WHBECTOPY
MOAKIIOYAIOT «OMBITHOTO» JKOHOMHUCTA, KOTOPBIM Jla€T COBETHI: KaK BBITOJHEE
pacropsiiuThCs JE€HbraMM U BO UTO MHBECTUpPOBaTh. llenb y HacTaBHUKA OJHA —
BBITAIIUTh Yy KJIMEHTA KaK MOXHO Ooibllyr0 cymmy. lloaTomMy BHauanme «J10X0»
Ha BUPTYaJIbHOM CUETE PACTET, IKOOBI OT YJauHbIX MHBecTULIMU. HO BCce 310 — (peiikoBas
uH(popMarlus, a AEHI'M HA CAMOM JIeJIe HAaXOASITCS Y 37I0YMBIIIJICHHUKOB.

HNuoraa, 4yToOBl BBI3BATh JOBEPHE, KEPTBE JACHCTBUTEIBHO IOCTYyHaeT Ha KapTy
HeOobIIass cyMMa — SKOOBI JUBHUACHABI C aknuii. Ho 3To Bcero numb emie omHa
Ha)KMBKa.

Ecnu 4enoBek MbITAETCA BBIBECTH BJIOXKEHHUS WM OTKAXKETCS HWHBECTHUPOBATH
OoJIbIlIe, MOIIICHHUKH CTaparoTCs JIaBUTh CHUJIbHEE: PUCYIOT MEPCHEKTHUBBI 00OTaIlCHHS,
MpeUIararoT B3sATh KPEAUT U MPOJIaTh UMYIIECTBO paan OBICTPOro 3apadoTKa.

Ho naxe ecnu yenoBek IPOJODKUT HACTaWMBaTh HAa CBOEM U IMOTPEOYET BEPHYTHh
JIEHbIU, CHIEJIaTh ATO BPAJ U MOJYy4YUTCSl. MOIIEHHUKHA MOTYT OOBSCHUTH 3TO BBICOKUMU
KOMHCCHUSIMH, KOTOPBIE «CHETN» BCIO CYMMY, UJIU MPOCTO MEPECTAHYT BHIXOJAUTH HAa CBSI3b.

Kak pacno3nats adepucros:

Cxembl y UHBECTHIITMOHHBIX MOIIEHHUKOB MPUMEPHO OJMHaKoBbIe. Pacmo3Harth
UX TTIOMOTYT 3TH 8 06a30BbIX (haKTOPOB:

OGemaroT BRICOKUN JOXOJ] 32 KOPOTKUM Cpok, Harpumep, 50% 3a 1Ba mecsiia.

HacrauBaroT Ha HEMEJICHHOM MEPEUYNCIICHUH JCHET.

O6mrarotcst HempodecCHoHABHO, TOPOU HECIEPKaHHO U TPY0o.

TpeOytoT JOCTYN K TUYHOMY CUETY, JIEKTPOHHOMY KOIIEIbKY WIJIH KapTe.

JISHCTBYIOT OT UMEHM W3BECTHBIX OAHKOB ¥ WHBECTKOMITAHWM, HO OTHOIICHHS
K HUM HE UMEIOT.

PexoMeH1yI0T yCTaHOBUTH CTOPOHHHE MPUIIOKEHUS.

HacrauBarot Ha nmosmydeHnn 3aiiMOB, 4TOOBI TIPOJIOJIKUTH HUHBECTUPOBATH.

CaiiT BbINOJHEH HEMPO(heCCUOHAIBHO, HO Ha MIEPBBIM B3TJISI]] €70 CII0KHO OTIIMYHUTh
OT caMTa HacTOsIIeH KOMIIAHUHU.



Kaxk noHsiTh, 4T0 C BaMu JACHCTBUTEIBHO OOIIAETCS COTPYIHUK OaHKa

CoTpynuuk OaHKa MPEIJIOKUT OTKPBITh CYET Yy Opokepa, paboTaroliero
no nuuen3uu Llentpobanka. Cnucok Takux OpokepoB ecTh Ha caiite 1[b

B neransx npouHndopmupyeT 00 akTUBaX, KOMUCCUSX U HAJOTOBOM BBIUETE

Pa3BepHyTO OTBETUT HA BOIIPOCHI, HE CTAHET JABUTh WJIM HACTAUBATh HA BIOXKEHUSAX
B KOHKPETHBIN IIPOEKT, a TeEM 00Jiee — Ha HEMEJICHHOM IIEPEBOE ICHET

He oGemraer cBepxnpuObLIb M TapaHTUPOBAHHBIN 10X0A. [IpeaynpexaaeT o puckax

He npocur nepeBecty J€HBI'M HA KapTy WIM Ha KPUNITOKOLIEIEK

He npenyaraer o0marbcsi B CTOPOHHUX CEPBUCAX BHUJIECOCBSI3M U MECCEHIDKEpax:
Zoom, Skype, WhatsApp. Pa3roBop mpoucxoauT B 4aTe Ha CaliTe WJIM B IPHIOKCHHUH
Oanka, 1100 1o TeneonHy

Hukorga He 3ampammBaer gaHHbele KapTel U kox u3 CMC uisi moaTBep)AeHUS
olrepanuu

5 mMpaBMWJI HA CJIy4Yaii, KOT/Ia NMPeAJaral0T HHBECTUPOBATD:

JlepxuTe B CEKpeTe JJaHHble KapThl, He coobmaire koasl u3 CMC wu mym-
YBEJOMIICHUM.

He nepeBonuTte 1€HBIM HE3HAKOMIIAM.

He Toponutecs. B 6anke He OyyT HacTauBaTh Ha OBICTPOM MOMOJIHEHUH CYETA.

[IpoBepsiiiTe u nepenpoBepsiite uHpopMmanuo o 0aHnke u Opokepe. OHa ecTh
Ha OpUIMATBHBIX caiiTaXx 0AHKOBCKUX YUPEKICHUN.

[Ipu Maneiinem NoA03pEHUH Ha ONBITKY MOIIEHHUYECTBA MMPEKpaIaiTe pa3roBop.

Yro gesiaTh, €CJIM JaHHbIE MONAJIN K MOIICHHUKY:

Ecnu Bce ke MOILIEHHUMKAaM YJaloCh 3aBJiaJeThb JaHHBIMU KapTbl, OOpaTUTECH
B CITY>KOy ToA/iep KK OaHKa WM 3a0JOKUPYHTE KapTy CaMOCTOSTENIbHO B OAHKOBCKOM
IPUWIOKEHUU.

biioknpoBKa KapThl IOMOXKET COXPaHUTh OCTABIINAECS IEHBIH.

[TomomHMK npoKypopa
I'payp B.B.

[Ipoxypartypa TapacoBckoro paiitoHa HHPOPMHUPYET O CIIOCOOAX MOIIICHHUYECTBA B
Meccenmkepe «MAX»

MoleHHrYeckas cxema ¢ MECCeHIKEpOM Max U Kpaka akkayHTOB Ha ['ocycayrax
B CMMU nosiBunuch cooOIlleHHs] 0 HOBOWM CXEME€ MOIICHHUYECTBA, B KOTOPOM



3JIOYMBIIIUICHHUKNA ~MCIOJIb3YIOT POCCHICKUNM MecceHmxep Max (Obul  Ha3HaueH
HAIlMOHAJIBbHBIA MECCEH/PKEp B HIOJNE) MJis TOJYy4YeHMs JOCTyla K aKKayHTaM
nosib3oBateneil noprana «l'ocyciyru». MOIIEHHUKN 3BOHST YKE€PTBE, MPEACTABISIOTCS
COTpyAHUKaMU Max ¥ 1o MPEAJIOroM «AOMOIHUTEIbHON 3aIUTHD) TPOCST MPOJAUKTOBATH
CMC-xoa, SKOOBI UId akTHBaUMU akkayHTa. Ha camMoMm nene 3To Ko MOATBEPKACHUS
Bxoaa Ha ['ocyciyru. IlonyuuB ero, 3710yMBINUIEHHUKH ITOJYYarOT AOCTYIl K YYETHON
3alMCH M MOTYT IMOXMIIATh MEPCOHANbHBIE JAaHHbIE WA O(QOPMIIATh KPEIAUTHI HAa UMS
IIOJIb30BATES.

Kak 310 padoraer:

3BOHOK C HEHM3BECTHOTO HOMEpa C MPEUIOKEHUEM 3aperucTpupoBaThCS B
«HAIIMOHAJIBHOM MeCCEeHIKepe» Max.

VYOexnenne nponTH «aKTUBAIMIO aKKayHTa 0€30MacHOCTWY JJIS 3aIUThl JTUYHBIX
JTAHHBIX.

3anpoc CMC-kona, sK0ObI IPUCIaHHOTO Max, KOTOPBIN HAa CaMOM JI€J€ PUXOIUT
ot ['ocycayr.

[ToctpagaBmiuM BHymawT, yTo koA nu3 CMC cBsizaH ¢ peructpanueid B Max, XoTs
Ha CaMOM JieJe 3TO OAHOpa3oBbli kox oT ['ocycnmyr. HecmoTpst Ha 3asBieHust o0
MHTErpaliy CEPBUCOB, OPUIIMATBHO OHA MIOKAa HE peajn30BaHa.

CoumnanbHasi HHKeHepHUs U (PUILIUHT B cCXeMe

MoeHHMKHA PUMEHSIOT MeToAbl ¢pumuHra (voice-phishing) u couuanbHou
HHKCHEPHH, ONUPASCH HA:

Nmuranuio rocy1apCTBEHHOM IPUHAMICKHOCTU. [IpecTynmHUKH IOAYEpKUBAIOT,
yT0 Max — 5TO HaIMOHAIBHBIM «TOCYJApPCTBEHHBIM» MECCEHIKEp, SIKOObI TECHO
MHTETPUPOBAHHBIA C JIPyTMMHU Trocyciyramu, BkJwouas noprtain «[ocycmyru». 3To
UCIIOJIB3YETCs UIs1 ITOBBILIEHUS TOBEPHS KEPTBBI U CHATHUS IIOJO3PEHUM: «Pa3 MECCEHIKEP
roCy/1apCTBEHHbIH, 3HAUUT BCE O(PUIIMATILHOY.

Coznanue omrymeHust cpouHoctu. [lonb3oBarens yOexIaroT, YTO HY>KHO CPOYHO
3aIIUTUTH AaKKAYHT.

[TpuTBOpCTBO CiTy)001 TOAAEPKKU. 3BOHSIIUN TMPEJACTABISETCS COTPYIHUKOM
Max nim ['ocycnyr.

Hcnonb3oBanue TexHOs3bIKa. JKepTBe roBopAT O «IpoBepke O€30MaCHOCTH» WU
«IIBOMHOMU 3aIIIATE.

CueHapuil OCTPOEH Ha pPEajbHBIX HOBOCTSIX M MOpeAnojaraeMou cBsisu Max ¢
rOCCTPYKTYpaMHu, YTO JieJiaeT 0OMaH 0COOEHHO MPaBAONOA0OHBIM JJIsl HEMOATOTOBIEHHBIX
II0JIb30BAaTEIIEH.

[TomomHMK npoKypopa
I'payp B.B.



