[Tpunoxenue Ne 1
(mucemo Munobpnayku Poccuun
ot 14.05.2018 Ne 08-1184)
ITamarTka
JUIA O0yJarmuxca 060 MHGOPMAITMOHHON 0€30IIaCHOCTH JAeTeu

HEJIb34

1. Bcem moapsia coobmaTh cBOIO YacTHYIO mHMopmaruio (HacTosmye uMsa, ¢haMUInIo,
tesieOH, azpec, HOMEP IIIKOJIbI, a Tak:Ke ¢GoTOorpaduu CBOU, CBOEH CEMbBH U JIpy3€ei);

2. OTKpBIBaTh BJIOKEHHBIE (ANl BJIEKTPOHHOU IIOYTH, KOI/lA He 3Haellb
OTIIpABUTEJIH;

3. I'pybuth, mnpuaupaTbcs, OKa3bIBaTh /JdaBJIeHHEe — BeCTU cebs HEBEXKJINBO U
arpeccuBHO;

4. He pacmnopsokaiicss JeHbraMu TBOeU ceMbU 0e3 paspellleHus CTapIIuX - BCEr/a
CIIpaIIuBail poINTEJIEN;

5. He Bcrpeuaiicss ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU JKU3HU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEpS€IIb.

OCTOPOZKHO

1. He Bce mumyT npasay. Uuraems o cebe HenpaBay B MHTEepHETE — 000N 06 3TOM
CBOMM POJUTEJIAM WU OIIEKYHaM;

2. [TpurnamaroT NepenuChBaThCs, UTPATh, 0OMEHUBATHCSA - IIPOBEPH, HET JIU MO/[BOXA;
3. HezakonHoe konupoBaHnue ¢aiyioB B UHTepHETE - BOPOBCTBO;
4. Becerna pacckaspiBaii B3pOCJIbIM O IpobJieMax B CETH - OHU Beer/ia IOMOTYT;

5. Vcnonb3yii HAaCTpOUKHM OE30IACHOCTH W MPUBATHOCTH, YTOOBI HE TOTEPATH CBOU
aKKaYHTBI B COTICETSX U JIPYTUX IMOPTAIaX.

MOXKHO

1. YBakali Apyrux noab30BaTesiel;

2. [Tosp3yeribesi IHTEPHET-UCTOYHUKOM - JieJIall CChUIKY Ha HETO;
3. OTKpBIBa# TOJTBKO T€ CCHUJIKU, B KOTOPBHIX YBEPEH;

4. Ob6maThes 32 TOMOIIBIO B3POCBIM - POAUTEINH, ONEeKYHbI ¥ aAMUHUCTPAIUA CAaTOB
BCerJia IOMOTYT;

5. Ilpoiinu oOyuenue Ha cante «CeTeBUYOK» U TMOJYYH IACHOPT IHPPOBOTO
rpakaHuHa!l



ITpunoxenue NQ 2
(mucemo Munobpuayku Poccuun

ot 14.05.2018 Ne 08-1184)

HNuadopManmnoHHaa MaMATKA JJIA O0YYAIOIIXCA 1A pa3dMenle HUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxkIbIM TOAOM MOJIOZEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIIKOJIbHUKH OHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, MHTEDHET HeCeT W Ipo0OJsieMbl. DTa IaMsATKAa J0JDKHA ITOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KomnbroTepHble BUPYCHI

KommnbpioTepHBINI BUpPyC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM,
OTJINYUTEIPHON OCOOEHHOCTHIO KOTOPOU fABJIETCA CIIOCOOHOCTh K pa3MHOKeHH0. B
JIONIOJIHEHUE K 3TOMY, BUPYCHl MOTYT HOBPEJUTh WU HOJHOCTBIO YHUUYTOXKUTH BCE
(aiiiel M AaHHBIE, IOAKOHTPOJIBHBIE II0JIB30BATE0, OT HMEHH KOTOpOro ObLia
3alylleHa 3apak€HHasd IIporpaMmMa, a TakyKe IIOBPeAUTh WU JaXKe YHUUYTOXKUTH
OIlepallMOHHYI0 CHCTeMy cO BceMH aillaMyu B 1eJoM. B OOJIBIIMHCTBE CiIy4daeB
pacIpoCTpaHAITCA BUPYCHI Yepe3 NHTEPHET.

MeTozp! 3alIUTHI OT BPEJOHOCHBIX [IPOTPaAMM:

1. Vcnonb3yii coBpeMeHHbIE OllepPallMOHHbIE CUCTEMbI, UMEIOI[Ue CePhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IIPOTPAMM;

2. TlocrossHHO ycTaHaBaWBal matud (IUGPOBBIE 3aIJIATKU, KOTOPhIE AaBTOMATHYECKHU
YCTQHABJIUBAIOTCSA C IEJBI0 JI0PA0OTKHM MPOrpaMMbI) U JIpyrue OOHOBJIEHUS CBOEH
omepanuoHHOU cucteMbl. CKauynBal UX TOJIBKO € OUIMATBLHOTO caiiTa pa3paboTymka
OC. Ecnu cymiecTByeT pesKUM aBTOMATHYECKOTO 0OHOBJIEHU, BKJIIOUH €r0;

3. Pabotaii Ha cBoeM KOMIIbIOTEpE IO/ IpaBaMU IOJIb30BaTesidA, a He a/IMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTPAMM HMHCTAJJIMPOBATHCS HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. Vlcriosip3yli aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOJIYKTHI U3BECTHBIX ITPOU3BOJIUTENEM, C
aBTOMAaTHUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3NIECKUN JOCTYI K KOMIIBIOTEPY /I/1s1 IOCTOPOHHUX JIUII;

6. Mcnosp3yii BHellIHMEe HOCUTeIU UHGOPMAIUY, Takue Kak (ielika, AUcK win Qaiin
W3 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpBIBall KOMIBIOTEpHBIE (HAMIbI, MOJyIEeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Haxe Te ¢ailyibl, KOTOpPbIE MPUCIAT TBOU 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJIAI
Jiu OH Tebe ux.

Ceru WI-FI

Wi-Fi - 510 He Buj Ilepefauu JIaHHBIX, He TEXHOJIOTHSA, a BCEro JIMIIb OPEeH/I, MapKa.
Eme B 1991 roay HujepsaHAcKas KOMHOaHUA 3aperucrpupoBasa opens « WECA», dto



obo3Hauaso cioBocouetaHue «Wireless Fidelity», koTopbelii mepeBoguUTCS Kak
«beCITpoBOIHAST TOYHOCTH».

Jlo Hamero BpeMeHHM /IOLLIa Jipyras ab0peBuaTypa, KOTopas fABJISETCA TaKOU Ke
TexHoJsioruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBUIO JJAHO ¢ HAMEKOM Ha
CTaH/ZIAPT BBICIIUHN 3BYKOBOW TexHWKU Hi-Fi, 4To B mepeBojie 0O3HAYaeT «BBICOKas
TOYHOCTB».

Jla, GecriaTHBI WHTEPHET-AOCTYI B Kade, OTeJISIX U adpOIOPTaxX SABJAETCA OTIUYHON
BO3MOXKHOCTBIO BBIXO/Ia B HHTepHeT. HO MHOTHME BKCIEePThl CYUTAKT, YTO
obmenoctymabie Wi-Fi ceTu He ABIAIOTCA 6€30IMaCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBow JiMuHyI0 WH(MOpManuio yepe3 obOmiemoctymHble Wi-Fi cerwm.
Paboras B HUX, JKeJIaTeJIbHO HE BBOJIUTH [TAPOJIU OCTYIIA, JIOTUHBI U KAKUe-TO HOMEPA;

2. Vicniosib3y#i 1 OOHOBJISIM aHTUBUPYCHBIE ITPOTrpaMMbl U OpaHMayep. TeM caMbIM ThI
obe3ormacuinb cebsi OT 3aKauyKy BHPYyca Ha TBOE YCTPOHUCTRBO;

3. IIpu wucnosnwszoBanmu Wi-Fi otrimoun ¢yakiuio «O6muil goctyn Kk daiiam u
npuHTepamM». JlaHHas QYHKOHMSA 3aKpbhiTa 10 YMOJYaHUIO, OJHAKO HEKOTOpPbhIe
MI0JIb30BATEIN AaKTUBHUPYIOT €€ JIIs1 yI0OCTBA UCIIOIb30BaHuUs B paboTe nin yueoe;

4. He ucnonp3yit mybsmmunasiit WI-FI 11 mepeiauu TUIHBIX JaHHBIX, HAIPUMEP JIJIA
BBIXO0/]A B COLIMAJIbHBIE CETU UJIU B 3JIECKTPOHHYIO IIOUTY;

5. Unonwp3yil Toibko 3amuiieHHoe coequHeHue uepe3 HTTPS, a we HTTP, T.e. npu
Habope BebO-aapeca BBOAU NMeHHO «https://»;

6. B wmoOmipHOM TestedoHe OTKIOUM GyHKOH «Ilogkimodyenune K Wi-Fi
aBTOMaTHuyecku». He momyckail aBTOMaTH4ecKoOro MOAK/IIOUEeHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBOero corsiacusi.

ConuasibHbIle ceTu

ComuasibHbIE CEeTH aKTHBHO BXOJAT B HAIly KU3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBal MUJLUTHAP/, YEJIOBEK, YTO SBJISIETCS
OZIHOI ceIbMOI BCEX >KHUTejieH IIaHeThbl. MHOrWe II0JIb30BaTeJH He MOHHMAIOT, 4TO
nHpopManus, pa3MellleHHas UMH B COIMAJIbHBIX CETAX, MOXKET ObITh HaljleHa U
HCIOJIb30BaHA KEM YTOTHO, B TOM YHCJIE HE 0053aTeIbHO C 0J1aruMy HaMePEHUSMH.

OCHOBHBIE COBETHI I10 0€30IIaCHOCTH B COIIMAIbHBIX CETAX:

1. OrpaHuyb CIHCOK Jipy3ed. Y TebOA B APY3bsIX HEe JOKHO OBITh CIIyJaWHBIX H
HE3HAKOMBIX JIIOJEH;

2. 3amuinan CBOIO YaCTHYIO KU3Hb. He ykaswpiBall maposiu, TesedoHBI, ajipeca, JIaTy
TBOETO POXJEHUSA € APYIYI0 JIMUYHYI0O HHOpMAIUio. 3JIOYMBIIIJIEHHUKUA MOTYT
HCHOJIb30BaTh Ja)ke HWH(MOPMAIUI0 O TOM, KaK Tbl U TBOM POJAUTENH IUJIAHUDPYeETe
MIPOBECTU KAHUKYJIbI;

3. 3amnuIrai cBO PEIyTanuio - IEPKH €€ B UNCTOTE U 3a7laBail cebe BOIPOC: XOTeJT ObI
TBI, YTOOBI APYTHE MT0JIb30BATEN BUEIIH, UTO ThI 3arpyKaenrs? [Togymai, mpex/ie uem
YTO-TO OIYOJIMKOBATh, HAIIKCATD U 3aTPy3UTh;



4. Eciau Tb1 ToBOpHUIIb C JIOAbMH, KOTOPBIX HE 3Haellb, HE I/ICHOJII:-B}’ﬁ CBO€ peayIbHOE
HUMA U APYTYIO JIMYHYIO I/IH(I)OpMaIII/II/IZ HUMA, MECTO XKHUTEJIbCTBA, MECTO y‘-Ie6bI H I1po4ee;

5. M36eraii pasmemenus ¢pororpaduii B VIHTEpHETE, T/Ie THI N300pakeH Ha MECTHOCTH,
II0 KOTOPOM MOKHO OIIPEJIEJIUTh TBOE MECTOIIOJIOKEHHE;

6. IIpu perucrpanuu B COIMAIBHON CETH HEOOXO0UMO HCIIOIb30BATh CI0KHBIE ITAPOJIH,
cocrosye u3 OyKkB v udp U C KOJIMYEeCTBOM 3HAKOB He MeHee 8;

7. )1 conuaibHON CeTH, MOYTHI M APYTUX CANTOB HEOOXOIMIMO HCIIOJIb30BaTh pa3HbIE
maposiu. Torga ecyim Tebs B3JIOMAOT, TO 3JI0YMBINJIEHHUKH TIOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HE BO BCe cpaay.

DJIeKTPOHHBIE JE€HbIU

OIeKTPOHHbIE JIEHBIH — 3TO OYEeHb y/IOOHBINM CIOCO0 IIaTexked, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIyYUTh 3TU AEHBTU.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HENABHO U MMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHH (GYHKIIMOHHUPYIOT M O HHUX YK€ IMPOIMKHCAHO B 3aKOHE, Te WX
pasiesII0T Ha HECKOJIPKO BU/IOB - aHOHUMHBIE U He aHOHUMHbIe. Pa3HHUIIa B TOM, UTO
AHOHHUMHBIE - 9TO Te, B KOTOPBIX paspelnaercs IPOBOAUTH omepamuu 06e3
UIeHTU(DUKAIUY TI0JIb30BaTesIsl, a B HEAHOHHMMHBIX HEHTH(PUKAIIUU I10JIb30BATEIS
ABJIAETCS 00s13aTEeIbHOM.

Takoke cefyeT pasyinuarh 3J€KTPOHHBIE (HATHBIE JIEHbIU (PaBHBI TOCYIaPCTBEHHBIM
BAJIIOTAM) U JIEKTPOHHBIe HepraTHBIE IeHbIY (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBsKM K cueTy MOOWIbHBIN TesieOH. DTO caMbIil yAOOHBIH U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TTOMOXKET, ecyiu 3a0y/ienib CBOM
IJIaTEXHBIN TapOoJIb UJIN 3al/ielllb Ha CAaWUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcnonp3y# ofiHOpa3oBhle maposu. Ilocjie mepexosa HAa YCUJIEHHYI) aBTOPU3AI[UIO
Tebe y:ke He Oy/ieT yrpoKaTh OIAaCHOCTh KPAXKU WJIM IepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu ciioxkHBIA maposib. IIpecTymHUKaM OyZeT He IPOCTO YraJaTh CJIOKHBIN
napoJsib. HazexkHple maposin — 3TO 1apoJiv, KOTOphbIe coZilepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ceOsl CTPOUHBbIE U MPOMHUCHBIE OYKBBI, ITUGPHl U HECKOJIHKO CHUMBOJIOB,
TaKHe Kak 3HaK /Ioju1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBO/IY CBOM JIMUHBIE JJaHHBIE HA CAalTaX, KOTOPHIM He JJOBEPsIEIIb.
DJIeKTPOHHAs ITOYTa

AJIEKTPOHHASA [IO0YTA — 3TO TEXHOJIOTUSA U IPeZIOCTaBsAeMbIe €10 YCIYTU 110 MePechlIKe
U TIOJIyYE€HUIO BJIEKTPOHHBIX COOOIIEHUM, KOTOPhIE PACIIPE/IEISIIOTCS B KOMITBIOTEPHOM
cetu. OOBIUHO HJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
HUMs_II0JIb30BATEA@UMsA_JOMeHa. Takxe KpoMe Mepesiayy IIPOCTOro TeKCTa, UMeeTcs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C 3JIEKTPOHHOU MOUYTOM:



1. Hayo BIOpaTh MpaBUJIBHBIA ITOYTOBBIN cepBHC. B HHTEpHETE eCTh OrPOMHBIN BHIOOD
OecryIaTHBIX IOYTOBBIX CEPBHCOB, OJTHAKO JIyUIIlE JIOBEPATHh T€M, KOTO 3HAEIlb W KTO
MEPBBIN B PEUTHHTE;

2. He yka3pIBail B JIMYHOH mouTe JUIHY nHpopMaruw. Hampumep, jydiire BIOpaTh
«MY3bIKQJIbHBIN_ (paHAT@» WU «POK2013» BMecTO «TeMal3»;

3. HMcrosp3y# IByXaTAITHYI0 aBTOPU3AIIHI0. DTO KOT/ia IOMHMO IapoJisi HYy:KHO BBOJUTH
KO/I, TpHUChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN Taposib. JIJIs KaKOTO ITOYTOBOTO SIHKA JOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOXKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3Ty
BO3MOXKHOCTb;

6. Vcnonb3yll HECKOJBKO IOYTOBBIX AMIUKOB. IlepBbIil JJI1 4aCTHOU IEPEeNnucKu C
azipecaTaMu, KOTOPBIM ThI JOBepseNIb. ITO 3JIEKTPOHHBIN aJipec He HaJl0 UCII0JIb30BaTh
IIpU perucrpanuu Ha GopyMax U cauTax;

7. He oTkpbiBail ¢aiiyibl U ApPyrye BJIOKEHUS B MUCHbMAaX JlakKe €C/Id OHU IPUILIN OT
TBOUX Apy3ei. JIyulie yTOUYHU y HUX, OTIIPABJISIIN JI OHU Tebe 3TU daiiybl;

8. Ilocne okoHuaHUs pPabOTHI HA IOYTOBOM CEPBHCE IE€pe]] 3aKPHITUEM BKJIAJIKA C
caToM He 3a0y/lb HAXKATh HA « BEIUTH».

KubepOy IHHT WU BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/utmHT — TpecyieJOBAaHUE COOOIIEHUSMHE, COJEPKAIMUMU  OCKOpPOJIeHU I,
arpecculo, 3alyrUBaHUe; XYJIUTAHCTBO; COIMAJIbHOEe OOMKOTHpOBaHHE C IOMOIIBIO
Pa3JINYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIIMHTOM:

1. He 6pocaiica B 60#i. Jlyumwuii ciocob: OCOBETOBAThCA KaK ceOs BECTU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUTbhCs, TO BHAYAJIE YCIIOKOUTHCS. EC/IU ThI HAUHENIh OTBEYATD
0CKOpOJIEHUSAMU Ha OCKOPOJIEHNS, TO TOJIBKO ellle O0JIblile Pa30KiKellb KOH(MJINKT;

2. Yrpasiai cBoeli kubeppelyTaiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYI_I_IeCTBy}OT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHMHBIM aKKayYHTOM;

4. He cTouT BecTH XyJIUTAaHCKUU 00pa3 BUPTYaJIbHOM *KU3HU. IHTepHET PUKCUpyeT Bce
TBOM JIEUCTBUS U COXPAHAET UX. YJAIUTh UX OyZeT KpailiHe 3aTPYAHUTEIHHO;

5. CobJtro/1ait CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. VrHopupyél eguHUYHBIA HeratuB. OJHOpa30Bble OCKOPOUTEJBHBIE COOOIIEHUS
JIydllle UiTHOPUpoBaTh. OOBIYHO arpeccus IpeKpaliaeTcs Ha Ha4aJIbHOU CTa/IUH;

7. ban arpeccopa. B IIporpammax oOMeHa MTHOBEHHBIMH COO6H.I€HI/IHMI/I, B COIMAJIBHBIX
CEeTAX €CTb BO3MOKHOCTbD 6JIOKI/IpOBKI/I OTIIpaBKH COO6H_IeHI/If/i C OIIpeJCJIECHHBIX aAPECOB;

8. Ecim T cBuzerenp KubepOy/utmHra. TBOWM JeHCTBUsA: BBICTYIIUTh IIPOTUB
Ipecsie/ioBaTesisA, IMOKa3aTh €My, 4YTO €ro JIeHMCTBUS OIIEHUBAIOTCS HETraTHBHO,



IIoaaepzKaTh KEPTBY, KOTOpOﬁ HY?KHAa IICUXO0JIOTH4YECKasA IIOMOIIb, COO6IHI/ITI> B3pPOCJ/IBIM
0 (l)aKTe arpeCCUuBHOTIO IIOBEACHUA B CE€TH.

MobubHBIH TeedoH

CoBpemenHble cMapT¢dOHBI M IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIMOHAN, U Temeppb OHU MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMU
KoMnbioTepamu. OZTHAKO, CPEJICTB 3AIUTHI JIJIS I0JIOOHBIX YCTPOIMCTB MOKA OUYEHb MAJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IPOUCXOJUT He TaK MHTEHCUBHO, KaK I
ITK, To ke camoe KacaeTcss U MOOVJIBbHBIX TPUJIOKEHUI.

CoBpemMeHHbIe MOOWJIBbHBIE Opay3epbl VyiKe IIPAaKTHYECKH JOTHAJIHM HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacIIupeHre QYHKIMOHAIA BeveT 32 cOO0M OOJIBIIYIO CI0KHOCTh U
MEHBIIIYIO 3aIUIIEHHOCTD.

Jlasexo He Bce MPOU3BOJIUTEINH BBIILYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIIE KPUTHUYECKUE
YA3BUMOCTH J|JISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI /1151 6€30I1aCHOCTH MOOUIIBHOTO TestedoHa:

1. Huuero He sABJseTcsA Mo-HACTOSAIIEMY OeCIIaTHBIM. Byzib ocTOpoXkeH, BeZlb KOT/a
Tebe mpeIaraloT OecIyIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIJIaTHbBIE
yOIyry;

2. Jlymaui, mpesxze yem oTipaButh SMS, doTo unu Buaeo. Thl TOUHO 3HAENIb, I/i€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo0/11M0 0OHOBJIATH ONIEPAIMOHHYIO CUCTEMY TBOEro cMapT@oHa;
4. Victiosb3yii aHTUBUPYCHBIE IPOTPAaMMBI /IJIsI MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy»xail npusioKeHusi OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpEeZIOHOCHOE IIPOrpaMMHOe obeclieueHHue;

6. ITocie TOTO Kak ThI BBIMJEIIH C CATa, I7le BBOAWII JIMUHYI0 HMH(OOPMAIIUIO, 3aU/IN B
HacTpoUKku 6pay3epa u yziaim cookies;

7. Illepuogruecku MpoBepsAl Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMeEDE;

8. JlaBaii cBoli HOMep MOOHWJIBHOrO TesjedoHa TOJBKO JIIOJISIM, KOTOPBIX Thl 3HAEIIb U
KOMY ZI0Beps€elllb;

9. Bluetooth moyxeH OBITH BBIKJIFOUEH, KOT/Ja Thl UM He IOJIb3yelrbcsa. He 3abbiBait
WHOT/Ia TPOBEPATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KpacOUYHBbIE, 3aXBaTHIBAIOIINE pPa3BJIEUEHUS,
00beIMHAIONINE COTHH THICSTY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBIA UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBINOJIHAIOT 33JIaHUsI, CPAXKAIOTCA C MOHCTPaAMHU H
MOJIy4yaloT OIBIT. 3a YJOBOJBCTBHE OHU IUIATAT: MOKYHAKOT JUCK, OILJIAYMBAIOT
abOHEMEHT WU MIPUOOPEeTAIOT KaKUe-TO OMIIUH.

Bce atu cpezcrBa uAyT Ha NOAJep:KaHME M pa3BUTHE WUIPBI, a TAKXKe HA CaMy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPU3AI[UH, BHIIIYCKAIOTCSA HOBBIE MTATUN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.



B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPHUKOB, CKOJIBKO KpaXXu
TBOETO I1ap0JIid, Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOpHU3allA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'0O aKKayHTa:

1. Ecytm gpyroii urpok BezieT cebs II0X0 WK co3AaeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€TO0 B CIIHCKE UTPOKOB;

2. Iloxasyiica agMUHHUCTPATOpaM WIPHI Ha IUIOXO€ IIOBEJAEHHE HTOTO WTPOKA,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykaspIBaii inuHy0 nHGpOpMaIuio B mpodariyie Urpshl,
4. YBakall Ipyrux Y4aCTHHUKOB 10 UTPE;

5. He ycranaBnuBai HeodulimaabHble IaTYU U MOJIbI;

6. Mlcnoaib3yi CJI03KHBIE U pa3HbIe TTApOJIN;

7. Jlaxke BO BpeMs WUTIpPHl He CTOUT OTKJIIOYaTh aHTUBUPYC. Iloka ThI uUrpaemib, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

OUINUHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO He YAUBHIINb, HO C
pa3BUTHEM HUHTEPHET-TEXHOJIOTUIN 3JI0YMBIIIEHHUKU IepeMeCcTUWINCh B UHTEPHEeT, U
MIPOI0JIKAIOT 3AaHUMAThCs «JTIOOUMBIM» JIEJIOM.

Tak mosiBHIaCh HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WU (DUIIIMHT, TJIaBHASA I€JTh
KOTOPOTO COCTOUT B IIOJyY€HHH KOHOUAEHIHMATBHBIX JIAaHHBIX II0JIb30BATEIEH —
JIOTUHOB U napoJieii. Ha anriniickom si3bike phishing unraercsa kak ¢umwuHr (ot fishing
— pbIOHas J10BJIst, password — 1apoJib).

OcHOBHBIE COBETHI IO OOPBOE ¢ QUIITITHTOM:

1. Cnenm 3a cBOMM akKKayHTOM. Ecid ThI MOA0O3pEBaellb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATh €€ U COODIIUTHh aIMIHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Ucnonp3yit 0Oe3omacHble BeO-caliThl, B TOM 4YHCJIe, HWHTEPHET-MarasuHoB U
TTOUCKOBBIX CHCTEM;

3. Hcnonp3yit ciiokHBIE U pa3Hble nmaposu. Takum ob6pa3om, ecyiu TeOsA B3J0MAIOT, TO
3JI0YMBIIIJIEHHUKY OJIyYaT IOCTYI TOJIBKO K OTHOMY TBOeMY IPO(QUIIIO B CETH, & HE KO
BCEM;

4. Ecyin Te6s1 B31OMasu, TO He0OXOAUMO ITPEIYIIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
7100aBjIeHbI Y TEOS B JIPY3bsX, O TOM, UTO TeDOsI B3JIOMaJIi W, BO3MOXKHO, OT TBOETO
WMeHHU OyZleT pacchlIaThCs CIIaM M CChIKU Ha (PUIITMHTOBBIE CANTHI;

5. YcraHoBu HajiexkHbIN 11apostb (PIN) Ha MOOWIbHBIN TetedOH;
6. OTKIIOYU cOXpaHEeHUeE IMapoJis B Opaysepe;

7. He oTkpbIBall aiiyibl U JIpyTHUe BJIOXKEHUS B MHChMaX Jla’Ke €CJIM OHU MPHUIILIH OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiibl.



[{udposas pemyranus

[MudpoBas pemnyTaius - 5T0 HETATUBHAs WIN MO3UTUBHAs WHGpOPMAIUs B CETU O Tebe.
Komnpomerupyromniasa uadopmanus pasMellleHHas B WHTEPHETe MOKET CEPhe3HBIM
00pa3oM OTpa3uThCA Ha TBOEU peasyibHOU KU3HU. «IludpoBas pemyranus» - 3T0 TBOU
UMUK, KOTOPBIX (popMupyeTcs: 13 HHQOpManuu o Tede B HHTEPHETE.

TBoe wmecTO KHUTEJIbCTBA, yqe61>1, TBOE (I)I/IHaHCOBOG IIOJIOZKEHUE, 0COOEHHOCTHU
XapaKTepa U paCCKa3bl O OJIM3KHUX - BCE OTO HAKAIIJIMBAETCS B CETH.

MHorue IoAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOIUKAI[UK JIHYHOW HHGOPMAIIUH B
VHTepHeTe, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUM. ThI JJa’ke He CMOIKEIIb JI0ralaThCs
0 ToM, uTo doTorpadusi, pazMelleHHas 5 JIeT Hazajl, cTajla IPUUYNHON 0TKa3a MPUHSITH
TebOs1 Ha paboTy.

KomMeHTapuu, pasmelneHue TBouxX ¢oTorpaduili W JApyrue JIEHUCTBUS MOTYT He
HMCUYE3HYTh JIa’Ke II0CJIe TOTO, KaK Thl MX yJaIdilb. Thl He 3HAEIIb, KTO COXPAHUJI ITY
nHpoOpManuioo, Ioajaa JU OHAa B IMOWUCKOBBIE CHCTEMBI U COXpAHWJIACh JIM OHA, a
[JIABHOE: UTO MOJyMAalOT O Tebe OKpYyKarollee JIIAU, KOTOpble HAUAYT U YBUJAT 3TO.
HatitTi nadopManuio MHOTO JIET CIICTs CMOXKET JII000U - KaK U3 T0OPBIX IMTOOYKIEHUH,
TaK U ¢ HAMEePEHUEM MPUUYNHUTD BpPe]. ITO MOKET OBITH KTO YTOTHO.

OcCHOBHBIE COBETHI IO 3aIIUTe TUDPOBOUN pemyTaIuu:

1. [Tomymaii, mpekze 4eM 4To-TO IIyOJIMKOBATh U IepefaBaTh y cedsa B Osiore Wiid B
COILIAJILHOM CETH;

2. B HacTpolikax npoduis yCTAaHOBU OTPAaHUYEHUA HA IIPOCMOTP TBOEro IPOUIIA U ero
COJIEPKUMOTO, CZleJIal €T0 TOJIBKO «JJIS IPy3ei»;

3. He pasmemiaii u He ykaspiBail ”HGOPMAIIHNIO, KOTOPAs MOXKET KOro-JIH00 OCKOPOJIATH
WJIN OOMKaTh.

ABTOpCKOE IIpaBo

CoBpemeHHble IIKOJBHUKHW- AaKTUBHBIE II0JIb30BATEIN ITU(POBOrO MPOCTPAHCTBA.
OpHako gajieko He BCe 3HAKOT, UYTO II0JIb30BAHUE MHOTUMHU BO3MOKHOCTAMHU ITU(PPOBOTO
Mupa TpebyeT coOII0/IeHNs TPaB Ha NHTeJJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMI/IH «HUHTEJVICKTya/IbHAA COOCTBEHHOCTb» OTHOCHUTCA K Pa3JIM9YHBIM TBOPE€HHUAM
YEJIOBEYECKOI0 yMa, HadYMHad C HOBBIX H306peTeHHﬁ 1 3HAKOB, 0603HaanOIJ_II/IX
COOCTBEHHOCTh Ha IIPOAYKTBI W YCIYI'H , U 3dKaHYMWBAAd KHHI'aMHU, (bOTOFpa(i)I/IHMI/I,
KI/IHOCI)I/IJIBMaMI/I 1 MY3bIKQJIbHBIMH ITPOU3BEACHUAMMU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEEHHUS
HayKU, JIUTEPATypPhl U MCKycCcTBa. ABTOPCKHME IIpaBa BHICTYNAIOT B KauecTBe rapaHTHU
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUECKHUH TPY, aBTOpa He OyeT HalIpacHbIM, JaCT €My
CIpaBe/lIUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysjbTaTaX CBOEro TPYAd, IMOJIyYUTh
HU3BECTHOCTH U Ipu3HaHue. HukTo 6e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BOIUTH
ero IpousBefieHNe, PpacIpOCTPaHATh, IyOJIUYHO JIeMOHCTPUPOBATh, IIPOJIaBaTh,
MMIOPTUPOBATh, IyCKATh B IIPOKAT, IyOJINYHO UCIOJIHATH, TOKA3bIBATh/UCIOIHATH B
a¢upe nim pa3meniaTts B IHTEpHEeTE.

Hcnonp30Banue «IINPATCKOTO» IIPOTPaMMHOI'O obecrieyeHUsI MOXKET IIPUBECTU K
MHOTHM PpHCKaM: OT IIOTEPH AJAaHHBIX K TBOMM aKKayHTaM 10 6JIOKI/IpOBKI/I TBOETO



YCTpOﬁCTBa, rae YCTaHOBJIeHHBII;JI He JieraJibHadA IIporpaMma. He crout Takxe 3a6I>IBaTI),
YTO CYILIECTBYET JIETaJIbHbIE OecIIaTHbIE IIporpaMmbl, KOTOPbI€ MOXKHO HaKWTH B CETU.

O noprasne

CereBUUYOK.pd - TBOW IJIABHBIA COBETYHMK B CETHU. 37IeCh THI MOXKEIb Y3HATh O
0e30IIaCHOCTH B CeTH IOHATHBIM M JOCTYIIHBIM SI3BIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKOH CHTyallid OOPaTUTHhCSA 3a COBETOM. A TakKe HPUHATH y4YacTHe B
KOHKYPCax U CTaTh CAMBIM IIU(PPOBBIM I'PAXXAAHUHOM!



