NHpopManMoHHas MaMsTKa JAJis
00y4YarIIUXCs

C kaxablM rogooMm MOSIOAEXM B WHTepHeTe cTaHoBuTca 6onbuwe, a
LWKOMbHMUKN OOHM U3 caMblX akTMBHbIX Mofib3oBatenen PyHeTa. Mexay Tewm,
NMOMWUMO OFPOMHOIO KONnMyecTBa BO3MOXHOCTEW, WHTepHeT HeceT U
npobnembl. 3Ta namaTka OOSXHA nNomModb Tebe 0Oe3onacHO HaxoAUTbCHA B
ceTun.

KoMnbloTepHble BUPYChI

KomnbloTepHbIN  BUPYC — 3TO pPasHOBUAHOCTb  KOMMbHOTEPHbIX
nporpamMmm, OTNNYNTENbHOW OCOBEHHOCTbIO KOTOPOW ABNSIETCA CNOCOBHOCTbL K
pasMHoOXeHuUw. B pononHeHMe Kk 3TOMy, BMpPYCbl MOryT NOBpeAuTb WK
MOMHOCTbID  YHMYTOXUTb Bce alnbl W  [OaHHble, MNOAKOHTPOSbHbIE
nonb3oBaTeNo, OT UMEHU KOTOPOro GbiNna 3anylieHa 3apa)XxeHHas nporpamma,
a Takxe NOBpPeAUTb UMKN AaxXe YHUYTOXUTb OnepaLMoHHY CUCTEMY CO BCEMMU
davnamn B uenom. B 6GonblMHCTBE crnyvYaeB pacnpoOCTPaHSATCA BUPYCHI
yepes MHTEpHeT.

MeTo/bI 3a1UThI OT BPeA0HOCHBIX IPOrpaMM:

1. Ncnonb3yn COBpeMeHHble onepauunoHHble CUCTEMbI, UMerLlmne
cepbe3Hbl YPOBEHb 3alWNTbl OT BPEeAOHOCHbLIX NporpamMm

2. NocToaAHHO ycTaHaBnuBanm nadytu (UndcpoBble 3anfnaTtku, KoTopble
aBToOMaTU4YeCKN yCTaHaBNMBAKTCA C ULenbk JopaboTku nporpammbl) u
apyrue oOHOBNeHUs cBoen onepaunoHHonm cuctembl. CkayumBanm wux
TONbKO € oduumanbHoro canta paspabortumka OC. Ecnu cywecTtByeTt
PEeXUM aBTOMaTU4YE€CKOro 0OHOBNEHNS, BKIOYN €ro

3. Pabotanm Ha cBoeM KOMMbKTEpe nog npaBamu NONb3oBaTens, a He
agmumHucTtpatopa. O3TO He no3BONUT OONbWWUHCTBY BPEeAOHOCHbIX
nporpaMm MHCTannMpoBaTbCHA Ha TBOEM NEPCOHANbLHOM KOMMbOTEPE

4. icnonb3yn  aHTUBUPYCHble MNporpamMMHble NPOAYKTbl  U3BECTHbIX
npou3BoanTenen, c aBTomaTnyecknm obHosneHmnem 6a3s

5. OrpaHuyb on3nYeCckuin 4OCTyN K KOMNbIOTEPY AN MOCTOPOHHUX Ny,

6. icnonb3yn BHELWHNE HOCUTENN MHPOPpMaLUN, Takme Kak pnewka, guck
nnn ann n3 NHTepHeTa, TONbKO U3 MPOBEPEHHbBIX UCTOYHUKOB



7. He oTKkpbiBa KOMMNbOTEPHble (annbl, NONyyYeHHble U3 HEeHaOdeXHbIX
NCTOYHUKOB. [axe Te aunbl, KOoTOpble npucrian TBOW 3HAKOMbIN.
Jlydwe yTo4HM y Hero, oTnpaBnan num oH tebe mnx

Cetun WI-FI

Wi-Fi — 370 He BMA nepefayvun gaHHbIX, HE TEXHOMOrMMUS, a BCEro nuub
OpeHs, Mapka. Ewe B 1991 rogy HugeprnaHgckas KOMMnaHung
3apernctpupoana 6peHg «WECA», u4yTto o0603Hayano crnoBoco4YeTaHue
«Wireless Fidelity», koTopblh nepeBoanTCA Kak «6ecnpoBogHas TOYHOCTbY.

[o Hawero BpemMeHn gowna apyrasa abbpesmnaTtypa, KoTopas sBnseTcs
Takon xe TexHonornmeun. 910 abbpesunatypa «Wi-Fi». Takoe HasBaHue ObINoO
AaHO C HaMeKOM Ha cTaHgapT Bbicwen 3ByKoBOWM TexHukm Hi-Fi, 4Tto B
nepesoge o3Ha4yaeT «BblCOKAsi TOYHOCTbY.

[a, GecnnaTHbIl WHTEpPHeT-4OCTYN B Kade, oTendax u asponopTax
ABNAEeTCsa OTNIMYHOMW BO3MOXHOCTbIO BbiXoga B WHTepHeT. Ho MHorue
aKkcnepTbl cyuTarwT, 4YTO0 obwepoctynHele Wi-Fi cetn He gBngwTCA
Ge3onacHbIMMU.

CoBeTbl O 6€30MACHOCTH PAGOTHI B 001eA0CTYNHbIX ceTAX Wi-Fi:

1. He nepepgasai CBOW NUYHYK MHGPOpMauu yepes obwenoctynHbole Wi-
Fi cetn. Pabotaa B HuUX, xenatenbHO He BBOAUTb Maponu goctyna,
NOTUHLI N Kakne-To HoMepa

2. Ncnonb3yi n o6HOBNAN aHTUBUPYCHbIE Nporpammbl U 6paHgmayep. Tem
cambliM Tbl 06e3onacuwb cebs OT 3aKaykm BUpyca Ha TBO€ YCTPOUCTBO

3. NMpn wucnonb3zoBaHun Wi-Fi oTknwum dyHkymo «OOBWMn poctyn K
dannam un npuHtepam». [daHHaa QyHKUMS 3akpbiTa MO yMON4YaHUio,
OfHaKO HeKoTopble Mofib3oBaTenM akTUBUPYKT ee Ana ypobecTeBa
ncnonb3oBaHus B paboTte unu yyebe

4. He wcnonb3yn nybnuyHbin Wi-Fi ona nepepayu nuUYHbIX AOaHHbIX,
Hanpumep 4N BbiXxo4a B couMalibHble CETU UMK B INTEKTPOHHYIO MOYTY

5. Micnonb3yn TOMbKO 3awuueHHoe coeauHeHune 4vepe3d HTTPS, a He
HTTP, T.e. npn Habope Beb-aapeca BBoAN MMeHHO «https://»

6. B mobunbHom TenedoHe oTknw4un dyHkuymo «lMoagknwdvyeHne k Wi-Fi
aBTomaTtumyeckn». He pgonyckam aBTOMaATMYECKOro MNOAKAYeHUsd
ycTtpouncTtea k cetam Wi-Fi 6e3 TBoero cornacus



ConMaJjibHbIE CETH

CounanbHble ceTuM aKTUBHO BXOOAT B HaWwy >XW3Hb, MHOrMe ntwan
paboTalT M XUBYT Tam NOCTOAHHO, a B Facebook yxe 3apernctpupoBaH
Munnuapn 4YenoBeKk, YTO ABNAETCS OOHOW ceaAbMOW BCEX XMUTENew nnaHeThl.
MHorune nonb3oBaTenn He NOHUMAKOT, YTO MHOPMALUUSA, pa3MelleHHas UMN B
coumanbHbIX ceTaX, MoxXeT OblTb HangeHa M UCNofb30OBaHa KeM YrogHo, B
TOM 4Yncne He obsa3aTenbHO ¢ 6NnarMMnM HaMmepeHUAMN.

OCHOBHBIE COBETHI 10 6€30MACHOCTH B COLIMAJ/IbHBIX CeTAX:

1. OrpaHuyb cnucok pgpysen. Y T1eba B Opy3bsAX He [AO0MMKHO 6ObiTh
Cny4YanHbIX U1 HE3HAKOMBbIX Nogen

2. 3awuuwianm CBOK YaCTHYK XU3Hb. He ykasbiBa naponu, tenegoHsl,
agpeca, paTy TBOEro poXaeHua n Opyryw JuYHYK UHGOopmMauuto.
3rMoyMbIlWNEHHUKN MOTyT MCNONb30BaTb fa)Xe MHpopMaLuuio O TOM, Kak
Tbl U TBOW POAUTENN NNAHUPyeTe NPOBECTN KAaHUKYNbI

3. 3awuwan ceow penyTauumiw — OepXu ee B YUCTOTe M 3apgaBaun cebe
Bonpoc: xoten 6bl Tbl, YTOObI Apyrne nonb3oBaTenu BUAENU, YTO Thbl
3arpyxaewsb? lNMNogyman, npexae 4em 4To-To onybnukoBaTtb, HanucaTb U
3arpysmnTb

4. Ecnun Tbl rOoBOPULLb C NOABMWU, KOTOPbIX HE 3HAELWb, HE UCNOMb3yN CBOE
peanbHoe WUMs U OPYrY JUYHYKO WHbopmaumm: wumsa, MecTo
XuUTenbcTBa, MecTo y4yebbl n npoyee

5. N3beranm pasmeweHuna dotorpadun B NHTepHeTe, rae Tbl n3obpaxeH
Ha MECTHOCTU, MO KOTOPOW MOXHO onpeaennTb TBOE MECTOMNOMNOXeHME

6. MNpn perncrtpaumm B couMmanbHOW ceTu HeobxooumMo WUCNONb3oBaTb
CNOXHble naponu, coctoswme n3 6yke n UMdp U ¢ KONMYECTBOM 3HAKOB
He meHee 8

7. Ana coumanbHOW CceTu, MNOoYTbl W APYrMx canToB Heobxogmmo
ncnonb3oBaTb pasHble naponu. Torga ecnu Tebs B3nomakwT, TO
3MI0YMbIWIIEHHUKM noflydyaT AOCTYN TOMbKO K OOHOMY MECTY, a He BO
BCe cpasy

JJIEKTPOHHBbIE JEHbI'U

ONEKTPOHHbIE AEHbIN — 3TO OYeHb YAOOHbBIN cnocob nnaTexeun, ogHakKo
CYLWEeCTBYIOT MOLEHHUKN, KOTOPbI€ XOTAT NOMYYUTb 3TN AEHbLIU.



aﬂeKTpOHHble OeHbr'm nodBusinCb coBcemMm HeaaBHO U MMEHHO W3-3a
3TOro BO MHOrnx rocygapcrteax oo Cux nop He nponncaHo npo HMUX B 3aKOHax.

B Poccun xe oHu (byHKLI,VIOHI/IpyIOT M O HUX yXe nponmcaHo B 3aKOHE,
roe ux pas3gendrT Ha HeCKOJIbKO BMAOB — aHOHWMMHbIE U HE aAHOHWUWMHbIE.
PasHnua B TOM, 4TO AaHOHMMHbIE — 3TO Te, B KOTOPbIX pa3pelaeTcA
npoBoanTb onepaunn bes I/Iﬂ,eHTI/ICbI/IKaLI,VIVI nosib3oBaTtesid, a B HEaHOHMUMHbIX
VIﬂ,eHTVI(*)I/IKaLI,VIFI nonb3oBaTensa sABnseTcs obsa3aTenbHON.

Takxe cnegyet pasnuyaTb 3NEKTPOHHbIe UuaTHble AeHbruM (paBHbI
rocygapCTBeHHbIM BantoTaM) U 3NEKTPOHHble HeduaTHble OeHbIN (He paBHbI
rocygapCTBEHHbIM BantoTam).

OCHOBHbIE COBETHI 10 6€30NaCHOM pa6oTe C 3JIEKTPOHHBIMH AeHblraMU:

1. MpuBsaxun K cyeTy MOOUNBHLIN TenedoH. IOTO cambin yOOOHbLIM U
ObICTpbIN  cnocob® BOCCTAHOBUTb AOCTyNn K c4yeTy. [lpuBsA3aHHbIN
TenecgoH nomoxeT, ecnu 3abygewb CBOW NnaTeXHbIn Napofib UNu
3anjelwb Ha canuT C HE3HAKOMOro yCTponcTBa

2. Ncnonb3yn opgHopasoBble naponu. [locne nepexoga Ha YCUNEHHYHO
aBTopusaunio Tebe yxe He OyaeT yrpoxaTb OMACHOCTb KpaXXu WNu
nepexsaTta nnaTexHoro napons

3. Bbibepu cnoxHbin naponb. llpectynHunkam 6yaeT He NpocTo yragaTb
CNOXHbIN naponb. HagexHble naponn — 3TO NaposinM, KOTOpble
cogepxaTt He MeHee 8 3HaKOB W BKA4YawT B cebA CTpO4YHble U
nponucHole OykBbl, LUMPbl M HECKONMbKO CUMBOMOB, Takume Kak 3Hak
ponnapa, pyHTa, BocknuuaTenbHbi 3Hak 1 T.n. Hanpumep, $tROng!;

4. He BBOAW CBOM NUYHbIE AaHHble HA canWTax, KOTOPbIM He JOBepselb

aﬂeKTpOHHaH no4yTa

ONeKTPOHHasa novyta — 3TO TEXHONOIMNA U NpeaocTaBfiseMble el yCnyru
NO nNepecbiike W  MNOJIYYEHUK  INEKTPOHHbLIX COOOLEHN, KOTOpble
pacnpegenawTcss B KoMnbloTepHON ceTu. OOBbIMHO SMNEKTPOHHbLIA MOYTOBbLIN
AWMK BbIrNSAUT crnegywowmMm obpas3oM: MMsS_NoNb3oBaTeENs@WUMA_OOMEHAa.
Takxe Kpome nepefaym nNPoCToro TekcTa, MMeeTCcs BO3MOXHOCTb nepeaaBaTb
dannbl.



OcHOBHBIE COBETHI 10 6€30IaCHOM padoTe C 3/IEKTPOHHOM NOYTOM:

1. Hapo BbiObpaTb npaBunbHbIM MNOYTOBLIN cepBUC. B nHTepHeTe ecTb
OrpOMHbIA BblIGOp 6ecnnaTHbIX MNOYTOBbIX CEPBUCOB, OAHAKO ny4we
ANOBEPATb TEM, KOro 3Haelb U KTO NepBbi B PEUTUHTE

2. He ykasbiBaM B JIM4HOW nMo4YTe §NUYHYKO WHPopmauuw. Hanpumep,
nyywe BbibpaTb «My3blKanbHbI_(aHaT@» wunum «pok2013» BMecCTO
«Temal3d»

3. Ncnonb3y OByx3TanHyw aBTopusayuo. IATO Korga nNoOMMMO napons
HY>XHO BBOAUTb KOA, Npucbinaemboin no SMS

4. Bblbepn CcnoxHbin naponb. [Ons KaxAaoro no4YTOBOro SAuWiMKa AOJIKEH
ObITb CBOM HafeXHbl, YCTOWYMBLIA K B3NTOMY Naposb

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW JIMYHbIM BOMpPOC,
MCMNOMNb3yn 3Ty BO3MOXHOCTb

6. icnonb3yn HeCKONbKO MNOYTOBbLIX SAwMkoB. [lepBblh ONA 4YacTHOMW
nepenuckn ¢ agpecatamMu, KOTOpbIM Tbl AOBepsellb. OTO 3NEKTPOHHbIN
agpec He Hago Mcnonb3oBaTb NpU perncTpaunmn Ha opymax n cantax

7. He oTkpbiBan dannbl U Apyrne BIIOXEHUSA B MUCbMax, Aa)Xe eclfin OHU
NpuUWAM OT TBOUX Apy3en. Jlydywe yTOYHU Yy HUX, OTNPaBMANM JIn OHMU
Tebe aTn hbannbl

8. lNocne okoH4YaHua paboTbl Ha NOYTOBOM CepBUCE MNepen 3aKpbiTUEM
BKNaAKu ¢ canToMm He 3abyab HaxaTb Ha «BblnTn»

KnoepOoy/I/IMHT UM BUPTYaJIbHOE U34EeBaTe/IbCTBO

KnbepbynnuHr — npecnegoBaHue coobuweHnamun, cogepxawmmm
ockopb6rneHus, arpeccuio, 3anyrmBaHue; XYNUTraHCTBO; coumanbHoe
GolkoTMpOBaHNE C MOMOLbIO PA3JNINYHbLIX MHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 10 60pb6e C KNOEepOy/IJIMHIOM:

1. He 6pocancsa B 6on. Jlyywunin cnocob: nocoBetoBaTbCHa Kak ceba BecTu
N, eCrin HeT TOro, K KOMy MOXHO o6paTuTbCH, TO BHa4yane yCnOKOUTbLCH.
Ecnn Tbl HayHewb oTBe4vyaTb ockopbrneHnsamum Ha ockopbrneHus, TO
TONbKO ele 6onble pasoxxelb KOHPNUKT

2. Ynpasnsan cesoen knbeppenytaumen

3. AHOHMMHOCTbL B ceTu MHMMasdA. CywecTBYOT Cnocobbl BbISCHUTb, KTO
CTOUT 32 @aHOHUMHbIM aKKkayHTOM



4. He cTOMT BeCTW XynuraHckui obpas BupTyanbHOW XWU3HU. WHTepHeT
dukcupyet BCe TBOW AEWUCTBUSA M coxpaHsaeT ux. Yganutb ux byger
KpanHe 3aTpyaHUTENbHO

5. Cobntogan cBo BUPTYanbHY YeCTb cMonoay

6. UrHopnpyn eguHuYHbin Heratne. OpagHopasoBble OCKOPOUTENbHbIE
coobuweHnsa nyywe nrHopmpoBatb. O6bIYHO arpeccus NnpekpawaeTcs Ha
HayYyanbHOW cTagun

7. baH arpeccopa. B nporpammax o6bmeHa MFHOBEHHbIMKU coobLEeHNAMU, B
coumanbHbIX CeTsaAX €eCTb BO3MOXHOCTb OMOKMPOBKM  OTNpaBKu
coobLWeHnn c onpegeneHHblX agpecoB

8. Ecnn Tbl cBuageTenb kubepbynnuHra. TBOWM [ENCTBUSA: BbICTYNUTb
npoTUB npecnegoBaTensd, nokasaTtb €My, 4YTO ero JAencrteus
oueHMBATCHA HeratMBHO, nNoAadepXaTb XKepTBY, KOTOPOW HYXHa
ncuxonoruvyeckas NOMOLLb, coobLwmnTb B3pOCSbIM 0 dakTe
arpeccuBHOro noBegeHns B ceTu

Moou/ibHbIN Tes1eOoH

CoBpeMeHHble cMapTdOHbl M nnaHweTbl coaepxaT B cebe BNonHe
B3pOCNbIA  (PYHKUMOHaN, W Tenepb OHW MOFYT KOHKypupoBaTb CO
CTauMOHapHbIMK KoMnbloTepamu. OgHako, CpencTB 3alWuUTbl AN NoAo6HbIX
YCTPOWCTB Moka O4YeHb Mano. TecTMpoBaHME U MOUCK YS3BMUMOCTEW B HUX
npoucxXoauT He TakK WHTeHcuMBHO, kak ans K, To Xxe camoe kacaeTcs MU
MOBUNbHBIX NPUNOXEHUN.

CoBpeMeHHble MobOunbHble OGpay3epbl yXe nMNpakTUYEeCKUn [JorHanu
HacToNbHbIE aHanoru, O4Hako pacwupeHue ¢dyHKUMOHana BreyeT 3a cobon
60MbLIY CMOXHOCTb U MEHbLUYIO 3aLNLLIEHHOCTD.

JJ,aneKo HEe BCE MNMpoOn3BoaAnUTENIN BblINYCKAKT obHOBNEHMUA, 3aKpbiBawLwmne
KpUtTnyeckne yasBnmmMmocTn ana cBoux yCTpOIZCTB.

OCHOBHBbIE COBETHI AJi51 6€30NMaCHOCTU MOOUJIBHOTO TesiepoHa:

1. Huyero He gaBngeTtcs no-Hactoswemy becnnaTtHbiM. Byab OCTOpOXeH,
Beab korga tebe npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb
CKPbITbl KaKne-To nriaTHble ycnyru

2. Ayman, npexae 4yem otnpaButb SMS, ¢doTto mnm Buaeo. Tbl TOYHO
3HaeWb, rge oHM dyayT B KOHEYHOM utore?



3. Heobxogumo o6HOBNATL ONepauMoOHHYIO CMCTEMY TBOEro cmapTdoHa

4. Ncnonb3y aHTUBUPYCHbIE NporpaMMbl nd MobunbHbIX TenedoHOB

5. He 3arpyxan npunoxeHws OT HEU3BECTHONO0 WCTOYHUKA, Bedb OHMU
MOTyT cogepxaTb BpeJOHOCHOe nporpamMmMmHoe obecneyeHue

6. lNocne TOro Kkak Tbl BbiWgewb C canTa, rge BBOAUIT JIMYHYIO
nHpopmauuto, 3anam B HacTponkn Gpaysepa n yganum cookies

7. lNepuogunyeckn npoBepsn, Kakme nnaTHble YCNyru akTUBMPOBAaHbI Ha
TBOEM HOMepe

8. NaBawn cBonM HOMep MOOBUNBHOro TenedoHa TONbKO NOASAM, KOTOPbIX Thbl
3HaelWb N KOMY goBepsdellb

9. Bluetooth gomxeH 6bITb BbIKMOYEH, KOrga Tl UM He Nonb3yewbcsa. He
3abbiBan nHorga npoBepdaTb 3TO

Online urpsl

CoBpeMeHHble OHNaWH-Urpbl — 3TO Kpaco4yHble, 3axBaTbiBawlne
pasBrevyeHns, o6beaAnHSOWME COTHU ThICAY YerloBEK NO BceMy Mupy. Urpoku
nccrneaywT AaHHbIA UM MUp, obwWaTcsa APYr ¢ APYroMm, BbINOMHAKT 3agaHus,
cpa)arlTcs C MOHCTpaMu M nony4yatT onbiT. 3a yOOBONbCTBME OHWU NNaTAaT:
nokynawT AUCK, onnadyneaT aboHeMeHT unu npvobpeTatoT KakMe-To OnNLUMN.

Bce a1y cpeacTtBa nayT Ha nogdeplkaHve U pasBUTUE UTPbI, @ TakXe Ha
camy 6e3onacHOCTb: COBEPLUEHCTBYOTCS CUCTEMBI aBTOpM3aLmu,
BbiMyCKalOTCA HOBble natyum (UMdpoBble 3annaTtkym Ansg  nporpamm),
3aKpblBalTCs YSA3BUMOCTU CEPBEPOB.

B nopoOHbIX uMrpax CToMT onacaTbCA He CTOMbKO CBOWUX COMEPHMUKOB,
CKOMNbKO KpaXu TBOEro naponis, Ha KOTOPOM OCHOBaHa cuctema aBTopu3auun
GonbwmnHCTBA UrP.

OCHOBHBIE COBETHI 10 6€30MACHOCTH TBOETr0 HUI'PpOBOro aKKdyHTa:

1. Ecnun pgpyrom wurpok Beget ceba nnoxo wnm  co3gaet Tebe
HENPUATHOCTU, 3abNOKMPYM ero B CNUCKE UTPOKOB

2. MNoxanynca agMuHUCTpaTopaM Wrpbl Ha nMfoxoe noBeJeHue 3TOoro
UrpokKa, XeraTenbHO MPUNOXUTb Kakue-TO [JoKa3aTenbCTBa B BuAae
CKPUHOB

3. He ykasbiBan nuyHy nHpopmMauuo B npodanne urpsol

4. YBaxan gpyrux y4acTHMUKOB MO urpe



5. He ycTtaHaBnuBan HeoduymnanbHble natyn nu moabl

6. Micnonb3yn CNoXxHble U pasHble naponu

7. Daxe BO BpeMs WUrpbl He CTOUT OTKAWYaTb aHTuBupyc. [loka Tbl
nrpaelwb, TBOM KOMMNbIOTEP MOTyT 3apasunTb

OUIIMHT UWIN KpadiKad JINYHbIX JdHHbIX

OO6OblYHOM Kpaxewh [OeHer M [OOKYMEHTOB CErofHsl yXe HWUKOro He
yOuBUWb, HO C pasBUTUEM WHTEPHET-TEXHOMNOIMA  3NMOYMbILIEHHUKN
NnepemMecTUNNCb B UHTEPHET, U NPOAOMXKAT 3aHMMAaTbCA «NIOOUMbIM» OEeNOM.

Tak nogBmunacb HoBas yrposa: MHTEePHEeT-MOLWEeHHNYeCcTBa NN PULLKHT,
rmaBHasi Uefib KOTOPOro COCTOUT B MOJyYEHUU KOHMUOAEHUManbHbIX AaHHbIX
nonb3oBaTenenm — nOrMHOB UM naponen. Ha aHrnunckom sasbike phishing
yntaetcsa kak puwunHr (ot fishing — pbibHasa nosns, password — naponb).

OCHOBHBIE COBETHI 10 60pb6e C PUIINHTOM:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa
Obina B3nomaHa, TOo Heobxoaumo 3abnokupoBaTb e€e U coobwuTb
agMuUHUCTpaTopam pecypca 06 3TOM Kak MOXHO CKopee

2. Ncnonb3yn 6es3onacHble Beb6-canTbl, B TOM YUCe, UHTEPHEeT-MarasmnHoB
N MOUCKOBbLIX CUCTEM

3. Ncnonb3yh CNoXxHble U pasHble naponu. Takum obpasom, ecnu Tebs
B3SIOMAlOT, TO 3/I0YMbIWMAEHHUKN Mnofny4vyaTt AOCTyn TONbKO K OOHOMY
TBOEMY NPOUI B CETU, @ HE KO BCEM

4. Ecnn T1ebsa B3nomanu, To HeobxoamMmo npeanynpeauTb BCEX CBOUX
3HaKOMbIX, KOTopble gobaBrneHbl y Teba B Apy3bsX, O TOM, 4YTO Tebs
B3filoManun 1M, BO3MOXHO, OT TBOEro mmeHn 6yaeTt paccbinatbcs cnam u
CCbIfIKM Ha PULLIMHIOBbLIE CaNThl

5. YctaHoBu HagexHbln naponb (PIN) Ha MobunbHbIN TenedoH

6. OTKNYM coxpaHeHne naponsa B 6paysepe

7. He oTkpbiBan pannbl n gpyrue BJIOXKEHUSA B NMUCbMaXxX, Aaxe eclin OHU
npuUWN OT TBOMUX Apy3en. Jlydywe yTOYHM Yy HUX, OTNPaBASAnM SIn OHU
Tebe aTu hbannol



lludpoBasa penyrauus

LUngpposas penytaums — O9TO HeraTuBHas UKW NO3UTMBHAA
nHgpopmauma B cetu o Tebe. KomnpomeTumpytwas wuHdbdopmauums,
pasMmelweHHaas B WHTEpPHeETe, MOXEeT cepbe3HbiM 006pa3om OTpas3nTbCHA Ha
TBOEW peanbHOW XU3HWU. LncdppoBada penytauma — 9TO TBOWU UMUOX, KOTOPbIN
dopmupyeTca u3s nHopmaumm o Tebe B MHTEPHETE.

TBoe MecTo XuTenbcTBa, Yy4ebbl, TBOe (QWHAHCOBOE MNOJNIOXEHMUE,
0cobeHHOCTUK XapakTepa M pacckasbl 0 6NM3KMX — BCe 3TO HakannmesaeTCs B
ceTn.

MHorme noapoCTKM NErkoMbICNIEHHO OTHOCATCA K nybnukauumm nuYHoOmn
NHopMmaumm B MHTepHeTe, HEe MOHUMAasa BO3MOXHbIX nocneacTBun. Tol gaxe
He CMOXelb goragatbCca O TOM, 4TO poTorpadpusa, pasmMeweHHas S nert
Hasapj, cTana NpMYMHOM oTKasa NpUHATbL Tebs Ha paboTy.

KommeHTapuu, pasmeweHne TBOuUX poTorpacdpun n gpyrue [encTBus
MOTYT He MCYEe3HYTb [axe nocfne Toro, Kak Tel UX yaanuwb. Tbl HE 3Haelb,
KTO coxpaHun 3Ty MHpopmauuio, nonana nm oHa B MOUCKOBbIE CUCTEMbI U
coxpaHurnacb N1 OHa, a rnaBHoOEe: 4YTO nogymatT o Tebe okpyxatuwmue nau,
KOTopble HauayT M yBuUAAT 3TO. Hamtm wmnHdopmauumio MHOro net cnycTs
cMmoxeT nwbon — kKak M3 Jobpbix NOOYXAEHWW, Tak U C HaMepeHuem
NPUYMHUTDL Bped. ATO MOXET ObITb KTO YrogHO.

OcHOBHBIE COBeTHI M0 3a1uTe LUPPOBOM penyTanuu:

1. Mopgyman, npexae 4em 4YTOo-TO nybnukosaTb M nepepasaTb y cebsa B
6riore nnu B coumnanbHOW CeTH

2. B HacTpounkax npogung ycTaHOBW OrpaHuM4YeHuUs Ha NPOCMOTP TBOErO
npoguna n ero cCogepXnMMoro, caenamn ero ToNbKo «4na Apy3en»

3. He pasmewan n He ykasbiBah MH(OpMaLnto, KoTopas MOXeT KOro-nmbo
ockopbnaTbL nnm obuxaTb

ABTOpCKOE nIpaBo

CoBpeEMEHHbIE LWKOMbHUKN — aKTUBHble NoNb30oBaTenn uUngpoBoro
npocTpaHcTBa. OgHako Janeko He BCe 3HAKT, YTO MOMb30BaHWE MHOTMMMU
BO3MOXHOCTAMKU  UMdppoBOro Mupa TpebyeTr cobniogeHuns npaB Ha
MHTEeNMneKTyanbHy CO6CTBEHHOCTb.



TepMuH «mHTEnnekTyanbHas cCOO6CTBEHHOCTb» OTHOCUTCHA K pasfMvHbiM
TBOPEHUAM YeNoBEeYeCKOro yma, HauymHasa C HOBbIX U306peTeHnrn u 3HaKoB,
obo3HavawWmnXx COBCTBEHHOCTb Ha MNPOAYKTbl M YyCcnyrn, U 3akaH4yuBad
KHUramm, doTorpaduamm, KUHOUNbMamMun n MY3blKanbHbIMU
npousBegeHUAMN.

ABTOpCKME NpaBa — 3TO NpaBa Ha WUHTennekTyalbHYl0 COGCTBEHHOCTb
Ha npou3BeAeHWs Hayku, nuTepaTypbl M WUCKyccTBa. ABTOpPCKMe npaBa
BbICTYNalT B Ka4yecTBe rapaHTUM TOro, YTO WMHTEMNNEKTyalbHbI/TBOPYECKUA
Tpya aBTopa He OyaeT HanpacHbIM, JacT eMy crnpaBeAniMBble BO3MOXHOCTHU
3apabotaTb Ha pe3ynbTaTax CBOero Tpyga, MONyYUTb W3BECTHOCTb MU
npu3HaHue. Hukto 6e3 paspelleHUss aBTopa He MOXEeT BOCMPOU3BOAUTHL €ro
npounsBeneHne, pacnpocTpaHaTb, NyGNMYHO AEMOHCTPMpOBATb, NpoAaBaThb,
MMMNOPTMPOBATD, nyckaTb B npokar, ny6nunyHo NCNONHATD,
nokasblBaTb/UCNOMNHATbL B 3dmMpe unum pasmewats B IHTepHeTe.

Mcnonb3oBaHue «nupaTcKoro» nporpamMMHOro obGecrneyvyeHus MOXeT
NPMBECTM K MHOTMM pUCKaM: OT MOTEpPU [OaHHbiX K TBOMM aKkayHTam fo
6MOKMPOBKM TBOErO YCTPOWCTBA, rAe yCTaHOBIIEHa HeneranbHas nporpaMmma.
He cTtouT Takxe 3abbiBaTb, YTO CYLWECTBYKT feranbHble M GecnnaTHble
nporpamMmbl, KOTOPble MOXHO HaMTu B CETWU.

O nmoprasie

CeTeBNYOK.pdd — TBOW rfiaBHbIN COBETYMK B CeTU. 3O4€Cb Tbl MOXELllb
y3HaTb O ©€e30MacHOCTM B CETU MOHATHbLIM M OOCTYMHbIM $3bIKOM, a npwu
BO3HMKHOBEHUN KPUTUYECKOW cuTyauum obpaTuTbCsa 3a coBeTOM. A Takxe
NMPUHATb y4acTUe B KOHKypCax U CcTaTb caMbiM LU POBLIM rpaxgaHuHom!



