NHOOPMAILIMOHHAA [TAMATKA
JUISI OBYHAIOIINXCA

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OoOJIblIE, a
IIKOJbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
MOMUMO OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET U IPOOJIEMBI.
Ota naMATKa J0JKHA MOMOYb Te0e 6e30IacHO HaXOAUThCS B CETH.

KommnerorepHsie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IpPOrpamw,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTh
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaKeHHasi Mporpamma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
OIEPaIMOHHYI0O CUCTEMY CO BceMH (aiizamu B 1eJoM. B OOJBLIIMHCTBE ciy4yaeB
pPacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTonbl 3aIUTEl OT BPEAOHOCHBIX IIPOrPAMM:

1. Hcnone3y#i COBpPEMEHHBIE OIEPAlMOHHBIE CHCTEMBI, HMEIOIINE
CEPbE3HBIN YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM;

2. [locTtosiHHO ycTaHaBiaMBad ma4yTH (UUQPOBBIE 3aIlJIaTKU, KOTOPbIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C LEJIbIO JOPAa0OTKM MHPOTpamMMbl) U JIpyrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pekum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTaii Ha cBoeM KOMIIBIOTEpE TOJ TIpaBaMH TIOJL30BATENs, a HE
aIMUHHUCTpATOpa. OJTO HE IMO3BOJUT OOJBUIMHCTBY BPEAOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Ucnionb3yit  aHTUBHMPYCHBIE TPOTPAMMHBIE  TNPOJIYKThl ~ M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYCCKUM OOHOBJICHHEM 0a3;

5. Orpanunub pU3NUECKHU JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHMX JIULL;

6. Mcnonb3yil BHELIHUE HOCUTENM MH(OpMALMM, TaKue Kak (iemka, IucK
WK (paiia U3 UHTEPHETA, TOJILKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIC (ailyibl, MOJYYCHHBIC W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (ailbl, KOTOpbIEe MpUcail TBOK 3HAKOMBIH. Jlydrie yTounu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BUJ epenavyn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIh OPEHI,
mapka. Eme B 1991 roay HuaepiaHackash KOMITAHUS 3aperucTpupoBaja OpeH.
«WECA», uto o6o3nayano cioBocoueranue «Wireless Fidelity», koropsrii
NEePEeBOIUTCS KaK «OecpoOBOAHAS TOUHOCTb.

Jlo Hamiero BpeMeHu Jouuia Apyras abopeBuaTypa, KOTopast sIBIsIeTCsS TaKoh
ke TexHojoruen. Jto abOpeBmarypa «Wi-Fi». Takoe Ha3BaHue ObUIO AaHO C
HAMEKOM Ha CTaHIAapT BbICIICH 3BykoBo# TexHuku Hi-Fi, yto B mepeBoxe
O3HAYaeT «BBICOKAs TOYHOCTHY.



Jla, OecriyaTHBIM MHTEPHET-AOCTYN B Kade, OTeIsIX U adporopTax sSBISETCS
OTJIMYHOM BO3MOYKHOCTBIO BBIXOJa B MHTEpHET. Ho MHOTHMe sKCHepThl CUMTAIOT,
gT0 obmeaoctynHbie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii CBOIO JIMUHYIO HHpOPMAIIHIO Yepe3 oomienoctynubie Wi-Fi
cetd. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MApOJIM JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yit 1 0OHOBJISIT aHTUBUPYCHBIE MPOrpaMMbl U OpanaMayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonb3oBanuu Wi-Fi orkmioun ¢yskiuo «OOmmii goctyn K
daiinam u mpuHTepam». [laHHas (QYHKIUS 3aKphITa MO yMOJYAHUIO, OITHAKO
HEKOTOPBIE MOJIH30BATEIN aKTHBUPYIOT €€ I yI00CTBA UCIIOIh30BaHUS B paboTe
uim yueoe;

4. He wucnons3yii myOnaumunbii WI-FI ans mepepmaum JTMYHBIX JaHHBIX,
HaIrpuMep, JUIs BBIX0JIa B COLIMAIIBHBIC CETH HIIM B DJICKTPOHHYIO TTOYTY;

5. Mcnonb3y#t TOJIbKO 3amuiineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun (yHkiuio "TlogkmoueHune k Wi-Fi
aBToMarnuecku". He momyckail aBTOMaTHMYECKOTO IOJKIIOYCHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero coriacus.

ConyanbsHbI€ CETH

CornuanbHbIe CETH aKTUBHO BXOAT B HAIy )KM3Hb, MHOTHE JIIOJU PabOTaoT
¥ KUBYT TaM IMOCTOSIHHO, a B Facebook yrke 3aperucTpupoBaH MIJITHAP,T YETOBEK,
qTO SIBJISIETCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMAIHs, pa3MEIICHHasS UMU B COIMAIBHBIX CETAX, MOXKET
ObITh HalileHa W WCIOJIb30BaHa KEM YTOJHO, B TOM YHCJI€ HE 0053aTelbHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI 10 OE30IMACHOCTH B COITUATIBHBIX CETAX:

1. Orpanuyb cOUCOK Jpy3ei. Y TeOsd B JApPY3bsSX HE JOMKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuinai CBOIO YacTHYI >Xu3Hb. He ykaswpiBali mapoinu, TenedoHBI,
aapeca, JaTy TBOETO0 POXICHUS ©  JPYryl0 JHUYHYIO  HHGOPMAIHIO.
3110yMBIIUICHHUKHA MOTYT UCITOJIB30BaTh Ja)kKe MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POIUTENH TIAHUPYETE IPOBECTH KAaHUKYIIBI;

3. Bamuiail CBOIO pemyTaluio - JACPKU €€ B YUCTOTE W 3ajaBail cede
BOIIPOC: XOTEN OBbI ThI, YTOOBI APYTHE TOJB30BATEIIA BHICIH, YTO THI 3arpyrKaeiib?
[Toxymaii, IpeskJie YeM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecia Thl TOBOPHULIB C JIFOABMH, KOTOPBIX HE 3HAEUIb, HE UCIOJIb3YH CBOE
peagpbHOe UMS U IPYTYIO JUYHYIO WH(OpMAIUU: UMS, MECTO >KUTEIIbCTBA, MECTO
yueObl U TIpoUee;

5. U3berait pazmemenus ororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTIPEEIIUTHh TBOE MECTOTIONIOKECHHE;

6. [Ipu peructpammm B COIUATBHOW CE€TH HEOOXOAMMO MCIOJIB30BaTh
CJIOXHBIE TIAPOJIH, COCTOSMTNE U3 OYKB U IMU(P U C KOJUISCTBOM 3HAKOB HE MEHEE

8;



7. Jlns colManbHOM CETH, TMOUTHI M JPYTrUX CAWTOB HEOOXOIUMO
UCII0JIb30BaTh pa3Hble mapoyu. Toraa eciu Tedst B3IOMAIOT, TO 3T0YMBIIIIEHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI U

DONEeKTPOHHBIE JEHbIM - 3TO OYEHb YAOOHBIN CHOCOO TMuIaTexew, OJIHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH ICHBIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HEIABHO M UMEHHO M3-3a 3TOTO BO
MHOT'MX T'OCYyAapCTBax A0 CHX IOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHHPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
UX Pa3AeJsIIOT HAa HECKOJIBKO BUIOB - aHOHMMHBIE U HE aHOHMMHBbIC. PasHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs NpoBOIUTE Onepanuu 0e3
UJEHTU(UKALIMY TTOJIb30BATENS], @ B HEAHOHUMHBIX MACHTU(UKALUS [T0JIb30BATENSA
ABIIAETCS 00S3aTEIBLHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PadOTe C INECKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cyeTy MOOWIBHBIA TelnepoH. DTO caMblil yAOOHBIN H
OBICTPBII crmoco0 BOCCTAHOBUTH JOCTyn K cueTy. IlpuBsizanHblii TenedoH
MOMOJKET, €ciu 3a0y/elllb CBOW IUIATEXHBIM Mapoiib WIM 3aijielllb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucrionp3yit omHOpa3oBbie mapoiu. llocie mepexoma Ha YCHUICHHYIO
aBTOpHU3alMI0 TeOe yke He OyneT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. Beibepu cnoxsbiii maponb. [IpecTymuukam OyneT HE MPOCTO yraaaTh
CJIOKHBIM MapoJib. HagexHple mapoyim - 3T0 Mapoiu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B Ce€Osl CTPOUYHBIE W TPOMUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CMBOJIOB, TaKME KaK 3HAK JI0JUiapa, (PyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.11. Harmpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CalTax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTpOHHAs o4YTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABISIEMbIE €10 YCIYTH 10
NEPECHUIKE U MOIYYECHHIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE paCIpeiesioTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISIUAT
cIeIyIoIuUM 00pa3oM: UMsI_TOb30BaTensi(@umMs_omeHa. Takxe Kpome nepeaadu
MPOCTOTO TEKCTA, UMEETCSI BO3MOXKHOCTh MepelaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30MaCHOM pabOTe C JIICKTPOHHOM MOUTOM:

1. Hago BbIOpaTh NpaBWIIBHBIA MOYTOBBIM cepBHC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBail B TUYHOM mouTe TU4HYI0 uHbopmaruio. Hanpumep, myurie
BbIOpaTh «My3bIKaNbHBIN _(panat@» mm «pok2013» BmecTo «reMal3y;

3. Ucnonp3yil ABYXATamHyH aBTOPH3AIMI0. DTO KOTJa TMOMHUMO MapoJis
HY’KHO BBOJUTH KOJ, MpUChUIaeMblid 1o SMS;



4. Boibepu cinoxHbIN maposb. s KaXKA0ro MOYTOBOTO SIIUKA JOHKEH OBbITh
CBOM HAJICKHBII, YCTOMYHUBBIN K B3JIOMY MapOJIb;

5. Ecnim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yi HECKOJIBKO IMOYTOBBIX SIIHMKOB. IlepBBI I 4YacTHOM
MEPEINNCKU C apecaramMu, KOTOPBIM Thl AOBEPSEHIb. DTO AIEKTPOHHBIN aapec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha OopyMax U calTax;

7. He oTkpeiBail (ailnibl ¥ Ipyrue BIOXKEHHUS B MHUCbMAax, JaXKE €CIU OHH
NPUILUIA OT TBOMX Apy3el. Jlydille yTOUHM y HUX, OTIPABISIIM JIM OHH TEOE ITH
Gaitnbr;

8. [locne oxoHuaHWs pabOTHI Ha MOYTOBOM CEPBHUCE MEPEa 3aKpBITHEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BBIATI.

KubepOymuHT 1iin BUPTYalbHOE U3/€BATEIIbCTBO

KubepOymauHr -  mpeciiejoBaHME  COOOILEHUSMHU,  COAEpK AWMU
OCKOpOJIeHUS, arpeccuio, 3aIlyTUBaHUE; XYJINTaHCTBO; COLMAJIBHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTMHTOM:

1. He Gpocaticsa B 60oii. JIyummii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€ClIi HEeT TOro, K KOMy MOKHO OOpaTHTbCs, TO BHadajle YCIOKOUTbCA. Ecimu Thl
HAYHEIIb OTBEYaTh OCKOPOJEHHSIMM Ha OCKOpOJIEHHS, TO TOJBKO €Ile OoJblie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppemnyTauuei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIlecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHHUMHBIM aKKayHTOM;

4. He cTouT BECTHM XYJIMTaHCKUU 00pa3 BUPTyaJlbHOM Ku3HHU. MHTEepHer
(buKcUpyeT Bce TBOM JEWUCTBHS W COXpAHSET UX. YJIUTh UX OyIeT KpaiiHe
3aTPYyIHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii enuHuyHbld  HeraTuB. OIHOpa30BbIe OCKOPOHWTENbHbBIE
cooOmeHust Jydmie UrHopupoBaTb. OOBIUHO arpeccusi IpeKpamaercs Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKM OTIPABKH COOOILIEHUH C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTeNb KMOEepOyuMHra. TBOU NEMCTBUS: BHICTYIUTh MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUA OLIEHUBAIOTCS HETaTHUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MoO6unbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEpKaT B ceOe BIIOJIHE B3POCIIbIi
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYPHpPOBaTh CO CTAaIl[MOHAPHBIMU
KoMmnbpioTepamu. OIHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
Mano. TecTMpoBaHME M TIOMCK YSI3BUMOCTEH B HHUX IPOUCXOIUT HE TaK
WHTEHCUBHO, Kak 1711 [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TPUITOKCHHM.



CoBpemeHHble MOOWJIBbHBIE Opay3epbl yKe€ MNPAaKTUYECKH JOTHAIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacuIMpeHue (QyHKIMOHAJIa BIJIEYET 3a COOOM
OO0JIBILYIO CII0)KHOCTh U MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaeko He BC€ MPOM3BOAMTENMN BBITYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOLINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JUIs1 0€30I1aCHOCTU MOOMIIBHOTO TenedoHa:

Hudero He sABisieTcs nmo-HacToseMy OecruiaTHbIM. Byap ocTopoxkeH, Belb
Korja tebe mpenaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCIYTH;

Hymaii, mpexne uem oTnpaBuTh SMS, ¢oto wim Buaeo. Thl TOUHO 3HACTIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOEro cMapT(hOoHa;

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii npwIoKeHUsI OT HEU3BECTHOIO MCTOYHUKA, BEJb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE 00ECIICUEHUE;

[Tocne Toro Kaxk Thl BBIIJEIIL C CaiiTa, IJIe BBOAWI JIMUYHYIO UHPOPMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

Ilepuonnuecku MpoBEPsIi, KAKUE IUIATHBIE YCIYI'M aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBail cBOM HOMEp MOOWIIBHOTO Tene(OoHA TONBKO JHOASM, KOTOPBIX Thl
3HACIIb U KOMY JI0BEPSEIb;

Bluetooth momkeH ObITH BBIKIIIOYEH, KOTZa Thl UM HE MoJsb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMEHHbIE  OHJIAMH-UTPBI - 3TO KpPAaCOYHbIC, 3aXBaThIBAIOIIUE
pa3BiieyeHusl, OOBEAUHSIONIME COTHHU ThICSY YEJIOBEK MO BceMy mupy. HUrpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3a/laHus,
CPKAIOTCS C MOHCTPAMHM M TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM IPUOOPETAIOT KaKHE-TO OIIUU.

Bce atu cpeacTBa uayT Ha NOJIAEP/KAHUE U PA3BUTHUE UIPBI, & TAKKE HA cCaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQpoBbIe 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT oOmnacaTbCsi HE CTOJBKO CBOMX COIEPHHUKOB,
CKOJIBKO Kpa)Xd TBOETO MapoJig, Ha KOTOPOM OCHOBaHa CHUCTEMa AaBTOpPHU3AIUU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecniu npyroif Urpok BeieT ceds MI0X0 WM CO3JaeT TeOe HEMPUSATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanyiicss agAMUHHUCTpAaTOpaM WIPbl Ha IJIOXO€ ITOBEACHHUE HTOTO
UTPOKA, KENATEIBHO NPUIIOKHUTh KaKHE-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii mnunyro nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBail HeopuIaAIbHbIE TATYH U MOJIBI;

6. Mcrionb3yii ClI0KHBIE U pa3HbIE NapOJIy;



7. Jaxe BO Bpemsl WUIpbl HE CTOMT OTKJIIOYAThb aHTUBHUpYC. lloka TbI
UIpaellb, TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

QUIIMHT WM Kpaka JIMYHBIX JaHHBIX

OOBbIYHON Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE YJIUBHUIIb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUN 3JOYMBIIUICHHUKN I€PEMECTWINCH B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCSI «IFOOUMBIMY JIEIOM.

Tax mosBuiach HOBasl yrpo3a: MHTEPHET-MOUIEHHMYECTBA WM (DUIIMHT,
TJIaBHAs IeNb KOTOPOTO COCTOMT B TMOJYYEHUH KOH(PHUACHUUAIBHBIX JTaHHBIX
MOJIb30BaTeNeH - IOTMHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak QumuHr (ot fishing - peiOHas n0Bms, password - mapoip).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cnenn 3a cBouM akkayHTOM. Eciu TeI moxo3peBacuib, YTO TBOS aHKETA
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHbIE M pas3Hble Napoiu. Takum oOpa3om, eciu Teos
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4.Ecnu TeOs B3IOMaNIM, TO HEOOXOAMMO MpPEAYNpPENUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MOYKHO, OT TBOETO UMEHH OYJET pacchlIaThCs ClIaM M CChUIKU Ha (PUITMHTOBbBIE
CaMThI;

5. YcranoBu HaaexHbid napoib (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0UM COXpaHEHUE Maposisi B Opaysepe;

/. He oTkpsiBail ¢ailibl U Ipyrue BIOXKEHHS B MUCHbMAaX, JaXKe €CIId OHU
OPUILUIM OT TBOUX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
Gbaib.

[udposas penyranus

[u¢poas penyrtauus - 3TO HEraTUBHAsl WM NO3UTHBHas MHQOpMAIUs B
cetu o tebe. Kommpomerupyromas uHbopManusi, pa3MelIeHHas B HHTEPHETE,
MOET CEPhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU ku3HU. «[{udposas
penyTanus» - 3T0 TBOH UMUK, KOTOPBINA hopMHpyeTCs u3 nHPpopManuu o Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
O0COOEHHOCTH XapakTepa 1 paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIEHHO OTHOCSTCS K NyOJUKALMU JTUYHOU
uH(popmanuu B MHTEepHeTE, HE MOHKUMAsT BO3MOXHBIX MOCHeACTBUI. Thl naxke HE
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3aj, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u Ipyrue IeUCTBUS MOTYT
HE MCUE3HYTh Ja)Xe IOCJE€ TOro, Kak Thl MX yJalulb. Tbl HE 3HaEllb, KTO
COXpaHWJ ATy HH(OpPMalMIO, ToMajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJach JU OHA, a TJABHOE: YTO MOAyMarOT O Te0e OKpY’Kalolue JIO/IH,
KOTOpbI€ HaWAYT M yBUAAT 3T0. Haiitu nHopmanuio MHOTO JIET CILyCTSI CMOKET



JTr000H - Kak U3 10OpBIX MOOYKIEHUH, TaK U C HAMEPEHUEM MIPUYUHUTD Bpe. ITO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM pENyTALNU:

1. Ilonymaii, mpexJie 4em 4To-TO IMyOJMKOBATh U NepeaaBaTh y ceOs B Oore
WIH B COLIMAJIBHOM CETH;

2. B nHactpoiikax mpouis yCTaHOBH OTpaHMYEHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoAEpP>KUMOro0, CIETal €ro TOJIBKO «JUIs IpYy3eiD»;

3. He pa3memiaii u He yka3piBail MH(OpMALMIO, KOTOPasi MOXKET KOro-J1u0o
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJBHUKM - AKTHUBHBIE TIOJIb30BAaTeIM  IU(PPOBOTO
npoctpaHcTBa. OJHAKO JaleKo HE BCE 3HAIOT, YTO IOJb30BAHHE MHOTUMU
BO3MOXHOCTSIMM  LHM(ppoBOoro  Mupa TpeOyeT coOONOJEeHHs NpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K Ppa3IU4YHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HAayMHAas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYaIOIINUX COOCTBEHHOCTh HA MPOAYKTHI M YCIYTH, M 3aKaHUMBasg KHUTAMHU,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IPOU3BENICHUSI HAYKH, JTUTEPaTyphl U UCKyCcCTBA. ABTOPCKHE MpaBa BBICTYNAIOT B
KAueCTBE TapaHTHH TOTO, YTO HHTEIUIEKTYyaJbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBEeMJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOETro TPyHAa, MOJYyYUTh W3BECTHOCTh M mpu3HaHue. Hukrto 06e3
paspelieHusi aBTOopa HE  MOXET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMMyOJMYHO UCHOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasMmewars B IHTEpHETE.

Hcnonb30BaHne  «IUPATCKOTO»  MPOTPAMMHOIO  OOECIEYEHHUS] MOXKET
OpPUBECTH K MHOTMM pHUCKaM: OT IMOTEpU JaHHBIX K TBOUM aKKayHTaM J0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAHOBJIEHA HeJerajabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIeTaJlbHble U O€CIUIaTHbIE MPOTrPaMMBbl,
KOTOpBIE MOKHO HAUTHU B CETH.

O noprane

CereBU4OK.p( - TBOM IIaBHBIM COBETYMK B CETU. 3J1€Ch Thl MOKEIIb Y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYNHBIM A3BIKOM, a IPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOPATUTHCS 3a COBETOM. A TaKkX e MPUHATH Yy4acTUE B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



