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KoMmnbloTepHble BUPYChI

KoMnboTepHbIM BUPYC — 3TO pa3HOBUAHOCTb KOMMBIOTEPHbLIX MPOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOW ABMSETCH CMOCOBHOCTbL K Pa3MHOXEHMUIO.
B nononHeHue Kk aTOMy, BUPYCbl MOTYT MOBPEANTb UMM NOJSTHOCTBI0 YHUYTOXUTL BCE
dansnbl U JaHHble, MOAKOHTPOSIbHbIE MOSb30BaTEND, OT MMEHWN KOTOPOro Bbina
3anylleHa 3apaxeHHasi nporpammMa, a Takke NoBpeauTb U Jaxe YHUYTOXUTb
ornepaumoHHy0 CUCTEMY CO BCEMU dparnamm B Lenom. B 6onblinHCTBE cnyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToapb! 3aWmnThl OT BPEOOHOCHbIX NMporpamMmm:

1. Vcnonb3yin coBpeMeHHble onepauuoHHble CUCTEMbI, MMEIOLLNE CEPbE3HbIN
YPOBEHb 3aLLUMTbl OT BPEAOHOCHbIX NPOrpamm.

2. lNocTosiHHO ycTaHaBnuBan naT4um (UnpoBble 3annaTky, KOTOpble aBTOMATUYECKM
yCTaHaBnNMBaKTCA C LENbio 4opabTkn nporpaMmmbl) 1 apyrme o6HOBEHMSI CBOEWN
onepaumoHHon cnuctemMbl. CkaynmBam nx TOSbKO C oomumanbHOro canta
paspaboTtymka OC. Ecnu cyliecTByeT pexnm aBToMaTU4eCcKkoro 0OHOBMEHNS,
BKITHOUN €ro.

3. PaboTtai Ha cBOeM KOMMbIOTEPE NOA NpaBamMy NONb3oBaTens,

a He agMuHUCTpaTopa. OTO He NO3BOMMUT BOMbLUMHCTBY BPEAOHOCHbLIX MPOrpamMm
MHCTannMpoBaTbCA Ha TBOEM NMepCcOoHanbHOM KOMMbIOTEpE.

4. Wcnonb3yn aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbI N3BECTHbIX

npon3soguTenen, ¢ asTomaTndeckum obHoBneHnem 6as.

OrpaHu4b PU3NYECKMNIA AOCTYN K KOMMNbIOTEPY AN MOCTOPOHHMUX NL.

Mcnonb3yin BHELWHNE HOCUTENW MHADOPMaLINMK, Takne Kak dorieLuka, ouck nnm damn

N3 NHTEPHETA, TOSbKO N3 NPOBEPEHHbIX NCTOYHMUKOB.

7. He oTKpbiBan KOMNbIOTEPHbIE (harsibl, NONyYEHHbIE N3 HEHAOEXHbBIX
MCTOYHUKOB. [Jaxe Te pansibl, KOTOpble Npucnasn TBOM 3HAKOMbIN. Jlyylle yTOYHU
y Hero, oTnpaensan nm oH Tebe unx.

Cetn WI-FI

Wi-Fi — aT0 He BuA nepegaym AaHHbIX, HE TEXHOMOrMS, a BCEro nuwb 6peHa, mapka.
Ewe B 1991 rogy HuagepnaHackasa komnaHus sapermctpmposana opeHg « WECA», 4To
obo3Havano cnosoco4veTaHue «Wireless Fidelity», koTopbIi nepeBoanTCS Kak
«becnpoBogHasi TOYHOCTbY.
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[lo Hawero BpemeHu gowna gpyras abbpesmnaTtypa, kKoTopasi ABMsieTCA TaKon xe
TexHonorunen. 3to abopesunatypa «Wi-Fi». Takoe Ha3BaHMe ObINO AAaHO C HAMEKOM
Ha cTaHZapT BbICLLMIA 3BYKOBOW TexHUKU Hi-Fi, 4To B nepeBoae 03HavaeT «BbICOKas
TOYHOCTb».

[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, OTENsX U asponopTax sABMASETCA OTIIMYHON
BO3MOXHOCTbHIO BbiXx0o4a B UHTEPHET. HO MHOrMe aKkcnepTbl CYUTALOT, YTO
obwenoctynHble Wi-Fi ceTn He siBnsatoTca 6e3onacHbIMA.



CoseTbl No 6e3onacHocTn pabote B 06wenocTynHbix cetax Wi-fi:

1.

He nepepaBan cBoro nuuHyro nHpopmaumro Yyepes obuienoctynHoele Wi-Fi ceTu.
PaboTas B HUX, XenaTenbHO He BBOAUTL Naponiv A4OCTyna, NIOrMHbI U Kakue-To
Homepa.

Mcnonb3yi n o6HOBMSIM aHTUBUPYCHbIE NporpamMmbl U OpaHamayep. Tem cambiM
Tbl 06e3onacuib cebs OT 3akayku BUpyca Ha TBOE YCTPOMCTBO.

Mpwn ncnonssosanun Wi-Fi oTkntoumn dyHkumro «O6Lwmin goctyn K parnam

n NpuHTEpaMy». [laHHas yHKUMSA 3aKpbiTa NO YyMOMYaHUIO, OAHAKO HEKOTOPbIE
nonb3oBaTeniv akTMBUPYIOT €€ Ana yaobcTea ncnonb3oBaHna B paboTe nnm yyebe.
He ncnonb3yun ny6nuyunbin WI-Fl ana nepegaym nnuyHbIX aHHbIX, HAanpuvep 4ns
BbIXOA4a B coumaribHble CETU UMK B NTIEKTPOHHYIO MOYTY.

Mnonb3yn TonbKo 3alwuweHHoe coeanHeHune Yyepes HTTPS, a He HTTP, T. e.
npwn Habope Beb-agpeca BBoAM MMEHHO «https://«.

B mobunbHoMm TenedoHe oTknoum pyHkuuo «lMogkntoyveHme k Wi-Fi
aBToMaTmyeckn». He gonyckam aBToMaTM4eCcKoro NogKMoYeHns ycTponcTaea

k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HALLY XXWU3Hb, MHOTME NOAN paboTaloT U XKUBYT
TaMm NocTosiHHO, a B Facebook yxe 3apernctpupoBaH munnmapg YenoBek, 4To
ABNAETCA OAHOW ceabMOU BCeX Xutenen nnaHetbl. MHorme nonb3oBarenu

He NMOHUMatoT, YTO MHpopMaLnS, pa3MeLLlEeHHast MU B COLMAIbHbIX CETAX, MOXET
ObITb HaNZ4EeHa N UCMONb30BaHa KeEM YrogHo, B TOM Yncne He 0bsi3aTenbHO ¢ bnarumm
HaMepeHNAMMN.

OcHoBHble coBeTbl N0 6e30MacCHOCTN B COLMarnbHbIX CETSX:

1.

2.

OrpaHunyb cnUcok apy3en. Y 1ebs B Apy3bsx HE JOMKHO ObiTb CryYanHbIX

N HE3HAKOMbIX NOOEN.

3awmwan CBOK YaCcTHYH XU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca,
AaTy TBOEro POXAEHUS U APYTYHO JIMYHY0 MHAOpMaLMIO. 3M0YMbILUNIEHHUKA MOTYT
MCnonb30BaTh AaXe MHPOPMaLMIO O TOM, Kak Tbl 1 TBOM pOAUTENN NNaHUpyeTe
NPOBECTU KaHUKYIbI.

3awmwan cBoK penyTaumio — OepXu ee B YUCTOTE U 3agaBan cebe BOnpoc:
xoTen 6bl Tbl, 4TOObI Apyrue Nonb3oBaTeNn BUAENN, YTO Thl 3arpyxaeLlb?
Mogyman, npexae Yem 4To-To onybnmnkoBaTtb, HaNMcaTb U 3arpy3unThb.

Ecnu Tbl roBopuLLb C NMOABMU, KOTOPbIX HE 3HAeLlb, He UCNOSIb3YyN CBOE
peanbHOe UMS 1 APYryH0 NIMYHY0 MHAOPMAaLMK: UMSA, MECTO XUTENbCTBA, MECTO
y4ebbl 1 npoyee.

N3beran pasmelleHus gotorpadunr B MHTEpHETE, rae Tbl N306pakeH

Ha MECTHOCTM, MO KOTOPOW MOXHO ONpeaennuTb TBOe MeCTOMNOSIOXKEHME.

Mpwn peructpaumm B coumanbHOM ceTn He0BXoaUMO UCMONb30BaTh CIOXHbIE
naponu, coctosime n3 6ykB n LMp 1 C KONIMYECTBOM 3HAKOB HEe MeHee 8.

[nsa counanbHOWM ceTun, NOYTbI N APYrMX CanToB HEOBXoaUMO

MCNonb3oBaTh pa3Hblie naponu. Toraa ecnv Tebs B3nNomatoT,

TO 3M0YMbILSIEHHMKM NOSTyYaT JOCTYN TOMbKO K OOQHOMY MECTY, a He BO BCe Cpaay.



ANEeKTPOHHbIe AeHbIn

ONEKTPOHHbIE AEHbIM — 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OgHaKo CyLLEeCTBYOT
MOLLIEHHWKM, KOTOPbIE XOTAT MNOMYYnTb 3TU LEHbIN.

OneKTPOHHbIE AeHbIN NOSIBUIIUCH COBCEM HEQABHO Y MMEHHO M3-3a 3TOro BO MHOIMX
rocyaapcTBax A0 CUX NOp He MPOMUCaHO NPO HUX B 3aKOHaX.

B Poccum e oHM OyHKLUMOHMPYIOT U O HUX YXKe NPOonuMcaHo B 3aKoHe, rae

NX pasgensoT Ha HECKOSTbKO BUOOB — aHOHMMHbIE N HE aHOHUMHBbIe. PasHuua B ToMm,
4YTO aHOHMMHbIE — 3TO Te, B KOTOPbIX pa3peluaeTcsa NpoBoauTb onepaummn 6e3
noeHTUrKaumm nosnb3oBaTtesis, a B HEaHOHUMHbIX MAeHTUduKaLmm nons3oBartens
aBnsaeTca oba3aTtensHon.

Takxke cnegyeT pasnuyaTbh N1eKTPOHHbIE naTHbIE AeHbrM (PaBHbI FOCY4apCTBEHHbLIM
BantoTam) 1 3reKTPOHHbIe HednaTHbIe AeHbrMN (HE paBHbl FOCYAapPCTBEHHbIM
BanTam).

OcHoBHbIe coBeTbI N0 Be3onacHoW pa60Te C 3JNTIEKTPOHHbIMU OEHbIraAMW:

1. MpuBsikn K c4eTy MOBUNbHLIN TeNedoH. ATO cambln YAOOHbIN U ObICTPbIN cnocob
BOCCTaAHOBUTb JOCTYN K cyeTy. NpnBA3aHHbIN TenedoH NOMOXeT, ecnv 3abyaelub
CBOW NIiaTeXxHbl Naporb UK 3andellb Ha CanT C HE3HAKOMOrO YCTPOMCTBA.

2. Ucnonb3yn ogHopa3oBble naponu. [ocne nepexoaa Ha yCUIEHHY0
aBTopu3aumio Tebe yxxe He ByaeT yrpoXaTb ONACHOCTb KpaXkn UnNn nepexsarta
nnaTexHoro napons.

3. Bblbepu cnoxHbin naponb. [pecTynHmMkam 6yaeT He NPOCTO yragaTtb CIOXHbIN
naponb. HagexHble napony — 3To Naponu, KoTopble cogepxaT He MeHee 8 3HakoB
N BKIOYaIOT B ce65 CTPOYHbIE M NPONUCHBIE BYKBbI, LMAPbI N HECKONBKO
CMMBOJIOB, Takune Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHbIN 3HAK U T. M.
Hanpumep, StRONg!;

4. He BBOAM CBOM NMUYHbIE AaHHbIe Ha canTax, KOTOPbIM HE AOBepsieLlb.

ANeKTPOHHaA noyrta

ONeKTpOHHas NoYvta — 3TO TEXHOMOMMS U NpeoCcTaBnsieMble et YCIyru rno nepecbisike
N NOSTYYEHUIO 3NEKTPOHHBIX COOBLLEHUI, KOTOPbIE pacnpenenstoTCca B KOMNbIOTEPHOM
ceTn. OB6bI4HO 9MNEKTPOHHbIV MOYTOBBIN AWK BbIFNAAUT Crieayowmnm obpasom:
UMs_nonb3oBatenda@umsa_aomeHa. Takke KpoMe nepegayun NpocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepefasaTb dpaunsibi.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHOW MOYTON:

1. Hapo BbibpaTh npaBUNbHLIN NOYTOBbLIM CEPBUC. B NHTEPHETE €CTb OrPOMHBbIN
BbIOOp BecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Jyylle JOBEPSATb TEM, KOro
3Haellb, N KTO NepBbl B PEUTUHTE.

2. He ykasbiBaun B NMMYHON NOYTE NMYHYIO MHGOPpMaLMIO. Hanpumep, nydwe BbibpaTb
«My3blKkanbHbIi haHaT@" nnu «pok2013» BMecTo «Temal3».

3. Vcnonb3yn AByx3aTanHyr aBToOpuU3auuio. ITO Korga NoOMUMO Naposist Hy>XHO
BBOAWUTb KO, NpuUCkInaembii no SMS.

4. Bbloepu cnoxHbIN naponb. [1ns Kaxgoro no4YToBOro Awimka OmkeH ObiTb CBOWM
HaZEeXHbI, YCTOMYMBLIN K B3NIOMY Naporib.



5. Ecnun ecTb BO3MOXHOCTb Hanncatb CaMOMy CBOM JIMYHbIA BONPOC, NCMNOMb3Yyn 3Ty
BO3MOXXHOCTb.

6. Vcnonb3yi HECKONbKO NOYTOBLIX ALWMKOB. [1epBblt 49 YaCcTHOW Nepennckm
C agpecatamu, KOTOpPbIM Tbl 4OBEPSiELb. OTO ANEKTPOHHbIN aApec He Haao
Mcnosib3oBaTh Npu perucTpauumn Ha popymax u camrtax.

7. He oTKpbiBan thannbl 1 gpyrue BrIOXEHUA B MUCbMaXx, AaXe eCrlv OHU NPULLIK
OT TBOMX ApYy3€en. Jlyylle yToYHM y HUX, OTAPaBNAnNu nn oHn Tebe aTn dannsbi.

8. [llocne okoH4YaHus paboTbl HA NOYTOBOM CEPBUCE NepeS 3akpbITUEM BKaAKn
C canToM He 3abyab HaxaTb Ha «BbINTUY.

KnbepOynnuHr unu BuptyanbHoe usgeBaTeribCTBO

KnbepbynnuHr — npecnegoBaHme CoobLLEHNSIMIN, coAepXKaLLMMN OCKopbneHus,
arpeccuto, 3anyrmpaHume; XynmraHcTBo; coumanbHoe 6GONKOTMPOBaAHNE C MOMOLLbIO
pPa3nMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 bopbbe ¢ KMbepObynnnHrom:

1. He 6pocamcsa B 60u. Jlydwwmin cnocob: nocoBeToBaThCs kak ceba BECTU U, €CNK
HeT TOro, K KOMy MOXHO 0bpaTuUTbCS, TO BHayare ycrnokouTbes. Ecnv Tl HaYyHeLb
oTBeYaTb OCKOPOMNEHNAMM Ha OCKOPOIEHNS, TO TOMBKO eLle BorbLle pasoxkellb
KOHQDINKT.

YnpaBnsu ceBoen knbeppenytaumen.

AHOHMMHOCTb B ceTV MHUMasi. CyLLeCTBYIOT CNOCOObI BbISICHUTb, KTO CTOUT

332 aHOHUMHbIM aKKayHTOM.

4. He cTouT BECTU XynuraHcknin obpas BUpTyanbHON xun3Hn. IHTEepHET cmnkeupyeT

BCE TBOW AENCTBUS U COXpaHSeT Ux. Yoanutb ux 0yaeT kpanHe 3aTpyaHUTENbHO.

Cobniogan cBOK BUPTYarbHY YECTb CMOSIOAY.

UrHopupym eanHn4YHbI Heratne. OgHOpa3oBble OCKOPOUTENbHbIE COODLLEHS

nyywe urHopuposatb. OBbLIYHO arpeccus NpekpallaeTca Ha HavyanbHOW CTaauu.

7. BbaH arpeccopa. B nporpammax obMeHa MrHOBEHHbLIMW COOBLLIEHNAMMU,

B coumarnbHbIX CETAX €CTb BO3MOXHOCTb 6OKMPOBKM OTAPaBKN CoOobLLEeHNI
C onpeneneHHbIX afpecos.

8. Ecnu Tbl cBUAeTenb kKMbepOynnuHra. TBon AENCTBUA: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero eNCTBUSA OLEeHMBAKTCA HEraTUBHO,
noaaepkaTb XepTBY, KOTOPOW HY>XHa NCUXONOrnmyeckas NomMoLLb, COObLWNTb
B3pOCHbIM O dhakTe arpeCcCUBHOro NoBeAEHUs B CETH.
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MoOounbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl M NNaHLWeTbl cogepxat B cebe BNonHe B3poCrbliii
byHKUMOHAN, 1 Tenepb OHW MOTYT KOHKYPMPOBATb CO CTaLMOHaPHLIMU KOMMbIOTEPaAMM.
OpHako, CpeAcTB 3alUmMTbl AN NOA06HbLIX YCTPOWCTB Noka 04eHb Marno. TecTupoBaHue
N MOWUCK YSI3BMMOCTEN B HUX NMPOUCXOAUT He Tak MHTEHCUBHO, kak ans MK, To xe camoe
KacaeTcsi U MOBUMbHBIX NPUIOXEHWN,

CoBpeMeHHble MObunbHbIE Bpay3epbl y>Ke NPaKTUYeCKN JOrHanM HacTomNbHbIe
aHanoru, ogHako paclmpeHue pyHKLMoHana BneyveT 3a cobon 60MbLUy0 CIOXHOCTb
N MEHbLUYIO 3aLLMLLEHHOCTb.



[laneko He Bce NpoOU3BOAUTENN BbiMyCKaloT 0GHOBMNEHMS, 3aKpbiBaOLLME KPUTUYECKUE
ySI3BMMOCTW [ANsi CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MobunbHOro TenedoHa:

1. Hwnuero He aBnsieTcs no-HacTosiwemy becnnatHeiM. Byab ocTopoxeH, Beab Koraa
Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKne-To
nnaTHble YCIyru.

2. Oyman, npexae yem otnpaButb SMS, ¢ooto nnun Bugeo. Tbl TOYHO 3HaelWb, rae

OHu ByayT B KOHEYHOM uTore?

Heobxoanmo o6HOBNATL ONepaumMoHHY CUCTeMy TBOEro cmapTdoHa.

Mcnonb3yn aHTUBUPYCHbIE NporpaMmmMbl ANt MOBUITbHBIX TENEedOHOB.

He 3arpyxxan npunoxeHusa oT HEM3BECTHOro UCTOYHUKA, BElb OHU MOTYT

cogepXaTtb BpeJOHOCHOe nporpaMmmHoe obecneveHue.

6. lMocne TOro Kak Tbl BbIAELWb C canTa, rae BBOAUM NUYHYI0 MHopMaLmio, 3anau
B HacTpovikn 6paysepa 1 yaanu cookies.

7. TNepuogunyeckn NnpoBepsn, KakMe nnaTHble YyCnyru akTMBMpOBaHbl HA TBOEM
HoMmepe.

8. [HaBaw cBon HOMep MOBUNBLHOIO TernedoHa TOMbKO FOAAM, KOTOPbIX
Thl 3Haellb 1 KOMY JoBepsieLlb.

9. Bluetooth nomkeH 6bITb BbIKMIOYEH, KOrga Tbl UM He nonb3yelwbes. He 3abbiBan
MHOraa NpoBepsATb 3TO.
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Online urpbl

CoBpeMeHHbIe OHMaMH-Urpbl — 3TO KPACOYHbIE, 3aXBaTbiBaKOLLNE pa3BievyeHns,
006beamMHAILME COTHU ThICAY YENOBEK N0 BCeMy MUPY. Urpokn nccneaytoT AaHHbIN
UM Mup, obLLaroTCa Apyr C APYroM, BbINOMHAKT 3a4aHusi, CPpaXKalTCs C MOHCTpaMu
1 Nony4yatoT onbIT. 3a yAOBONbCTBME OHM NNATAT: NOKYNatoT ANUCK, OnnayvnsaoT
aboHeMeHT nnun NnpnobpeTaroT Kakme-To Onunn.

Bce aTn cpeacTBa nayT Ha Nogaep)kaHue 1 pasBuUTHe Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYHOTCS CUCTEMbI aBTOPU3aLIMK, BbINYCKAOTCS HOBbIE NaTyu
(umdbpoBble 3annaTtky A4S NporpaMM), 3aKpbiBalOTCS YSI3BUMOCTU CEPBEPOB.

B nogoOHbIx nrpax CtouT ornacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KPaXH
TBOEro naposd, Ha KOTOpoM OCHOBaHa Cnctema aBTopuU3auinn BonbLlUMHCTBA nrp.

OcHoBHble coBeTbl MO 6€30NacHOCTM TBOEro UFPOBOrO akKayHTa:

1. Ecnwn gpyron urpok Beget cebsi nnoxo nnun cosgaet Tebe

HENPUATHOCTU, 3aBGNMOKUPYMN ero B CNNCKE UTPOKOB;

Moxanynca agMUHUCTpaTOpaMm Urpbl Ha Noxoe NoBeAeHNe 3TOro UrpokKa,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTernbCTBa B BULAE CKPUHOB;

He yka3sbiBan nM4Hyr nHgopmMaumio B npoganne nrpbl;

YBaxau gpyrmx y4acTHUKOB MO UMpe;

He yctaHaBnuBan HeouumnanbHble naTym U Moapl;

Vcrnonb3y cnoxHble U pasHbie Naponu;

[axxe BO BpeMs Urpbl He CTOUT OTKIOYaTh aHTUBUPYC. [1oka Tbl UrpaeLlb, TBOM
KOMMNbIOTEP MOTYT 3apasunThb.

N
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PULWNHr nnu KpaXxa JINYHbIX AaHHbIX

OO6bIYHON Kpaxkeln AeHer U JOKYMEHTOB CEerodHsi y)ke HUKOro He YAMBWLLb,
HO C pPasBUTUEM MHTEPHET-TEXHOMOMI 31I0YMbILLIIEHHUKN NEPEMECTUIUCL B UHTEPHET,
N NPOAOIKAT 3aHNUMAaTbCS «IIOOMMbIMY OEMOM.

Tak nosiBunNacb HoBas yrpo3a: MHTEPHET-MOLLUEHHNYECTBA UK (PULLKHT, rNaBHas uerb
KOTOPOro COCTOUT B NOSTyYEHUN KOHPUAEHUMANbHbLIX AaHHbLIX Norb3oBaTtenem —
norvHoB 1 naponen. Ha aHrnunckom asbike phishing Yntaetcs kak ULLINHP

(ot fishing — pbiBHasa noens, password — napornb).

OcHoBHble coBeTbl No bopbbe ¢ PULLNHIOM:

1. Cneaun 3a cBOMM akKkayHTOM. Ecnu Tbl Nogo3peBaellb, YTO TBOS aHKeTa Obina
B3floMaHa, To HeobxoaMmMo 3abrokMpoBaTh €€ N CoOoOLLMTE agMUHUCTPaTOpam
pecypca 06 3TOM Kak MOXXHO CKopee.

2. Ncnonb3yn 6e3onacHble Be6-canTbl, B TOM YUCIE, UHTEPHET-MarasnHoB
N NMOUCKOBbIX CUCTEM.

3. Ncnonb3yn croxHble U pa3Hble naponu. Takum obpasom, ecnv Teb4a B3nomator,
TO 3MOYMBbILUSIEHHMKM NOSTyYaT JOCTYN TOMBbKO K OAHOMY TBOEeMY NPOdUIIio B CETH,
a He KO BCEM.

4. Ecnu Tebsa B3nomanu, To Heobxoanmo npegynpeaTb BCEX CBOMX 3HAKOMBbIX,

KoTopble fobaBneHbl y Tebsi B Apy3bsaX, O TOM, YTO TebS B3fiomanu U, BO3MOXHO,

OT TBOEro MeHn ByaeT paccbinaTbCs cnam U CCbIflkM Ha PULLNHIOBbIE CalTbI.

YctaHosu HagexHbIn naponb (PIN) Ha MOBUIbHLIN TenedoH.

OTKNOUYM coxpaHeHne napons B 6payaepe.

He oTkpbiBan dpannbl 1 apyrve BroXeHUs B NMCbMax, Aaxe eCnun OHU NpuLLnim

OT TBOMX ApYy3en. Jlyylle yToYHM y HUX, OTAPaBNANu v OHM Tebe aTn dannbi.

No o

LUudpoBasa penytauusa

Lindbposas penytauma — 310 HeratMBHasi Unun NO3MTUBHaA MHGOPMaLNSA B CETU
o Tebe. KomnpomeTtnpyowasa nigpopmaumnsa pasMmeLLieHHas B UHTEPHETE MOXeT
cepbe3HbIM 06pa3oM 0TPa3nUTLCS Ha TBOEW pearnbHon xu3Hu. «Lindpposas
penyTaumsay — 3TO TBOWM UMUK, KOTOPbIA hopmupyeTcsa u3 nHpopmaumm o tebe
B UHTEPHETE.

TBOE MeCTO XWUTeNbCTBa, y4ebbl, TBOE PMHAHCOBOE MONOXeHne, 0COBEHHOCTH
XapakTepa 1 pacckasbl 0 6NM3KNUX — BCe 3TO HakannmMBaeTcs B CETU.

MHorne nogpoCTKN NIErKOMbICIIEHHO OTHOCATCS K Ny6rMkaumm nMYHon nHdopmMauum
B VIHTepHeTe, He NOHMMAas BO3MOXHbIX MOCNeACTBUNA. Thbl AaXe HE CMOXeLlb
aoragaTtbCcs 0 TOM, YTO dooTorpadms, pasMmelleHHasa 5 net Hasagd, ctana npuyYnHoOm
OTKasa NpuHATbL Tebs Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoux poTorpadun n apyrme 4encTeust MoryT

He UCYe3HyTb Aaxke Mnocrne Toro, Kak Tbl X yaanuib. Tbl HE 3Haellb, KTO COXPaHuI aTy
MHopMauuio, nonara fin oHa B NOUCKOBbIE CUCTEMbI U COXPaHWUIIacb N OHa,

a rmaBHoe: 4YTO nogymatoT o Tebe oKpyxatoLlee noaun, KoTopble HangyT U yBUOAT 3TO.



HanTtn nHdopmanmo MHOro NeT CnycTs CMOXeT ntobon — Kak n3 4obpbix NoGyxaeHun,
Tak M C HAMEepPEHUEM NPUYNHUTL Bpes. OTO MOXET ObITb KTO YrogHo.

OcCHOBHbIe COBETbI MO 3aLMTe LMGPOBON penyTaunn:

1. Mopymam, npexae Yyem 4to-To Ny6nukoBaTb M NepenaBaTb y cebs B 6riore nnu
B COLManbHOM CETMW.

2. B HacTpomnkax npoduns yctaHOBM OrpaHUYeHNA Ha NPOCMOTP TBOEro npoduns
N ero coaepXnMoro, caenam ero TonbKo «4nsa apy3eny».

3. He pasmelyan n He ykasbiBa MHOPMALINIO, KOTOPAs MOXET KOro-
nnbo ocKopoNATL UM obmxaThb.

ABTOpCKOe npaBo

CoBpeMEeHHbIEe LLIKONbHUKM — aKTUBHbIE NOMb30BaTENN LMEMPOBOro NPOCTPaHCTBA.
OpHako ganeko He Bce 3HatoT, YTO NOSIb30BaHME MHOTMMU BO3MOXHOCTSIMW LIMGPPOBOro
Mupa TpebyeT cobnogeHns NpaB Ha MHTENNEKTYyanbHy COBCTBEHHOCTb.

TepMUH «MHTennekTyanbHas CO6CTBEHHOCTb» OTHOCUTCS K Pas3nnYHbIM TBOPEHMSAM
4enoBEeYEeCKOro ymMma, HaunHasi C HoOBbIX M306peTeHU 1 3HaKkoB, 0603HaYaoLLNX
COBGCTBEHHOCTb Ha MPOAYKTbI U YCINYrn, U 3aKkaH4YMBasi KHUramun, oTorpadousimu,
KMHOOUNbMaMM U My3blKanbHbIMU NPON3BEOEHUSMMU.

ABTOpCKME NpaBa — 3TO NpaBa Ha UHTENNEeKTyarnbHyt0 COBCTBEHHOCTb

Ha Npou3BeaeHUs Hayku, nuTepaTypbl U UCKyccTBa. ABTOPCKUE NpaBa BbICTynaoT

B KQ4eCTBe rapaHTUM TOro, YTO UHTENNEKTYyanbHbIA/TBOPYECKUIA TPy aBTopa He OyaeT
HanpacHbIM, 4acT eMy cripaBeanvBbie BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax
CBOEro Tpy4a, NonyYnTb M3BECTHOCTb U NpusHaHue. HukTo 6e3 paspelueHnst aBTopa
He MOXeT BOCMPOU3BOAUTbL €ro NPou3BeAeHNe, pacnpoCcTpaHsaTb, NyGINYHO
[EeMOHCTpMpOBaThb, NpoAaBaTh, UMMOPTUPOBaTb, MyckaTb B MPOKaT, MyGrMYHO
NCMONHSATb, NOKa3bIiBaTL/MCNONHATL B 3chupe unm pasmellats B MIHTepHeTe.

Mcnonb3oBaHue «nMpaTckoro» nporpaMMHOro obecneyeHnss MoXeT NPUBECTU K MHOTUM
pyCKaMm: OT NoTepwu AaHHbIX K TBOMM akkayHTam 00 GNOKMPOBKM TBOErO YCTPOWCTBA, rae
YCTaHOBIEHHbIV He NneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO
CYLLEeCTBYET reranbHble U 6ecnnaTHble NPorpamMmmbl, KOTOPbIE MOXHO HalTU B CETW.



