MEJATOI'AM O HH®OPMAIIMOHHOM BE3OIMACHOCTH

Korna peus 3axoquT 06 nHpopManMoHHON 6€30MaCHOCTH, OOBIYHO Mbl HAUMHAEM
IyMaTh O KOMIIBIOTEpaX, CETSAX, HUHTEpHETE U xakepax. Ho ais oOpa3zoBaTesbHOM cpebl
npo0JieMa CTOUT IIKPE: B OFPaXACHUN yUYaIIerocst OT HHPOpMaIK, KOTOpas MOKET
HETaTUBHO MOBJUATH HA €ro (POPMUPOBAHUE U Pa3BUTHUE, TO €CTh O MPOIATaH/IE
Pa3JIMYHON HAIIPABJICHHOCTH.

IHonsitue uHGOpMaAUOHHON 0€30IIACHOCTH

[Tox naDOpMaIIMOHHON 0€30MMaCHOCTHIO TOHUMAETCS 3aIUIIICHHOCTh
MH()OPMAITMOHHOW CUCTEMBI OT CIIyYaliHOTO WJIM MPETHAMEPEHHOTO BMEIIATEIhCTRA,
HaHOCSAIIETo yiiepO BiIajeabliaM WIH MOJb30BaTeIsIM HHPOpMAITUH.

Ha nmpakTuke Ba)XHEHIIMMHU SIBISIIOTCA TP acleKTa WH(OPMAaIMOHHON
0€30IMaCHOCTH:

® JIOCTYITHOCTh (BO3MOXKHOCTb 32 Pa3yMHOE BpeMsI TIOJIyYUTh TPEOYEMYIO
UH(OPMAITMOHHYIO YCIIYTY);

® I[ICJIOCTHOCTD (aKTYaJIbHOCTh M HEMPOTUBOPEUUBOCTH MH(OPMALIH, €€
3AIMIIEHHOCTh OT Pa3pyILICHUs] 1 HECAHKITMOHUPOBAHHOT'O U3MEHEHMUS );

e KOH(UJIECHIINMATBHOCTH (3alIUTa OT HECAHKIIMOHUPOBAHHOTO MIPOUYTEHUS ).

Hapymienust 1oCTYIHOCTH, IEJIOCTHOCTH U KOHPUACHIIMAIBHOCTH UH(OPMAITIH MOTYT
OBITH BBI3BAHBI PA3TUYHBIMUA OMACHBIMH BO3JCHCTBUAMU HAa HH(DOPMAITMOHHBIC
KOMIIBIOTEPHBIE CUCTEMBI.

OcHoBHBIE YTPO3bl HHGPOPMALMOHHOW 0€30MaCHOCTH

CoBpemMenHas nH(pOpMaIMOHHAS CUCTEMA TTPEICTABIIAET COOO CIOKHYIO
CUCTEMY, COCTOSIIIIYIO U3 OOJBIIIOTO YKCIa KOMIOHEHTOB PA3IMYHON CTETICHU
aBTOHOMHOCTHU, KOTOPBIE CBSI3aHBI MKy COO0N 1 OOMEHHBAIOTCS TAHHBIMHU.
[IpakTruecku KaKablii KOMIIOHEHT MOKET MOABEPTHYTHCS BHEITHEMY BO3JIEHCTBHIO
WJIM BBIUTH U3 CTPOsi. KOMITOHEHTHI aBTOMAaTU3UPOBAHHON WH(DOPMAITMOHHOM CHCTEMBbI
MOYHO pa30UTh Ha CICAYIOUTNE TPYIIIbL:

Annapamuvie cpedcmea. ITO KOMIBIOTEPHI U UX COCTaBHBIC YaCTH (ITPOLIECCOPHI,
MOHUTOPBI, TEPMUHAJIBI, IEpUDEPUITHBIC YCTPOMCTBA — IPUHTEPHI, KOHTPOJLIEPHI,
Ka0eu, TUHUU CBSI3U U T.]1.);

lIpoepammnoe obecneuenue. ITo MPUOOPETEHHBIE MPOTPAMMBI, HICXOAHbBIE,
00BEKTHBIC, 3arPY30UHbIE MOJTYJIN; OTIEPAIIHIOHHBIE CUCTEMBI U CHCTEMHBIE TIPOTPAMMBbI
(KOMIUJIATOPBI, KOMIIOHOBIIUKY U JIP.), YTUIUTHI, AUATHOCTUYECKUE MPOrPAMMBI U T.1I.;



ﬂ(lHHble, XpaHUMBIC BPEMEHHO U IMOCTOSAHHO, HA IHUCKAX, (1)H3HIK3X, IICYaTHBIC,
ApXHBbI, CHCTCMHBIC KYPHAJIbI U T.[.,

Ilepconan. 1lonb30Bareny, CHCTEMHBIE AIMUHUCTPATOPHI, TPOTPAMMHUCTBI U JIP.

OmnacHble BO3ACHCTBUS HA KOMITBIOTEPHYIO HHPOPMAITMOHHYIO CUCTEMY MOYKHO
MOAPA3ICIUTh Ha CITyYailHbIe U MpeIHAMEPEHHBIE. AHAIN3 ONbITa MPOCKTUPOBAHMS,
U3TOTOBJICHUS U KCIUTyaTallui MHGOPMAIIMOHHBIX CUCTEM MOKA3bIBAET, UTO
uH(pOpMaIUs TOIBEPraeTcsl pa3IMYHbIM CIIy4ailHbIM BO3JCHCTBUSIM Ha BCEX ATarax
LMKJIA )KU3HU cucTeMBl. [[puunHamMu ciaydaiHbIX BO3JIEUCTBUN MPU SKCIUTYaTalluU
MOTYT OBITh:

® aBapuifHbIC CUTYAIMH U3-3a CTUXUIHBIX OCJACTBHUI U OTKIIIOUEHUHN
ANEKTPONUTAHUS;

OTKa3bl M cOOM anmnaparypsl;

OLIMOKH B MPOTPAMMHOM 00O€CIICYEHUH;

OIIMOKH B paboTe MEepPCoHAa;

MTOMEXH B JIMHUSX CBA3U M3-3a BO3JACHCTBUI BHEIIHEN CPEBI.

[IpennaMepeHHbIE BO3ACHUCTBUS — 3TO LEJICHAIPABIICHHBIE JEHCTBUSA
HapymuTens. B kauecTBe HapyIMTEIs MOTYT BBICTYIIATh CIIY AU, TOCETUTEb,
KOHKYPEHT, HaeMHUK. J[efCTBUSI HApyIIUTENsE MOTYT ObITh 00YCIIOBJICHBI Pa3HBIMU
MOTHBAMU:

® HEJIOBOJBCTBOM CITyXKaIIEro CBOEU Kapbepoi;

® B3SITKOW;

® TI00O0MIBITCTBOM;

® KOHKYpPEHTHOU 00pHOOI;

® CTpPEMJICHHEM CaMOYTBEPAUTHCS JIFOOOU 1IEHOM.

MO0>KHO COCTaBUTh TMIIOTETUYECKYIO MOJEINb MOTEHIUAIBLHOTO HAPY TN TEIIS:

e KBaJIM(UKALMS HAPYIIUTEIS HA YPOBHE pa3pab0TUMKa JaHHOW CUCTEMBI;

® HapyIIUTEJIEM MOXKET ObITh KaK IOCTOPOHHEE JIUIIO, TAK U 3aKOHHBIN

II0JI30BATENb CUCTEMBI;

® HapYLIUTEIO U3BECTHA UH(POPMAIUS O IPUHLIUIIAX PAOOThI CUCTEMBI;

® HapylUTEIh BbIOMpaeT Haubosee cinadoe 3BEHO B 3allUTE.

[ ]
Haubonee pacpocTpaHeHHBIM U MHOTOOOPA3HBIM BUAOM KOMIIBIOTEPHBIX HApYIIEHUI
ABJISIETCS] HECAHKIIMOHUPOBAHHBINA JOCTYI. HeCaHKIIMOHNPOBAHHBIN JOCTYH UCHOJB3YET
M00Y10 OMIMOKY B CUCTEME 3aIUThI U BO3MOKEH IPU HEPALMOHAILHOM BBIOOpE
CPEACTB 3aIMThI, X HEKOPPEKTHOM YCTAHOBKE U HACTPOUKE.

HpOBeI[eM KJ'IaCCI/ICI)I/IKaLII/IIO KaHaJIOB HCCAHKIIMOHUPOBAHHOTO A0CTYIIA, 110
KOTOPBIM MOJKHO OCYHICCTBUTH XUIICHUC, U3MCHCHUC NJIM YHUYITOXKCHUC I/IH(I)OpMaHI/II/I:

Yepes yvenoBeka:
® XUIIIEHHE HOCUTENeH HHpOpMaLINH;



e ureHue HHGOPMAIUU C SKpaHa WK KJIaBUATYPhL;
e YTeHUE UHPOPMALUHU U3 PACIICUATKH.

Yepes nporpamMmy:

® [epexBar MapoJeii;

e nemugpoBkKa 3amudpoBaHHON HHPOPMALIUY;
® KOMMPOBaHUE MHPOPMAIIMH C HOCUTEJS.

Uepes anmaparypy:
® [IOJKJIFOYEHHUE CIICIIMAIBPHO pa3pabOTaHHBIX allllapaTHBIX CPEJICTB,
o0ecTieurBaOIIMX JIOCTYI K HH(pOpMAITUH;
® [epexBaT MOOOYHBIX AIEKTPOMATrHUTHBIX U3TyYCHUHN OT anmapaTyphbl, JUHUN
CBSI3H, CETEH JICKTPONUTAHUS U T.]I.

Oco00 cienyeT 0CTaHOBUTHCS HA yIpo3ax, KOTOPBIM MOTYT MOJBEPraThCs
KOMITbIOTEPHBIE ceTU. OCHOBHAsI 0COOEHHOCTH JIFOO0H KOMITBIOTEPHOM CETH COCTOUT B
TOM, YTO €€ KOMIIOHEHTHI PaCIIpEENIeHbl B TPOCTpaHCTBE. CBA3b MEXKy Y3JIAMH CETH
OCYIIECTBIISETCS (PU3NYECKHU C IIOMOILBIO CETEBBIX JIMHUN U MPOrPaMMHO € TIOMOIIIBIO
MexaHu3ma cooOuieHuil. [1pu s3Tom ynpapmstoiue cooOLeH!s U JaHHbIE,
HepechbulaeMble MEXAY y3JIaMU CETH, NIEPEelatoTCs B BUJIE TAKETOB OOMEHA.
KoMIbroTEpHBIE CETH XAPAKTEPHBI TEM, UTO POTUB HUX MPEANPUHUMAIOT TaK
Ha3bIBAEMBbIC y/IAJICHHbIE aTaku. HapymuTesb MOXKET HAaXOAUTHCS 32 THICSYH
KHJIOMETPOB OT aTaKyeMOTro 00ObEKTa, IPU 3TOM HANaJCHUIO MOXKET MOJABEPIaThCs HE
TOJIbKO KOHKPETHBIA KOMITBIOTEP, HO M HHPOPMALIHSI, TEpEeAatonascs M0 CETEBbIM
KaHaJIaM CBSI3H.

Oobecnieuenne HHPOPMALMOHHOM 0€30MMACHOCTH

dopMupoBaHuE pekUMa HHPOPMATMOHHOM 0€30MTaCHOCTH — MpodieMa
KOMIUTIEKCHasi. Mephl 10 ee PelIeHUI0 MOYKHO MOAPA3eIUTh Ha MSTh YPOBHEH:

1. 3akonoO0amenvHulil. ITO 3aKOHBI, HOPMATUBHBIEC aKThl, CTAHAAPTHI U T.II.
HopmatuBHo-nipaBoBas 0a3a, onpenesnstonas nopsaoK 3auiThl HHOOpMaLUK:

2. Mopanvno-smuueckuti. BCeBO3MOXHBIC HOPMBI TIOBEJCHHS, HECOOIIOICHHE
KOTOPBIX BEJCT K MaJCHUIO MTPECTHXa KOHKPETHOTO YEJI0BEKA UJIU 1IEJI0M OpraHu3aIluu.

3. Aomunucmpamusnwiii. JIeicTBUs 00IIETO XapaKTepa, IpeanpUuHIMAaeMbIe
PYKOBOJICTBOM OpraHH3aIui. TakuMu JOKYMEHTaMH MOTYT OBITh:
e NpHKa3 PyKOBOJUTES O Ha3HAYCHHH OTBETCTBEHHOI'O 3a 00eCIICUCHHE
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;
® JI0JDKHOCTHBIE 00SI3aHHOCTH OTBETCTBECHHOTO 32 00eCIICUCHHE
nH(OPMAITMOHHON O€30TTaCHOCTH;
® TICpCUCHb 3alIHUIACMBIX HH(POPMAIIMOHHBIX PeCypCOB U 0a3 JaHHBIX;



® UHCTPYKIUIO, ONIPEAETSIONIYIO MOPSIA0K MPEIOCTaBIeHUs HHPOpMaLUU
CTOPOHHHMM OpraHU3alysM 10 UX 3alpocaM, a TAKXKe 10 IpaBaM J0CTyna K
HEW COTPYIHHMKOB OPraHU3alMH.

4. Quszuyeckuti. MexaHUYECKUE, INEKTPO- U JIEKTPOHHO-MEXaHUUECKUE
NPENSATCTBUS HA BOBMOXHBIX My TSIX MPOHUKHOBEHHUSI MOTEHIIMATIBHBIX HAPYIIUTEICH.

5. Annapammuo-npoecpammmblii (3NEKTPOHHBIE YCTPOMCTBA U CIICIIMAIbHbBIC
IPOrpaMMBbI 3aIIUTHI THHOPMALIHH).

[TpuHsTBIE MEPHI 10 CO3/IaHUIO OE30MMaCHON MHPOPMALIMOHHONW CUCTEMBI B
LIKOJIE:
e (OO0ecneyeHa 3aTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX
BO3JIECTBUI (KOMITBIOTEPHBIE BUPYCHI, JIOTHYECKUE OOMOBI, aTaK! XaKepOB U
T. 1.)
e VYCTaHOBJEH CTPOTHil KOHTPOJIb 32 3JIEKTPOHHOM MOYTOH, oOecreueH
IIOCTOSIHHBIM KOHTPOJIb 332 BXOJSIIENH U NCXOIAIIEH KOPPECTIOHACHIUEN.
e VYCTaHOBJEHBI COOTBETCTBYIOIINE IMAPOIN Ha iepcoHanbHbIe 11K.
e lcnonb30BaHbl KOHTEHT-PUIBTPHIL, 1715 (PUIBTPALIMH CANTOB MO UX
COZIEPKUMOMY.
EnuHas COBOKYIHOCTh BCEX ATUX MEp, HAIPABJICHHBIX HA MPOTUBOICUCTBUE
yrpo3am 0€301acHOCTH C LIEJBI0 CBEJCHUS K MUHUMYMY BO3MOYXKHOCTH y1iep0a,
00pa3yroT CUCTEMY 3aIlUThI.

CrienuaanucThl, UMEIOIIHME OTHOIIICHNE K CUCTEME 3aIUThI, JOIKHBI ITOJJHOCTHIO
PEACTaBIIATh ceOe MPUHITUIIEI €€ (YHKITMOHUPOBAHUS U B CIIydae BOSHUKHOBCHUS
3aTPYyIHUTEIIBHBIX CUTYallu aJICKBaTHO HA HUX pearupoBath. [1o 3amuron qomkHa
HaxXOJIUThCA BCS cUcTeMa 00paboTKH HHPOPMAaLIUU.

JInna, 3aHuMaronmecs odecrneyeHneM HHPOPMALIMOHHON 0€30MacHOCTH, JOJKHBI
HECTH JINYHYIO OTBETCTBEHHOCTb.

HanexHast cuctema 3aituThl TOJDKHA OBITH IMTOJTHOCTBIO TIPOTECTUPOBAHA H
corJjiacoBaHa. 3aIuTa CTaHOBUTCS Oosiee 2PpHEeKTUBHOM U THOKOM, €ClIi OHA JOMYyCKaeT
M3MEHEHHUE CBOMX MapaMEeTPOB CO CTOPOHBI AIMUHUCTPATOPA.

Pexomenpanum no opranu3anuu padorbl B HHGOPMAITHOHHOM
MPOCTPAHCTBE

1. ITepen Hauamom pabOTHl HEOOXOIUMO YETKO CHOPMYITUPOBATH 1€ U BOIPOC
noucka nHGOpMaIUH.



2. KenarenpHO BbIpabOTATh ONTUMAIBHBINA aJTOPUTM MOKUCKa HHGOPMAIIH B
cetu UHTEpHET, 4TO 3HAUUTEIIBHO COKPATUT BPEMS U CUJIbI, 3aTPAUCHHBIC HA MTOUCK.

3. 3apaHee yCTaHOBUTH BPEMEHHBIN TUMHUT (2-3 "yaca) paboThI B
nH()OPMAITMOHHOM MPOCTPAHCTBE (POCMOTP Teleniepeaaun, yreaue, iarepuer).

4. Bo Bpemst paboThl HEOOXOIUMO AENIaTh MepepbIB HA 5-10 MUHYT 11 CHATHUSA
(pu3nYEeCKOro HaNpsHKEHUS U 3pUTENIbHOM Harpy3KH.

5. Heob6xoaumo 3HaTh 3-4 ynpaxxHEeHUs 1Ji1 CHATHS 3pDUTEIIbHOTO HAIIPSIKEHUS U
(bu3HUeCcKoi yCTanoCTH.

6. PaboTaTh B XOpOI1I0 MPOBETPEHHOM IMOMEIIEHUH, TIPU ONTUMATHLHOM
OCBEILEHUH U B YJI00HOU 103€.

7. He cTOUT JIETKOMBICIIEHHO 00paIliaThCsi CO CaM-IMUChbMaMHU U 3aX0JIUTh Ha
HeOe3onacHble BeO-caiThl. J{J11 MHTEPHET-NPECTYITHUKOB Bbl CTAHOBUTECH JIETKOU
N0OBIYEH.

8. IIpu perucTpanuu B CONUAIBHBIX CETAX, HE YKA3bIBAUTE CBOU MEPCOHAIBHBIC
JIaHHbIE, HAIIPUMED: aAPEC WU JE€Hb POKICHUSL.

9. He HCHOJ’IBSYﬁTG B JIOTHUHC HUJIM I1AapPOJIC IICPCOHAJIBHBIC JdHHBIC.

10. Bce 3T0 103BOISET HHTEPHET-TIPECTYIMHUKAM TIOJIYYHUTh JIAHHBIE TOCTYTa K
aKKayHTaM 3JIEKTPOHHOM MOYTHI, a Takxke uHpuuponats goMamtaue [MK ms
BKJIFOUEHUSI MX B OOT-CETh WU JIJIsl TOXUIIICHUSI OAHKOBCKHUX JJAHHBIX POJUTEIIECH.

11. Co3naiiTe coOOCTBEHHBIN MPO(UIIb HA KOMITbIOTEPE, YTOOBI 00€30MacuTh
MH(}OpMaIUIO, XPAHSILYIOCS Ha HEM.

12. He 3a0biBaiiTe, 4TO (pakThl, O KOTOPHIX Bbl y3HaeTe B UHTEpHETE, HYKHO
OYE€Hb XOPOIIIO IPOBEPHUTH, ECIIHU BHIOYIETE UCIIONIB30BATh X B CBOEH JIOMalIHER
pabote. Llenecoobpa3Ho CpaBHUTH TPU UCTOYHUKA UH(POPMAIIUH, IPEXK]IE YEM PEILUTH,
KaKMM MCTOYHMKAM MOKHO JOBEPSATh.

13. O nocroBepHOCTH MH(POPMAIH, TOMEIIEHHON Ha CaliTe, MOYKHO CYJIUTH IO
caMoMy CailTy, y3HaB 00 aBTOpax caiTa.

14. Pazmeinast uagopmalinio o cede, CBOMX OJIM3KUX M 3HAKOMBIX Ha CTPaHUIAX
COITMAJILHBIX CETEH, CIPOCUTE MPEIBAPUTEIHHO pa3pelieHue y TeX, 0 KoM OyaeT 3Ta
uH(popmarus.

15. He cnenyet pa3Meniath Ha CTpaHUIaX BeO-caliTOB cBoM hoTorpaduu u
dboTorpaduu cBoux OJU3KUX U 3HAKOMBIX, 32 KOTOPBIE BaM ITOTOM MOKET OBITh CTBIJTHO.



16. Cobumronaiite npaBuia 3TUKU pu oO1eHnu B MIHTepHeTe: rpy0ocTh
MIPOBOLIMPYET IPYTUX Ha TAKOE K€ MOBEJECHUE.



