[TamMmaTKa A1 00y4arluxcsa 00 UHGOPMALMOHHOU 6€30MaCHOCTH

C KaX1bIM TOZIOM MOJIOJIEKH B UHTEPHETE CTAHOBUTCS OOJIbINE, a MIKOJIBHUKH U CTYACHTHI — OJTHU U3 CAMBIX

AKTUBHBIX MOJIb30Bareneld Pynera. Mexay TeM, MOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, UHTEPHET

HECeT U MpoOJIeMbl. DTa MaMsTKa 0JHKHA TTIOMOYb TeOe 0€301MacHO HaXOIUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHslii BHPYC — 3TO pPa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOH fABIISETCA COCOOHOCTh K Pa3MHOXKEHUIO. B omonHeHue K 3ToMy, BUPYChl MOTYT
MOBPEINUTH WU TIOJTHOCTBIO YHUUYTOXXUTH BCE (Paiiiibl U JaHHBIE, TIOJKOHTPOJIbHBIE MOJB30BATENI0, OT UMEHU
KOTOporo Oblga 3amylieHa 3apaKeHHas IporpamMma, a TaKKe IMOBPEeIUTb WIM JaXe YHUYTOXKHUTb
OTIEPALMOHHYIO CUCTEMY CO BCceMH (ailiamu B 11e710M. B GOIBIIMHCTBE CiTydaeB pacpoCTPaHSIOTCS BUPYCHI
4yepe3 UHTEPHET.

Memoovl 3auumovl om 6peOOHOCHbIX NPOSPAMM:

1. Hcnonb3yit COBpEMEHHBIE OIEPALMOHHbIE CUCTEMBl, HMEIOIIUE CEPbE3HBIH YPOBEHb 3aIUUThHl OT
BPEIOHOCHBIX ITPOTPAMM;

2. IlocrosiHHO ycTaHaBnuBail maytv (UUGPOBBIE 3aIUIATKHU, KOTOPbIE aBTOMAaTUYECKH YCTAHABIMBAIOTCA C
LETBI0 JOPAOOTKU MPOrpaMMbl) U APyrHue OOHOBIIEHUSI CBOEH OIepanroHHON cucTembl. CkauMBail ux
TOJBKO C o¢uuMaIbHOrO caiita paspabotunka OC. Eciu cymectByeT peXUM aBTOMATHUECKOTO
OOHOBJICHUSI, BKIIIOYH €T0;

3. Paborail Ha cBoeM KOMIBbIOTEpE 0/ IpaBaMU I0JIb30BaTeNs, a HE aAMUHUCTPATOPA. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM WHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIEHOM KOMITBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE NMPOIPAMMHbBIE IPOIYKThl U3BECTHBIX NMPOU3BOAUTENEH, C aBTOMATHYECKUM

00OHOBIIEHIEM 0a3;

Orpannyb pU3MUECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMIL;

6. Hcnonp3yli BHEmIHWME HOCHUTENHW WHGPOpPMANWHU, Takue Kak Quiemka, AUCK wid (aill U3 MHTEpHETa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOUYHHUKOB;

7. He oTkpeiBali KOMIBIOTEpHBIC (AIIIBI, MMOJyYCHHBIE M3 HEHAJEKHBIX HCTOYHHMKOB. Jlaxke Te (aiiibl,
KOTOpbIE NpHCIIall TBOW 3HAKOMBIH. Jlydlle yTouHH y Hero, OTIPaBIIsl JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi — 370 He BuI mepeayn TaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIb Opena, mapka. Eme B 1991 rony
HujepiaHackas komnanus 3apeructpupoaina opens "WECA", uto o6o3Hauano cioBocoueranue "Wireless
Fidelity", xoTopslif mepeBoaANTCS Kak "OGecrpoBOIHAs TOUHOCTH" .

Jlo Hamero BpeMeHM joluia apyras ab0peBuarypa, KoTopas sIBISIETCS TaKOW K€ TEXHOJOTHe. DTo
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C HAMEKOM Ha CTaHAAPT BHICIIUI 3BYKOBOH TEXHMKH
Hi-Fi, uro B mepeBoie 03HavaeT "BbICOKast TOYHOCTB".

Ja, OecraTHbIM HHTEPHET-IO0CTYH B Kade, OTeNsIX U a3poropTax sABJISETCS OTIMUYHONW BO3MOKHOCTBIO
BbIXOZa B MHTepHET. Ho MHorme skcmepThl cuuTaroT, 4to oOmienoctynHele Wi-Fi cetn He sBisitoTCs
0€301acHbBIMH.

Cosemvi no 6ezonacnocmu pabome 6 ooweoocmyntuolx cemsix Wi-fi:

1. He nepenapaii cBoro nuuHyl HH(popmanuio yepe3 oOuienoctynueie Wi-Fi cetn. PabGoras B Hux,
JKeJlaTeIbHO HE BBOJUTH ApOJIM JOCTYIIA, JJIOTHHBI U KaKHE-TO HOMEPA;

2. Vcnonw3yit 1 OOHOBIISI aHTUBUPYCHBIE POTrpaMMBbl U OpaHamayep. Tem cambIM Thl 0O6e30nacuilb cels
OT 3aKayKH BUpYyca Ha TBOE YCTPOMICTBO;

3. Ilpu ucnonws3zoBanun Wi-Fi otkmoun ¢ysakmuro "OO0mmit noctyn k aiinam u npuntepam". JlanHas
(GYHKIUS 3aKpbITa [0 YMOJIYaHHIO, OJJHAKO HEKOTOpbIE IOJIb30BaTeNU aKTUBUPYIOT €€ Uil yA0OCTBa
UCIOJIb30BaHUs B paboTe miu y4eoe;

4. He wucnons3yit nyonununsii WI-FI g nepemaum JMYHBIX JaHHBIX, HampuMmep [Js BbIXOJa B
COLIMAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO MOUTY;

5. Hmonp3yit Tonbko 3amuiienHoe coeaundenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope Beb-ampeca
BBOAM UMeHHO "https://";

6. B moOunpHOM Tenedone otkmoun QyHkiuio "[lonkmodenne k Wi-Fi aBromarnyecku". He mormyckait
aBTOMAaTHYECKOI'0 OJKITF0UEHHs ycTpoicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.

CoumanbHble ceTH

ConmasnbHble CeTH aKTUBHO BXOJAT B HAIly KU3Hb, MHOTHE JIIOJIU Pa0OTAIOT U KHUBYT TaM MOCTOSIHHO,
a B Facebook yxe 3aperucTpupoBaH MUJUIHAP] YEIIOBEK, YTO SIBISCTCS OJHOW CEIbMOW BCEX KHUTEICH
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IUTaHeThl. MHOTHE MOJIb30BaTeld HE MOHUMAIOT, YTO WH(pOpManus, pa3MelleHHas MU B COLHAJIBbHBIX
CEeTAX, MOKET ObITh HalJeHa M HCIOJIb30BaHA KEM YrOJHO, B TOM YHCIE HE 00sA3aTelbHO ¢ Onarumu
HaMEPEHUSMH.

OcnosHule cogembl no 6€30NACHOCMU 8 COYUANbHBIX CeMsX.

1. Orpanunub criucok npy3eil. Y 1e0s B Ipy3bsiX HE JOJDKHO ObITh CITy4aifHBIX U HE3HAKOMBIX JIIOJICH;

2. 3amuinail cBOX 4acTHYIO Ku3Hb. He ykaspiBail mapoisiu, TenedoHsl, ajpeca, 1aTy TBOETO POXKACHUS U
APYTYIO TUYHYI0 HH(POPMALHIO. 3TOYMBIIIJICHHUKA MOTYT MCIIOJIb30BaTh Jake MHPOPMAIIUIO O TOM, KaK
Thl U TBOU POJUTEINH IJIAHUPYETE IPOBECTH KAHUKYJIBI,

3. 3amminail CBOIO PEryTaluio — ISP €€ B YUCTOTE U 3a/1aBail cede Bompoc: XoTen Obl Thl, YTOOBI APYTHE
I10JIb30BaTEM BUJIENHU, UTO ThI 3arpyxaems? [logymail, npexae uem 4ro-To onyO0IMKOBaTh, HAUCATh U
3arpy3uTh;

4. Ecnu Tl roBOpUlIb C JIIOABMHU, KOTOPHIX HE 3Haelllb, HE HCIOJb3yH CBOE pealbHOE UMS U JAPYIYIO
JUYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eObl U IpoYee;

5. Hzberait pazmenienus pororpaduii B UuTepHeTe, rae Tol H300pakeH Ha MECTHOCTH, 110 KOTOPOH MOKHO
OIIPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpauuu B COLMAIBbHOW CETH HEOOXOIUMO HCIOJIB30BaTh CIIOKHBIE IApOJU, COCTOSILUE W3
OykB U U(p 1 ¢ KOTMIECTBOM 3HAKOB HE MEHEeE §;

7. Jnd couualbHOM CeTH, MOYTHI U JPYTUX CalTOB HEOOXOIUMO HCIOJIBb30BaTh pasHble napoiu. Torzaa
eciii TeOsl B3JIOMarOT, TO 3JIOYMBIIIJIEHHUKU TOJIy4aT JOCTYI TOJbKO K OJHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHbBIE JeHbI U

DJNEeKTPOHHBIE JI€HbIW — 3TO OYEHb YAOOHBIM CIOCO0 IuIaTexel, OJHAKO CYIIECTBYIOT MOLICHHUKH,
KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIU.

DNEeKTPOHHBIE ACHBI'M MOSIBUIIMCH COBCEM HEJIaBHO U MMEHHO M3-3a 3TOI'0 BO MHOI'MX T'OCYAAapCTBAX J10
CHX IIOp HE MPOMKMCAHO NP0 HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHUPYIOT M O HMX YK€ NPONMCAHO B 3aKOHE, IJEe UX PAa3AeisIoT Ha
HECKOJIbKO BHJIOB — aHOHMMHBIE U HE aHOHMMHBbIE. Pa3Huia B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX
pasperiaercsi IpOBOAMUTH onepanuu 6e3 UAeHTU(UKALIMY 110JIb30BaTeNs], & B HEAHOHUMHBIX MJIeHTU()UKALUN
I10JIb30BATENS SIBIISIETCSA 00s13aTENBHOM.

Taxoke crneayer pa3nuyaTh 3JEKTPOHHBIE (PMATHBIE NEHBIU (paBHBI TOCYAAPCTBEHHBIM BalIOTaM) U
AJIEKTPOHHBIE HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcnosHule cogembl no 6e30nacHol pabome ¢ IN1eKMPOHHLIMU OEHb2AMU:

1. IlpuBsxu K cueTy MOOWIBHBIM Terae@oH. DTO caMblii yAOOHBIH M OBICTPBI €IOCOO BOCCTaHOBUTH
noctyn k cyery. IlpuBs3aHHbIM TenedoH MOMOXKeT, eciau 3a0yJellb CBOM IJIaTEeXHbIH Maposb HIU
3aiJIenIb Ha CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Ucnonw3yit onHopa3oBele naponu. ITocie mepexona Ha yCHMIIEHHYIO aBTOpU3aluio Tebe yxxe He Oyaer
YTpOKaTh ONMACHOCTh KPaXXH WJIM TiepexBaTa IJIaTeKHOT0 MapoJis;

3. Bribepu cioxsbiii maposs. [IpectynHukam OyaeT He NMPOCTO yraaarh CIOXHBIA maposb. HanexHble
Mapojiu - 3TO MAapoJiM, KOTOPHIE COJAEp’KaT HE MEHee § 3HAKOB M BKIIOYAIOT B ce0s CTPOYHBIE U
IPONMCHBIE OYKBBI, HU(PBI M HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HaK J10u1apa, GyHTa, BOCKIULATETbHbIN
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JJOBEPSIEIIb.

DJIEKTPOHHASA MOYTA

ONEeKTpPOHHAs M0YTa — ATO TEXHOJOTUS U MIPETOCTABIISAEMBIE €10 YCIYTH IO MEPECHUIKE U MOTYYEHHUIO
AJIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PACTIPENCISIIOTCS B KOMIBIOTEPHOM ceTh. OOBIYHO 3JIEKTPOHHBINA
MOYTOBBIM SIIMK BBIMISAUT CIEAYIOIIMM 00pa3oM; HMs_MOJb30BaTelsi(@UMs_jJoMeHa. Takxke Kpome
nepeiayu MPoCTOro TEKCTa, UMEETCs] BO3MOYKHOCTD IepeiaBaTh (hailiibl.

OcHognbie cogemul no 6€30NACHOU pabome ¢ 3NeKMPOHHOU HOYMOLL:

1. Hanmo BbIOpaTh IpaBHIIBHBIN MOYTOBBIM cepBuUC. B mMHTepHETE e€cTb OrpOMHBIN BHIOOp OecrIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyYIlI€ JJOBEPATH TEM, KOT'O 3HACIIb U KTO IIEPBBIN B PEUTHUHTE;

2. He ykaspBaii B JWYHOW TmoOdYTe JUYHYK HWHPopmanuto. Hampumep, my4me BbIOpaTh
"My3bIKadbHBIN (haHaT@" umu "pok2013" BMecTo "Hatamal3";

3. Hcnonp3yih ABYXSTamHyK aBTOpU3aLMI0. OTO KOTJAa MOMHUMO TMAaposii HYXHO BBOJIUTH KO,
pHUCbUTaeMbIi o SMS;



4. BeiOepu CHOXHBIM Taposb. [l KaXIOTO IOYTOBOrO SIIUKA JOJDKEH OBITh CBOM HAJC)KHBIM,

YCTOMYUBBIN K B3JIOMY MApPOJIb;

Ecnu ectb BO3MOKHOCTB HAIMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Vcnonp3ylh HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBblil A1 4acTHOW MEPENnUCKH C aapecaTaMu, KOTOPhIM
THI JIOBEpsiCIIb. DTO AJIEKTPOHHBIA aapec HE HaJ0 MCIOIb30BaTh IPU PETUCTpAllMM HA (GopyMmMax H
caurax;

7. He oTkpsIBaii ¢aiinbl U Apyrue BIOKEHUS B MUCbMaX, JIaKe €CJIM OHU MPUILIN OT TBOUX Apy3ei. Jlyure
YTOYHHU Y HUX, OTHPABIISUIN JIU OHU Tebe 3TH (ailnbl;

8. Ilocne oxoH4aHus pabOTHI Ha MOYTOBOM CEPBHCE IEPE] 3aKPbITHEM BKJIAJKU C CaiTOM He 3a0ynb
HakaTb Ha "Beritu".

KubepOyJuIMHT MJIH BUPTYAJIbHOE H3/1€BATEIbCTBO

KubepOymnuHr — mpeciefoBaHHE COOOIIEHUSMH, COAEPXKALlMMU  OCKOpPOJIEHHs, arpecculo,
3aIlyTUBaHKE; XYJIUTAHCTBO; COIMATbHOE OOMKOTHPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.
OcHosHbie cosembl N0 OopbOe ¢ KUbepOYIIUHEOM.

1. He Opocaiicsa B 60ii. JIyummii crioco6: MOCOBETOBATHCS KaK ceOs BECTH M, €CIIU HET TOT0, K KOMY MOKHO

00paTUThCS, TO BHAYajue yCIOKOUThCSA. Eciu Thl HauHelb 0TBEYAaTh OCKOPOJIEHUSMHU HAa OCKOpOJeHus,

TO TOJIBKO €111 OO0JIbIIE Pa30XIKellb KOH(IIUKT;

VYnpasinsii cBoeil kKubeppenyTaimei;

AHOHUMHOCTH B ceTH MHUMasi. CyIIeCTBYIOT ClIOCOOBI BBISICHUTB, KTO CTOHT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJUTraHCKUN 00pa3 BUPTyanbHOH ku3HU. IHTepHET QuKCcUpyeT Bce TBOU NEHCTBUS U

COXpaHsIeT uX. Y JauTh UX OyAeT KpaliHe 3aTpyAHUTEIBHO;

CoOuronail cBO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyii enuHuYHBIA HeratuB. OJHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHHS JTy4YIlle UTHOPUPOBATH.
OObIuHO arpeccus NpeKpalaeTcs Ha Ha4aabHON CTauM;

7. ban arpeccopa. B mporpamMmax oOMeHa MIHOBEHHBIMH COOOIICHHSMH, B COLMAIBHBIX CETSX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKHM COOOILEHUH € ONpEesIeHHBIX apEecoB;

8. Ecmu 1HI cBugerens kubepOyimHra. TBOM HEHCTBHS: BBICTYNIUTH NMPOTUB IMPECIEIOBATENs, MOKA3aTh
€My, 4YTO €ro JEWCTBHUA OLEHUBAIOTCA HEraTMBHO, IIOAJEPKAaTh HKEPTBY, KOTOPOH HYXKHA
[ICUXOJIOTMYECKast IOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOIO OBE/ICHUS B CETH.

MoOuabHbIi TeJIe(hoH

CoBpemeHHbIE cMapT(HOHBI U IIJIAHILETHI COJIEpKaT B ce0e BIOJHE B3pOCiblid (YHKIIMOHAJ, U TENEph

OHU MOT'YT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepaMu. OJHAKO, CPEJICTB 3ALIUTHI JUI TOJOO0HBIX

YCTPOMCTB IOKa OYeHb Majo. TecTUpoBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOMCXOAUT HE TaK MHTEHCHUBHO,

kak i [1K, To jxe camoe kacaeTcs 1 MOOMIIBHBIX MTPUIIOKEHUH.

CoBpemMeHHbIE MOOMJIBHBIE Opay3epbl YK€ NpPAaKTHUYECKH JOTHAJM HACTOJIbHBIE aHaJOrH, OJIHAKO
pacupenye (yHKIIMOHAIA BI€YET 3a CO00I OOJIBIIYIO CIOKHOCTh M MEHBIIIYIO 3aIIUIIEHHOCTb.
Jlaneko He Bce MPOM3BOAMTENMN BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOLINE KPUTHUYECKUE YSA3BUMOCTHU

JUIS. CBOMX YCTPOMCTB.

OcHnognbie cogemul 0711 6€30NACHOCMU MOOUILHO20 MmeneqhoHa:

1. Hwuuero He sBnsieTcsl mo-HacTosuieMy OecruiaTHbIM. Byabs ocTopoxkeH, Beab kKoraa Tede mpeiararor
OecraTHbIA KOHTEHT, B HEM MOT'YT OBbITh CKPBITBI KAKHE-TO IUIaTHBIE YCIYTH;

2. Jlymaii, npexxae ueM otnpaBuTh SMS, poTo mim Bugeo. Thl TOUHO 3HAEIIb, I OHU OYAyT B KOHEUHOM

nurore?

Heo6x011Mo 00HOBIISATH ONEPAIIMIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI JJ11 MOOUJIBHBIX TeNe()OHOB;

He 3arpyxail mpuiokeHHs OT HEM3BECTHOI'O MCTOYHHKA, BEAb OHM MOTYT COAEpXKaTb BPEIOHOCHOE

MpOrpaMMHOE 0OecTIeYeHUE;

6. Ilocne Toro kax ThI BBIHACIIBL C caiiTa, IJie BBOJIWII JUUHYIO HH(OpPMAIIHIO, 3aliI1 B HACTPOI KU Opay3epa
u ynanu cookies;

7. Tlepuonnyecku mpoBepsi, KaKue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. agaii cBOIf HOMEp MOOMIIBHOTO Tene(oHa TOTBKO JOASIM, KOTOPBIX ThI 3HACITH M KOMY JIOBEpSICIIIb;

9. Bluetooth nomken ObITh BBIKIIOYEH, KOT/Ia Thl UM He Mob3yelibes. He 3a0piBait HHOT 1A TPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPbI — 3TO KPACOYHBIE, 3aXBaThIBAIOIINE pa3BiIeUyeHUs, 00BbEANHSAIOIINE COTHU

THICAY YENIOBEK IO BceMy MHpYy. Mrpoku HccienyioT AaHHBIA UM MHUp, OOLIAIOTCS APYr C APYroM,
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BBINIOJHAIOT 3aJlaHus, CPaXalTCs C MOHCTpPAMU U IOJIYYalOT ONBIT. 3a YAOBOJIBCTBHE OHHU ILIATAT:
MOKYNAKT JUCK, OIUIAYMBaIOT A0OOHEMEHT UJIH IPHUOOPETAIOT KaKUEe-TO OILIUH.

Bce aTH cpeacTBa mAyT Ha MOJAEp)KAHUE M PAa3BUTHE WIPHL, a TaKkKe Ha caMy O€30MacHOCTb:
COBEPLICHCTBYIOTCSI CHUCTEMbl AaBTOPU3ALMH, BBIMYCKAIOTCS HOBble MNaTdu (UMQpOBBIE 3amiaTku JUis
IIPOrpaMM), 3aKpbIBAIOTCSl YSI3BUMOCTH CEPBEPOB.

B nono0OHBIX Urpax CTOUT OMacaThCsl HE CTOJBKO CBOUX CONEPHUKOB, CKOJIBKO KPaXXH TBOErO HapoJis,
Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUH OOJIBIINHCTBA UTP.

OcnosHble cogembl no 6€30NACHOCMU MBOE20 UZPOBO20 AKKAYHMA.:

1. Ecnm apyroii urpox BeaeT cedsl IJIOXO WM CO3JaeT TeOe HENPUSATHOCTH, 3a0JIOKUPYH €ro B CIIMCKE
UT'POKOB;

[Toxxanylics aIMUHUCTpAaTOpaM WIpPbl Ha IIJIOXO€ MOBEJEHUE ATOIO MIPOKA, JKEIATEIbHO MHPUIIOKUTH
KAKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He ykasbiBaii nuunyto nHpopmanuio B npodaiisie urpsl;

VYBaxkall Jpyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii Heo(uIuaabHble TATYH U MOJIBI;

Hcnonb3yi CIIOKHBIE U pa3HBIE N1apOJIY;

Jlasxe BO BpeMsi UIpPbl HE CTOMT OTKJOYaTh aHTUBUpYC. Iloka ThI urpaeuib, TBOW KOMIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WM KPaXKa JUYHBIX JaHHBIX

OObIuHOM Kpakel JIeHer U JOKyMEHTOB CeroJIHs YK€ HUKOTO He YJMBHILb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTUI 3JIOYMBILUIEHHUKH NEPEMECTHJIMNCh B HMHTEPHET, W MPOJOJIKAIOT 3aHUMAThCs 'MHOOMMbIM"
JIEJIOM.

Tak mosiBMIIach HOBasi yrpo3a: WHTEPHET-MOIIEHHHYECTBA WM (UIIMHT, TJaBHAS LEJIb KOTOPOTO
COCTOUT B IOJIy4YEHUH KOH(UACHIUAIBHBIX JaHHBIX M10JIb30BaTeNeil — JIOrnHOB U naposei. Ha anrnuiickom
s3bike phishing unraercs kak gummHr (o1 fishing — peiGHast 10B1s, password — maposb).

OcHognobie cogemul no 6opvoe ¢ uiuHeoM:

1. Cuenu 3a cBOMM akkayHTOM. Eciu Thl I0J103peBaeliib, YTO TBOSI aHKETA ObljIa B3JIOMaHa, TO HEOOX0IUMO

3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOPEE;

Hcnonb3yit 6e3o0macHble BEO-CailThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB U TOMCKOBBIX CUCTEM;

3. Hcnonp3yit ciioxHble U pa3Hble napoiu. Takum oOpa3oM, eciau Tedsl B3IOMAIOT, TO 3JI0YMBIIIIICHHUKH
M0JIy4YaT JOCTYI TOJIBKO K OJIHOMY TBOEMY IPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu T1ebs B31OMad, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE J100aBJIECHBI y

T€0s B IPY3bsiX, O TOM, YTO T€OS B3JIOMAJIN U, BO3SMOXHO, OT TBOEr0 UMEHHU OyJIeT pacchulaThCs CliaM U

CCBUIKM Ha (DMILIMHTOBBIE CANTHI;

VYcranoBu HagexHbIi napois (PIN) Ha MoOMIIBHBIN TenedoH;

OTkII04M coXpaHeHue maposs B Opaysepe;

7. He oTkpsiBaii (haiiabl U Apyrue BIOKEHUS B MUChMaX, JaXke €CIM OHU IMPUIIUIM OT TBOUX JApy3ei. Jlyuie
YTOUHU Y HUX, OTIPABIISIIN JIU OHU Tebe 3TH (ailibl.

Hudposas penyranus

[MudpoBas pemyramuss — 3TO HEraTUBHas WJIM MO3UTHBHAs uHpopMmanus B ceTd o Teoe.
Kommnpomerupytomias nHpopmarus, pa3MelieHHas: B MHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM OTpa3uThCs Ha
TBOeW peanbHOl ku3HU. "Lludpoas penmyramus" — 3TO TBOW HMMMK, KOTOpBIM (opmupyercs wu3
nH(popmManuu o Tebe B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKkTepa U paccKasbl
0 OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mojpoCTKH JIETKOMBICICHHO OTHOCATCS K MyOnMKanuy JuyHOW mHGpopmauuu B MHTepHere,
HE MOHMMAas BO3MOXHBIX TOCHeACTBUHA. Thl Jake HE CMOXKEUIb J0rajarbcsi O ToM, 4To ¢oTorpadus,
pasMelleHHas 5 JeT Ha3ajd, CTaja MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u gpyrue eMcTBHUs MOTYT HE MCUE3HYTh JaKe Mocie
TOT0, KaK Thl UX YAaJIMIIb. Thl HE 3HaEIIb, KTO COXPaHWJ 3Ty MH(POPMALHUIO, MOMaja J1 OHA B MOMCKOBbIE
CUCTEMBI U COXPaHMJIACh JIM OHA, a TJIABHOE: YTO MOJIyMAalOT O TeOe OKpy»Karollee 01, KOTOpble HalAyT U
yBUIAT 3T0. HaliTu nH(opMaIvio MHOTO JIET CITYCTS CMOXKET JIF000H - Kak U3 JOOPBhIX MOOYXKIEHUH, TaK U C
HaMepEeHHEM NPUYMHUTH Bpea. ITO MOXKET OBITh KTO YTOHO.

OchosHule cogembl no 3awume Yupposou penymayuu.

1. Tlomymaii, mpexkae 4eM 4To-TO IMyOJIMKOBATh U MepeaaBaTh y cedst B 6J1ore Win B COLMATBHON CETH;

no

No gk ow

no

SRl



2. B nacrpoiikax nmpoguis yCTaHOBH OrpaHHUYEHHs] Ha MPOCMOTP TBOETO MPOQMIISL U €ro COAEPKUMOTO,
caenai ero Toapko "is apy3en'’;

3. He pa3memaii 1 He yka3bIBail HH(pOpMAaIHIO, KOTOPast MOKET KOT0-JINO0 OCKOPOIATh MIIN OOMKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbBIE IIKOJIBHUKM M CTYIEHTHl — AaKTHUBHBIC MOJb30BATEIH LHM(PPOBOrO MPOCTPAHCTBA.
OnHako Aajeko He Bce 3HAIOT, YTO IOJIb30BAaHHME MHOTMMH BO3MOXHOCTSIMHM LHM(POBOro Mupa Tpedyer
COOJIIOICHHS TTPAB HA MHTEIUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "uHTEMIEKTYyanbHas COOCTBEHHOCTh' OTHOCUTCS K PA3JIMYHBIM TBOPEHUSM YEIOBEYECKOTO
yMa, HauMHas ¢ HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMHu, poTorpadusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSIMH.

ABTOpCKHE TpaBa — 3TO IpaBa HAa HMHTEIUICKTYAJIbHYI0 COOCTBEHHOCTh HAa MPOU3BEICHUS HAyKH,
JUTEepaTyppl M HUCKycCTBAa. ABTOpPCKME IIpaBa BBICTYHNAOT B KayecTBE TIapaHTHMM TOro, 4TO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HEe Oy/IeT HAIIPACHBIM, JaCT €My CIIPaBEIIMBBIC BO3MOXKHOCTH
3apa0oTaTh Ha pe3ysbTaTax CBOEro TPyJa, MOJIYYUTh W3BECTHOCTh M Ipu3HaHue. Hukro 6e3 pasperieHus
aBTOpa HE MOXET BOCIPOU3BOAMTH €ro MPOU3BEIACHHE, PACHPOCTPAHATH, IMYOIUYHO JIEMOHCTPUPOBATH,
IIPO/1aBaTh, UMIIOPTUPOBATH, IIyCKaTh B IIPOKAT, IyOIMYHO UCIIOIHATH, 10KA3bIBATH/UCIOIHATh B 3pUpe Uin
pa3memars B MHTEepHETE.

Hcnonb3oBanue "mupaTckoro" MporpaMMHOIO 00ecredeHusi MOXKET MPUBECTH K MHOTUM PUCKaM: OT
MOTEPH JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOWCTBA, T/l€ YCTAaHOBIIEHA HeJErajbHas
nporpamma. He crout Taxke 3a0bIBaTh, YTO CYILECTBYIOT JieTalbHble U O€CIIaTHBIE IPOIPaMMBbl, KOTOPbIE
MO>XHO HAWTH B CETH.

O noprane" CereBHYOK"

CeteBHuOK.p(h) — TBOH TJIaBHBII COBETYHK B CETH. 3/1€Ch Thl MOXEIIb y3HATh O 0€30MaCHOCTH B CETH
MOHATHBIM M JOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHHM KPUTHYECKOH CUTyallud OOpaTUTHCS 332 COBETOM.
A Takke NMPHUHATH Y4acTHE B KOHKYPCax M CTaTh caMbiM LU(POBBIM TpakaanuHom! Hampumep, mpoiian
V MEXJIYHAPOHBIN KBECT I10 ITU®POBOU TPAMOTHOCTU!
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