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AyTeHTHUKAIHSA

be3onacHocts uHboOpMaIu

['ocynapcTBennas
UH(POPMAIHOHHAS CUCTEMaA

Joctyn x uadopmanuu
JlocTynHocTh

3amuTta uHGOpMaIHH
OT HECAHKIIHOHUPOBAHHOTO
JocTymna

Jamuinaemasi H”HGOpMAITHs

WUnentupukanus

Hndopmarmonnas cucrema

Wudopmarnmonnsie pecypesl

WUudopmarmonnsie
TEXHOJIOTHH

HNudopmarus

KonTponupyemas 30Ha

KonduneHnuambHOCTh

O06paboTka nepcoHaTbHBIX
JTAHHBIX

TEPMUHBbI 1 OITPEJAEJIEHU S

JlelicTBUsT 1O TpoOBEpKe MOATUHHOCTH CyOBEKTa I0CTyma
B HH(OPMAIIHOHHOM CUCTEME

CocTosiHue  3alUIIEHHOCTH  HH(OpMAIIHH,
obecrieyeHpl €€ KOH(UIEHIHATBHOCTD,
U 1I€JIOCTHOCTD

HudopmarmonHnas cuctema, cozaBaeMasi B IEJSIX peaTH3aliu
MOJTHOMOYHIA roCcyapCTBEHHBIX OpraHoB
u obecrieueHust oOmeHa uHGpoOpManUed MEXAY ITHMH
OpraHaMu, a TaK)kKe B MHBIX YCTAaHOBJICHHBIX (eaepaTbHbIMU
3aKOHAMH IeJIsX

B03MOXKHOCTH NOTy4eHUsI HHPOPMAILIUU U €€ HCIIOJIb30BaHUS

CocrosiHue uHpoOpMaIuK, XapaKTepHU3yeMOe CIOCOOHOCTHIO
TEXHHYECKUX CpEeICTB W HHGOPMAIMOHHBIX TEXHOJIOTHUH
oOecrieunBaTh OECTPENSTCTBEHHBIA MOCTYN K HWHOOpPMAIHH
CyOBEKTOB, UMEIOIIUX Ha 3TO MOJTHOMOYHS

3ammTa uWHGOpPMAIMK, HaANpaBJIeHHAs Ha MpPEeJOTBpAIICHHE
HOJTy4eHHs 3aluiaeMoil MHGOpMaIMH 3auHTEPECOBAHHBIMH
CyObEeKTaMH C HapyIIEHHEM YCTAHOBJICHHBIX HOPMATHBHBIMH
U TPaBOBBIMH JOKYMEHTaMH (aKTaMu) HIH o0JagaTelsiMu
UHGOpPMAIMK TpaB MM TpaBHJI pa3rpaHHYEHHUS JIOCTyIa
K 3allMIaeMoi nHpopMauu

IPH KOTOPOM
JIOCTYITHOCTb

Wndopmanus, sBisiomascs IMpeaMETOM  COOCTBEHHOCTH
U NoJUIeKalasl 3alluTe B COOTBETCTBUU C TpeOOBaHHSIMHU
IPaBOBBIX JIOKYyMEHTOB WIH TpeOOBaHUSMH,

yCTaHaBIMBaeMbIMU COOCTBEHHHKOM HH(OpMaIiu
[IpucBoenue cyobekTam U 00bEKTaM IOCTyIa HASHTH(UKATOpa
U (MIM) CcpaBHEHHE TPEIBSBISIEMOro HIeHTU(HKATOpa
C NIepeYHEM IPUCBOCHHBIX UACHTU(DUKATOPOB

CoBokynHOCTH coaepxkaineiicss B 0azax JaHHBIX WHGOpMALUU
u obecrieunBaroMx ee  00paboTky  HMH(OPMAIIMOHHBIX
TEXHOJIOTHI ¥ TEXHUYECKHUX CPEJICTB

OtnenpHble JOKYMEHTBHI U OT/IEJIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBl ¥  MAacCCHBBI  JIOKYMEHTOB, COJEp)Kaluecs
B HHGOpPMAIIMOHHBIX  cuUcTemax (OuOmmoTekax, apxuBax,
donnax, GaHkax JaHHBIX, UHHOPMAIIMOHHBIX CHCTEMaX JIPYTHX
BHU/IOB)

ITpomiecchl, MeTonbl moucka, cOopa, XpaHeHHs, 00pabOTKH,
Ipe0CTaBJICHUs], PACIPOCTpaHEHUsT HH(DOPMAIIUK U CIIOCOOBI
OCYIIECTBIICHUS TAKHX IPOLIECCOB U METOJIOB

Cenenus (coobmenus, JTAaHHBIE) HE3aBHCHMO
0T (hOPMBI UX TPECTABICHHS
IIpocTpancTBO  (TeppuTopus, 34aHUE, YACTh  3JAHHS),

B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHpYeMOe NMpeObIBaHUE JIHUII,
HE MMEIOIMUX MOCTOSHHOTO WJIM  pa3oBOro  JOIYCKa,
¥ TIOCTOPOHHUX TPAHCIIOPTHBIX CPEJCTB

OO6s13aTenpHOE /171S1 BHITOJHEHUS JIUIIOM, TTOJTYYUBIINUM JIOCTYIT
K omnpezeieHHOW WH(popManuu, TpeOOBaHHE HE IepeIaBaTh
Takylo HMH(pOpMaIMI0O TpPeThUM JHIaM 0e3  coryiacus
ee obnanarens

JleiicTBus (omeparyii) ¢ MEePCOHATBHBIMU JaHHBIMHU, BKIJIFOYAS
cbop, cucTeMaru3anuio, HAKOIUICHHWEe, XpaHEHHE, YTOYHEHHE



Omneparop

HepCOHaJIbHI)IC JaHHBIC

VYrpo3a 6e3onacHOCTH
uHpopmaruu

Y a3BUMOCTE

LlenocTHOCTH

(oOHOBIIEHHE, H3MEHEHHUE), HUCIIOJIB30BaHKUE, PACIIPOCTPaAaHEHHE
(BTOM umcie mepenady), obOe3nMuuBaHUE, OJOKHPOBAHHE,
YHHUYTO)KEHHE MEPCOHATBHBIX JAHHBIX

IPAXIAHUH WIM IOPUIAMYECKOE JIUIO, OCYIIECTBIISIFOIINE
JeSITEeIbHOCTD 10 9KCIUTyaTallid HH(POPMAIMOHHON CHCTEMBI,
B TOM uHcie 1o o0paboTke HHpOpManuu, coaepKamencs
B ee 0a3ax JaHHBIX

JIro6as mHpopManus, OTHOCSIIA’ICS K NMPSAMO HJIH KOCBEHHO
OIIpEe/IETIEHHOMY WJIM OIpeieisieMoMy (GDU3UIECKOMY JTHILY
CoBOKynmHOCTh  yclIOBMH M (aKTOpOB,  CO3JAIOLIUX
HOTEHIUAIBHYIO WIH peasbHO CYILIECTBYIOILYIO
ONIaCHOCTb,  CBSI3aHHYI0 € yT€UKOM  HH(pOpMAIHU
W/MIHM HECAaHKIIMOHUPOBAHHBIMH W/WIM HENpeIHaMePeHHBIMH
BO3/ICHCTBUSIMU HA Hee

Henocrarox (cmabocTh) IIPOrpaMMHOTO
(MporpaMMHO-TEXHUYECKOT0) CPEACTBA MIIH HHPOPMAITMOHHON
CHUCTEMBI B II€JIOM, KOTOpBIH (KOTOpas) MOXET OBITh
UCIOJIb30BaHa  JJIS  peaju3allMd  yrpo3  0Oe30macHOCTH
UH(pOpMaIUH

YcerounBocTh  MHGOpPMALMH K  HECAHKIIMOHHPOBAHHOMY
WK CITy4ailHOMY BO3ZCHCTBHUIO Ha Hee B mporiecce 00paboTku
TEXHHYECKUMH CPEJCTBAMH, PEe3yJbTaTOM KOTOPOTO MOXET
OBITh YHUYTOKEHHE U HCKaKCHUE HH(POPMALIUU



I'OCT P
[TomutHka

TBI0Y

®OCB Poccun
DOCTDOK Poccun

OBO3HAYEHUSA U COKPAILIEHUSA

I'ocynapctBennslii ctannapt Poccuiickoit ®denepanuun

[Tonmutuka wuHGOpManmoHHON Oe3omacHOCTH ['OCYIapCTBEHHOIO
OIOKETHOTO  JIOIIKOJIBHOTO  00pa30BaTeIbHOTO  YUPEXKIACHHUS
nerckuit cag Ne 53 ITpumopckoro paitona Cankr-IlerepOypra
['ocynapcTBeHHOE  OIOIKETHOE JOUIKOJIBHOE 00pa3oBaTelbHOE
yupexnenue nerckuid cag Ne 53 Ilpumopckoro paiiona CaHKT-
IleTepOypra

@enepanbHas ciayx6a 6ezonacHocti Poccuiickoit denepariuu
@enepanpHas ciyx0a 110 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO



1  OBIIME ITOJIOXEHUS

Hacrosimas Ilonutuka sBisieTcst JOKYMEHTOM, OIIPEISISIOIIAM HallPaBJICHUS IeATEIbHOCTH
B oOmactm oOecrneueHus HMHGPOPMAIMOHHOM  O€30MacCHOCTH W MpPEACTaBIseT  co0oi
CHUCTEMATU3UPOBAHHOE M3JI0’KEHHUE 1esiel U 3a1a4 HHPOPMAIMOHHON 0€30IMacCHOCTH, KaK OJIHO HJIH
HECKOJIBKO IIPaBUJI, NPOLENYP, MPAKTUUYECKUX MPHEMOB U PYKOBOISIIUX HMPHUHIIUNIOB, KOTOPHIMH
pykosoacteyetrcst ['BJIOY nerckuit cag Ne 53, a Taxke OpraHM3allHOHHBIX, TEXHOJIOTHUYECKHX H
IPOLIETYPHBIX acleKTOB obecnieueHust HHPOPMAIMOHHOM 6€30MacCHOCTH.

[lonoxenus  Hactosmed  IlonuTuku He  pacmpocTpaHsIOTcs Ha  oOecleueHue
MH(OPMALMOHHOH 6€30I1aCHOCTH CBEICHHU, COCTABIISIONINX FOCYAapCTBEHHYIO TaiHy.

OcHoBHOH 3anayeii B o0nacti uHdopmarronHoit 6ezonacnoctu I'BJIOY netckwuit cag Ne 53
IIPU3HAET COBEPLICHCTBOBAHHE MEP M CpPEACTB OOecHeueHHs 3aluThl  HHOOPMAIHH
uHpopmannonusix pecypcoB 'BJIOY netckuii cag Ne 53 B KOHTEKCTe pa3BUTHS 3aKOHOAATENHCTBA
Poccuiickoii denepanuu ¥ HOPM peryJIMpoBaHUS WHPOPMAIMOHHON NEATEIBHOCTH B TEKYIIUX
YCIOBHUSAX (DYHKIIMOHUPOBAHUS HHYOPMAIITHOHHOTO TIOJIS.

IIpu pa3pabotke IIoNUTHKH yUUTHIBAIUCH OCHOBHBIE MPHHIIUIIBI CO3/IaHHSI CHCTEM 3allUTHI
uHGOpMalUK,  XapaKTEPUCTHKA M  BO3MOXKHOCTH  OpPraHH3AllHOHHO-TEXHHYECKHX  MeEp
¥ COBPEMEHHBIX IPOTPAMMHBIX U allapaTHO-IPOrPaMMHBIX CPECTB 3alUThl HH(POPMAIIHH.

B pamxkax cBoeit gesarensroctu I'BJIOY nerckwmii can Ne 53 06s13yercs npeAnpHHEMATE BCe
BO3MOXHBIE MEPBI JUIS 3alIUThl HHPOPMALIUHU OT YIpo3 Oe30MacCHOCTH HH(POPMAIIHH.

TpebGopanust uHpOpPMAIMOHHONW 0€30MACHOCTH, COOTBETCTBYIOT IIE€NISIM  JIESTEIBHOCTH
I'BZIOY nmerckuit cag Ne 53 u npenHazHaueHb! ISl CHUOKEHUS PHCKOB, CBSI3aHHBIX C peaH3aluei
yrpo3 6e30nacHoCTH HH(pOpMAITUH.

ITonutuka nocrynHa BceM paboTHHKaM KoMHUTET U BceM MOJIb30BaTENISIM €0 PECYPCOB.

2 UEJHU U 3AJJAYU OBECNIEYEHUA UHO®OPMAIIMOHHOM BE3OIACHOCTH

Cy0bexkThl HHPOPMAHOHHBIH OTHOIIEHHIT

Cy6mnexTamu npu obecnedenun nHpopmannonnoii 6ezonacuoctu B 'BJIOY nerckmii cag Ne 53
SIBIISIFOTCSL:

pabOTHUKH CTPYKTYPHBIX OJpa3ie/ieHuid (B TOM YHCJI€ YBOJICHHBIE);

rpaxkJane, paboTarolye 1o JOropBopam rpaxIaHcKo-IIpaBOBOrO XapaKkTepa;

¢busnueckue M@, MPEACTABUTENM KOHTPAreHTOB B paMKax MCIIOJHEHHS JIOTOBOPHBIX
00s13aTEIbCTB;

¢busnueckue nuna, noxasumue oopamenue B aapec 'BJIOY nerckuit cax Ne 53;

IOpUAMYECKHE JIUIA, B paMKax HCIOJIHEHHS TIOTOBOPHBIX 00SI3aTENIbCTB MIIM BO HUCIOJIHEHUH
TpeOOBaHUi cO CTOPOHBI 3aKOHOaTeNbeTBa Poccniickoit @enepanumu;

OpraHbl rOCyJJapCTBEHHOMH BIacTH.

O0beKxTh HHPOPMAMOHHBIX OTHOIEHHIT

O6pexTamy HHPOPMAMOHHBIX OTHOIIEHHIA SIBJISIOTCS:

uHpopmanuonnsie pecypcbl ' BJIOY nerckmii cax Ne 53;

roCyJapCcTBeHHble  MH(pOpMAlMOHHBIE  cHcTeMbl  OmeparopoM  KOTOPBIX  SBJISETCS
I'BJIOY nerckwuii cam Ne 53;

IPOIIECCHI 00paboTku UH(pOpMaIH B UH(OPMAITMOHHBIX cucreMax
I'BZIOY nerckumii cax Ne 53, mH(pOpMalMOHHBIE TEXHOJIOTHH, PETrJaMEHTHI M MPOIEAYphl cOopa,
00paboTKH, XpaHeHHsI U Tiepeaud HHPOPMAITHH;

uHpopMannoHHass HMHQPACTPyKTypa, BKJIIOYAMONas CHCTEMBI 00pabOTKH, XpaHEHHUs
¥ aHaJIu3a UH(GOPMAIMH, IPOrPAMMHBIE U IIPOrPAMMHO-AMITapaTHBIE CPEICTBA, B TOM YHCIIE KaHAJIBI
CBSI3M U T€JIEKOMMYHUKAIIUH;

CHCTEMBI M CPEJCTBA 3aIIUTHI HH(POPMAIUU, OOBEKTHI U TIOMEIIEHHSI, B KOTOPBIX pa3MeIleHbI
cpeactBa 00paboTkH HHPOPMALIUH.

Ilean obecnievennss nHGPOPMAITHOHHOI H€30NACHOCTH

OcHoBHO# 1enbi0 obecnieuenus uHpopmanuonnoi 6e3omacuocta I'BJIOY nerckuii cag Ne 53
ABJIAIOTCS JCMCTBUS HAlpaBlieHbl Ha JOCTHXKEHHE 3allUThl CYOBEKTOB HH(POPMAIMOHHBIX
OTHOLICHHH OT BO3MOYKHOTO HAHECEHHs] KM MaTepUAIBHOTO, (PU3HUECKOT0, MOPAIGHOTO HIIH MHOTO



yimepba, MOCPEACTBOM CIIy4alHOTO WM TMPEAHAMEPEHHOTO BO3JEHCTBHS Ha HH(POPMAIHIO,
B TOM YHCJIE:

oOecniedyeHus 0TKa30yCTOHYHBOTO (GYHKIIMOHUPOBAHUS IPOrPaAMMHBIX
U anmapatHo-nporpaMMmHbIx cpeactB ['BJIOY nerckoro cama Ne 53 u npeaocTaBisieMbIX CEPBUCOB;

coOIOIGHHsT TPABOBOTO  pEeXHMa HCIOJB30BAaHUS MAacCCHBOB W CpPEACTB  00pabOTKH
uHpopmanuu;

NPEJOTBPALICHUS] peau3alii  yrpo3 Oe30MmacHOCTH WH(POPMALUU TPH OCYIIECTBICHUU
nestenbHOCTH [ BJIOY nmetckwmit cag Ne 53.

3agaun obecnieyeHuss HHPOPMAITHOHHOI 0€30NIACHOCTH

Joctrxenue neneit obecrniedennss HHGOPMAMOHHON OE30MMAaCHOCTH U CBOMCTB MH(pOpMAIIHH,
I'BIOY nmerckuii cag Ne 53 pemaercs crieayommMu 3aauaMu:

3aIlUTHI OT HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH(OPMAIMOHHBIM pecypcam;

pasrpaHUYeHHUs JIOCTYIa MOJb30BaTeNiell K MH(GOPMAIIMOHHBIM, allapaTHbIM, MPOTrPAMMHBIM
U UHBIM pecypcam;

pPETUCTpAllMd ¥ TEPHOAMYECKOTO KOHTPOJS JEHCTBHM IMoJib3oBarene npu oOpaboTke
3amunaeMoi HHGpOpMaluu U NepUOTUIECKU KOHTPOJIb KOPPEKTHOCTH UX JIEHCTBUI;

KOHTPOJISI LI€JIOCTHOCTU Cpelbl HCIOJHEHHsS MPOrpaMM M €€ BOCCTAHOBJIEHHE B CiIydae
HapYyIICHUS;

ofOecrieueHuss ayTeHTH(PUKAUKM U HUACHTU(PUKALUU  TOJB30BaTelIel, Yy4YaCTBYIOIIUX
B HH(OPMAITMOHHOM OOMEHE;

oOecrnieueHus HCIIPAaBHOCTH PUMEHSEMBIX B HUH(OPMAIIMOHHBIX cUcTemMax
I'BAOY nerckuii cax Ne 53 cpencts 3amuThl HHGOpMAIUU;

CBOEBPEMEHHOI0 BBISBICHHE HMCTOYHUKOB yrpo3 0Oe3omacHOCTH HH(pOpMAUH, NPUYHH
U YCIOBHiM, CHOCOOCTBYIOIIMX  HAHECEHUIO  yiepba  3aWHTEPEeCOBAaHHBIM  CyOBEKTaM
UH(GOPMAIMOHHBIX OTHOIIEHUH;

CO3JlaHHeM CITy)KObI MOHUTOPHHTA M pPEarHpoOBaHUS HA YIpo3bl 0€30MacHOCTH HH(POpPMALUU
U HEraTHBHBIE MOCJIEICTBHS;

CO3/IaHHUEM YCIIOBHH /1711 MUHUMH3AIMM HAHOCUMOTO yiepOa HelpaBOMEPHBIMH JACHCTBUSIMH,

u yCTpaHEeHHE HOCJIEACTBU M HapyIIeHUs UH(pOPMAIMOHHON 0e3011acHOCTH B
['BIOY nerckuii cag Ne 53.

Pemenne BoinenepeuncieHHbix 3amad B ['BJIOY  nerckmit cam Ne 53  ocymectrisiercs
HIOCPECTBOM:

yueTa BceX MOJUIeKaIMUX 3aluTe HHPOPMAIIHOHHBIX PECYPCOB;

)KypHAJIMPOBaHUS JEHCTBUI IepcoHaa, OCYIECTRISIIONIEro 00CIy )XKUBaHHE U MOAU(DUKALIUIO
IIPOrpaMMHBIX U MPOTPAMMHO-AIIAPATHBIX CPEICTB HHPOPMAIIHOHHBIX CHCTEM;

perJaMeHTanuud  mpoueccoB  o0paboTku  uHpopmanmu, — AelcTBHA  paOOTHHKOB
I'BJIOY nerckuii cag Ne 53, ocymecTBISIONMX SKCILTyaTallIO MPOTPAMMHBIX M IPOrpPaMMHO-
anmnapaTHbIX CPEJCTB, HA OCHOBE YTBEP)KICHHBIX OpraHU3al[HOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB
10 3aIuTe HHPOPMAIIHIH;

Ha3HAYEeHHs ¥ MOJATOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 32 OpraHU3aIUIO U OCYIIECTBICHHE
MepoTpusTHii o obecrieueHuto nHpopmanronHoi 6ezonacHoct B 'BJIOY nerckwmit camg Ne 53;

HaJeJIEHUs] KaXXJI0ro pabOTHHKAa MHHMMAJIbHO HEOOXOJMMBIMH IIpaBaMH Ipu pabote
B MH(OPMAIMOHHON HH(PPACTPYKType COrIACHO MX JOJDKHOCTHBIM OOS3aHHOCTSIM;

co0moeHns BceMH padOTHUKAMHU, SKCILTyaTUPYIOLIIUMH U 0OCITy)KUBAIOIIUMHU IIPOrPaMMHEIE
U [porpaMMHO-aNlapaTHBIE  CpelcTBA, TpeOOBaHMI  OpraHM3allMOHHO-PACHIOPSIUTEIBHBIX
JIOKYMEHTOB T10 BOIIpocaM obecrieueHust HH(popMarmoHHOM 6€301MacHOCTH;

NEPCOHAIBHOM OTBETCTBEHHOCTHIO KaXJIOTO pabOTHHMKA 3a CBOM JEHCTBHUS, YYacTBYIOIIETO
B paMKaX CBOMX (YHKUIHMOHAIBHBIX OOS3aHHOCTEH B IpOIleccax aBTOMATH3UPOBAaHHON 00paboOTKH
UH(OPMAIIUN H UMEIOIIETO TOCTYII K pecypcaM HH(POPMAIIHOHHBIX CHCTEM;

peayinzanvel TEXHOJIOTHMYECKUX TporieccoB 00paboTku HMHOpMALMU € HCIOIH30BaHUEM
KOMIUIEKCOB ~ OpraHM3al[MOHHO-TEXHUUYECKUX MEp 3alllUThl MPOrpaMMHOr0  oOecredyeHwus,
IpPOrpaMMHO-aNNapaTHbIX CPEJCTB;

IPUHSATHS Mep 110 0OecneyeHUI0 (PU3NYECKO# HENTOCTHOCTH MPOrPaMMHO-AINIAPATHBIX CPEJICTB



MH(POPMAIIMOHHBIX CUCTEM H IIOJUIep)KaHHEM HEOOXOIMMOr0 YPOBHS 3allMIIEHHOCTH KOMIOHEHTOB;

HCIIOJIb30BAaHHs NPOrPAMMHBIX M IPOrpaMMHO-ANINApaTHBIX CPEICTB 3aIlUThl WH(POPMAIHH
obpabateiBaeMom B I'BJIOY nerckmit cam Ne 53 u aAMHHHCTPaTHBHOM IOMNEPKKOH HX
UCIIOJIb30BaHUS;

KOHTPOJIA  COOMIOJEHHMsS  MHOJNB30BAaTeIsIMH  HMH(POPMALHOHHBIX  CHCTEM  TpeGOBaHMI
110 obecreyeHnIo HHHOPMAITMOHHOK 0€30ITaCHOCTH;

NpoBeJicHUs aHanu3a 3QPEKTUBHOCTH NPUHSITBHIX Mep 3aIUTHl HHPOPMAIUH U IPUMEHIEMBIX
cpencts 3amuThl uHGopmanuu B ['BJI0Y nerckmii cam Ne 53;

pa3pabOTKH M peanu3aludl NpPeAJOKEHHH 110 COBEPUIEHCTBOBAHMIO CHCTEM 3alMTHI
unpopmaruu B 'BJIOY nerckuii cax Ne 53.

3 NPHHOMIIBI OBECNIEYEHUSI UTHOOPMAIIMOHHOM BE3OITACHOCTH

O6ecneyenne MHPOPMALMOHHONW O€30MACHOCTH, JODKHO OCYHIECTBIATHCS B COOTBETCTBHU
CO CJIEIYIOIIMMU OCHOBHBIMH ITPUHITHITAMH

IIpuHUMD 3aKOHHOCTH

[Ipu BEIOOpe MeponpuATHIA 1O 3amuTe HHGOPMAIMH, TODKHO COOMIONAThCS JIEHCTBYIOIIEE
3aKoHoaTeNbCTBO Poccuiickoit denepanuu B chepe 3ammThl HHGOPMAIIHH.

Bcee paboTHHMKH NO/DKHBI MMETh IPEICTaBICHHEe 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHHS
B chepe szamutel wuHOopMmammu. [IporpamMmHoO-anmmapaTHble CpeACTBAa, INPHMEHSEMBIE B
['BJIOY  nerckuii cag Ne 53, NOMKHBI HMETh COOTBETCTBYIOIIME JIMIEH3HH, O(UIHAILHO
NpHOOPETaThCs y NPeACTaBUTENeH pa3pabOTUNKOB 3THX CPEICTB HITH SBJISATHCS MHTEIUIEKTYaAIbHOM
cobctBenHoCThIO ['BJIOY nerckmii cax Ne 53.

IIpuHIMI CHCTEMHOCTH

[Ipy co3manum cHCTEMBI 3aIUTHI JOJDKHBI YUHTHIBATHCS aKTYaJIbHBIE YIPO3bl 0€30MaCHOCTH
HH(pOpMAIHHK, BO3MOXKHbIE OOBEKTHI M HANpPABICHHS aTak Ha HEE€ CO CTOPOHBI HapyIIUTENeH.
Cucrema 3a1MTHI JOJKHA CTPOUTHCS € YUETOM HE TOJIBKO H3BECTHBIX KAHAJIOB YTEYKH HH(OPMAIIH,
HO ¥ C yYETOM BO3MOKHOCTH ITOSIBJIEHHS HOBBIX YSI3BUMOCTEH B IIPOTPAMMHOM O00ECIIEUEHHH.

IIpuHIMN KOMILIEKCHOCTH

KoMIulekcHOe UCIoIb30BaHHe CPEJICTB 3AIUTHl HHPOPMAIMK IIPEAIOJIaraeT coriacoOBaHHOE
NPUMEHEHHE NIPU TOCTPOECHHMHU LEJOCTHOH CHCTEMBI 3allUTHI, IEPEKPHIBAOIICH BCE CYIIECTBEHHBIE
yrpo3sl Oe3omacHoCTH MH(opManuu. 3amura JODKHA CTPOHTHCS SUIETOHMpOBaHO. Pu3nyeckas
3alIMTa J0JDKHA 00eCreunBaThCsl (PU3HUECKMMH CPEICTBAMU U OPraHU3AIIMOHHBIME MEPAMH.

[Ipu mocTpoeHuy, BHEAPEHUH U HKCIUTyaTAI[MH CHCTEMBI 3aIlUThl HHPOPMALUH PYKOBOICTBO
I'BJIOY nerckwmii can Ne 53 obecrieunBaet ycnoBust a7st 3QHeKTUBHOM KOOPAUHALMH JIEHCTBHM BCEX
1M1, o0ecneunBaroUX HHPOPMAIIMOHHYIO O€3011aCHOCTD.

IIpuHIHD CBOEBPEMEHHOCTH

PaspaboTka cucTeMpl 3amuThl HHGOPMAIMU JO/DKHA BECTHCH MApajUIe]bHO ¢ pa3paboTKOMH
¥ MHQOPMALMOHHOM  CHCTEMBL. ~DTO  TO3BOJMT  y4ecTh TpeOOBaHHS  OE30HACHOCTH
OpH  TPOCKTUPOBAHUH AapPXMTEKTyphl M, B KOHEUHOM CuYeTe, co3aaTh Oojee 3(dhexTHBHBIE
MH(OPMAIMOHHBIE CUCTEMBI, 00JI1a/Jal0IIHe JOCTATOYHBIM YPOBHEM 3ALIMIIIEHHOCTH.

IIpuHIUD peeMCTBEHHOCTH

[TocrosnHOE COBEPLIEHCTBOBAaHHE MEp M CPEJACTB 3allUThl WH()OpMAlMM Ha OCHOBE
IPEEMCTBEHHOCTH OPraHM3allMOHHBIX M TEXHUYECKHX pEIIeHHH, KaJIpOBOr0 COCTaBa, aHaIU3a
(GyHKIMOHMpPOBaHUS HH(POPMAIMOHHBIX CHCTEM H CHCTEMBI €€ 3alIUThl ¢ YY4EeTOM H3MEHEHHil
B METOJaX M CpeJICTBAX IepexBaTa HMH(MOpMAllMH, HOPMATUBHBIX TpeOOBAaHHN IO 3alHUTE
uH(bOpMaIUH.

IIpuHIHD JOCTATOYHOCTH

CootBercTBHE ypOoBHS 3aTpar Ha obecnedeHne HHPOPMAIHOHHOM OE30IIaCHOCTH U LIEHHOCTH
MH(POPMAIMOHHBIX PECYPCOB Ha BEJIMYHHY BO3MOXHOTO yiep0a OT X pasrilalleHus, yHHYTOKEH s
¥ HCKaxeHus. Vicronpzyemple Mepbl M CpeICTBa 3allMThl HHOOPMAIMH HE JOJDKHBI yXYAIIATh
OProHOMHYECKHE [TOKA3aTeNN KOMIIOHEHTOB HH(POPMAITHOHHBIX CHCTEM.



IIpuHIHUD 0TBETCTBEHHOCTH

Bosnoxkenne oTBeTCTBEHHOCTH 3a o0ecnieueHue Ge30macHOCTH HHPOpMauu U ee 00paboTKu
Ha KaxJoro pabOTHHMKAa B Mpelesax ero MOJHOMOYHH. B COOTBETCTBHH € 3THUM IPHHIIAIIOM
pacnpeielieHle npaB M 00si3aHHOCTEH pabOTHUKOB CTPOHTCS TaKHM oOpa3zoM, 4TOOBI B CiIy4yae
M000ro HapyIeHus ObLT H3BECTEH HAPYIIUTEIb.

IIpuHIHN 060CHOBAHHOCTH ¥ TEXHHYECKOH peain3yeMoCTH

MupopmanmoHHble TEXHOJIOTHH, IPOrPaMMHBIEC U IPOTPaMMHO-AIIapaTHbIE CPEACTBA, MEPHI
3aIlIUTHl UHGOPMAIMU JOJDKHBI OBITH pEeaM30BaHbI 0 COBPEMEHHBIM pEIICHHSIM, 0OOCHOBAHbI
C TOYKH 3pEHHs JOCTHIKEHHS 3aJaHHOTO YPOBHS 3alMIICHHOCTH WH(POPMAIUU U IKOHOMHYECKOM
1eJIeCOO0Pa3HOCTH, a TaKXke COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM W TpeOOBaHUSIM
110 6e30nacHOCTH MH(POPMAITUH.

IIpunnun npogeccnonanusma

Peanmuzanus mep 3amuThl MHGOPMALMU M OKCIUTyaTallMs CPENCTB 3alIUTHl WH(GOpPMAIHH
JI0JDKHA OCYIIECTBISTHCS MPOPECCHOHAIBHBIMH CIICIHATMCTAMH.

[IpuBiieyeHne cnenuaaIM3upOBAaHHBIX OpraHU3alMi K pa3paboTKe CPEe/ICTB M peaslu3allii Mep
3alMThl UH(OPMAIMK, MOJATOTOBJIEHHBIX K KOHKPETHOMY BHIY NESTEIBHOCTH MO 00ECIEYEeHHUIO
6e3onacHOCTH HH(OPMAIIMOHHBIX PECYPCOB, HMEIOIIHX OIBIT MPAKTHYECKON pabOTHI M JIMIIEH3UH HA
IIPaBO OKa3aHUs YCIYT B 3TOH 00JIacTH.

IIpyHIHN MEHHMMH3AUHH NPUBHJIETHH MOJIb30BaTe 1€l

OOGecnieuenue nosb30BaTeNei NPUBIICTHSIMA MUHUMAIIBHO TOCTATOYHBIMH IS BBITOJTHEHHS
UMH CBOMX JIOJDKHOCTHBIX 00si3aHHOCTeH B ['BJIOY nmerckuii cam Ne 53.

4 OCHOBHBIE TPEBOBAHMS 110 3AIIUTE UH®OPMAIINHU
OI'PAHUYEHHOI'O JOCTVYIIA

Cuctema 3amuThl WHGOPMAIUH JIOJDKHA IPEAyCMaTpPUBATh KOMILIEKC OPraHU3alHOHHBIX,
IIPOrPaMMHBIX M IIPOrpPaMMHO-aNNapaTHBIX CPEJICTB U Mep O 3auuTe WHPOpMAlUHU B MpoIecce
ee 00paboTKH.

Beimonnenune TpeOoBaHUi 1OCTUraeTcs 3a CUET peau3aluu Ha o0beKTax HH(POpMaTH3AIUN
Mep M0 3aIuTe HHPOPMAIIHH:

UJCHTHU(QHUKALMU U ayTeHTH(PUKAUN CyOBEKTOB I0CTYIa U 0OBEKTOB JIOCTYTIA;

YIPaBJIEHHIO TOCTYIIOM CyOBEKTOB JIOCTyIA K 00BEKTaM JIOCTYIIa;

OTPaHUYEHUIO TIPOTPAMMHOMN CpPeIbl;

3alUTe MAIIMHHBIX HOCUTEJIEH NepCOHANbHBIX JaHHBIX;

peructpanuu coobITU 6€30MacHOCTH;

AHTUBUPYCHOM 3alUTE;

0OHApY’KEHUIO BTOPIKEHUH;

KOHTPOJIIO (aHAJIU3Y) 3aIUIIIEHHOCTH NEPCOHABHBIX JAHHBIX;

00eCTIeYeHUIO 1IEIOCTHOCTH HH(OPMAIIMOHHOH CHCTEMBI ¥ IEPCOHAIBHBIX TaHHBIX;

00€eCneueHuI0 JOCTYITHOCTH NIEPCOHAIBHBIX JaHHBIX;

3aIUTHI CPEJIbl BUPTYATH3AIHH;

3aIIUTHl TEXHUYECKHX CPEJICTB;

3aIUTHl HHOPMAIIMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBS3U M Nepe/lavyi JaHHBIX;

BBISIBJICHHUIO MHIIUJICHTOB U pearnpoBaHKe Ha HHX;

yIIpaBJICHHIO KOHpUTypanueit *HPOPMAITHOHHON CHCTEMBI M CHCTEMBI 3alIUTHI TEPCOHATBLHBIX
JAHHBIX.

I'BJIOY nerckuit cag Ne 53, xak obnagarens WHGOPMAIUU OTPAHHYEHHOTO JOCTYIA, MPH
OCYIIIECTBJICHHH CBOUX IpaB 0053aHO:

co0roaaTh MpaBa U 3aKOHHBIE HHTEPEChl HHBIX JIUIL;

IPUHUMATH HEOOXOAUMBIE MEPHI 1O 3alUTe HHPOPMAIIHH;

OrpaHHYMBATH JOCTyl K HHGPOpMAlUK, €CIH Takas OOS3aHHOCTh YCTaHOBJIEHA
3aKoHOJaTeNbCTBOM Poccuiickoit denepartiu.



B tom wumcne I'BJIOY nerckuit cax Ne 53, BmpaBe ecnd HHOE He MPELyCMOTPEHO
3aKoHoarenbcTBOM Poccuiickoit @eneparuu:

paspenarh Uik OrPaHUYMBATE JOCTYI K HH(OPMAIIHHU, OTIPEIEIIATh HOPSI0K U YCIOBHS TAKOT'O
JI0CTyTa;

HCIIOJIb30BaTh HH(POPMAIIHIO, B TOM YHCIIE PACTIPOCTPAHSTH €€, IT0 CBOEMY YCMOTPEHHIO;

neperaBath HMH(GOpPMAaNUIO JAPYTUM JIMIIaM Ha YCTAHOBJIIEHHOM 3aKOHOATEIbCTBOM
Poccuiickoii @enepalyii OCHOBaHHH;

3alMIIaTh YCTaHOBJIEHHBIMU 3aKOHO/AATeNbcTBOM Poccutickoit denepamnuu criocodaMu CBOH
IIpaBa B CJIy4ae He3aKOHHOI'O MOJIyYeHHUs HHPOPMAIUH WK €€ HE3aKOHHOTO HUCIIOIb30BaHUS HHBIMH
JMLIAMU;

OCYILECTBJIATh MHBIE JEHCTBHA C HH(pOpMaIMeldl WM pa3pemarh OCYIIECTBICHHE TaKHX
JNEUCTBHH, €CIM OTH JEHCTBUS HE INPOTHBOpedaT QeaepaJbHBIM 3aKOHAM H  JIPYTUM
HOpPMaTHBHO-IIPaBOBbIM akTaM Poccuiickoit ®eneparuu.

3amura HMHGOPMALMH  OTPAHHYEHHOrO JOCTYIa MpEACTaBIseT cOoOOH  MpPUHSTHE
OpPraHU3allMOHHBIX U TEXHUYECKUX MEp, HallpaBJICHHBIX HA:

coburoieHre KOH(PHICHINATBHOCTH HH(pOpMauK (MCKITIOUSHHE HEPaBOMEPHOIO JOCTYIIA,
KOIIMPOBAHUS, IPEIOCTABIEHHUS MM paclpoCTpaHeHUs HHPOpMAIIHK);

obecreyeHue NeJ0CTHOCTH HHPOpMaIiH (MCKIIIOYEHHE HEITPABOMEPHOTO YHUUYTOXECHHUS
WM MOU(pUIIMPOBAHUS HHPOPMAIIHH);

pean3alio Ipasa Ha JI0CTyN K MH(pOpMaIiK (MCKITIOUSHHE HETPAaBOMEPHOTO OJIOKHPOBAHHSI
UH(pOpPMAITUH ).

Cpencrsa 3amuThl MHGOPMAIIMK BHEPSIOTCS 110 pe3yJIbTaTaM MPOBEICHHS OIEHKH PUCKOB
MH(POPMALIMOHHON 6E€30IacCHOCTH.

Oprannzanust 3amMUTHI HHGOPMAUH

ITpn opranusanuu B 'B/IOY nerckuii cag Ne 53 3ammThl vHGOPMAITHH, TOJDKHBI BHITTOIHATHCS
TpedoBanus PenepanpHoro 3akona ot 27.07.2006 Ne 149-03 «O6 undopmanuu, nHGOpMAIIHOHHBIX
TEXHOJIOTHSAX M O 3almTe HHPOpMAlUU», KOTOPHIE PpEryJUupyIOT OTHOIICHHS, CBS3aHHBIE
C YCTaHOBJICHHEM, H3MEHEHHEM U MIPEKPALIEHHEM pexuMa 00paboTKH 3aluinaeMoi HHGopMaIiuu.
B ToM uncne tpeOoBaHus 0 3amuTe MHGOPMAIMH, HE COCTABISIONMIEH TOCYJIapCTBEHHYIO TaifHy,
cozliepiKalleiics B TIOCYJapCTBEHHBIX WH(OPMAIMOHHBIX CHCTEMax YTBEP)KICHHBIE IPHKA30M
®CTOK Poccun ot 11.02.2013 Ne 17 «O6 ytBepxknenun TpeGoBaHMil O 3ammTe WHOOpPMAIHH,
HE  COCTaBIMIONIEH  TOCYINApCTBEHHYIO  TaliHy, coJepXKaimeiics B  TOCYIapCTBEHHBIX
MH(OPMAIMOHHBIX CHCTEMax» JUIl IOCYJapCTBEHHBIX HH()OPMAI[MOHHBIX CHCTEM IO KOTOPHIM
I'BIOY nerckuii cag Ne 53 sBisiercst OnepaTtopom.

B I'BJIOY nerckuii cag Ne 53 moMHUMO peann3aniii OCHOBHBIX Mep 3allHUThl HH(pOpMAIHH
OCYIIECTBIISICTCSL:

peryiaspHas OLIEHKa M  yIpaBlIeHHE pUCKaMH HWHQPOPMAIIMOHHONH  0€30MacHOCTH
B COOTBETCTBHHM C YCTAHOBJIEHHBIMH IIPOLIElypaMH B 00JIACTH yIIpaBJICHUS! PUCKAMH;

uH(pOpMHUpOBaHHE, oOydeHwue U MOBBIIIIEHUE KBaJTU (hUKAITHH paboTHUKOB
I'BIOY netckwii cag Ne 53 B chepe nHPOpMAIIMOHHOM OE30TACHOCTH;

METOAMYECKass IIOMOIIL paOOTHMKAaM B Bompocax obecriedeHuss HHPOPMAIUOHHOM
0€e3011acHOCTH;

aHaJIu3 ¥ IIOMCK BO3MOYKHOCTEH IO MOBBIIICHUIO YPOBHS 3alIMIICHHOCTH HH(POPMAIIHH.

Jlna opranmsanuu 3amutel uHGopmanuu, ['BIOY nmerckmii cag Ne 53 BmpaBe mpHUMeEHSTH
CpPeACTBA M METOABl TEXHUYECKOW 3allUThl, NpPEANPHHUMATH JApYrHe, HE MPOTHBOPEYAIIHE
3akoHoaarenscTBy Poccuiickoit @enepanun, Mepebl.

B pamkax obecniedenus 3amuThl ”HGOPMALIUK, B paMKaxX TPYIOBBIX OTHOIIEHHH HEOOXOIUMO
O3HAKOMHTb I10]I POCIHCH paOOTHUKOB, JAOCTYII KOTOPHIX K HH(OpMAIHK OrpaHHYEHHOTO JI0CTYIIA,
HEeOOXO/IMM JUIsl BBINOJHEHUSI UMM CBOMX JOJDKHOCTHBIX OOSI3aHHOCTEH, C TmepedyHeM HH(OpMaIuu
OrpaHM4YeHHOro jgocryna, W npHHATBIMH B ['BJIOY nerckuit cam Ne 53 Mepamu 3amuTh
uH(popmaruu.



OCo0eHHOCTH 3aIHUTHI MEePCOHATBHBIX JAHHBIX

[Tpu opranuzamuu obpabotku B I'BJIOY nerckmit cag Ne 53 mepcoHalbHBIX JAaHHBIX
HEOOXOUMO PYKOBOJICTBOBATHCS TpeboBanusiMu ®PenepanpHoro 3akona ot 27.07.2006 Ne 152-03
«O MepCOHATBHBIX JaHHBIX).

[Tepeuens mep, BbIMONHEHHE KOTOphIX obecneunBaer ['BJIOY nerckmii canNe 53 B kauecTBe
oreparopa MnepcoHaIbHBIX JaHHBIX, JOJDKEH BKJIOYATH:

nasHauenue B ['BJIOY nerckuii camNe 53 OTBETCTBEHHOTrO 3a OpraHM3anuio oOpabOTKH
NEPCOHANIBHBIX IaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPECISIONIMX MPaBUia B OTHOLIEHUH 00pabOTKH INEPCOHAIBHBIX
nansbiX B IBJIOY nmerckwmit cax Ne 53, oKaJbHBIX aKTOB IO BOIpocaM 00pabOTKH MEPCOHAIBHBIX
JTAaHHBIX;

IpUMEHEHHE OpPraHM3allMOHHBIX M TEXHHYECKUX Mep M0 oOecrnedeHuio 0e30IacHOCTH
IIEPCOHANBHBIX JIAHHBIX B COOTBETCTBHU cO cratheil 19 ®enepanbHoro 3akona ot 27.07.2006
No 152-®3 «O nepcoHanbHbIX JaHHBIX);

BBINOJIHEHHE TPEOOBAHUIA 110 COCTABY M COAEP)KAHUIO OPraHU3allMOHHBIX U TEXHHYECKUX MEP
1o obecrnedyeHnio OE30MaCHOCTH MEPCOHANBHBIX JaHHBIX MPH HX 00paboTke B MH(MOPMALMOHHBIX
CHCTEMaXx MePCOHABHBIX JaHHBIX yTBepKAEHHBIX [Ipukazom @CTOK Poccun ot 18.02.2013 Ne 21
«O06 yTBEpXkKICHHH COCTaBa U COJICPIKAHUS OPIraHU3AHOHHBIX H TEXHHUYECKUX MEP 110 00ECIICUCHUIO
0€30MacHOCTH MEPCOHANBHBIX JaHHBIX NpH HUX 00paboTke B HH(OPMAIMOHHBIX CHCTEMax
MePCOHAIBHBIX JaHHBIX);

OLIEHKY Bpela, KOTOPbI MOXeT OBITh NPHYUHEH CyOBEKTaM IEPCOHAIbHBIX JaHHBIX
B ciaydyae HapymeHus @enepanpHoro 3akoHa Ne 152-D3, cooTHONIEHHME YKa3aHHOrO Bpela
¥ IPHHUMAEMBIX OIEPATOPOM Mep, HANpPABJICHHBIX Ha 00ecIeYeHHE BBINOJHEHHs O0sS3aHHOCTEH,
npeaycMoTpeHHbIX DeepanbHbM 3akoHOM Ne 152-D3;

o3nakomiienue pabotHukoB ['BJIOY nerckuii cax Ne 53, HenmocpeICTBEHHO OCYIIECTBIISIONINX
00paboTKy IMepCOHANBHBIX JAHHBIX, C IOJIOKEHUAMH 3aKoHoJaTenbcTBa Poccuiickoit @enepanuu
0 MEPCOHAIBHBIX [TaHHBIX, B TOM YHCJIEe TpeOOBAaHHSIMHU K 3allUTE IEPCOHAIBHBIX IaHHBIX,
noKyMeHTamu, onpeeisionmme TpedoBanus ['B/I0Y nerckuit caxg Ne 53 B oTHOmIEHHH 00pabOTKH
NEPCOHANIBHBIX JAHHBIX U 00y4YeHHe, IPH HEOOXOIUMOCTH, YKa3aHHBIX paOOTHHKOB.

Ob6ecnevyeHne 6€30MaCHOCTH EPCOHAIBHBIX JAHHBIX JOCTHUIAETCs, B YaCTHOCTH:

ONpe/ieIeHHeM  yrpo3 M HapymuTened  0e30MacHOCTH  NEPCOHANBHBIX  JIAHHBIX
pu uX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX;

ompeJieJIeHHEM  YPOBHS  3allMINEHHOCTH IEPCOHAIBHBIX JAHHBIX B  COOTBETCTBHH
¢ Tpebosanusmu ITocranosnenus [IpaButenscra Poceuiickoit @enepanun ot 01.11.2012 Ne 1119
«O6 yTBepKIeHMH TpeOOBaHMN K 3alliTe MEPCOHAIBHBIX JaHHBIX INpH HX 00paboTke
B HH(OPMAIMOHHBIX CUCTEMAaX EPCOHAIBHBIX JaHHBIX);

NPUMEHEHHEM MpOIIEIINX B YCTAHOBJICHHOM IOPSJAKE IMPOLETYPY OLEHKH COOTBETCTBHS
CPEeJICTB 3aIIUTHI HHPOpPMAIIHH;

OLeHKOM 3()(HEeKTUBHOCTH MPUHUMAEMBIX MEp IO 3alUTe NEPCOHAIBHBIX JaHHBIX 0 BBOJA
B OKCILTyaTaIuio HHPOPMAIMOHHOW CHCTEMBI IEPCOHAIBHBIX JaHHBIX;

BOCCTAHOBJIEHHEM IT€PCOHAIBHBIX JAHHBIX, BCJEICTBUE MOJIyUYeHHs HECAHKIIMOHMPOBAHHOIO
JIOCTYyTIa K HUM;

YCTaHOBJIEHMEM [paBHJ JOCTyma K IIEPCOHAIBHBIM  JaHHBIM, 00pabaThiBaeMbIM
B HH()OPMAIIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX MAaHHBIX, a TaKKe OOECIIEY4EeHHEM pPETHUCTPAIlUH
M ydeTa BCeX JIEUCTBHUIA, COBEPIIAEMBIX C EPCOHAIBHBIMU JaHHBIMH B HH(OPMALMOHHBIX CHCTEMAX
NEePCOHAIBHBIX JaHHBIX;

KOHTPOJIEM 3a MPHHUMAEMbIMUA MEPaMH 110 3aIIUTe NEPCOHATBHBIX JaHHBIX U OIPEIETIEHHOTO
YPOBHSI 3aIMINEHHOCTH HWH()OPMAIMOHHBIX CHCTEMAaxX IEPCOHAIBHBIX JaHHBIX B IIPOIECCE
ee SKCIUTyaTalluH.



5 OCHOBHBIE TPEBOBAHHMSI K IPOHECCAM OBECIIEYEHUS
NHO®OPMAIIMOHHOMU BE3OITACHOCTH

Mertoaudeckoe pykoBOJCTBO, pa3paboTKy pelieHuil mo 3ammre WHYOPMAIHH, COTJIACOBAHUE
BBIOOpA CPEJCTB BBIYMCIUTEIbHON TEXHHKH, IMPOTrPaMMHBIX M MPOrPaMMHO-AIAPAaTHBIX CPEJCTB
3alUThl HHPOPMALIMH, OPraHU3aIMI0 paboT MO BBIIBICHHIO BO3MOXKHOCTEH M MPEIYNPEKICHUIO
YyT€YKH M CBOMCTB 3amuiiaeMod HH(MOpMAIMH, aTTeCTAllMI0 OOBEKTOB HMH(DOpPMATH3AIUH
OCYUIECTBIISIIOT KOMIIETEHTHBIE CTPYKTypHBIe noapa3aenenus ' BJIOY nerckwuii cag Ne 53.

Puznueckas 0e30MaCHOCTH

[IpuHsaTBIE OpraHM3allMOHHBIE W  TEXHHYECKHE Mephl [0  3alllUTe I[MOMEIICHHMA
I'BJIOY nerckwmii can Ne 53, cepBepHOro 1 KOMMYTAI[MOHHOTO 000PYI0BaHHUSI, aBBTOMATH3UPOBAHHBIX
pabouux MecT nosib3oBareneit uHpopmannonusix cucreM ['BJIOY nerckuii cax Ne 53 obecneynBaroT
peain3anuio CaeayoImX Mep 1o:

pasrpaHuueHuio jgoctyna padotHukoB B mnomemenuss ['BJIOY perckuit cam Ne 53 B
COOTBETCTBHH C MX MOJTHOMOYHSMH H JJOJDKHOCTHBIMH OOSI3aHHOCTSIMU;

peructpauuu (akToB BXxoJa paOOTHUKOB B IOMEINEHHS B KOTOPBIX BeleTcs oOpaboTka
NEPCOHANIBHBIX JaHHBIX;

KOHTpoJMpyeMoMy mpeObBaHuio mnoctopoHHHX Uil B ['BJIOY nmerckumit cagNe 53 B
IIOMEIIEHHS], B KOTOPBIX BeneTcsi 00paboTka HHpOpMaIi OrpaHUYEHHOTO JTOCTYIA M Pa3MEeIeHBI
annapaTHble CpeJCTBa UH(POPMAIIMOHHON CHCTEMBI,

OpraHM3aliK pekuMa KOHTPOJIMPYEMOTr0 BHOCA/BBIHOCA CPeICTB 00paboTKH HH(pOpMAIUH.

ITomemenns I'bJIOY nerckuit cag Ne 53 nomkHbl ObITH 000PYIOBaHBI IETEKTOPAMH OTHS M
JbIMa, OTHETYIIUTENSIMH, CHUCTEMaMM KOHJWIIMOHHUPOBAHMUS BO3/yXa, CPEICTBAMH OXpaHHO-
[OKapPHOU CUTHATIU3AI[AH.

OcHoBHOE cepBepHOE U KoMMyTannoHHoe obopynoBanue [ BJIOY nerckuit cax Ne 53 momxHO
OBITH 3aIMIIEHO OT MepeboeB B IMoJaue JIEKTPOIHEPTHU IYyTEM IMOAKIIOUYCHHS K JIEKTPOCETH C
IPUMEHEHHEM HCTOYHHMKOB OecriepeOOMHOr0 NHTAHUS M PE3EpPBHOIO JM3eNb-TeHepaTopa.
Wcrounuku OecnepeboitHOoro mnuraHus HEOOXOJUMO PETYSIPHO TECTHPOBATh W POBEPSTH
ynoiaHoMoueHHbIM paboTHukaM ['BJIOY nerckuii cag Ne 53 B COOTBETCTBHM C peKOMEHAAMSIMHA
IPOU3BOUTEIIS.

[TopTaTHBHBIE TEXHHUECKUE CPE/ICTBA HE IOJDKHBI OCTABATHCS 32 Mpe/IeIaMH KOHTPOJIHUPYEMO
3ol  ['BJIOY  nerckmit cax Ne 53  Ge3 KOHTpoiis CO  CTOpPOHBI  pabOOTHHKOB
I'BJIOY nerckwmii cam Ne 53.

be3onacHocTs Ha pabouem mecTe

3ampelmnaeTcss BECTH 3alMCh HAposied B OTKPHITOM BHAE Ha MaTepHATbHBIX HOCHUTES,
3a HCKJIIOUEHHUEM CIIy4YaeB, PeriiaMeHTHPOBAHHBIX METOIOB XPaHEHHS.

JIoKyMeHTBl M HOcUTEenu ¢ HH(pOpMalMed OrpaHUYEHHOrO JOCTyNa JOJDKHBI yOHUpaThCs
B onedaTeiBaeMble Mecta (ceiidpl, mkadpr W T..), TpuH  yxome ¢ pabodero MecTa.
Ha aBTomatusupoBanHoM pabouem mecte [lonb3oBatens pabouasi ceccust T0JKHA OBITH IpepBaHa,
pabounii cron 3albiokupoBaH. Bxon mosb3oBaTens B CHCTEMY HE JOJDKEH BBIIOJHATHCS
ABTOMATHUYECKH.

JlokyMeHTBI, cofepxaiue HH(PpOpMAaIuiO OrpaHMYEHHOTO JOCTYIIA, IOJDKHBI Cpa3y U3bIMAThCS
U3 T[IeYaTaloMUX YCTpPOHCTB. Jlns yTuwiM3anuu KOH(PHUIEHIIMAIBHBIX JIOKYMEHTOB, JOJIXKHBI
UCIIOJIB30BaThCsl YHUUTOXKUTEIH JOKYMEHTOB HE HIDKE 4 YypOBHS IO CTaHAAapTy O€30macHOCTH,
IPUMEHSIEMOMY K YHHUUTOXXUTENISIM JOKYMEHTOB.

[Ipy ucnonb30BaHMM MOOWIBHBIX TEXHHMYECKHMX CpPEJICTB HEOOXOJMMO  COOJIOIATh
JIOTIOJIHUTEIbHBIE MEphl IO pErjIaMeHTalli M KOHTPOJIIO HCIOJIb30BaHHS B HH(DOPMAIMOHHOM
cucteMe MOOMITBHBIX TEXHUYECKHX CPEJCTB.

Haxoxxnenue mnpencraButesnell IOpUAMYECKHX JHII B paMKaX HCIIOJIHEHUS JOTOBOPHBIX
00513aTeNIbCTB B IOMEIIEHUSX B KOTOPBIX BeeTcst 00paboTka HHPOPMAITUH OTPAaHHYSHHOTO JIOCTYTIA
UH(QOPMAIMOHHOH  CHCTEMBI,  BO3MOXXHO  TOJIBKO B CONPOBOXAEHHH  pabOTHHKA
I'BJIOY nerckuii cax Ne 53 nonymeHHOTo 10 00pabOTKH Takoi WH(OpPMAIIHH.



Pa3memienne  TexHHMYECKMX  CpeACTB  BbIBoJa  HHPOpPMAMd B TOMEIICHHSIX
I'BAOY nerckmii cag Ne 53 mpou3BOAMTCS C y4eTOM HCKIIIOYEHHS BO3MOXXHOCTH BH3YaJIbHOTO
IpocMOTpa MH(POPMALMU NTOCTOPOHHUMH JIMIIAMH U paOOTHHKAaMH, HE IOMYyIIEHHBIM K paboTe ¢
JlaHHOU HH(pOpMaIUeH.

TexHuueckue cpeacTBa AODKHBI pa3MelaThCsl M XPaHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHUTh
BO3MOXHBIH PHUCK MOBPEXICHHUS U YTPO3bl HECAHKITHOHUPOBAHHOTO JIOCTYTIA.

Texnuueckoe o6cIy:KuBaHHE 000PY/I0BAHUS

Texnnueckune cpenctsa ['BJIOY nmerckuit cag Ne 53 nopKHBI IPOXOOWTH HA PETYJISPHOM
OCHOBE CEPBHCHOE OOCIy)KHBAaHHE B COOTBETCTBHM C PEKOMEHIAIUSIMH ITPOU3BOIUTEIICH
o0opy1oBaHUS.

PemoHT M cepBuCHOe oOciyxuBaHue OOOpYAOBaHHS JOJDKHBI BBIIOJHATHCS TOJBKO
KBaJIU (UM POBAHHBIMHU CIICITUATMCTAMH.

Texnuueckoe o0cayxuBaHue oOOpPYIOBAaHHS CTOPOHHHMH OpraHM3alUsIMU HE IOJDKHO
IIPUBOJIUTH K PUCKY HApyIIEHUsI KOH(PHUISHINAIBHOCTH 3aIlUIIaeMoi HHPOPMAIIHH.

B3aumopeiicTBue ¢ TpeTbHMH JHIIAMH

B nemsax obecnedenus nHdopmanmonnoit 6ezomacHoctu I'BJIOY nerckmii cag Ne 53 mpwm
B3aUMOJICHCTBUH C TPETHHUMH JIMIIAMH JIOJDKHO BBITOJIHATH CIEAYIOLIHE MEPOIPUSATHS T10:

3aKJIIOYEHUIO COIVIAIIEHHS O HepasMlallleHuH HWHQOpPMAlUd OTpPaHHYEHHOTO JIOCTYyIa
IIOJIyYE€HHOM B XO/JI€ UCIIOJIHEHUS JOTOBOPHBIX 0053aTeJIbCTB;

OCYIIECTBICHUIO KOHTPOJII 3a ACHCTBUSMHU IMpEJICTAaBUTENIEH KOHTPAareHTOB B Ipeernax
koHTposmpyemoii 30ub1 ' BJIOY nerckwmii camg Ne 53.

YnpasiieHue ;KU3HEHHBIM IUKJIOM HH(POPMAIHOHHBIX CHCTEM

Meponpusatiuss B mpouecce  JKM3HEHHOTO  LHKJIa  UHOOPMAIMOHHBIX  CHCTEM
['BJIOY nerckuit cag Ne 53 nosmkHBI OBITH HaNlpaBIeHBI HAa 0OeCIIeYeHHE ATl HH)OPMAITUH IPU
BBOJIE B JIEHCTBHE, SKCIUTyaTalluu, CONPOBOXKACHUU U MOJICPHU3AIINH, BBIBOJA U3 IKCILTyaTallUH.

OcHoBanueM 1npu pa3paboTke HHPOPMAIMOHHBIX CHUCTEM JOJDKHBI SBISTHCS PEIICHHS
INPUHATBIE Ha cTaaud (OpMHUpOBaHUs TpeOOBaHUM, cojep)kaliue TpeOOBaHHS B TOM YHCIIE
10 CUCTEMeE 3aIUThI HH(POPMAIUH.

JIroboe mtanupyemoe K BHEPEHUIO U3MEHEHHE HH(POPMAIIMOHHOM CHCTEMBI ITPEIBAPUTEITHHO
JIOJDKHO ~ OBITh  IPOAHAIM3MPOBAHO HAa  COBMECTUMOCTH W OTCYTCTBHE  HapyIICHH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPEACTB 3alUThl HH)OpMAIUH.

PaGoTtel mo MoaepHHM3anuMu HHGOPMAIMOHHON CHUCTEMBI, B TOM YHCJE IO YCTaHOBKE
IPOrpaMMHOT0 obecrieueHust 1 0OHOBICHHH, IOJDKHBI IIPOBOJUTHCS B Hepabouee BpeMsl WK BpeMs
HaUMeHbIIel paboueil Harpy3KH.

IIpu BBIBOZE M3 OKCIUTyaTalluM HWH(POPMAILIMOHHBIX CHCTEM JOJDKHO 00ecreYrBaThCs
rapaHTHpOBaHHOE yzaneHue oOpabaThiBaeéMOM U XpaHUMOM B HUX HHPOPMAITUH C UCTIOJIB30BAHHEM
CPEACTB IapaHTUPOBAHHOIO YHHUTOXXEHUS HH(POPMAIUH MM MyTeM (U3UYECKOTO YHUUTOXKEHHUS
HOCHUTeNeH nH(popMaIuy.

Bee  mpouemypel  obOecriedeHuss — 3amuThl  MH(pOpMAnMH, — YCTaHOBIIEHHBIE B
I'BJIOY nerckmii cax Ne53 B OTHOIIEHHH WH(POPMAIMOHHBIX CHUCTEM, JOJDKHBI BBITOJHATHCS U
KOHTPOJIMPOBATHCSI OTBETCTBEHHBIMHU JIMIIAMHU 332 OPTaHHU3AIMIO paboT MO 3aluTe HHPOPMAIHH.

KoHTpoas 1ocTyna k nHGpOpMaHOHHBIM CHCTEMAM

Bce pabotauku I'BJIOY nerckuit cag Ne 53, nomymeHHble K pabote ¢ HHPOPMAIUHOHHBIMH
CHCTEMaMH HECYT IE€PCOHAIBHYIO OTBETCTBEHHOCTh 3a HApYIICHUS YCTAaHOBJICHHOTO IOPSIKA
00paboTku HHGOPMAITHH.

YpoBeHb IOTHOMOYHMH 10JIb30BaTeNs B uHpopMmannonnoii cucreme I'BJIOY nerckuii canNe 53
JIOJDKEH OIPEEISITHCSI B COOTBETCTBHH C €T0 JOJDKHOCTHBIMH O0S3aHHOCTSIMH.

JlocTyn none3oBaresei k nuHpopmannonHeiM cucteMaMm ['BJIOY netckwmii cax Ne 53 mommken
KOHTPOJIMPOBATHCS aIMHHUCTPATOPOM HH(POPMAIIMOHHOM CHCTEMBI.

Ocy1iecTBiIeHHE PETyJIIPHOIO KOHTPOJISI BBIIOJHEHUS! OPraHU3allHOHHO-PACTIOPSAUTETBHBIX
JIOKYMEHTOB, KacaloIIMXCs periiamMmeHTanuu jomycka pabotaukoB ['BJIOY nerckuii cam No 53 x
UH(POPMAIMOHHBIM CHCTEMAM.



NnenTndukanus u ayreHTHGUKAIHA

Jloctyn monb3oBateneil Kk MHGOPMAIMOHHBIM CHCTEMaM JIOJDKEH IPENOCTABIISATHCS TOJIBKO
MOCJie YCHEIIHOTO 3aBepllleHus HACHTU(PUKALINY, Ay TeHTU(DHUKAIIH.

[Tonyuenue mnosnp3oBaTeleM HMMEHU B HMHPOPMAIIMOHHOM CHCTEME M Mapojs, KOTOphIE
00ecnednBaoT 10CTyN K HHGOPMAIIMOHHOM CHCTEME, TOJKHO OCYIIECTBISTHCS MO MPEACTABICHUIO
PYKOBOAMTENS CTPYKTYPHOTO MOApPA3ICICHUSI.

YupasiieHue 10CTynoM

B I'BJIOY nerckuit cam Ne 53 10DKHO OCYIIECTBISATHCS YIpaBICHHE JOCTYIOM K
WH(POPMAITMOHHOM CHCTEME MOCPEICTBOM peau3allid HeOOXOAMMBIX METOJIOB, THIIOB U IPaBHII
pa3rpaHUYeHHs JOCTyIIa Mmojib3oBaresM uHdpopmanuonnoit cucremsl [ BJIOY nerckwuii can Ne 53. B
TOM yHcie obecriedyeH 3alMIeHHbIH yAaleHHbIH TOCTy CyOBEKTOB JoCTyna K 00beKTaM J0CTymna
Yyepe3 BHEITHHE HHPOPMAITHOHHO-TEIEKOMMYHUKAITHOHHBIE CETH.

Be3onacHocts npu padore ¢ HocuTeAIsIMH HHGOPMALHH

PaGorauku I'BJIOY nerckuit cag Ne 53 n0omKHBI HCIONIB30BATh TOJIBKO YUYTEHHBIE ChHEMHBIE
MAaIlHHHBIE HOCUTENM HWH(POPMALUHU JUIS BBHINOJHEHUS CBOUX JOJDKHOCTHBIX OOS3aHHOCTEH.
Vcnonp30BaHne CheMHBIX MAalIMHHBIX HocuTeNel nHpopmariu B ' BJIOY netckuit cag Ne 53 B uHBIX
IEeJISIX CTPOTO 3aIPEIIEHO.

ChbeMHbBIe MAITMHHBIE HOCUTEITH HH(POPMAIIUHU JTOJDKHBI XPaHUTCS B OTI€YaThIBaeMbIX IKadax,
B IIOMEIIEHHUSIX B KOTOPBIX MpeaycMoTpeHa 06paboTka nH(pOpMalluu OrpaHUYEHHOTO TOCTYyIIA.

B ciyuae kpaku WM OTEPU CHEMHOI'O MAIIMHHOTO HOCUTENS HUH(POpPMAIMH, a TaKXKe MHBIX
HHIIUJCHTOB, KOTOPBIE MOTYT IMPHBECTH K HApYIIEHHIO CBOMCTB HMH(pOpMAIMH OrpaHHYEHHOIO
JIOCTYTIA, JOJDKHBI IPOBOJUTHCSI MEPOIIPUATHS 110 pacClIEJIOBAHUIO TAKMX HHIIMIEHTOB.

[Ipu BBIBOJIE M3 IKCILTyaTallkd ChEMHOTO MAIIMHHOTO HOCUTEINs MH(OPMAIUHU, BCE JaHHBIE,
XpaHsIecss Ha HeM, JIOJDKHBI ObITh YIaJIeHbl ONpE/IEIeHHOM KOMUCCHEH W3 uuciia paOOTHHUKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHHUTOXEHHUS HHPOpMAIHH.

@dakt yHWUTOXKEHHS HMH(POpPMAIMM HA CHEMHOM MAIIMHHOM HOCHTeNe WHGOpMaIUH
¢ukcupyercs B akTe OO0 YHHMUYTOXXE€HUH HHGPOpPMAIMH CO CHEMHOTO0 MAIIMHHOIO HOCUTENS
UHpOpMALIUH.

Perucrpanusi coobITHii

B I'BJIOY nerckwmii cam Ne 53 oymkHa OCYIIECTBISATHCS PETUCTPALIMKA COOBITHI 0€30IacHOCTH
Ha BceX KoMIoHeHTax wuH(popmarmoHHBIX cucteM ['BJIOY nerckumit cam Ne 53, B KOTOpBIX
oOpabaTkiBaeTcs 3aiuiaemMasl HHGpopmarmsi.

AHTHBHPYCHAasI 3aIIUTA

B nensx oOHapykeHHUs U ycTpaHeHHs BpeloHOCHBIX mporpamM B I'BJIOY nerckuii cag Ne 53
JIOJIKHBI UCTIOJIH30BAThCSI CPEJICTBA AHTUBHPYCHOM 3alTUTHl HHPOPMAIIH.

OO0s13aTeIbBHOMY KOHTPOJIIO CPEACTBOM aAHTHBHUPYCHOW 3allUThl HH(pOpPMAIMH JOJDKHA
nojyiexxark odas uHpopMmanus (TekctoBble (aiel moOBIX (opmaroB, ¢ailbl  JaHHBIX,
UCToNHsieMble (aiinbl), MmolydaeMas M mepefaBaemasl O JIOKAJbHOM BBIYMCIUTEIBHONW CETH
B TOM 4YHCIE W CeTAM OOIIero MoJh30BaHHUS, a Takke HHpOpMaIus, XpaHHMMas Ha CHEMHBIX
MalIHHHBIX HOCUTENSX HH(POPMAIUH.

[Ipu ycTaHOBKE IpOrpaMMHOT0 obecriedeHus Ui ero 0OHOBJIEHHS Ha CEBEpHOE 000py10BaHUE
JOJDKHA aBTOMATHYECKU BBIOJMHATHCS IIpeBApUTENbHAs NpPOBEpKa MJAHHOTO IMPOTrPaMMHOIO
o0ecrieyeHus: Ha OTCYTCTBHE BPEJOHOCHOTO IPOrPaMMHOI0 00ecreueHusl.

OOHoBNeHHe 0a3 CUTHATYp IS CPEJCTBA AHTHBHPYCHOH 3alIMTHl HH(POPMAIUU JOJIKHBI
OOHOBJISATHCS €XKETHEBHO.

[Tonb3oBarenu 0e3 npas aJIMUHUCTpATOpa UH(POPMALMOHHOM CHUCTEMBI
I'BAOY nerckuii cax Ne 53 He TODKHBI UMETH BO3MOYKHOCTBH ITOJIyYEHHSI IOCTYyTa K KOHPUTYpaluu
AQHTHUBUPYCHOTO CPEJICTBA 3AIIUTHI UM €r0 OTKIIIOUEHHUSI.

KoHTpou1b 3a1MeHHOCTH NePCOHATBHBIX JAHHBIX

B nmemsix uckimoueHus dKCIUTyaTall ysI3BUMOCTEW IPOrpaMMHOr0 00ecnedeHHs JOJIKHBI
POBOJTUTCS pPAa0OThI MO BBISBICHHIO, AaHAIM3Y YS3BHUMOCTeH WH(GOPMAMOHHON CHCTEMBI



¥ ONIEPaTUBHOE YCTPAaHEHHE BHOBD BBISIBIICHHBIX YS3BUMOCTEH. B TOM uncie opraHu3anus KOHTPOIS
YCTaHOBKH OOHOBIICHHSI TPOrPaMMHOTO 00€eCTIeYeHHs BKITFOYasi CPEICTB 3allUTHl HH(OpMAIUH.

Hcnosib30BaHHe MPOrPaMMHOI0 obecriedeHust

Bri6op IPOrPaMMHOTO obecrnieueHus JUTSE IIPOU3BOJICTBEHHBIX HYX]
I'BAOY nerckuii cag Ne 53 moskeH MPOU3BOAUTHCS B IPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOT'O
B EnuHBIA peecTp pOCCHICKUX MpOrpaMM Ui 3J€KTPOHHBIX BBIUUCIMTENBHBIX MalIMH U 0a3
JaHHBIX. B ciydae orcyTeTBUs aHanora B EquHOM peecTpe pocCHHCKUX TPOrpaMM JUIsl 3IEKTPOHHBIX
BBIYHCITUTENFHBIX MAIIUH U 0a3 JaHHBIX JOIMYCKAeTCs MCIOJIh30BaTh MPOrpaMMHOro obecrieueHne
UMIIOPTHOTO IPOU3BOCTBA.

Hcnoab3oBaHue cpecTB KpHNITOrpaduuecKkoii 3amuTsl HHGpopManuu

OOecnieueHne 3amUTHl HHPOPMAITMH OTPAaHHYEHHOTO JTOCTYIA OT PacKphITHs, MOIU(PUKAIIUH
¥ HaBs3bIBaHUS (BBOJA JIOKHOM HH(OpManuMu) mpu ee mnepenade (MOArOTOBKE K Iepenaye)
10 KaHaJlaM CBSI3M, HUMEIOIIUM BBIXOJ 3a MpeAeibl KOHTPOJIUPYEMOH 30HBI OOecreunBaeTcs
IPUMEHEHHEM CPEJICTB KpUIITOrpaduuecKoif 3ammuThl HHPOPMALIUH.

[Tpuobpetenue CpeACTB Kpunrorpaduyeckoi 3aIUTHI uHpopmanu
I'BJIOY nerckuii cax Ne 53 ocymiecTBisieTcs HA OCHOBAHUHU JOTOBOPOB M KOHTPAKTOB C JIMIIAMH
uMeromuMu  aerictByromyto JuneHsnio @Cb Poccun Ha ocyiiecTBieHHe AESTEIBHOCTH IO
pa3paboTke, MPOU3BOJICTBY, PACIpOCTpAaHEHHIO MMHU(PPOBATBHBIX (KpUNTOrpauueckux) CpeicTs,
UH(GOPMAIMOHHBIX CUCTEM M TEJICKOMMYHHUKAIIMOHHBIX CHUCTEM, 3AIIMIIEHHBIX C UCIOJBb30BAHUEM
G pOBATBHBIX (KPUIITOTpaGUUECKUX) CPEJICTB, BHIOJHEHUIO paboT, OKa3aHUIO yCIyr B 00JacTH
mupoBaHUs HHPOPMAITUH, TEXHHUECKOMY 00CTYKHBAHUIO MU(POBATBHBIX (KPUITOrpadUUECKUX )
CpencTB, HWH(MOPMAIMOHHBIX CHCTEM U TEIEKOMMYHHKAIIMOHHBIX CHCTEM, 3al[UIIEHHBIX C
UCIIOJIB30BaHUEM IH(PPOBATHHBIX (KpUNTOrpauiyecKrX) CpeACTB (3a UCKIIIOUEHUEM Cllydasi, €CIIU
TEXHHYECKOE OOCITyKMBaHHE IMH(PPOBAIBHBIX (KPUNITOTpaQUUECKUX) CPe/ICTB, HHPOPMAIMOHHBIX
CHCTEM M TEJICKOMMYHHUKAIIMOHHBIX CHUCTEM, 3AlUINEHHBIX C HCIOJIB30BAHUEM IMHU(PPOBATBHBIX
(kpunrorpau4eckux) CpeICTB, OCYIIECTBISETCS M oOecreueHHs: COOCTBEHHBIX HYXKI
IOPUIMYECKOTO JIUIA UK WHIWBUYaTHHOTO IPEIITPUHAMATES).

B mnemsx opraHumzamuu W oOecreueHUH Tepefadyd HHGOpMAlMU MO0 KaHajlaM CBSI3H
C HCIIOJIB30BAaHHEM CPEICTB KpuUNTOrpadguueckoil 3amuThl WHGOPMAIUU, a TaK)Ke BBHIIIOIHEHHS
muneH3noHHbIX TpedoBanuii ®Ch Poccun B 'BJIOY nerckwmii cag Ne 53 nomxken ObITh CO3/1aH OpraH
KpUnTorpaduyeckoii 3amuThl.

[Topransubie pemenus ['B/IOY merckuit cax Ne 53 ¢ BO3MOXKHOCTBIO JOCTYTIA C ceTel 0011ero
M0JIb30BAaHUsl JOJDKHBI B IPHOpUTETE pa3paldaThiBaThCs C OpraHu3allded 3alfuIIeHHOro KaHajia
nocpenctBoM nporokosa TLS ¢ nognepxxoit anroputmoB ['OCT 34.10.

Hcnosb3oBanue 3JIEKTPOHHOM MOYTHI

DJeKTpoHHas modra JoJkHa ucnoib3oBaThesi B ['BJIOY nmerckmit cam Ne 53 ¢ menbio
OpraHu3aiii oOMeHa OJJIEKTPOHHBIMH COOOILICHHSIMH MEXIy paOOTHHKaMH H CyOBeKTamMH
UH(POPMALMOHHON 06€30I1aCHOCTH.

[Tpu ucnob30BaHUM JIEKTPOHHOM OYTHI 3allperaeTCs:

oOMeH uHpopMaIel s ciy)keOHOTro NMOJB30BaHus, a TaKkke HH(pOpMaIHeld OrpaHuYeHHOTO
JOCTYTIa;

MPEOCTAaBIICHHE JAOCTYIA K AJIEKTPOHHOM MOYTE C UCIOJIH30BAHUEM JTAHHBIX CBOEH YUYETHOM
3alKUCH TPETHUM JIUIAM;

myOJUKAIMsl CBOETrO CIy)XKeOHOro ajpeca 3JEKTPOHHOW IMOYTHI B 3JEKTPOHHBIX KaTalorax,
Ha MOMCKOBBIX MAllIMHAX U JIPYTHX pecypcax ceTu VIHTepHeT B LeNsiX, He CBA3aHHBIX C UCTIOTHEHUEM
CBOUX JIOJDKHOCTHBIX 00sI3aHHOCTEI;

MOJNKUCKA IO JJIEKTPOHHON TMOYTE Ha pa3IMYHbIE peKJIaMHble MaTepUalbl, JTUCTHl PACCHUIKH,
QJIEKTPOHHBIE JKypHaJIbl U T.A., HE CBSI3aHHBIE C BBHIIOJHEHHEM IOJIH30BATENIEM JOJIKHOCTHBIX
00s13aHHOCTEMH;

OTKpBITHE (3allyCK Ha BBINOJIHEHHE) (aiiaoB, MOJYYEHHBIX IO 3JEKTPOHHOH mouTe
WM U3 pecypcoB cetd MHrepHer, 0Oe3 mnpeaBapUTeIbHOW MPOBEPKHM WX AaHTUBHPYCHBIM
IPOrpaMMHBIM 00€CTICYEHHUEM.



Pabora B ceTsix 00mero moib30BaHus

I'BJIOY nerckuii cang Ne 53 ocraBisieT 3a co00# MpaBo OJIOKUPOBATH HJTH OTPAHUYHUBATH JOCTYII
paboOTHUKAaM K CETSIM CBsI3H OOIIEro Mojib30BaHHs, B TOM YHCIEe ceTH VIHTEpHET, coieprkaHue
KOTOPBIX HE MMEET OTHOUICHUS K HCIOJHEHHWIO JOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K
MHQOPMAIlMOHHBIM ~ pecypcaM, COZAep)KaHHe W  HANpPaBICHHOCTh KOTOPBIX  3alpelieHbl
3aKOHOIaTeIbCTBOM Poccuiickoit deneparumu.

Hudpopmanus o nocemaembix padoraukamu ['BJIOY netckuit cax Ne 53 uH(OpMaIOHHBIX
pPeCypcoB IPOTOKOIMPYETCS Ul MOCIEIYIOLIET0 aHallu3a M, MPH HEOOXOIHUMOCTH, MOXET OBITH
IPEJCTAaBJI€Ha PYKOBOJAUTENSAM CTPYKTYpHBIX TOJpa3felieHHi, a TakkKe PYKOBOIUTEIIO
I'BIOY nerckwii can Ne 53 st KOHTPOJIS.

IIpu ucnons3oBanuu cetu MuTepHer 3anperieHo:

ucnonb30Bath npenocrasinenuell I'BJIOY nerckuit cag Ne 53 poctynm B cers MHTepHeT B
JIMYHBIX TEJISIX;

UCIIOJIB30BaTh HECAHKIIMOHMPOBAHHBIE MPOrPAaMMHEIE U MPOTrpaMMHO-aNIapaTHbIE CPeICTRa,
TI03BOJISIIOIIHUE [OJTYYUTh HECAHKIIMOHUPOBAHHBIN JIOCTYII K ceTH MHTepHeT;

nyOIMKOBaTh, 3arpy’kaTb M pacHpOCTPAHSATh MaTepUalibl COJIEpIKallHe HEIOCTOBEPHYIO
napopmanuio o 'BJIOY nerckuit cax Ne 53, a Takke danbcuduimposars cBoii IP-aapec.

Pe3epBHOE KONHpOBaHHE H BOCCTAHOBJIEHHE JTAHHBIX

Ocy1uecTBiieHHE pe3epBHOTO KOTTMPOBAHUS JOIDKHO OCYIISCTRIIATBCS JISL:

uHopmanun oOpabarsiBaeMOl Ha (ail;ioBOM cepBepe H  CepBepe MPHIIOKEHHM,
UH(GOPMAITMOHHON CHCTEMBI,

pabounx MeCT aIMUHUCTPATOPOB HH(POPMAITHOHHOM CHCTEMBI.

Yacrora M pexHMM pe3epBHOTO KONMPOBAHHS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4TOOBI
obecreynTh MUHUMAJIbHYIO [TOTEPIO IJAHHBIX ¥ OIIEPAaTHBHOE BOCCTAHOBIICHHE.

HacTtpolika pe3epBHOT0 KONHPOBAaHHS U BOCCTAHOBIICHHSI PECYPCOB HH(POPMAIHOHHBIX CHCTEM
I'bJAOY  nmerckmit  cax  Ne 53 [ODKHBI  NHPOBOJHMTH  YIIOJHOMOYEHHBIE  pabOTHHKH
I'BJIOY netckwuii cam Ne 53.

PesepHoe  KomumpoBaHHE JIOJDKHO — OCYIIECTBIISATRCS B~ aBTOMATHYECKOM  PEXKHME
C INPHMEHEHHEM OTEYECTBEHHOIO CIIEHUAIN3UPOBAHHOIO CPEJICTBA PE3EPBHOTO KOIMHUPOBAHHS
C JICHCTBYIOIIMM CEepTH(HKATOM COOTBETCTBUS 110 TpeGoBaHMSAM Oe3omacHOCTH HH(OpMAIHH
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPOUECCAM YIIPABJIEHUSI
HHO®OPMALIMOHHOMU BE3OIMTACHOCTBIO

MonutopuHr HH(pOpPMAITHOHHOI H€30MacHOCTH

Ha nocTosiHHOM OCHOBE HOJKEH MPOBOIMTHCS KOMIUIEKCHBIM aHaINu3 (hYHKIIHOHHPOBAHUS
nHpopmanmonnoii cucremsl [BJIOY  nmerckwmit cam NeS3 u  BO3HHKAIOIMX  COOBITHIA
UH(POPMAMOHHON 6€30I1aCHOCTH.

[Iporniecc MOHUTOpHHIra CHUCTEMBbI obecriedeHUs HH(POPMAIMOHHON OE30MacCHOCTH IO0JKEH
BKJIIOYATH B C€0s1 KOHTPOJIb OPraHU3aIlMOHHBIX U TEXHHYECKHUX Mep IO 3aluTe HHPOPMAIIHH, aHAJIH3
napaMeTpoB KOH(UTypallui U HACTPOMKH CPEJICTB 3aIUThl HH(POPMAI[HH.

Ilpn npoBefeHMH KOHTPOJBHBIX MEPONPHSTHI, CBA3aHHBIX C OIIEHKOM peau3allid Mep
no 3amure uHpopmaiu B ['BJIOY nmerckmit cag Ne 53, ymonHOMOuYeHHBIE PaOOTHHKH JIOJDKHEI
IPUEPKUBATHCS CIIETYFOIIUAX TPUHITHIIOB:

He HapymaTh GpyHKimonupoBanue aestenbHoctd ['BJIOY merckwmii cam Ne 53;

JEWCTBOBATh B COOTBETCTBUU C YTBEPXKICHHBIMU OpPTraHHU3alMOHHO-PACTIOPSIUTETLHBIMA
noxkymentamu I'BJIOY nerckuit cang Ne 53 mo 3amure unpopmanuu;

HE CKpBIBATh (PaKTHI BHISIBIEHHBIX COOBITHI HH(POPMAIIHOHHOM 0€30I1aCHOCTH;

0(OPMIIATH OTYETHI, IIOATBEPKTAIOINE BHIIOJTHEHHE MEPOTIPHSITHH 10 3aIIuTe HHPOPMAIIHH.

Wupopmanus, mnonydeHHas B XOA€ MpPOBEACHHS KOHTPOJIHPYIOIIUX MEPOIPHUITHI
0 JIEHCTBHAX, COOBITHAX M MapameTpax, UMEIOIINX OTHOIIEHHE K pealu3allid Mep IO 3alluTe



UH(GOPMAIMH, JOIDKHA KOHCOJHIMPOBATBCS U XPAHHUTHCS B MECTaX, MCKIIFOYAIOMIUX MOJIy4EeHHE
K Hell HECAaHKIIMOHUPOBAHHOTO JAOCTYIIA.

MOHHTOPUHT JaHHBIX O 3apPETrHCTPUPOBAHHBIX COOBITHUAX HH(POPMAIMOHHON OE30IMaCHOCTH
JIOJDKEH TIPOBOJAMTHLCS, 110 BO3MOXKHOCTH, C HCIOJIB30BAHUEM CHCTEMbl MOHUTOPHHTA HMHIIUIECHTOB
HH(OPMAINMOHHOH 0€30IMaCHOCTH MM BCTPOCHHBIX MEXaHH3MOB HACTPOMKH M ayIMTa COOBITHIMA
B NPOrPaMMHBIX M IIPOrPAMMHO-ANIApaTHBIX CPEJICTBAX, HCHOJb3YEeMbIX B HH(POPMAIHOHHOMN
un¢pactpykrype [ BJIOY nerckwuii cag Ne 53.

Ynpasiienue puckamMu

Omnpenenenue BHYTPEHHHX TpeOOBaHMI IO 3aIiuTe WHPOPMAIMH, JOJDKHBI OCHOBBIBATHCS
Ha pe3yJbTaTax IPOBEJCHUS aHalM3a PUCKOB HApYIICHHS OCHOBHBIX CBOMCTB 0€30IaCHOCTH
Juis uHGopMmannoHHbIX pecypcoB ['BJIOY metckwmii cax Ne 53.

OCHOBOH OLIEHKH PHUCKOB JI0JDKHA OBITH OILICHKA YCJIOBHH U (HAaKTOPOB, KOTOPBIE MOTYT CTAaTh
NPUYHMHON HApYIIEHUS HEJIOCTHOCTH, KOH(PHUICHIMATFHOCTH U IOCTYITHOCTH /ISl HH()OPMAIIHOHHBIX
pecypcoB 'BJIOY nerckwuit cag No 53.

Pe3ynpraTomM IpoBeleHMs aHaIW3a PHCKOB JOJDKEH OBITH pa3pabOTaHHBIM KOMIUIEKC Mep,
HAlpaBJICHHBIX HA CHM)KEHHE BO3MOJKHOIO HETATMBHOIO BIUSHHS Ha OCHOBHYIO JEATEIBHOCTH
I'BZIOY nerckwmii cax Ne 53 mpu peanu3anuy TOH MM WHOM yrpo3bl 6€30MaCHOCTH HH(POPMAIUH H
obecreunBaOIMX B JaJbHEHIIEM JOCTaTOYHBIM YPOBEHb 3alIMIIEHHOCTH HH()OPMAIMOHHBIX
cucteMm I'BJIOY nerckuii cag Ne 53.

Yupapienue HHIHIEHTAMH HH(POPMALHOHHOI 0€301ACHOCTH

Jlnst oGecrieuenust 3 GeKTHBHOTO pa3pelieHnst HHIHICHTOB HH()OPMAIIMOHHOM 6€30I1aCHOCTH
B I'bJIOY nerckuit cag Ne 53, MUHMMHU3AIMU TOTEPh W YMEHBIICHHS PHUCKA BO3HUKHOBEHHS
IIOBTOPHBIX MHIMJCHTOB JOJDKHO OCYIIECTBIIATHCS yIpaBJICHHE WHIMICHTAMH HWH()OPMAIHOHHOM
0e30MacHOCTH.

Jlnsa ynpaBineHuss MHLIUAEHTaMM HWH(POPMAIMOHHOW O€30MacHOCTH IO0JDKHA OBITH CO3/aHa
ClIy’k0a MOHHTOPHHIA H PEarnpoBaHUs Ha MHIUICHTHI HH(POPMAIIMOHHOM Ge301IacCHOCTH, KOTOpas
IOCPEJICTBOM KOMILIEKCA CPEACTB M MEPONPHATHH Juis cOopa M KOHCONMAAUWH HH(POpMAIUU
00 MHIUAEHTaX peHIaeT JaHHYIO 3a/7ady. B OTHOLIEHHWH KaXI0ro MPOH3OLIEAIIEr0 HHIMICHTA
paboTHHKaMH M3 CIIy)kKObI MOHHUTOPHHTAa M pEarupoBaHMs HAa WHIUACHTH HH()OPMAIMOHHOM
©e30MacHOCTH JIOJKEH BBIMOJIHATHCS €ro aHalu3, U pa3paborka 3G (eKTHBHBIX Mep pearupoBaHHs
Ha TaHHBIA UHIUJICHT.

AyauT cucTeMbl obecriedeHusi HHPOPMAMOHHO# 0€30MaCHOCTH

B HEeJsX OLIEHKH TEKYIIEro YPOBHSI UH(POPMaMOHHOU Oe3omacHOCTH
I'BJIOY nerckuii can Ne 53 Ha peryisipHO OCHOBE JOJDKEH ITPOBOIUTHCS ayAUT HHHOPMAIIHOHHON
0e30MmacHOCTH.

BuyTpenHnune aynuTel 1OJDKHBI BhINONHATHCS padotHukamu ['BJIOY nerckmii cam Ne 53. B
YKCJIO 33/1a4, PEIIAEMBIX [IPH IIPOBEICHUHN BHYTPEHHHUX ayJUTOB WH(POPMAIIMOHHON 6€30MMacHOCTH,
BXOJIAT:

cOOp M aHaJM3 MCXOAHBIX JAHHBIX OO0 OPraHM3aLMOHHOW M (PYHKIHOHAIBHOW CTPYKType
UH(OPMAIIMOHHBIX CUCTEM, HEOOXOIUMBIX ISl OLICHKU COCTOSTHUS CHCTEMBI 3aIllUThl HH()OPMAIUH;

AQHAJIM3 YTBEPXKACHHBIX OPraHMU3AllMOHHO-PACTIOPSIIUTENBHBIX JIOKYMEHTOB II0 3alluTe
MHGPOPMAIMU Ha TIPEJMET UX MOJHOTHI U 3)(HEKTHBHOCTH, a Takke (POPMUPOBAHHE PEKOMEH AN
10 X I0pabOTKe WK pa3pabOTKH HOBBIX;

obocHOBaHMEe (HMHAHCOBOH S((GEKTUBHOCTH BHOBH INPHOOPETAEMBIX CPEICTB 3alUThI
UHpOpMaIHH;

IPOBEPKa NPaBUIbHOCTH BEIOOpA M HACTPOMKH CPEICTB 3aLIUTHI HH(POPMAIHH, HOPMHPOBAHHUE
IPEUIOKEHHH 10 HCIOJIB30BAaHHIO UMEIOIIUXCS CPEJICTB 3aIIUThl HHPOPMAIIUU IS [TOBBIIEHHS
YPOBHs HaAE&KHOCTH U Oe3onmacHocTH HHpopMamoHHbIX cucteM ['BJIOY nerckwmii cax Ne 53;

aHaJM3 OTYETOB [0 IPOM3OLICINIUM HWHIMJACHTAM HWH(POPMAMOHHON 0€30macHOCTH
U IIPUHATHIM MEpaM 110 X Pa3pelieHHIO.



IToBbImeHnne 0cBe1IOMIIEHHOCTH PA0OOTHHKOB

B pamkax opraHM3anuud = KOMIUJIEKCHOTO TIPOTHUBOJEHCTBHS yrpo3aM 0e30macHOCTH
uHopmanuu, ucxomsumMm ot pabotHukoB ['BJIOY nerckuit cam Ne 53 10/KHA MOCTOSIHHO
[OBBIIATHCS KX OCBEJOMIICHHOCTE B 00JIACTH 3alMTH HHpOpMaIIHH.

[Tospienne ocseromaenHocT pabotaukoB I'BJIOY nerckuit caxg Ne 53 ocymecTBisiercs:

no cymecrtsyrommM B I'BJIOY nmerckmii cag Ne 53 opraHu3anmoOHHO-pacHoOpsIATENHHBIM
JOKYMEHTaM;

no npumensieMbiM B ['BJIOY nerckuit cag Ne 53 mepam 3amuTel HHGOpMALUU;

10 IPABUJIBHOMY HCIIOJIB30BAHUIO CPECTB 3alIThI HHPOPMAIIHH.

7 3AK/IIOYEHHE

IIpn wm3meHeHuu neicTByIOIIero 3akoHonatenbcTBa Poccuiickoit denepanuu B o6nacTu
3alMTel  MHQOpPMANMH, A  TaKkkKe  OpraHU3alMOHHO-PACHOPSAMTENIBHBIX  JOKYMEHTOB
I'BIOY nerckuii cax Ne 53 nacrosimias [TonmuTuka u MU3MEHEHHs K HEH MPUMEHSIOTCS B YaCTH, HE
IIPOTHBOpEYAIEd BHOBbL IPUHATHIM 3aKOHOAATEIBHBIM U HMHBIM HOPMATHBHBIM aKTaM, a TaKXe
BHYTpeHHHMM JoKkyMeHTaM ['bJIOY nerckuii cax Ne 53.

Bce TpeGoBaHMs, yCTAaHOBJICHHBIE JEWCTBYIOIIAM 3aKOHOIATEILCTBOM PoccHiCKOi
Qenepanyy, MOJ3aKOHHBIMM AaKTaMH W JOTOBOPHBIMH OTHOIICHHSMH, a TakKXe IOAXO]
I'BZIOY nerckuii cax No53 k o6ecrieueHUIO COOTBETCTBHS 3TUM TPEOOBAHUSAM JIOJKHBI OBITH IBHBIM
00pa3oM ompezieeHbl, JOKYMEHTHPOBAHBI U MOUIEPKUBATHCS B AKTYaJIbHOM COCTOSHHUH.

I'bZIOY nerckmit cag Ne 53 B NpPHOPUTETHOM HANpaBICHHUH [OJDKEH pPacCMaTPHUBATHCS
IIEPEXO/I, a IPOrPAMMHOI0 0OeCIeueHre OTeYeCTBEHHOTO MPOU3BOIUTEIIS, BKIFOYEHHOIO B €IHHBIH
peecTp POCCUHCKUX MPOrpaMM ISl 3JEKTPOHHBIX BBIYMCIUTENIBHBIX MAIIMH U 0a3 JaHHBIX. B ToM
YUCJIE TI0 YacTH CEPBEPHOIO, KOMMYTAIMOHHOIO OOOPYIOBAHUS M IPOrpaMMHO-aNMapaTHBIX
CPEeICTB, BKIIOUYEHHBIX B EIMHBIN peecTp pOoCCHICKOM paino3IeKTPOHHOM TPOAYKITHH.

IlepecmoTp ¥ BHeceHHMe M3MEHEHHH B HacTosmyro [loMMTHKY — OCYIIECTBISIOTCS
Ha [IEpUONYECKON U BHEIIJIAHOBOM OCHOBE.
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