YTBEPX/JIEHO

Nropb  crucummers pEeIICHUEM TIeIarOrMYECKOr0 COBETa
BopnCcoBUYL Ao ,

CN=Wropb Bopuncosuy

3 L E="
3axa po B s:ffsglgi@dm.kubannet.ru"

MNOJIOKEHUE
00 o0ecreyeHNH 0€30MMACHOCTH NMEPCOHAJTBHBIX JAHHBIX B

MAOY MO [Aunckoii paiion COI Ne34 umenn A.U. ITokpbiliKknHa

. OBLIUE NMOJIOKEHUSA

Hacrosimiee Ilonmoskenne o0 oOecnedeHHM O€30MACHOCTH MEPCOHATBHBIX
JAHHBIX TIpU 00paboTke B MHGOPMAIMOHHONW CHCTEME TMEPCOHAIBHBIX JaHHBIX
(manee — Ilomoxxkenne) MAOY MO J[lunckoit paiion COIIl Ne34 umenu A.N.
[Mokpeimkuna (ganee — OO) pazpaboraHo B cooTBeTcTBUM ¢ [locTaHOoBIeHHEM
[IpaButensctBa PO ot 17.11.2007r. Ne 781 «OO06 yTBep>KIeHUU TOJIOKEHUS 00
oOecrieueHUU 0E€30MAaCHOCTH TMEPCOHAIBHBIX JAaHHBIX IPU UX 00paboTke B
MH(GOPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX TAHHBIX).

1.1. Hacrosimee IlonokeHune ycTaHaBiIMBaeT TPeOOBaHUS K OOECIICUCHHIO
0€301acCHOCTH TIePCOHAIBHBIX JAHHBIX MPU WX 00paboTke B MH(OOPMAIMOHHBIX
CUCTeMaX MepCOHANbHBIX NaHHBIX OO, MPeACTABISIONIMX COOOW COBOKYIMHOCTH
NEPCOHATBHBIX JAHHBIX, coaepKammxca B 0Oa3zax panHeix OO, a Takke
WHOOPMAITMOHHBIX TEXHOJIOTMH ¥ TEXHUYECKUX CPEJCTB, IMO3BOJISIONINX
OCYIIECTBIISITh 00pabOTKY TaKMX MEPCOHANBHBIX JAaHHBIX C HCIOJIb30BAHUEM
CPEIICTB aBTOMATHU3AINH (fajee - THPOPMAIMOHHBIE CUCTEMBI).

1.2. Tlog TEXHUYECKUMHU CPEJCTBAMHU, TO3BOJISIIOINIMMHU OCYIIECTBISATh
00paboOTKy MEpPCOHANBHBIX [TaHHBIX, MMOHUMAIOTCS CPEJICTBA BBIUYMUCIUTEIHHOU
TEXHUKH, WHOOPMAIIMOHHO-BBIYMCIUTEIbLHBIE KOMIUIEKCHI M CETH, CpPEICTBAa H
CUCTEMBI Tlepeaaun, mpruemMa u 00pabOTKU TEPCOHATBHBIX JAHHBIX, MPOTPAMMHEIC
CpEICTBA, CPENICTBA 3alUTHl WH(POPMAIUH, MPUMEHSEMbIE B WH()OPMAIMOHHBIX
CHCTEMAX.

Il. TEPMUHBI 1 OIIPEJAEJIEHUA:

2.1. TlepconanbHbIC NaHHBIE - TI00as WHGOPMAIHS, OTHOCSIIASCA K TIPSIMO
WM KOCBEHHO ONPEACIICHHOMY WM OIpeAeiasieMoMy (PU3HUUYECKOMY JIUILY



(cyOBekTy nepcoHanbHbIX JaHHBIX) (cT. 3 @3 PD ot 27.07.2006 r. N 152-®3 «O
MEPCOHATBHBIX JAHHBIX).

2.2. Undopmarmonnass cucrema nepcoHaidbHbix paHHbix (MCIIOH) -
COBOKYIHOCTh COJEp)Kaluxcsi B 0a3ax [daHHBIX IEPCOHAIBHBIX JAHHBIX H
o0ecrneynBarouX UX 00padoTKy MH(POPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
cpeact (cT. 3 @3 PO ot 27.07.2006 . N 152-D3 «O nepcoHanbHBIX JaHHBIX).

2.3. O6paboTKka MepcoHaIbHBIX JTAHHBIX - JII000€ NelcTBUE (Orepanus) uiu
COBOKYITHOCTb JCHCTBUM (omepaliuii), COBEpIIaeMbIX C MCIOJIb30BaHUEM CPEJICTB
aBTOMaTHU3allud WM 0e3 UCIOIb30BaHUS TaKUX CPEICTB C MNEPCOHATBHBIMU
JTAHHBIMHU, BKJIOYash cOOp, 3amuch, CHUCTEMATU3AIMIO, HAKOIUICHUE, XpPaHCHHE,
yTOuHEeHHEe (OOHOBJIEHHE, W3MEHEHHE), W3BJICUYCHUE, HCIIOJIb30BaHUE, Mepeaady
(pacpocTpaHeHue, MpeaOoCTaBICHUE, OCTYI), 00e3TuYMBaHHE, OJOKUPOBAHMUE,
yIaJICHHE, YHUUTOXXEHNUE TIEPCOHAIBHBIX JaHHBIX (CT. 3 @3 P® ot 27.07.2006 1. N
152-®3 «O nepcoHaNbHBIX TAHHBIX)).

2.4. PacnipocTpaHeHHne TEPCOHATBHBIX JIAHHBIX - JICHCTBHS, HAIllpaBJICHHBIC
Ha PACKPBITHE MEPCOHANILHBIX JJAHHBIX HEOIpeAeICHHOMY Kpyry Juil (cT. 3 @3 PO
ot 27.07.2006 1. N 152-®3 «O nepcoHaNbHBIX TaHHBIX ).

2.5. YHHUUYTOXXEHHE TEepPCOHAIbHBIX JIaHHBIX - JCHCTBUS, B pE3yJIbTaTe
KOTOPBIX CTAaHOBHUTCS HEBO3MOXXHBIM BOCCTAHOBHUTH COJEpKaHWE MEePCOHATBHBIX
JTAHHBIX B UH(GOPMAITMOHHON CUCTEME MEPCOHANIBHBIX JaHHBIX U (MJIM) B pe3yJibTaTe
KOTOPBIX YHUYTOXAIOTCS MaTepHUalibHbIe HOCUTENIW MEPCOHANBHBIX JTaHHBIX (CT. 3
O3 PD o1 27.07.2006 T. N 152-®3 «O nepcoHaIbHBIX JAHHBIX).

I11. OCOBEHHOCTHU OBECIIEYEHUSA BE3OITACHOCTHA
IHEPCOHAJIBHBIX TAHHBIX ITPU UX OBPABOTKE B
UH®OPMAIIMOHHON CUCTEME NEPCOHAJIBHBIX JIAHHBIX

3.1. bezonacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTACTCS IMTyTEM HCKIIOUCHHS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CJIYYalHOIro, JOCTyNa K IMEPCOHAIbHBIM
JAaHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET CTaTh YHHUYTOXXEHHE, H3MEHCHUE,
OJIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHCHHE MTEPCOHATBHBIX JaHHBIX, a TAKXKE
VHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUU.

3.2. be3omacHOCTh TEpCOHATBHBIX JAHHBIX TPU WX 00paboTke B
WH(OOPMAITMOHHBIX CHCTEMax OO0ECIEeYMBACTCS C TOMOIIBI0 CHUCTEMBI 3allUTHI
MEPCOHANBHBIX JTaHHBIX, BKJIIOYAIONIEH OpraHU3aIlMOHHBIE MEpPhl M CPEICTBA
3amuTel MHPOpManuu (B TOM uwuclie mudpoBaibHble (KPUNITOrpapuUECKUe)
CPEICTBA, CPEICTBA MPEAOTBPAIECHUS HECAHKIIMOHHUPOBAHHOTO JIOCTYIA, YTEUYKU
nH(OPMAITUH 110 TEXHUYSCKUM KaHallaM, IPOTPAaMMHO-TEXHIHUECKUX BO3EHCTBUAN



Ha TEXHUYECKUE CpeacTBa OOpabOTKM NEPCOHAJIbHBIX JAHHBIX), a TaKKe
UCIOJIb3yeMble B HMH(POPMALMOHHOM CHCTEME HH(POPMALMOHHBIE TEXHOJOTHH.
TexHuueckue U NOpPOrpaMMHBIE  CpPEACTBA  JOJDKHBI  YAOBIETBOPSTH
YCTAaHABIMBAEMbIM B COOTBETCTBUH C 3aKOHOAATEILCTBOM Poccuiickon denepaunu
TpeOOBaHUAM, 00ECTIEUNBAIOIINM 3aIUTY UH(pOpMaALUK.

3.3. Pabotsl no obecneueHnto 0€30MacHOCTH NEPCOHATBHBIX JAHHBIX TP UX
00paboTke B MHGOPMAIMOHHBIX CUCTEMAaX SIBJISIIOTCS HEOTHEMJIEMON YacThIO paboT
M0 CO3/1aHHI0 UH(POPMALIMOHHBIX CUCTEM.

3.4. CpexacrBa 3amuThl MHPOpPMALIUM, NMPUMEHSIEMble B MH(POPMALIMOHHBIX
cUCTeMax, B 00513aTeIbHOM MOPSAJIKE MPOXOIAT IPOLEAYPY OLIEHKH COOTBETCTBHUS B
YCTaHOBJIECHHOM 3aKOHOM IOPSJIKE.

3.5. Undopmannonnsie cucteMbl B BOYCOI Ne6 knmaccuduuupyrorcs: Ha
ocHoBaHuM mnpukaza aupekropa OO, B coorBercTBUU ¢ «Ilopsnkom mpoBeneHus
knaccupukanu  MHQOPMAIMOHHBIX ~ CHUCTEM  MEPCOHANBHBIX  JIAHHBIX»,
yrBepkaeHHbIM mnpukazoMm DPCTIK Poccun, ®Cbhb Poccun, Mununbopmcssizu
Poccun ot 13 deBpans 2008 r. Ne 55/86/20, B 3aBucumMocTH OT 00bBEeMa
0o0palaThIBa€MbIX UMU NEPCOHATIBHBIX JAHHBIX U YIpo3 O€30MaCHOCTH JKU3HEHHO
Ba)XKHBIM MHTEpECcaM JIMYHOCTH, 00ILEeCTBA U FOCY1apCTBa.

3.6. OOMeH mnepCOHAIBHBIMH JaHHBIMH TpU HUX 00paboTke B
MHQPOPMAITMOHHBIX CHCTEMaX OCYIIECTBIIICTCS TI0 KaHAIAM CBSI3H, 3aIlIATa KOTOPHIX
o0ecreunBaeTcsl MyTeM peaiu3alliid COOTBETCTBYIOIIMXOPTraHU3allMOHHBIX Mep, a
TaKXKe MPUMEHEHUS TEXHUYECKUX U (MJIM) POTPAMMHBIX CPEJICTB.

3.7. Pazamemenre nHOOPMAIIMOHHBIX CUCTEM, CIIeI[HaIbHOE 000PYyI0BaHUE U
OXpaHa IOMEIICHUH, B KOTOPBIX BeJIETCS padoTa C IMEepPCOHAIBHBIMHU JIAHHBIMU,
opraHu3aIs pekuma oOecredeHus: 0€30IMacHOCTH B ATHUX IMOMEIICHHUAX JTOJDKHBI
obecrieurBaTh COXPAaHHOCTh HOCUTEIIECH NIEPCOHATBHBIX JAHHBIX U CPEJICTB 3aIUTHI
nHpopManuu, a TakKe MCKIIYaTh BO3MOXKHOCTh  HEKOHTPOJIHPYEMOT'O
MIPOHUKHOBEHUS WJIH TTPEOBIBAaHUS B 3TUX ITOMEIICHHUSIX IIOCTOPOHHUX JIUII.

3.8. besomacHOCTh TEpCOHATBHBIX JAHHBIX TPH UX 00paboTke B
WH()OPMAITMOHHONW CUCTEME TIEPCOHATBHBIX JTAHHBIX OOCCICUYMBACT CIICIIHAIIUCT,
OTBETCTBEHHBIM 3a oOecrnieueHrue O€30MacCHOCTH HWHQPOPMAIIMOHHBIX CHUCTEM
MepCOHaNbHBIX TaHHbIX (aaMuHucTpaTop Oe3zonacHoctu UCII/InH).

IV. TPEBOBAHHUS 110 OBECIIEYEHUIO BE3OITACHOCTH

4.1. ITpu 00paboOTKe MEpPCOHATBHBIX JAHHBIX B UH(POPMAIMOHHOW cHUCTEME
JIOJIKHO OBITH 00ECIIEUYEHO:



41.1. npoBeaeHUWE MEpONPUATHNA, HANPABIECHHBIX HAa MPEIOTBPAILECHUE
HECAaHKIIMOHUPOBAHHOT'O JIOCTYIA K MEPCOHANIbHBIM JAaHHBIM M (WJIHM) Hepeauu ux
JUaM, HE UMEIOLIUM IIpaBa JI0CTyIa K Takol HH(popmanuu;

4.1.2. cBoeBpeMeHHOE OOHapykKeHHe (PaKTOB HECAaHKUMOHUPOBAHHOIO JOCTyMa K
MEPCOHATILHBIM JaHHBIM;

4.1.3. HEJOMYILEHHE BO3JIEUCTBUSA Ha TEXHUYECKHE CpencTBa
aBTOMAaTU3UPOBAaHHOM 00paOOTKM MEPCOHAIBHBIX JAaHHBIX, B PE3YJIbTaTE KOTOPOTO
MOJKET OBITh HAPYIIEHO X (DYHKIIMOHUPOBAHUE;

4.1.4. BO3MO>XXHOCTbB HE3aMCAJIUTCIIBHOI'O BOCCTAaHOBJICHUA MMEPCOHAJIBHBIX
JaHHBIX, MOI[I/I(I)I/IL[I/IpOBaHHBIX niin YHUUYTOKCHHBIX BCJIICOACTBHUC
HCCAHKIMOHWUPOBAHHOI'O JOCTYIIA K HUM;

4.1.5. TOCTOSHHBIA KOHTPOJb HajJ OOECIeYeHUEM YPOBHS 3alUIICHHOCTH
MEPCOHAIBHBIX JAHHBIX.

4.2. MeponpusTus o 00eCreyeH!0 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX
npu ux o0paboTke B MHPOPMALIMOHHBIX CHCTEMAaX BKIIIOYAIOT B CeOs:

4.2.1. omnpeneneHue yrpo3 0O€30MaCHOCTH TEPCOHANBHBIX JAHHBIX TPU HX
o0paboTke, popMUpOBaHKE HA UX OCHOBE MOJICNIU YTPO3;

4.2.2. pa3paboTKy Ha OCHOBE MOJEJIHU YIPO3 CHCTEMbl 3alllUThl MEPCOHATBHBIX
JaHHBIX, O0OECIeUYnBaIOIIe HEWUTpaNu3alMilo  MpPEeArNojaraeMblX  yrpo3 C
UCIIOJIb30BAaHUEM METOJIOB U  CIOCOOOB  3aIIUTHl TMEPCOHANBHBIX JIaHHBIX,
IPEyCMOTPEHHBIX JUIsl COOTBETCTBYIOIIETO Kilacca MHPOPMAITMOHHBIX CUCTEM;

4.2.3. MpoBepKY TOTOBHOCTU CPEJICTB 3aIMThl HH(OOPMAIIMK K MCIOIB30BAHHUIO C
COCTaBJICHHEM 3aKTFOYCHUN O BOBMOKHOCTH MX IKCILTyaTallHH;

4,24, ycTaHOBKY M BBOJ| B 3KCIUIyaTalldi0 CPEJACTB 3alMThl HHPOpMAIUU B
COOTBETCTBUM C AKCILUTYaTAlIHOHHOW M TEXHUYECKOW IOKYMEHTAIUECH;

4.2.5. oOydeHHWe JHI, HCIOJB3YIOIMMX CpPEACTBA 3allUThl HH(OpMaIWH,
MIPUMEHsIEMbIC B MH(POPMAITMOHHBIX CHCTeMaX, MpaBuiIaM pabOTHl C HUMH,

4.2.6. y4eT mpUMEHSIEMBIX CPEJICTB 3aIUTHI WH(OPMAIUHU, IKCIUTYyaTAITMOHHOW U
TEXHUYECKOW JOKYMEHTAITUU K HUM, HOCUTEJIECH TTePCOHANBHBIX JaHHBIX;

4.27. yder IuWI, MOMYIICHHBIX K paboTe C TMEepPCOHAIbLHBIMH JIAHHBIMH B
MH()OPMALIMOHHOUN CUCTEME;

4.2.8. KOHTPOIH TO COOJIOJECHUIO YCIOBUN WCIOIB30BAHUS CPEICTB 3alUTHI
uHpopMaly,  OPEAYCMOTPEHHBIX  AKCIUIyaTallAOHHOM W TEXHUYECKOU
JOKYMEHTALNH;



4.2.9. pa30upaTeabCTBO U COCTABIICHHE 3aKIIOYCHHM MO (akTaM HECOOTI0JeHUS
YCIIOBUW XPAaHEHHs] HOCUTEJEH MEPCOHANTBHBIX JAaHHBIX, UCIOJb30BAHUS CPEJCTB
3alUThl  UH(pOpMAlMK,  KOTOpble  MOTYT  MPUBECTHU K  HApYLIECHUIO
KOH(MJIEHIIUATbHOCTH TEPCOHANBHBIX JAHHBIX WM JIPYTUM HApYIICHUSM,
NPUBOJAILIMM K CHWXXEHHUIO YPOBHS 3alMIIEHHOCTH MEPCOHAIBbHBIX JaHHBIX,
pa3pabOTKy M NPHUHITHE MEp [0 MPEeAOTBPAIICHUI0 BO3MOXHBIX OIACHBIX
MOCJIEICTBUN TOTOOHBIX HAPYLICHUM;

4.2.10. onrcaHue CUCTEMBbI 3aIIUThI IEPCOHATBHBIX TAHHBIX.

4.3. OcyuiecTBieHMe MEpPONpHUATHl 1O o0ecrneyeHuo 0e30MacHOCTH
NEePCOHANBHBIX JAaHHBIX TMpPU HUX 00paboTKe B HHPOPMAIMOHHON CHUCTEME
YIIOJHOMOYEHHBIM JIMIIOM BO3Jaraercd Ha aJMUHUCTparopa 0e30MacHOCTU

VICTI/Tn BOYCOIII Ne6.

4.4, Choucok Jaun, HUMCromuX  JOCTYII K  IICPCOHAJIBHBIM  JTdHHBIM,
YIIOJITHOMOYCHHBIX Ha 06pa60T1<y 9TUX JAaHHBIX W HECYIIMUX OTBCTCTBCHHOCTL B
COOTBCTCTBHHU C 3aKOHOAATCIBCTBOM Poccuiickoit CDezlepauHH 34 HApyHICHHUC
PEKUMa 3allIUTHI ICPCOHAJIbHBIX JAHHBIX, YTBCPKIACTCA IIPUKA30M JHUPCKTOPA OO0.

4.5. Cpneumanuctel OO, KOTOpPBIM JOCTYNl K MEPCOHAJIBHBIM JaHHBIM,
oOpabaTbiBaeMbIM B MHPOPMAITMOHHON CHUCTEME, HEOOXOAUM JIJISI BHITIOJIHCHUS MU
CITYKeOHBIX O0SI3aHHOCTEH (J1ajiee — TOJIB30BATENM), JJIS TMOJMYYEHUs JOCTyIa K
UHOOPMAIIMOHHOW  CHCTEME HAMpaBJISIIOT MHUCBMEHHBIA 3ampoc Ha  UMS
OTBETCTBEHHOTO 3a 00ecreueHre 0e30MacHOCTH MePCOHATBHBIX JTAaHHBIX.

4.6. Ilpu oOHapy)XeHMM HapyHUIEHHMH TOpSAKa  IPEAOCTaBICHUS
TIePCOHAILHBIX JTaHHBIX YIIOJITHOMOYEHHOE JUTIO0 HE3aMe JIUTEITHHO
NPUOCTAHABIMBACT TIPEJOCTABICHUE IIEPCOHAIBHBIX JAaHHBIX TIOJIH30BATEIISIM
WH(OPMAITMOHHOW CHCTEMBI JI0 BBISIBIICHUS IPUYNH HAPYIICHUH U YCTPAHSHUS ATHX
MPUYKH.

4.7. Nnple TpeGoBanmsi mo oOecreyeHuto Oe3omacHOCTH WHPOpMAIMHA U
cpenctB 3anuThl uHGopMammu B OO BBIMOIHSIOTCS B COOTBETCTBHUH C
TpeboBaHusAMH (PeepaTbHBIX OPraHOB UCTIOTHUTEIHLHON BIIACTH.
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