NHOPOPMALUMOHHASA ITAMSATKA
JJISA PASMEHIEHUA HA O©PUITUAJIBHBIX
HUHTEPHET PECYPCAX

C KaXIbIM I'0JIOM MOJIOJIEXKU B MHTEPHETE CTAHOBUTLCS OOJIbILE, a HIKOJIb-
HUKH OJHM M3 CaMbIX aKTHUBHBIX I10Jb30Bareine Pynera. Mexay tem, MOMHUMO
OTPOMHOI0 KOJIMYECTBA BO3ZMOKHOCTEH, MHTEPHET HeceT U IpoOJeMbl. DTa mamsiT-
Ka JIOJKHA ITIOMOYb TeOe Oe3011aCHO HaXO/IUTHCS B CETH.

KoMIibioTepHbie BUPYCHI

KomnproTepHbiii BUPYC - 9TO Pa3sHOBHIHOCTH KOMIIBIOTEPHBIX IPOIPaMM,
OTJIMYHUTENILHOW OCOOEHHOCTBIO KOTOPOH SIBIISICTCS CIIOCOOHOCTH K PA3MHOKEHUIO.
B nononnenue k 3ToMy, BUPYChl MOT'YT MOBPEIUTh WK MOJHOCTHIO YHUYTOKUTE
Bce (paiiiibl M JaHHbIE, 10JAKOHTPOJIBHBIC MOJIB30BATENIO, OT HMEHH KOTOPOro Oblia
3amylleHa 3apaxeHHas IporpaMMa, a TakKe IMOBPEAUTh WIH JaXKe YHUYTOXKHUTb
OIIEpallMOHHYIO CUCTEMY CO BceMH (ailylamu B 1eioM. B OonplIMHCTBE Cliyyaes
PacrpoCTPaHsIKOTCS BUPYChI Yepe3 HHTEPHET.

MeTo/1bl 3alLUTBI OT BPEJOHOCHBIX [IPOIPaMM:

1. Mcronb3yii cOBpeMEHHbIE ONEPAlMOHHbBIE CUCTEMbI, UMEIOUIME CEepPhe3-
HBIH yPOBEHb 3allUThl OT BPEJIOHOCHBIX IPOrPaMM;

2. IlocTosiHHO ycTaHaBiuBail 1aytu (LUQPOBbBIC 3aIJIATKH, KOTOPbIC aBTO-
MaTUYECKH YyCTaHABJIMBAIOTCS C LEJIBI0 JOpabOTKU IPOrpaMMbl) U JApyrue 0OHOB-
JIeHUs CBOEH olnepalMoHHOM cucreMbl. CKaduBail MX TOJIBKO ¢ OGUUHUAIBHOIO
caiita paspaboruuka OC. Eciu cyuiecTByer pexuM aBTOMATHYECKOro OOHOBIIE-
HUS1, BKJIIOYH €ro;

3. Paborail Ha cBOE€M KOMIIBLIOTEpE IO/ IpaBaMH I10JIL30BATElIsl, a HE aJIMH-
HHUCTpaTopa. DTO HE MMO3BOJIUT 6OJII>IIII/IHCTB}/ BPCAOHOCHLIX IIpOI'paMM HHCTAJIN-
pOBaThCs Ha TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4. Mcnonb3ydl aHTUBUPYCHBIE [TPOIrPAMMHBIE MTPOJIYKThI M3BECTHBIX MPOU3-
BOJMTEJIEH, C aBTOMAaTU4YECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3UYECKUMA JTOCTYII K KOMIIBIOTEPY JUISI TOCTOPOHHMUX JIULL,

6. Mcrionp3yii BHEIIHME HOCHUTENIM MH(OpPMALIUU, TaKue KakK (JIeiKa, JUCK
WM (aiil U3 UHTEpPHETA, TOJIBKO U3 IIPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbiBail KOMIIbIOTEpHbIE (Daiiibl, MOJTYyUYEHHbIE U3 HEHA/ICHKHBIX HC-
TOYHUKOB. [laxe Te aiibl, KoTOpbIe MpHCIaN TBOW 3HAKOMBIN. Jlydiie yTouHu y
HEro, OTIIPaBJIsJ JIK OH TeOe ux.

Cerun WI-FI

Wi-Fi - 9T0 He BUJI 1epe/iadyu JaHHbBIX, HE TEXHOJIOUS, @ BCEro JIMIIL OpeH/I,
mapka. Eme B 1991 roay Humaepianjackas KOMIIAHUA 3aperucrpuposasia OpeH



"WECA", uro o6o3nayano ciosocoueranune "Wireless Fidelity", kotopsiit nepe-
BOJMTCS Kak "OecrpoBo/iHaAs TOYHOCTB".

Mo Hamero BpeMeHH J011a Jipyrasi ab0peBrarTypa, KoTopas sSBJISeTCs TaKOk
Ke TexHoyoruei. Dro abOpesuarypa "Wi-Fi". Takoe naszsanue ObUIO JaHO C
HaMEKOM Ha CTaHAapT BhICLIEH 3ByKOBOH TexHuku Hi-Fi, 4T0 B nepesojie o3naya-
eT "BbICOKAsi TOYHOCTE".

Jla, GecrnaTHbIi MHTEPHET-O0CTYI B Kade, OTeNsX ¥ asporoprax sBjseTcs
OTJIMYHONW BO3MOXKHOCTBIO BbIXOJa B MHTepHET. HO MHOrMe sKCrepThl CYHTAIOT,
4ro obwenoctynHele Wi-Fi cetn He sSBsiioTcst 6€3011acHbIMH.

Cosersl 110 6e30nacHOCTH PabOThI B 001IEA0CTYMHBIX ceTsix Wi-f1:

1. He nepenasaii cBoro MuHyI0 HHGOpMAIHIO Yepe3 oouieocTynibie Wi-Fi
ceru. Paboras B HMX, KeJIaTeJIbHO HE BBOAMUTD I1APOJIH JOCTYIIA, JIOTHHBI U KaKHe-
TO HOMEDA,

2. Vcrionb3yit 1 OOHOBIIAH aHTUBUPYCHbIE IIPOrpaMMbl U Opanamayep. Tem
caMbIM Tbl 00e30macHIlb ce0sl 0T 3aKaYKH BUPYyCa HAa TBOE YCTPOUCTBO;

3. [Ipu ucnons3osanuu Wi-Fi otkimroun yskmuio "O6uwmit goctyn k daii-
naM 4 npuHTepam". JlaHHas QyHKUMS 3aKpbliTa 110 YMOJIYAHHIO, OJIHAKO HEKOTO-
pble 0JIB30BATENIM aKTUBUPYIOT ee JUIs yJ100CTBa MCIOJB30BaHUus B pabore Wiu
yuebe;

4. He wucnoap3yit nyOauunbit WI-FI s nepeiadu JIMYHBIX JIaHHBIX,
Harpumep JUlsl BbIX0/1a B COLMATIBHBIC CETH UIIH B 2JICKTPOHHYIO [TOYTY;

5. Mcnoap3yi TosbKo 3amuiientoe coequnenue yepes HTTPS, a we HTTP,
T.e. py Habope BeO-apeca BBOAM UMEeHHO "https://";

6. B moOunsHoM Tenedone orkinoun ¢pyuxkuuio "Tlonkmouenue k Wi-Fi as-
tTomaruyeckn". He nomyckall aBTOMaTH4ECKOIoO MOIAKIIOYEHUS YCTPOMCTBA K Ce-
TsiM Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTu

ConuanpHple CeTH aKTHUBHO BXO/ST B HALLY )KU3Hb, MHOTHE JIIOJM paboTatoT
¥ JKMBYT TaM IIOCTOSHHO, a B Facebook yike 3aperucrpupoBan Muuidap/i 4e/10Bex,
4TO SIBJISIETCS OJHOM CEAbMOM BCEX KUTEJICH IIaHeThl. MHOTHE 110JIb30BATENId HE
MOHMMAIOT, YTO MH(pOpMalUs, pa3MelIeHHAass UMH B COLUAJIBHBIX CETSIX, MOXKET
OBITH HaﬁﬂCHa N HCIIOJIB30BaHa K€M YyIroJHO, B TOM 4YHCJIC HE o0s13areIbHO ¢ OJia-
I'MMH HaMEepPEeHHSIMH.

OcHOBHBIE COBETBI 110 OE30IIACHOCTH B COLHMANILHBIX CETSIX:

1. Orpanuup cnucok jpy3eil. Y 1edst B JIpy3bsiX HE JIOJDKHO OBITH Cllydai-
HBIX ¥ HE3HAKOMBIX JIIOJICH;

2. 3ammian cBOIO Y4acTHYIO XKU3Hb. He ykaspiBaii naposiu, resieoHbl, ajpe-
ca, JlaTy TBOEI'0 POXKAECHHUS U JAPYIYIO JIMUHYIO MH(POPMALHIO. 3JI0YMbIIUICHHUKH
MOTYT MCII0JIb30BaTh Jaxie HH(MOPMALMIO O TOM, KaK Thl U TBOH POJIMTENH IJIAHHU-
pyeTe NMpOBECTH KaHUKYJIbI;

3. 3amMmiai CBOIO perryTalHio - JICpXKHU e¢ B YHUCTOTE W 3ajaBail cebe BO-
poc: XoTes Obl Thbl, YTOOBI JPyrUe MOJIB30BATENNM BHJICIH, YTO ThI 3arpyKaeiis?
[Toxymaii, npexae 4eM 4To-T0 OIyOJIMKOBATh, HAIIUCATD U 3arPy3UTh;



4. Ecii Tbl rOBOpUUIb C JIKOJIBMU, KOTOPBIX HE 3HAEllb, HE MCIOJIb3YH CBOE
peasbHOe UMS U APYIYIO JIMYHYI0 MH(POpMALMKU: UMS, MECTO JKUTEJIBCTBA, MECTO
y4eObl U rpoyee;

5. M3berait pazmeuienust ¢pororpaduii B Uurepuere, riae tol u300pakeH Ha
MECTHOCTH, [10 KOTOPOH MOKHO OIIPE/IEIUTh TBOE MECTOIOJIOKCHHE;

6. Ilpu peructpanuu B COLMAIBLHON CeTH HEOOXOJAUMO UCII0JIB30BATH CJIOK-
HBIE NIapPOJIK, COCTOSIIME U3 OYKB M LIM(P U C KOJIMYECTBOM 3HAKOB He MeHee §;

7. JIns coumanbHOM ceTH, MOUTHI U JIPYIUX CAHTOB HEOOXOJIMMO HCIIOJB30-
BaTh pasHble Napoiu. Torga eciu teds B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH 10JTyYaT
JOCTYII TOJBKO K OJTHOMY MECTY, a He BO BCe Cpa3y.

ONeKTPOHHBIE IEHbI'U

DJeKTPOHHBIE JICHBIW - 9TO OY€Hb YJ00HBIM Cr10cO0 IIaTexe, 0JIHaKo Cy-
IIECTBYIOT MOLUCHHUKH, KOTOPBIE XOTST I10JYYUTh YT JICHbIU.

DJIeKTPOHHBIE ACHbI'M 11OSIBUJIMCH COBCEM HEJIABHO M MMEHHO M3-3a 3TOr'0 BO
MHOT'MX I'OCY/IapCTBax JI0 CUX IO HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHM (QyHKIIMOHUPYIOT U O HUX YK€ IIPOIUCAHO B 3aKOHE, /e
UX pasfesIsIoT Ha HECKOJIBKO BHJIOB - aHOHHMMHBIE W HEe aHOHMMHbIE. Pasnuua B
TOM, YTO AaHOHMMHBIE - 9TO T€, B KOTOPBIX pa3peliaeTcst MpOBOJUTh onepanuu 6e3
WIeHTHU(QHUKALIMK NT0JIB30BATEIIS], @ B HEAHOHUMHBIX HJICHTU(UKALUS [10J1b30BATEIISI
SIBJISICTCST 005132 TEIIbHOM.

Takke ciellyeT pasziMyaTh IEKTPOHHbIE hUaTHbIE JIeHbIM (PaBHbI Iocy1ap-
CTBEHHBIM BaJIOTaM) U JJIEKTPOHHbIE HedUaTHble ACHBIU (HE paBHbI rocyaap-
CTBEHHBIM BaJIOTaMm).

OcHoBHbIE COBETHI 110 Oe301acHoi padoTe ¢ MIEKTPOHHBIMU JICHbI'AMMU:

1. IIpuBsiku K cyeTy MOOWIBHBINA TesedoH. DTO camblil y10O0HbIH U ObICT-
pbIf Ccr10c00 BOCCTAHOBHUTH JIOCTYN K cuety. [IpuBsizanubiii TeseoH oMoxer, ec-
nu 3a0yjiellb CBOM IUIATEKHBIM 11apoJib MIIM 3aifjielllb Ha CailT ¢ HE3HAKOMOI'O
YCTPOWCTBA;

2. Ucnonb3y#t oxHopasosbie napoid. Ilocie nepexojia Ha yCuiIeHHyl0 aBTo-
puzanuio Tede yxe He OyJleT yrpokarh OllaCHOCTh KPayKy WJIM [lepexBaTa IIaTex-
HOT'O IapoJis;

3. BpiGepu cnoxubii naposib. Ilpecrynnukam OyaeT HE npocTo yrajaarb
CJIOKHBIN mapoJtib. Hanexxubie maposiu - 3T0 1naposu, KOTOpbIe COAepKaT He MeHee
8 3HAKOB M BKJIIOYAIOT B ce0S CTPOYHbBIC U MPOIUCHBIE OYKBbI, IIU(MPLI U HECKOJIb-
KO CHMBOJIOB, TakMe KaK 3HaK Jojuiapa, (yHTa, BOCKIMUATEIbHBIM 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIC JIaHHBIC HA CaiiTaX, KOTOPHIM HE JJOBEpsielUb.

DNeKTpoHHAas oyTa

DJIeKTPOHHAs 1104Ta - 3TO TEXHOJIOI'MS U IIPE/loCTaBlIsieMble €10 YCIYTH I10
[epeCchbUIKE U MOJTYUYEHHUIO IEKTPOHHBIX COOOUIEHUM, KOTOPbIE paclpe/elIsiioTCs B
KOMIIBIOTEPHOH ceTH. OOBIYHO 3JICKTPOHHBINA ITOYTOBBIA SIIMK BBIIVISJIUT CIIELy-
FOIIMM 00pa3oM: UMs_IoJib30BaTessi@ums_JomMeHa. Takke Kpome repejiadu 1npo-
CTOr0 TEKCTa, UMEETCSl BOBMOXHOCTh IepeiaBarh (haiibl.

OcHOBHBIE COBETBI 110 O€3011aCHON padoTe ¢ NICKTPOHHON [10YTOMH:



1. Haxo BbIOparh IpaBuIIbHBIA IOYTOBBIM cepBuc. B uHTEpHETE €CTh
OrPOMHBIHA BBIOOP OeCIIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIyUllle JOBEPIThL TEM,
KOTI'0 3HAeIlb U KTO EpPBbI B pEUTUHTIE;

2. He yka3spIBaii B JIMUHOM nouTe TMUHYIO HHGOpManuio. Hanpumep, nyuiie
BbIOpaTh "My3bIKadbHbIH_(anar@" win "pok2013" Bmecto "remal3";

3. HMcnonp3yil AByXdTallHyl0 aBTOPU3ALHMIO. JTO KOIJIA [OMHMO [apois
HYKHO BBOJHUTB KOJ, IPUCbUIaeMbIH 110 SMS;

4. BpiOepu c10KHbIH napoiib. lJist Ka10ro MoYTOBOIO SIIKMKA J{0JUKEH ObITh
CBOM HAJIeXKHBIH, yCTONYUBbIN K B3JIOMY 11apOJib;

5. Eciii ecTh BO3MOXKHOCTH HAIMCATh CaMOMY CBOH JIMYHBIA BOIPOC, HC-
M0JIb3YH 3Ty BO3MOKHOCT;

6. Micrionib3yil HECKOJILKO MOYTOBBIX SIIIMKOB. [lepBbiil Juisi 4acTHOH nepe-
MUCKH ¢ aJipecaTaMu, KOTOPLIM Thl JI0BEpsiCIlb. DTO JIEKTPOHHbIA aJ[pec He HaJI0
UCII0JIb30BaTh P perucTpaluy Ha Gpopymax u cairax;

7. He orkpeiBaii (aiibl U JApyrue BIIOXKEHHUS B MUCbMAX, JaXKe €CJIU OHU
IPHUIIA OT TBOMX JApy3eil. Jlydiie yro4yHu y HUX, OTHPAB/ISIM JIM OHM TeOe JTH
baibr;

8. Ilocne okoHuaHusi padOTHI Ha IOYTOBOM CEPBHUCE II€pe/l 3aKPBITHEM
BKJIQJIKH C CaliTOM He 3a0y/1b HaxaTh Ha "BeridTu".

KubepOy TuHT Ui BUPTYaJIbHOE U3JIeBATEILCTBO

KubepOynnunr - npeciieioBanie COOOIIEHUSIMH, COJIEPIKAILIMMH OCKOpO.Ie-
HUSl, arpecCHIo, 3allyrMBaHUe; XYJIUraHCTBO; COIMalbHOe OOWKOTHPOBAHHUE C T10-
MOIIBbIO Pa3JIMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHbIE coBeTsI 110 6oprde ¢ KHOepOyIITUHIOM

1. He Opocaiics B 60ii. JIyumnii crioco0: nmocoseroBarbest Kak cebsi BECTH U,
€CJIM HET TOro, K KOMy MOXHO O0OpaTUTBLCS, TO BHa4ajle yCIOKOUThCS. Eciu ThI
Ha4yHellb OTBEYaTh OCKOPOJEHUSIMHU Ha OCKOPOJICHUS, TO TOJBKO elle OoJblie
pa3oxIKellb KOH(MIUKT;

2. Ynpapisii cBoei kubepperyTaluei;

3. AHOHUMHOCTL B ceTtd MHUMas. CylIeCTBYIOT CIOCOOBI BBISCHUTb, KTO
CTOMT 332 aHOHUMHBIM aKKayHTOM;

4. He crouTt Bectn Xynuranckuii obOpas BupryanbHol xu3uu. Murepuer
(hHUKCHpyeT Bce TBOM JCHCTBHS M COXpaHseT UX. YJaIUThb MX OyJeT Kpaiite 3a-
TPY/AHUTEIILHO;

5. Coburo1aii CBOIO BUPTYAJIBHYIO YECTh CMOJIOY;

6. Urnopupyit equHudHblid HeraTuB. OHOPA30BbIE OCKOPOUTEILHBIE CO00-
IIEHMs JIy4lle UrHOpupoBaTh. OOBIYHO arpeccus Mpekpauiaercsi Ha HadajlbHOM
CTa/l1H;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLICHUSIMU, B
COLMAIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKUPOBKU OTIIPABKH COOOILIEHHUI C orpe-
JeJICHHBIX a/lpecoB;

8. Ecin 11 cBuzereb knubepOyiimura. TBoM J€HCTBUS: BBICTYIIUTD IIPOTUB
npeciieloBaTelis, 1oka3aTb €My, 4TO ero JeHCTBUs OLCHUBAKOTCS HEraTUBHO, I10/1-
JlepKaTh KEPTBY, KOTOPOH Hy)KHA ICHUXOJOTMYECKas MOMOUb, COOOUIUTH B3POC-
JIBIM O (haKTe arpecCUBHOIO MOBEJICHUS B CETH.



MoOunbubIH Tenehon

CoBpemenHbie cMapTOHBI U IUIAHILIETBI COEPIKAT B cebe BIIOJIHE B3POCIIbL
(QYHKUHOHAJ, W TeNeph OHH MOIYT KOHKYPUPOBATh CO CTALMOHAPHBIMU KOMIIBIO-
TepaMu. OHAKO, CPEe/ICTB 3alUThI [UIs [OJ00HBIX YCTPOHCTB 110KA OYCHb MAJIO.
TectupoBanue v nouck ys3BEMOCTEN B HUX IIPOUCXOAUT HE TaK MHTEHCHBHO, KaK
as K, To ke camoe kacaercst 1 MOOMIIBHBIX TIPUIIOKEHUIA.

Cospemennbie MOOUIIbHBIC Opay3epbl YKe MPAKTUYECKH JOTHAIN HACTOIb-
HbBI€ aHAJIOTH, OJHAKO pacuiMpeHue (yHKIMOHAIa BiiedeT 3a co0OM OOJBIIYIO
CJIOXKHOCTh ¥ MEHBIIYIO 3alUIIEHHOCTb.

Jlasieko He BCe NPOM3BOJAMTENM BBIILYCKAIOT OOHOBJICHMS, 3aKpbIBAIOLINE
KPUTHUYECKUE YSI3BUMOCTH JUUISI CBOMX YCTPOMCTB.

OcHoBHbIE COBETHI JUIsi HE3011aCHOCTH MOOUILHOTO TesiedoHa:

Huyero ne sipnsiercs no-nacrosimemy GecruiatibiM. Byib ocTopoxkeH, Bejib
Koraa rebe npeanaraloT OecryIaTHeI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHe-
TO ILIATHBIE YCIIYTH;

Hymaii, npexnae 4em ornpaButb SMS, dhoto wiu Buaeo. Thl TOUHO 3HAEIb,
rae oHu OyayT B KOHEYHOM HTOore?

Heo0x011uM0 0OHOBIISTE ONEPALMOHHYIO CHCTEMY TBOEI0 ¢cMapTdhoHa;

Hcnosib3y it aHTUBHPYCHBIE IPOIPAMMBI VISt MOOUIIBHbIX TeJIe()OHOB;

He 3arpyxaii MpUIIOKEHUsI OT HEM3BECTHOI'O MCTOYHMKA, BEJb OHM MOIYT
coJiepykaTh BPEIOHOCHOE IIPOrpaMMHOE o0ecIiedeHue;

[Tocnie Toro kaxk Tbl BBIHACLIB C caiTa, rJi¢ BBOIMII JIMYHYIO MH(OPMALIHMIO,
3aiiau B HacTpoiku Opay3epa u yaainu cookies;

Ileprioguyecku nposepsid, KaKkue IMJIaTHBIC YCIyTH aKTHBUPOBAHbLI HA TBOEM
HOMeEpeE;

JaBaii cBOM HOMEp MOOMJIBLHOrO Teje(OHa TOJIBKO JIHOJSAM, KOTOPBIX Tbl
3Haellb U KOMY JIOBEpsCILb;

Bluetooth nosmken ObITh BBIKIIOUEH, KOIJA Thl UM He MoJib3yelnbes. He 3a-
ObIBall MHOTI/1a POBEPSTH ITO.

Online urpsr

CoBpemMeHHbIE OHJIAMH-UIPBI - 9TO KPACOYHBIE, 3aXBaThIBAIOLIKE pa3Blicye-
HHsl, OOBEIHHSIONINEe COTHH TBICAY YEJIOBEK 110 BeeMy mMupy. Mrpoku uccieyror
JaHHBIA UM MUP, OOIAOTCS JPYT C JPYTOM, BBIIOJHSIOT 3aaHUsl, CPAKAIOTCS C

OIJIAYMBAXOT a0OHEMEHT UJIM IPUOOPETAIOT KAKKE-TO OITIIHH.

Bce atu cpeacTsa uayT Ha MOJAepKAHUE U PA3BUTHE UIPBI, & TAKIKE HA camy
6e301acHOCTh: COBEPUICHCTBYIOTCS CUCTEMbl aBTOPU3ALUH, BBIITYCKAIOTCS HOBBIE
nat4y (LMGpPOBBIC 3aIIATKH JUIS IPOIPAMM), 3aKPbIBAIOTCS YS3BUMOCTH CEPBEPOB.

B monoOHeIX urpax cTouT omnacarbCs HeE CTOJBLKO CBOMX COINEPHHUKOB,
CKOJIBKO Kpa)XM TBOEro I1apoJisg, Ha KOTOPOM OCHOBAaHa CHCTEMa aBTOPH3AlMH
OOJIBLIMHCTBA UIP.

OcHOBHBIE COBETHI 110 6€30IIaCHOCTH TBOET'O UIPOBOI'0 aAKKAYHTA:

1. Eciiu apyroii urpok Bejer cebs mIoxo win cosfaer tebe HEeNpUsTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UIPOKOB;



2. Iloxajyics aIMUHUCTPATOPaM UIPbl HA IUIOXO€ MOBEIEHHE YTOr0 UIPO-
Ka, JKeJlaTeJIbHO MPUIIOKUTh KaKhe-TO 10Ka3aTe/IbCTBa B BUIC CKPUHOB;

3. He ykaseiBail 1nunyio nadopmanuio B npodaitsie urpsi;

4. YBaxall Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranapinuBail HeopUIIMaIbHbIE TATYH U MOJIbI;

6. Micrioip3yii CII0KHBIE U pa3HbIE NAPOJIK;

7. Jlaxe BO BpeMs UIpbl HE CTOUT OTKIJIFOYATh aHTUBHMpYC. [loka Tbl urpa-
€lllb, TBOM KOMIIBIOTEP MOTI'YT 3apa3UTh.

DUIIMHT WM KpaXka JIMYHBIX JI@aHHbIX

OObI4HOM KpaXeH JICHEr M JIOKyMEHTOB CeroJiHs Y)KE HUKOIO HE YAMBHILD,
HO ¢ pa3BUTHEM HWHTEPHET-TEXHOJIOIMH 3JI0YMBIIUICHHUKU [IEPEMECTHIINCh B HH-
TEPHET, ¥ IIPOJOJDKAOT 3aHUMATHCS "TIOOMMBIM" J1€J10M.

Tak nosBuiack HOBas yrposa: MHTCPHET-MOLICHHHYECTBA MM (DHILKHT,
rj1aBHast LEeJb KOTOPOr0 COCTOUT B MOJIYYEHUM KOH(DHICHIIMAIBHbBIX JaHHBIX [10JIb-
30Barejied - JIOrMHOB W napoJieid. Ha anriuiickom s3pike phishing yuraercsi kak
GummHr (ot fishing - peiGHast joBist, password - mapoJin).

OcHoBHBIE COBETHI 110 OOPBOE ¢ PUIIUHIOM:

1. Cienu 3a cBoMM akkayHTOM. Eciii ThI 10j103peBaciib, 4TO TBOs aHKETa
Obla B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATH €€ U COOOLIMTH AJAMUHUCTPATO-
pam pecypca 00 3TOM Kak MOXHO CKOpee;

2. Acnonp3yii 6e3onacHbie BeO-CalThl, B TOM YUCJIC, HHTEPHET-Mara3uHoOB |
IIOUCKOBBIX CUCTEM;

3. HMcnone3yii croxuble W pa3Hble naponu. Takum oOpaszom, eciu Tebs
B3JIOMAIOT, TO 3JJOYMBIUUIEHHUKH IOJYYaT JOCTYII TOJIBKO K OJHOMY TBOEMY IIpO-
Guito B ceTy, a He KO BCeM;

4. Ecau Tebs B310Malii, TO HEOOXOMMO HPEIYIPE/IUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE N00aBiIeHbl Y TeOsI B JPYy3bsiX, O TOM, UYTO TeOs B3JIOMAJU U, BO3-
MOKHO, OT TBOEr0 UMEHH OyJIeT pacchulaThCs CllaM M CCBUIKH Ha (DUINHHIOBBIC
CamThI;

5. YcranoBu HajexHbid naposb (PIN) Ha MoOwiIbHBIHA TesiedoH;

6. OTKII0UM COXpaHeHue napoJisi B Opaysepe;

7. He orkpeiBail ¢daiibl U Jpyrue BIIOKCHHUs B MHUCbMax, JAaxKe €CJIU OHH
NPULLUTA OT TBOMX Apy3el. Jlyduie yTo4HH y HUX, OTIPABISLIN JIA OHU TeOe ITH
(haibl.

[{udpoBas pemyranus

[ludposas peryrainusi - 93T0 HEraTUBHAS WM MO3UTHBHAS HH(DOpMAIUS B
cetu o tebe. Komnpomerupyromas uHdopmaliusi, paMelleHnas B HHTepHeTe, MO-
XKET Cepbe3HbIM 00pa3soM OTpPasUThCs Ha TBOCH peasibHOM »xu3uu. "Lludposas pe-
mytauusa'" - 3TO TBOH MMUJK, KOTOphIH (hopmupyercs u3 uHdopmauuu o tede B
MHTEpHETE.

TBoe MecTo )xUTesIbCTBA, yueObl, TBOE (UHAHCOBOE I10JI0KEHUE, 0COOEHHO-
CTH XapakTepa U paccKasbl 0 OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue nogpoCcTK JerKOMbICICHHO OTHOCSTCS K I1yOJIMKAUMU JIMYHOW MH-
¢opmauuu B MHrepHere, He NOHMMAas BO3MOXKHBIX IOCICACTBHU. Thl gaxe He



CMOXKEIIb JI0raziaThest 0 TOM, 4To (ororpadus, pasMeleHHas 5 et Ha3ajl, craia
MPUYMHOMN OTKa3a IPUHSTH TeOst Ha paboTy.

Kommenrapuu, pasmeuiense TBOUX GoTorpaduit U Apyrue AeHCTBUS MOIYT
He UCYE3HYTh JaKe I10CJI€ TOr0, KaK Thl UX yJalullb. Thl HE 3HACHIb, KTO COXpa-
HUJI 9TY MHPOPMALUIO, 11011aJ1a JI1 OHA B IIOUCKOBBIC CUCTEMBI U COXPAHMIIACH JIU
OHa, a TJIaBHOE: YTO IOAYyMaloT 0 Tede OKpY)KalollKe JIIOJIM, KOTOPbIe HAWIyT W
yBUIAT 3710. Halitn nHdOpMaImMio MHOTO JIeT CIyCTs CMOXKeT 11000 - Kak U3 J100-
pBIX MOOYXKACHUH, TAK U C HAMEPEHHUEM IPHYHHHUTL BPed. DTO MOXKET ObITh KTO
YT'OJTHO.

OcHOBHBIE COBETHI 110 3aIuTe UYPOBOI peryTalmu:

1. Tlogymaii, npex/ie yeM 4to-To MmyOJIMKOBATh U repeaaBaTh y cebs B 6i10re
WK B COLIMAJIBHOM CETH;

2. B nactpoiikax npoduisi yCTaHOBH OIpaHHYEHHSI HA MPOCMOTP TBOETO
NpOoGUIIS U €ro COAEPKUMOT0, ceail ero ToJIbKo "uist apy3ei”;

3. He pasmemiaii u He yka3biBail HHPOPMAIMIO, KOTOPas MOXET KOro-iu6o
OCKOpOJISITH MM OOMIKATD.

ABTOpCKOE I1paBo

CoBpeMeHHbIE IIKOJBHUKMA - AKTUBHbBIC I10Jb30BATE/M LU(PPOBOrO PO~
crpancTBa. OHAKO JaJIeKO HE BCE 3HAIOT, YTO I10Jb30BAHUE MHOTUMH BO3MOKHO-
CTAMHM LUPPOBOro Mupa TpedyeT cOONIOACHHs! [IPAB HA MHTE/UIEKTYaIbHYIO CO0-
CTBEHHOCTb.

TepmuH "uHTE/UIEKTYalIbHASI COOCTBEHHOCTB' OTHOCHTCS K PA3IMYHBIM TBO-
PEHHUAM YEeJIOBEYECKOI0 yMa, HAa4MHasi ¢ HOBBIX M300peTeHUd U 3HAKOB, 0003HA-
4aroUMX COOCTBEHHOCTbh Ha NPOIYKTBI M YCIyI'M, M 3aKaH4dMBas KHUIaMu, (HoTo-
rpaduAMH, KHHO(MUIBMAMK U MY3bIKAJIbHBIMH [IPOU3BEACHHUSMU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha MHTEJUICKTYalbHYI) COOCTBEHHOCTH Ha
IIPOU3BEACHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE I1paBa BHICTYIAIOT B
Ka4yecTBe rapaHTHH TOT'0, YTO MHTEUICKTYaJIbHbIH/TBOPUECKHI TPy aBTopa He Oy-
JET HaIllpacHBIM, JacT eMy CIIpaBe/IMBble BO3MOXXHOCTHU 3apaboTarh Ha pe3ylibra-
Tax CBOEro TPy/a, MOJYyYUTh U3BECTHOCTh U NpusHanue. Hukro 0e3 pasperneHus
aBTOPa HE MOXKET BOCIIPOU3BOJMUTH €ro MPOU3BEICHUE, PACIIPOCTPAHSITD, Ty0InY-
HO ACMOHCTpHPOBAaTh, IIpoJgaBarb, HMIIOPTUPOBATDL, IIyCKATb B IIpOKar, I'I}/GJII/I‘-IH()
UCIIOJIHATD, [T0KA3bIBaTh/UCIIONHATE B ddupe win pazmeinars B MHTepHere.

Hcnonp3oBanue "muparckoro” mporpaMmMHOro oOecriedyeHus MOKET [PUBE-
CTH K MHOI'MM PHCKaM: OT IIOTEPH JIaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKH
TBOEI'0 YCTPOMCTBA, I/l yCTAaHOBJIEHA HelerajibHas nporpamma. He crour takke
3a0pIBaTh, 4YTO CYLIECTBYIOT JIerajlbHble M OecIUIaTHbIC IPOIPAMMbl, KOTOpbIE
MOYKHO HAaWTH B CETH.

O noprane

CereBUUOK.p(] - TBO¥ IVIaBHBIM COBETYUK B CETH. 31€Ch Thl MOXKEIb y3HATD
0 0€30MacHOCTH B CETU IMOHATHBIM M JOCTYIIHBIM S3bIKOM, & IPH BO3HHMKHOBEHHH
KPUTHYECKOM CHUTyallud OOpaTHTBCS 3a COBETOM. A TaK)Ke IIPUHATH y4acTHE B
KOHKYpCaX M CTaTh CaMbIM HU(POBBIM I'PaskIaHUHOM !



