NMHOOPMALIMOHHAA NAMATKA
AnA obYYAKOLWUXCA AnA PASMELWLEHUA
HA O®UUUNATIbHbIX UHTEPHET-PECYPCAX

C KaxgblM rogoM MOJSIOAEeXH B MHTEpPpHETE CTaHOBUTLCA fonblue, a LWKOMbHUKN OAHN N3 CaMbIX
aKTMBHbIX Monb3oBaTenen PyHeTa. Me>|<,u,y TéM, MOMMUMO OrPOMHOI0O Kosrm4ecTBa BO3MOXHOCTEWN,
MHTEPHET HECET U I'IpO6J'IeMbI. OTa namsiTka gormkHa noMoYb Tebe Be3onacHO HaxoaUTbCS B CETM.

KOMI'IbIOTeprIe BMPYCbI

KOMHbIOTeprIVI BMPYC - 3TO Pa3HOBUOHOCTb KOMIMbKTEPHbLIX NporpamMmm, OTNUYUTENBHON
OCODEHHOCTbLIO KOTOpOI7I SBNAETCH CNOCOBHOCTb K Pa3MHOXXEHUIO. B pononHeHue K 3TOMY, BUPYCbI
MOTyT noBpeanTb UMK NOJTHOCTbKO YHUYTOXNTb BCE (*)3I7|J'Ibl M AaHHblE, NOOKOHTPOJIbHbIE
nonb3oBarternto, OT UMeHU KOTOPOro Obina 3anyuleHa 3apaXXeHHad rnporpamMmma, a Takxe
noBpeanTb N aaxe yHU4YTOXUTb onepaunoHHYO CUCTEMY CO BCEMU (baﬁnamm B uenom. B
OonbLWKNHCTBE crny4daeB pacrpoCcTpaHAKTCA BUPYCbl HEPE3 UHTEPHET.

MeToabl 3aWmThl OT BPEOOHOCHbIX NMporpamMmm:

1. Micnonb3yi coBpeMeHHbIe onepaunOHHbIE CUCTEMbI, UMEIOLLIME CEPLE3HbIN YPOBEHb 3aLUUTbI OT
BPEOOHOCHbIX NpOorpamm;

2. MNocTosiHHO ycTaHaBnNuBam nayTu (LMdpoBbIe 3annaTku, KOTopble aBTOMaTUYECKM
yCTaHaBNMBAKOTCA C Lienbio opaboTkm nporpamMmbl) U gpyrne oOHOBIEHUS CBOEWN onepaLOHHON
cucteMbl. CkaumBam MX TOSMbKO ¢ odomumansHoro camta paspabotynka OC. Ecnu cywecTtByeT
pPEeXnM aBTOMaTMUYECKOro OOHOBMNEHMS, BKIOYM €ro;

3. PaboTtan Ha cBoem KOMMblOTEPE NOA NpaBamMu NOSb30BATENS, a He agMUHUCTPaTopa. ATO He
No3BOSIUT BONbLUMHCTBY BPEAOHOCHbLIX MPOrpaMm MHCTaNIMpoBaTbCA Ha TBOEM NEPCOHANTbHOM
KOMMbOTEPE;

4. Vicnonb3yn aHTMBUPYCHblE NPOrpaMMHbIe NPOAYKTbl U3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTU4eCckum obHoBneHnem 6as;

5. OrpaHuyb hmsndecknin 4OCTYN K KOMNbIOTEPY AS1S1 NOCTOPOHHUX NN,

6. icnonb3yn BHELLWHWE HOCUTENU MHpOopMaLMK, Takue Kak cdneLluka, ANCK nnm pann mns
WHTEpPHeTa, TOMNbKO N3 NPOBEPEHHbLIX UCTOYHUKOB;

7. He oTKkpbiBan KOMMbIOTEPHbIE ddansbl, MOMYYEHHbIE U3 HEHALEXHbIX NCTOYHUKOB. [laxe Te
danrnbl, KOTOpbIE NpUcran TBON 3HAKOMbIN. Jlyylle yTOYHM y HEero, OTnpaBnsn nvm oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA Nepegayn gaHHbIX, HE TEXHONOMS, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHgckasa komnaHus sapermctpmpoBana 6peHg "WECA", yto o603Ha4ano
cnoBocoyeTaHme "Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpeMeHn gowrna gpyras abbpesunaTtypa, KoTopasi SIBMSIETCSA TAKOW Xe TEXHOIOMMEN.
9710 abbpesunartypa "Wi-Fi". Takoe Ha3BaHue ObINoO 4aHO C HAMEKOM Ha CTaHAapT BbICLUEN
3ByKoBOW TexHukM Hi-Fi, 4To B nepeBoe 03HavaeT "BbiCOKas TOYHOCTL".

[a, 6ecnnaTtHbIN MHTEPHET-AOCTYN B kKade, OTENAX U adponopTax sABASETCA OTNINYHOM
BO3MOXXHOCTbHIO BbIXOAa B MHTEPHET. HO MHOrMe akcnepThbl cyMTaroT, YTo obwenoctynHble Wi-Fi
ceTu He aBnsATCA 6e30nacHbIMUA.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepegaBaii cBOO NNYHY0 nHdopMaumto Yyepes obwenoctynHole Wi-Fi cetn. PaboTas B HuX,
XenatenbHO He BBOAUTb Naponivm A4OCTyna, NOrnHbl U Kakne-To HoMepa;



2. Vicnonb3yn n o6HOBNAN aHTMBUPYCHbIE NporpamMMbl U 6paHamayep. Tem caMmbiM Thbl
obesonacuib cebs OT 3aKayku BUpyca Ha TBOEe YCTPOWUCTBO;

3. Mpwu ncnonbsosanum Wi-Fi oTkntoum coyHkumio "O6wmii goctyn K cbarnam n npuHtepam”.
[aHHasa yHKLMS 3aKpbiTa N0 YMOMNYaHUIO, O4HAKO HEKOTOPbLIE MOMNb30BaTENN akTUBUPYIOT ee A4
yaobcTBa ucnonb3oBaHus B paboTe nnu yyebe;

4. He ncnonesyn nyonuynein WI-FI ana nepegayn nuyHbIX AaHHbIX, HAanpymep Ansa Bobixoga B
couunarnbHble CETU NI B 3NIEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmiieHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoan UMeHHo "https://";

6. B MmobunbHoM TenedoHe oTknoun dyHkumo "lMogkntoyeHune Kk Wi-Fi astomaTtnyeckn". He
Aonyckan aBToMaTMyeckoro nogknyeHus ycrponctaa k cetam Wi-Fi 6e3 TBoero cornacu4.

CoumanbHble ceTu

CoumarnbHble CeTU aKTMBHO BXOAAT B HaLUy XM3Hb, MHOTME Noau paboTatoT M XKUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MunnvMapa YenoBek, YTo SIBMSeTCS OAHON
ceilbMOW Bcex xuTternen nnaHeTtsbl. MHorne nonb3oBaTeny He NOHMMALOT, YTO UHopMaLmS,
pasMelLleHHast UMK B coLmMarnbHbIX CETAX, MOXET ObiTb HaleHa 1 UCMoNb3oBaHa KeM YroaHo, B
TOM 4Yuncrne He 06a3aTenbHO ¢ 6naruMmm HamepeHUsMI.

OcHoBHble coBeTbl N0 6&30NacHOCTM B coLMarbHbIX CETAX:

1. OrpaHunyb cnUcok apy3en. Y Tebd B Apy3bsx HEe AOMKHO ObITb CRyYarHbIX N HE3HAKOMbIX
nogewu;

2. 3awumuian cBO YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXAEHNA N OPYTYHO NNYHYIO MHOPMaLMIO. 3MOYMbILLIIEHHUKA MOTYT UCNOMb30BaTb JaXe
MHGOPMAaLMIO O TOM, Kak Tbl M TBOM pOaUTENN MaHUPyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceo penyTaumio - 4EPXK ee B YNCTOTE U 3agaBan cebe Bonpoc: xoTen bbl Thl,
4yTOObI Apyrne nonb3oBaTenu BUAENW, YTO Thbl 3arpyxaelb? Nogyman, npexae Yem 4To-To
onybnunkoBaTb, HanMcaTb U 3arpy3nTb;

4. Ecnu Tbl roBOPULLIb C NOAbMMW, KOTOPbIX HE 3HAELLb, HE UCNOSb3Y CBOE pearibHoe UMS U
APYIYH0 NIMYHYI0 MHGOPMAaLMK: UMS1, MECTO KUTENMbCTBA, MECTO Y4Yebbl 1 Npoyee;

5. N3beran pasmelleHuns dotorpacduin B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTH, MO
KOTOPOW MOXHO onpeaennTb TBOE MeCTOMNOSIOXEHUE;

6. Npun perncTpaumm B coumanbHOM ceTU HeOBX04MMO UCMONb30BaTh COXHbIE Napony,
cocTosLme n3 BykB 1 UUdp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ansa counanbHOM CeTn, NOYThbl U APYIrMX CanToB HEOOXO4MMO UCMNONb30BaTh PasHble Naposiu.
Torga ecnu Tebs B3nomMatroT, TO 3M1I0YMbILUNIEHHMKM MOMyYaT OCTYN TOMbKO K OAHOMY MECTY, a He
BO BCe cpaay.

OnEKTPOHHbIE AEHbIN

OnNEKTPOHHbIE AEHbIN - 3TO 04YeHb YA0OHbLIM CNocob NnaTexen, 0AHAKO CYLLLECTBYHOT MOLLUEHHUKMY,
KOTOPbIE XOTAT MNOMY4YUTb 3TU AEHbIW.

aﬂeKTpOHHble OEHbIn NoABUJINCb COBCEM HEQABHO N MMEHHO MN3-3a 3TON0 BO MHOINX
rocygapcrtBax oo CUX nop He nponmcaHo npo HMX B 3aKOHax.

B Poccum e oHU oyHKUMOHUPYIOT N O HUX Y>Ke NPOMNMcaHo B 3aKOHe, rae ux pasgendioT Ha
HECKOSbKO BUAOB - aHOHVMHbIE U HE aHOHMMHbIe. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B



KOTOpPbIX pa3peaeTcd NpoBOoAUTb onepaunn be3 I/I,D,eHTVI(bVIKaLI,VIM nornb3oBaTesid, a B
HEAHOHUNMHbIX I/I,El,eHTVId)I/IKaLI,VIFI nonb3oBaTtens ABnseTcs 06s3aTenbHOMN.

Takxke criegyeT pasrinydaTtb 3JTIEKTPOHHbIE CbVIaTHbIe OEeHbIn (paBHbI rocygapcCrtBeHHbIM BaJ'II-OTaM)
N 3JTIEKTPOHHbIE Hed)I/IaTHbIe OEeHbIn (He paBHbI rocygapCTBEHHbIM BaJ'II-OTaM).

OcHoBHble coBeTbl N0 6e3onacHoi paboTe ¢ ANEeKTPOHHBIMU AeHbramu:

1. MpuBsXM K cHETY MOBUITbHBIN TenedOoH. ATO caMbl YOOOHbIN N BLICTPBIM CNOCO6
BOCCTaAHOBWUTb AOCTYN K cHeTy. [1pMBA3aHHbIN TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nnaTeXxHbl Naposib UK 3angellb Ha CanuT C HE3HAKOMOro YCTPOUCTBA;

2. Ncnonb3yn ogHopasoBble Naponu. [locne nepexoaa Ha ycuneHHyo aBTopusaumio tebe yxe He
OygeT yrpoxaTb ONacHOCTb KpaXkn unm nepexaeaTta niaTtexHoro naposns;

3. Bbibepu cnoxHbin naposne. [NpectynHukam BygeTt He NpoCTo yragaTb COXHbIN Naporsib.
HagexHble naponu - 3To Naposnun, KOTopble coaepKaT He MeHee 8 3HaKOB U BKNOYaloT B ceb4
CTPOYHbIE N NPOMUCHbLIE BYKBbI, LINPbI N HECKOSTLKO CMMBOJSIOB, Takue Kak 3Hak gonnapa, yHTa,
BOCKNUUATENbHbIV 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NUYHbIE AAHHbIE HA CalTaXx, KOTOPbIM HE JOBepSELLb.
OneKTpoHHaa noyta

OneKTPOHHAast NoYTa - 3TO TEXHOMOIMMS N NpeaocTaBndemMble el YCnyr no nepechisike u
NOJSTY4YEHUIO SNEKTPOHHbBIX COOBLLEHUIN, KOTOPbIE pacnpenensitoTCs B KOMMNbIOTEPHON CETU.
OGbIYHO 3NIEKTPOHHbIN MOYTOBbLIN ALWMK BbIMMSANT Crieayowmm odpasom:
UMs_Nonb3oBaTena@umsi_aomMeHa. Takke KpoMe nepenaym npocToro TeKCTa, MMeeTCs
BO3MOXXHOCTb NepenasaTb hansbl.

OcHoBHble coBeTbl No 6Ge3onacHon paboTe ¢ 3NEeKTPOHHOW MOYTON:

1. Hago BbIGpaTh NpaBunbHbINM NOYTOBLIN CEPBUC. B MHTEpPHETE €CTb OrPOMHbIN BbIGOP
BGecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO NyYlle JOBEPATb TEM, KOro 3Haellb 1 KTO NepBbiv B
penTUHre;

2. He ykasbiBay B NMMYHOM NoYTE NNYHYIO MHopmMmaumio. Hanpumep, nyyiie BbidbpaTtb
"My3blkanbHbI_aHaT@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn gByxaTanHyto aBTopm3aumio. ATo Koraa NnoMMMO Napons HY>XKHO BBOAUTL KOA,
npucbinaemsii no SMS;

4. Boibepu CnoxHbi naponb. [ns KaXaoro noYToBOro silmka AOMmKeH ObiTb CBOW HAL4EXHbIN,
YCTONYMBbLIN K B3FIOMY Napo’ib;

5. Ecnun ecTb BO3MOXHOCTb Hanncatb CaMoMy CBOW JIMYHbIN BONPOC, UCMNOSb3YN 3Ty
BO3MOXHOCTb;

6. Aicnonb3yn HECKONbKO NOYTOBbLIX SALWMKOB. NepBbi Ans YaCTHOM Nepennckn ¢ agpecaramu,
KOTOPbIM Thbl AOBEpPSIELLb. DTO INEKTPOHHbIN agpec He Ha4o MCNOMb30BaTb NPU PErmcTpaLum Ha
dopymax un canTtax;

7. He oTkpbiBan hannbl n gpyrue BROXeEHUS B NUCbMaXx, JaXe eClivi OHU MPULLn OT TBOUX
apysen. Jlyyiwe yToYHM Yy HUX, OTNpaBnsnu niv oHn tebe 3T hannsi;

8. MNocne okoH4YaHMsa paboTbl Ha NOYTOBOM CepBUCe Nepes 3akpblTUEM BKNaOKM C CauToOM He
3abyab HaxaTtb Ha "Bbiitn".

KnbepOynnuHr nnu BuptyansHoOe U3geBaTesnibCTBO



KnbepbynnuHr - npecnegosaHmne coobLieHns MU, cogepKallummm ockopbneHust, arpeccutio,
3anyrvBaHue; XynmraHcTBO; coumnanbHoe BOMKOTUPOBaAHME C MOMOLLBbIO Pa3fNYHbIX UHTEPHET-
CEepBM1COB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbynNMHrom:

1. He 6pocarics B 601. Jlyywmin cnoco6: NnocoBeToBaTbCA Kak cebst BECTU U, €CNn HET TOro, K KOMY
MOXHO 00paTUTbCS, TO BHa4ane ycnokonTtbca. Ecnu Tbl HaYHeLWb oTBeYaTb OCKOPONeHNAMN Ha
ockopbneHunst, TO TONMbKO eLe Bonblue pasoxcKellb KOH(INKT;

2. Ynpasnsaun cBoen knbeppenytaumen;

3. AHOHUMHOCTb B CETU MHUMaS. CyUJ,eCTByI-OT Cnocobbl BbIICHUTbL, KTO CTOUT 32 @aHOHUMHbIM
aAKKayHTOM;

4. He cTouT BEeCTU XynuraHckui obpas BUpTyanbHOM XU3HU. IHTepHET ouKcmpyeT BCce TBOMU
AENCTBUS N COXpaHAeT uX. YaanuTb ux 0yaet kparHe 3aTpyaHUTENbHO;

5. Cobntogan cBo BUPTYarnbHYH YecTb CMOSoAy;

6. rHopupy# eauHNYHbIN Heratve. OaHOPa30Bble OCKOPOUTENbHbIE COOOLLEHMS NyYlle
nrHopupoBaTb. OBbIMHO arpeccus NpekpallaeTcs Ha HayanbHOW cTaauu;

7. BaH arpeccopa. B nporpammax o6meHa MrHOBEHHBIMU COOBLLIEHUAMU, B COLIMANbHbIX CETAX
€CTb BO3MOXHOCTb GITOKMPOBKM OTMNPaBKN COOGLLEHWI C OnpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMAaeTenb K|/|6ep6ynn|/|Hra. TBoun pencrTeus: BbICTYMNMUTb NMPOTUB NpecnenoBaTtesid,
NnoKasaTb emMy, 4TO ero AEeNCTBUS OLEHNBAKOTCS HEraTUBHO, nogaepXatb XepTBY, KOTOpOVI HYXHa
ncmxonornyeckas NoMoLLb, COOBLWNTb B3pPOCJ1bIM O CbaKTe arpeccmBHOro noeegeHnd B CeTi.

MoOunbHbIM TeENedoH

CoBpeMeHHble cMapTdOHbI 1 NaHLLEeTbl coaepxaT B cebe BnosHe B3pocbiid pyHKLMOHAnN, U
Tenepb OHWM MOTYT KOHKYPMPOBAaTb CO CTaLUMOHapHbIMU KoMMbioTepamu. OaHaKko, CpeacTB 3almThl
ANns NoaobHbIX YCTPOWUCTB NoKa 04eHb Mano. TeCTUpOBaHME M NMOUCK YS3BUMOCTEN B HUX
NMPOMCXOANT He Tak MHTEHCUBHO, Kak aAns MK, To xxe camoe kacaeTcs 1 MOOUIbHbLIX NPUNOXEHWIA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NPakTUYEeCKn JOrHann HacTosbHble aHanorM, ogHako
paclmnpeHne yHKLMoHana BreveT 3a cobom 6onbLUyi0 CIOXXHOCTb U MEHbLUYHO 3aLMULLEHHOCTb.

[aneko He Bce Npon3BOAUTENN BbiMyCKatoT 0GHOBIEHMS, 3aKpbiBaloLLME KPUTUYECKUE
YySI3BMMOCTW A51si CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6esonacHoCT MOBUNbLHOrO TenedoHa:

Huuero He siBnsieTcs no-HacTosweMy 6ecnnatHbiM. Byab ocTopoxeH, Beab korga Tebe
npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbIThI Kakue-TO NnaTHble YCryru;

Hdyman, npexage yem otnpaButb SMS, boTo nnu Bugeo. Tbl TOYHO 3HaELWb, rae oHn OyayT B
KOHEYHOM uTtore?

Heobxoanmo o6HOBMATL ONEPaLMOHHY CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yin aHTUBMPYCHbIE NporpamMMbl 41t MOBUIbHBIX TENE(OHOB;

He 3arpyxai npunoxeHusi oT HEM3BECTHOIO UCTOYHMKA, BEAb OHW MOTYT COAEPXaTb BPEAOHOCHOE
nporpamMmmHoe obecneyeHue;

[Mocne Toro Kak Tbl BbinAELWb C canTa, rae BBOAMM NINYHY MHOPMaLNo, 3ann B HACTPONKM
Opayaepa 1 yganu cookies;



I'Iepmo,u,mquKM HpOBepFIVI, Kakune nratHble YCIyrn aktTuBMpoBaHbl HA TBOEM HOMEPE;

[aBaii cBoi Homep MOGUNBHOrO TernedoHa TONbKO NOASIM, KOTOPbIX Tbl 3HAELb U KOMY
AoBepsieLlb;

Bluetooth gomxeH 6bITb BbIKMOYEH, KOr4a Thl UM HE Nonb3yelbes. He 3abbiBan nHorga
npoBepATb 3TO.

Online wurpebl

COBpeMeHHbIe OHJ'I8I7IH-I/IprI - 9TO KpaCO4Hble, 3axBaTbiBakOLWeE pa3BlievHeHUd, obbeguHaoLwmne
COTHU TbICAY HEJIOBEK N0 BCEMY MUPY. MFpOKI/I ncerieayrT AaHHbIA UM MUp, obLwatoTca apyr c
OPYrom, BbIMOJTHAKT 3aaHnA, CpaxXarTcA C MOHCTPpaMM U NOJTyHakoT ONbIT. 3a YAOOBOJIbCTBNE OHU
nnaT4aT: NoKynakT AUCK, onJlavymBaroT aboHEeMEHT nnu np|/|o6peTar0T Kakmne-1o onunn.

Bce atn cpenctea nayT Ha nogaepxXxaHne n pasBnuTne Urpbl, a Takke Ha camMmy ©e3onacHoCTb:
COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPKU3aLUN, BbllMyCKaKOTCA HOBbIE NaTyn (Ll,M(prBble 3annaTtkn
and nporpaMM), 3aKpbIBAKOTCA YA3BMMOCTU CEPBEPOB.

B nogo0HbIx nrpax CtouT ornacaTtbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXm TBOEro
napongd, Ha KOToOpoM OCHOBaHa CUCTEMaA aBTOpU3aLnn OonbWwKNHCTBA urp.

OcHoBHble coBeTbl NO 6e30nacHOCTM TBOEro MrpoBOIro akkayHTa:

1. Ecnv gpyrom nrpok Beget cebsa nnoxo nnu cosgaeT Tede HeENpUATHOCTKU, 3abnoknpym ero B
CMNCKE NUTPOKOB,

2. NMoxanynca agMUHUCTpaTopaM Urpbl Ha NIOX0e NoBeAeHME 3TOro Urpoka, KenaTernbHo
NPUNOXNTb Kakne-TO AoKasaTeNbCTBa B BUAE CKPUHOB,

3. He ykasbIBan nn4yHyto MHopmMaLmo B npodanse urpsbl;
4. YBaxawn gpyrmx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnuBaun HeodumumarnbHble natin n Moabl;

6. icnonb3yn CrioXxHble N pasHble naponu;

7. [Jaxke BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oka Tbl Urpaellb, TBOM KOMMbIOTEP
MOryT 3apasuTb.

OUWINHT nnun Kpaxa JINYHbIX OaHHbIX

OOGbIYHOM KpaXken AeHer n AOKYMEHTOB CErofHs YK€ HMKOro He YyAUBULb, HO C pa3BUTUEM
WHTEPHET-TEXHONOMIN 3110YMbILLNEHHNKM NEPEMECTUITUCE B MHTEPHET, N NPOLOSKaT
3aHMMaTbecs "ndumbiM" genom.

Tak nosiBUnacb HoBas yrpo3a: MUHTEPHET-MOLLUEHHNYECTBA NN OULLINHT, rNaBHasi LienNb KOTOPOro
COCTOUT B MONyYeHUN KOHMAEHUMAarNbHbIX JaHHbIX MONb3oBaTenemn - NorMHoB 1 naponeun. Ha
aHrnMnckom s3bike phishing untaetcs kak duwwmHr (ot fishing - ppibHas noens, password -
naponb).

OcHoBHble coBeThbl N0 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a cBouM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOSI aHKkeTa Obina B3nomaHa, To
Heob6xoaMmo 3abnoknpoBaThb ee 1 COOBLLNTE agMUHUCTPaTOpam pecypca 06 9TOM Kak MOXHO
cKopee;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCIE, MHTEPHET-Mara3mHOB M NMOUCKOBLIX CUCTEM;



3. Vicnonb3yn cnoxHble 1 pa3Hble naponu. Takum obpasom, ecnm Tebsi B3nomMaroT, TO
3M10YMbILUMIEHHUKN NOSTydaT AOCTYN TOSbKO K OAHOMY TBOEMY NPOduIio B CETU, a HE KO BCEM,;

4. Ecnn Tebsa B3nomanu, To HeobxoaMmo npenynpennTtb BCEX CBOUX 3HAKOMbIX, KOTOPbIE
nob6aBneHbl Yy Teba B OPYy3bAX, O TOM, 4YTO Tebs1 B3niomanu 1, BO3MOXHO, OT TBOEr0 MMEHM 6yp,eT
paccblfiaTbCA CramM U CCbIJIKKN Ha (*)I/ILIJVIHFOBble CaWnTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUnbHbIN TenedoH;
6. OTKNOYKN coxpaHeHne napons B bpayasepe;

7. He oTkpbiBan dannbl 1 gpyrue BroXeHUs B MMCbMax, JaXe eCrivi OHW NPULLN OT TBOUX
apysen. Jlydie yTOYHU Yy HUX, OTNpaBnsnn nn oHn tebe atu hannol.

Lindpposas penytaund

Lindpposas penytaumsa - 3To HeraTMBHasi Unn NO3NTUBHAA MHpOpMaLnA B ceTu o Tebe.
KomMmnpomeTupytowas nHgopmauus, pasmeLleHHas B UHTEPHETE, MOXET cepbe3HbiM 06pa3om
OTPasnTbCA Ha TBOeW pearibHON xu3Hu. "Lindposas penytaums” - 370 TBOM UMUK, KOTOPbLIN
dopmupyeTca n3 nHgopmauum o Tebe B MHTEpPHETE.

TBOE MEeCTOo XUTENbCTBA, y‘-le6bl, TBOE (PMHAHCOBOE MOJSIOXKEHNE, 0COBEHHOCTH Xapakrtepa u
paccKka3bl O OnNun3Kknx - BCe 3TO HakannMBaeTcs B CETU.

MHornme nogpoCTKM NIErKOMbICITIEHHO OTHOCATCA K Nny6nukaumm nnyHon nHpopmaumm B IHTepHeTe,
He NoHMMas BO3MOXHbIX MOCNeACTBMI. Thl AaXe HE CMOXeELUb JoragaTbCsa O TOM, YTO
doTorpadus, pasmeleHHas 5 neT Ha3ag, ctana NPUYNHON oTKasa NpPUHATL Tebs Ha paboTy.

KommeHTapumn, pasmelleHne TBomx ootorpadoum n apyrme 4eNcTBUsA MOryT HE NCHE3HYTb fJaxe
nocre Toro, Kak Tbl UX yaanuub. Tbl HE 3HAELLb, KTO COXpaHun 3Ty MHGOpMaLuuio, nonana nn oHa
B NMOWUCKOBbIE CUCTEMbI U COXPaHWUIACh NN OHa, a rMaBHoe: YTO NogymMatoT o Tebe okpyxatoLme
nogu, KOTopble HanQyT N YBUOAT 9T0. HanTn nHopmaumnto MHOro neT CnycTst CMOXET tobon -
Kak n3 gobpblx No6yXaeHWn, Tak U C HAMEPEHNEM MPUYMHUTD Bped. ATO MOXET BbITb KTO YrOAHO.

OCHOBHbIE COBETbI NO 3aLuTe UMGpoBON penyTaLmmn:

1. Moagyman, npexae 4em 4YTo-To NybnmkoBaTb 1 nepenaBath y cebsi B 6rore unm B coumnanbHON
ceTu;

2. B HacTpounkax npousnis ycTaHOBM OrpaHUYeHns Ha NPOCMOTP TBOEro Npodouns 1 ero
COLEepXXMMOro, caenan ero Tonbko "ansa apysen';

3. He pa3mewian 1 He ykasbiBan nHoOpmMaLmo, KOTOpas MOXET KOro-nnmbo ockopbnaTb unm
obmxaTtb.

ABTOpCKOE npaBo

CoBpeMeHHble LLKOSbHWKM - aKTUBHbIE MoNb3oBaTeny uudgpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HaloT, YTO MOSfb30BaHME MHOTMMW BO3MOXHOCTSIMU LIMGOPOBOro Mupa Tpebyet
cobnoaeHns NpaB Ha MHTENNEeKTyanbHY COBGCTBEHHOCTb.

TepMuH "MHTennekTyanbHas cO6CTBEHHOCTL" OTHOCUTCS K Pa3fiMYHbIM TBOPEHNAM
4YenoBeYeCKOro yma, HauymHas ¢ HoBbIX U306peTeHnI 1 3HaKoB, 0603Ha4vatoLLMX COBCTBEHHOCTb Ha
NPOAYKTbI U YCNyru, U 3aKkaH4MBas KHUramu, ootorpauamm, KUHoUNbMamMm 1 My3blkarnbHbIMU
npon3seneHUs M.

ABTOpPCKME Npaea - 3TO NpaBa Ha UHTENNeKTyanbHyt cOBCTBEHHOCTb Ha NPOM3BEAEHUSI HAYKM,
nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNatoT B KAYECTBE rapaHTUM TOro, YTo
WHTENNEeKTyanbHbIA/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy CripaBefiMBble
BO3MOXHOCTW 3apaboTaTb Ha pe3yrbTaTtax CBOero Tpyaa, nosfyyYnTb U3BECTHOCTb U NpU3HaHKe.



Hwukto 6e3 pa3pelleHna aBTopa He MOXET BOCMNPON3BOANTb €ro npon3segeHmne, pacripoCTpaHAaTb,
I'IY6J'IVI‘-IHO OEMOHCTPpMpPOBAaThb, NpoaaBaTb, UMMNOPTUPOBATDb, NMYCKaTb B NMPOKaAT, I'Iy6J'II/I‘-IHO
NCMOSTHATb, NOKa3bIBaTb/UCMNOSTHATL B SC*)VIpe nnn pasmMellaTtb B MHTepHeTe.

Mcnonb3oBaHue "I'Il/lpaTCKOFO" nporpaMmHoOro obecnevyeHns MoOXeT npmuBecT K MHOTMM pUCKaM:
OT NoTepun AaHHbIX K TBOUM akKKayHTaM [0 6J'IOKVIpOBKVI TBOEro yCTpOIZCTBa, roe yCctaHoBJ1eHa
HenerarnbHaa nporpamMmma. He ctounTt Takke 3abbiBaTh, YTO CyLLEeCTBYHOT neralibHble 1 BbecnnaTHble
nporpamMmmbl, KOTOpblI€ MOXXHO HanUTWN B CETWN.

O nopTtane

CeTeBUYOK.p - TBOW rMaBHbIM COBETYMK B CETU. 34eCb Thl MOXeELUb Y3HaTb 0 6e3onacHOCTU B
CETUN NOHATHBLIM U AOCTYMHbBIM A3bIKOM, @ NPU BO3HUKHOBEHUN KPUTUYECKOW CUTyaL MM 0bpaTnTbCs
3a coBeTOM. A Takxke NPUHATb y4acTue B KOHKypcax U CTaTb CaMbiM LMPPOBbLIM rpaXkgaHnUHOM!



