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nAMHTKA ANA WKONbHHKOB

Kak 6e3onacHo obuwarbcs
B COL{Ha/IbHbIX CETAX
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o OrpaHMyb cNHcoK Apy3ei. Y Teba B gpysbax He AoaxHO BbITe CAYYAAHBIX M HESHA-
KOMBIX MHOOSA.

JawMLAA CBOKO YACTHYIO0 MHW3Hb. He ykasuiBail naponw, TenedoHl, agpeca, gaTy
POXASHWA WM APYTYI0 NMYHYIO MHbOPMAaLWID. 3N0YMBILLAEHHUKW MOFYT MCNoNb30BaTh
Aaxe WHGOPMALWMEID 0 TOM, KaK Tbl M TEOW POWTENW NAaHWPYeTE NPOBECTH KaHMKYNbI.

Jawmnwaii ceolo penytaumio. Jepxu ee B uncToTe M 3agasan cebe Bonpoc: xoten Bbl
Thl, uToBbI Apyrue NONb3OBaTENW BUAENN TO, UTO Thl 3arpyaelub? Mogymaii, npex-
A& YeM YTO-TO onyBNMKOBaTk, HANWMCATD U 3arpysuTE.

o He ncnonbayid peanbHoe VA, Korga B ceTW pasroeapHBacillb ¢ HEIHAKOMBbI MK
NKOAbMH, HE HA3BIBaF W He MCNOAb3YH peanbHoe MMA. He packpbiBaid WHpOpMaUMD
o cebe: MeCTo XUTeNbCTBa, MecTo yuebbl h npoyee.

o He coob6waii ceoe mecTononoxeHue. Maberait pasmewenns potorpacduil B MHTEpHeTE,
rae Tbl n3o06paxkeH Ha MECTHOCTH, MO KOTOPOM MOXHO ONpejenuTs MecToNoNoXeHne.

o Henonbay i cnoHbIE NaponM. MNpr perncTpalMy NMWK choxHBIE Nnapon. OHK 40K Hb
cofiepXaTh HE MEHEE BOCbMM 3HAKOB M BKNOYaTh B ceba cTpouHble W nponucHbie ByKebl,
uMpbl M HECKONBKO CUMBOIOB, TAKUE KaK 3HaK Aonnapa, pyHTa, BOCKIMLATENbHbIA 3HAK.

o Mcnonb3yi pazHble naponn. Ana coyWanbHoR ceTH, NOMTB M APYIvX CARTOE co3ga-
Bai pasHble Nnaponu. Torga ecnv Teba BanoMaloT, TO 3N0YMbILLAEHHWKWA NoaAyYaT
AOCTYMN TOMBKO K OQHOMY MECTY, 3 He KO BCeM Cpaszy.



I-IAMHTKA ANA WKOJIbHHKOBE

Kak 6e3onacHoO nonb3oBarbcs # Pexomenzonar

Munobipiayg

ANEKTPOH HOMW NMOYTOM

---------------------------------------------------------------------------------

o Bbl6epH NpaBuAbLHbIA NOYTOBBLIA cepBUC. B uHTepHeTe MHoro BecnnatHelx. OgHako nodTy
nNyJlle 3aBOAMTL HA NOMYNAPHOM CEPBMCE, KOTOPBIM yOKe NoNb3yloTcA TBOW 3HaKOMbIE.

9 He nuwm o ce6e B agpece NoYThl. He ykasbiBaid B NOYTOBOM afpece NHYHYIO UHGOp-
mMaumio. Hanpumep, nyywe BeibpaTte € My3blKanbHblA_daHaT@» uaun «pok2018@»
BMecTo €aHgper2005@mn.

Wcnonb3yid ABYX3TaNHYKW aBTOPU3IaAUNID. [na ABYX3TanHOMA aBTOPW3ALIMK MNOMMMO
napona HYXHO BEBOAWTL KO, KoTopblid npuckinaT no CMC.

BbiGephn CNOXHBIA Naponk. [lns kaxgoro NoYTOBOro ALWMKa AonxeH BbiTe CBOA
CNOMHBIA, YCTORUMBELIA K B2NOMY Napone.

HMcnonbzyd npoeepodHbIA Bonpoc. MNpuaymaii cam cBol AMYHBIA BONpoc ANA MaeH-
TUMKALUWKW, CNK CEPBMC JasT TaKyH BO3MOXHOCTD.

3apejA HECKOMbKO NOMTOBLIX ALWLMKOB. Mepebiid AnA YacTHOW Nepenuckin
C agpecaTamMu, KOTOPBIM Tel JOoBepAelUb. 3ToT !.HEI(TPDHHHFI agpec He HYXHO
WMCMOMB30BATE NPM PErMcTpauuK Ha dopymMax M calnTax.

He 0TKpblBaA BNOXEHWA NMUCeM. He oTKpbiBaii dainbl v gpyrue BNoXKeHUa B NMCbMaXx,
A2XE ecV OHWU MPULLAK OT Apy3eil. YTOUHM ¥ HUX, OTNpaBnanu nM oHn Tebe 3T dainbl.

e BoixogMTe M3 NoYTbI. He 3abbiait HaxxumaTh «BeiAT® nocne okoHyaHns paboTbl Ha
MoYTOBOM CEPBMCE, Nepes TEM KaK 2aKpbiTh BKAAAKY C CARTOM.



I-IAMHTKA AnA WKoOAbHHKOB

Kak sawurutbcs
OT KWbepOynnuHra

-------------------------------------------------------------------------------

KHMEEPBYIHHT - curyauma, korga Yenceeka B CeTk npecnegyrT cooblyeHrami, koTopsle
cofepaT ockopBneHus, arpeccio, 3anyrveaHne; XyNWraHcTES; couMansHoe BoMKoTMpOBaHWe.

o He 6pocaiica B 60il. Nlyuwwnia cnocoB: nocoBeToBaThed, Kak ceba BECTH, M 8CAM HET

TOro, K KOMY MOXHO 0BpaTUTbCA, TO BHAUaNe HYXHO yenokoWuTbes. Ecnm Tel HauHelwb
oTeeuaTh ockopbneHnaMM Ha ockopbneHmksa, To ToNbKO elle Bonblue pasoXoKellb
KOHGAMKT.

9 Ynpaenai ceoeil Km6eppenyTtaymei. Mwm cnocobbl BoIACHWUTE, KTO CTOUT 33 aHo-
HUMHBIM akkayHTom oBuauvka. AHoHUMHOCTb B CeTH MHUMas.

Beperd BUpTYanbHY K0 YecTh CMon0y. He Begu xynuraHckmii oBpas BUpTYaneHOM
¥U3HW. MHTepHeT dUKCUpyeT Bce ASHCTBUA W COXPaHAST MX. YaanuTb ux Byget

CNOXHO,

WrHopupy il eAMHWYHBIA HEraTHB. OaHopazoBble ockopEUTenbHble cooBLyeHna nyy-
L& UrHOpHpoBaTh. O6bIuHO arpeccua NpekpallasTcA Ha HayanbHoOW cTaguu.

Bnokupyi arpeccopa. B nporpammax o6meHa MrHoBeHHBIMK cooBLUEHWUAMM, B COLM-
aNbHbIX CETAX MOXHO 3aNpPeTUTb KOHKPETHbIM apecam NpUcbinaTh coobLieHmA.

o MoaaepxH XepTey KHEePSYNANHTA. MokaxK NpecneqoBaTeNto, YTo OLUEHHWBASLLb £r0
AdeAcTers HeratueHo. Coobum Bspocneim o dakTe arpeccueHoro noeegeHks B Ceti.



I-IAMHTKA A0A WKONbHHKOE

Kak 3awururbes
OT KOMMbIOTEPHbIX BUPYCOB

---------------------------------------------------------------------------------

KOMNbKOTEPHBIWM BUPYC - 310 nporpamma, KOTOpPaA MOXET COZAaBaATh CEOM KOMMM.
Bypycol NoBpexaaoT WK YHMUTOXAKT dhainbl Ha 3apaxeHHOM KOMMbIOTEpE W BCH onepa-
LIMOHHYO CUCTEMY B Lienom. Halle Bcero pacnpocTpaHAOTCA BUPYChl YEPes MHTEDHET.

3arpy3u coepeMeHHYH onapalHoHHyo cUcTamy. Mononsayi coBpemeHHble onepa-
LMOHHbIE CMCTEMBI C BRICOKWUM YPOBHEM 3aLUWThI OT BpeAoHOCHbBIX MPorpamm.

OBHOBAAR ONEepaLMOHHYI0 CHCTeMy. Bknouu pexkum aeTomMaTUdeckoro o6HoBReHUA
ONepauMoHHoR cMcTeMbl. ECnik B cMcTEME HET Takoro pexnMa, pErynapHo yeTaHas u-

Bail 06HOBNEHMA CAMOCTOATENbHO. 3arpyKainx c oduymancHorocaiTa pazpaboTunka.

Mcnonb3yil npaea nonb3oBarend. PaboTait Ha komnbloTe pe Nog Nnpasamu Nonb-
30BaTeNs, a He a4MMHUCTPaTopPa. JTO He NO3BONNT GONbLIMHCTBY BpPeAOHOCHbIX
nporpamMm aeToMaTHYECKH YCTAHOBWUTBLCA.

He pHcKkyi. Mcnonb3yit aHTMBMpPYCHBIE NpOrpamMMHble NPOAYKTE NPpoBepeHHbIX
Npou3BOAUTENEI ¢ aBTOMaTUYECKUM oBHoBNeHneM Bas.

o OrpaiMyb AOCTYN K CEOEMY KOMNBIOTEpY. He paspeluaid NOCTOPOHHMM NOAbB30BaTL-
CA CEOMM KOMMBIOTEDOM.

BriGMpai TWATENBHO MCTOUHHKW. Konupyi u 3arpyxait ¢ainel TONbKO € NpoBEpeH-

e HbIX Ch&MHBIX HOCUTENEA MW MHTEpHET-pecypcoB. He oTkpbiBad dainbl, KoTopble
MOAYYMA M3 HEHAOEKHbIX MCTOUHWKOE. [laxe Te, KOTopble NpMcnan TBOW 3HAKOMbIA.
¥TouHW y Hero, oTApaensn nu oH Tebe mx.



nAMHTKA ANA WKONbHHKOB

Kak 6e3onacHo
nonb3oBarbca cetbio Wi-Fi

-------------------------------------------------------------------------------

WI-FI - 310 becnpoeogHoil cnocob nepefadmn AaHHbIX C NOMOLLBK paguocurdance. B kade,
OTENAX, a3poNopTax YacTo Mok Ho BecnaaTHo BolTH B MHTepHeT Yepes Wi-Fi. Ho obweno-
cTynHble ceTh Wi-Fi HeBezonacHel.

o He nepepagai NTMYHYI0 MHGOPMALMIO Yepes 061 e A0CTY NHbIe ceTH WI-FI. XKena-
TenbHO He BEOAWTE NaponKy JocTyna, NOrMHeEl 1 HOMePa.

9 Wcnonb3yii  06HOBNAN AHTHEMPYCHbIE NpOrpamMmMbl M 6paHaMay3p. Tak Tel
obesonacuwb ceba oT 3aKaukK BUPYCa Ha YCTPOMCTED.

e OTKAWYKM PYHKLMIO «O6LLMA gocTyn K paitnam U NpUHTEpam» NPH HCNoAb30Ba-
HUM WI-Fi. 3Ta dyHKUMA 3aKPEITA NO YMONUAHWIO, 0AHAKO HEKOTOPBIE NONb30BATENM
AKTUBMPYIOT ee AnA yaobcTea ucnonb3oBaduA B paboTe wnM yuebe.

o He ucnonbayit ny6anuHblid WI-Fi gna nepegaun AWYHBIX AaHHbIX. Hanpumep, ana
BbiX0Oa B COUHMANbHBIE CETH MK B JMEKTROHHYD NOYTY.

e WMcnonbayil ToNbKO 2aliMILEHHOe coenHeHne yepes HTTPS, aue HTTP. To ecTs
npw Habope eeb-agpeca eeogn MmeHHo ahttps://».

e OTKMoun dpyHKUMIO «MoaknoyeHne K WI-Fl aBToMaTHYECKH) B MOGWIBHOM Tene-
tpoHe. He gonyckait aBToMaTUYECKOrD NogKMOYMEHNA yeTpoicTea K cetam Wi-Fi Gez
TBOEro cornacks.



nAMHTKA ONA WKONbHHKOB

Kak 6e3onacHo pacnnauuBarbcs
3NEKTPOHHbIMHU JeHbraMu 3
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SNEKTPOHHBIE AEHBIM - 370 yoobHbiA cnocob nnaTexei, 0gHaKo 3a HUMKW YacTo OXOTAT-
CA MOWeHHKKK, B Poccum 3aKoH pasgenaeT anekTpoHHble AEHBTM Ha JBa BWAA - aHOHMMHbIE
W NepcoHMdUUMpoBaHHble. PasHuUa B TOM, YTO aHOHWMHbIE — 3TO T, B KOTOPBIX paspellasTca
NPoBOAMTE onepaynn Bes naeHTudMKaUWM NoNb30BaTENA, @ B NePCoHUGMUMPOBAHHBIX MOEH-
TubMKaLKMA Nonb3oeaTena obazaTenoHa.

MpHUEAKMK K cHeTy MOGHUAbHLIA Tened o, 3To camblit ygobHeld cnocob BoccTaHo-
BMTB K Hemy AocTyn. MpuBasaHHbil TenedoH noMoxeT, ecnu 3abyaelub nnaTexHbli
napons MNW 3aifellb Ha CART C HE3HAKOMOro YCTPONCTEA.

Wcnonbayi ofHOpazoBble Naponu. MNocne nepexoaa Ha YCUNeHHYD aBTOPM3aLMIO
Tefie yxe He ByAeT yrpoXaTh ONACHOCTE KPaXu WK NepexeaTta NAaTexHors napons.

e Mpuaymai cnoHbBIA Nnaponb. MpectynHukam BygeT He NpocTo yragaTh CAOKHBIR

naponb. CRoXHele Napony - 3To NaponM, KOTopble COAEpPMAaT He MEHEes BOCbMM 3Ha-
KOB M BKHoYaloT B ceba cTpoYHbIe M NponKcHble BykBbl, UMdpbl M HECKONBKO CHUMBO-
NOB, TAKME KaK 2HaK gonnapa, ¢yHTa, BOCKAMUATENBHBIA 3HaK. Hanpumep, StROng!;:

o Bepert NWYHble AaHHbIe. He BEOAM WX Ha caiTax, KOTOPBIM HE JoBepASLUb.



nAMHTKA AnA WKONbHHKOB

Kak 6e3onacHO nonb3oBaTbC
cMapThOHOM, N/IAHLLUETOM

---------------------------------------------------------------------------------

Byab ocTopoxed. Korga Tebe npegnarawT GecnnaTHbld KOHTEHT, B HEM MOTYT BbITh
CKPbIThl MAATHBIE YCAYIM.

Aymai, npexge yem oTnpaenuTs CMC, ¢oTo WA BUAe0. Tel TOUHO 3HAELUb, Fe OHK
OKAMYTCA B KOHEYHOM MTOMe?

e OGHORNAA ONepaUHOHHYIO CHCTeMY CMAPTHOHA. 3To AONOAHMTENBHAA 3aLLMTA.

o Wcnonb3y il aHTUBHPYCHBIE MPOTPaMMbl A/19 CMAapTHOHOB. PerynapHo o6HoBNA# 1x.

He zarpyail NpuIoKeHHA 0T HeM3BECTHOIO HCTOYHHKA, OHM MOryT cogepXaThb
BpedOoHOCHOS NporpaMmMHOoe DE&CI'IE"-IEHHE.

3aiaK B HacTpoiKK Gpay3epa W yaanu cookles. Caenaid sTo cpasy nocne Toro, Kak
Thbl EBIAAELLb CCAWTA, e BBOAMA NHYHYK MHGOopMaLWIo.

o Mpoeepai naaTHbIe YCAYTA HAa TEO&M HoMepe. Horga moryT aKkTMEMpPOBaTh HOBbIE.

He ecem gapai Homep TenedoHa. Jasai ceoid Homep MoBuabHOro TenedoHa Tob-
KO NIOAAM, KOTOPbIX Thl 3HAELWb M KOMY A0BEpAeLlb.

Belkmoyai Bluetooth, korga He ucnone2yewt ero. MHorga npoeepai, He 2abein nu
BEIKAKYNTE.



nAMHTKA ANA WKONbHHKOE

Kak 6e3sonacHo urpartb
online
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ONLINE-MIPbl cbreguHanoT niogei no ecemy mupy. MIrpokn nokynawT guck, onnadueatT abo-
HEMEHT MAKM AONOAHWTENBHBIE ONUWK. Ha 3TH cpeAcTEa COBSPLUEHCTBYIOTCA CUCTEMbI ABTOPW-
3aUWK, 3aKPbIBAKITCA YASBUMOCTH. B Mrpax cToWT onacaTbcA KpaxkW napona.

BnokWpyA HeageKBaToB. 3abnokMpyi B CNMCKe WFPOKOB Toro, KTo BegeT ceba arpec-
CHBHO MO OTHOLUEHMIO K Tebe MNKW co3gaeT HENPUATHOCTM.

Moxanyica aAMWHUCTPATOPaM HIPbl HA NOBEJSHHE AarPEcCHBHOrO HIPoKa. Xena-
TenbHO NPUNCHKWTE A0KazaTeNbCTEa B BH e CKPHHOB.

e Byab ocTOpoeH. He ykasbieai AMuHyo MHdopmaumio B npodaine urpol.
o CnegM 3a cBOMM NoBefeHHam. Yeaxai gpyrux yYacTHUKOE MIPbl.
e YcTaHaBnHBail NpoBepeHHbIe YTUANTBL. M3berail HeodUuManbHbBIX NaTyei n ModoB.

e bepervch oT B2NOMA. Mcnonbayii cNoXHble M pa3Hble Naponu.

o He oTkAKOYal aHTHBWPYC BO BPpeM#aA Wrpbl. MNoka Tel Mrpaelub, TBOW KOMNBIOTED
MOTYT 3apasnTb.



nAMHTKA ANA WKONbHHKOB

Kak zawururbcs
OoT (pULUKHTa
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SHLUMHT (o1 anmuiickoro cnoea fishing - peifHan NoBNA) - BMA MHTEPHET-MOLLEHHWYECTEA.
Ero rnaeHan uenb - Nony4uTs KOHGMAEHLWANBHBIE SaHHBIE MONB20BATENEM — NOMMHBI W MAPaNW.

Cneau 3a cCBOMM aKKayHToM. Eciu nogospeeaellb, YTo aKKayHT B30 MaK, HYHKHO
sabnokupoBaTh ero U coobLMTE agMUHKUCTPaTopam pecypca of 3ToM Kak MOXHO
cKopee.

9 Mocewai TonbKo 6e20NacHble BeG-calThbl. B My uMcne - cailThl MHTEPHET-MarasuHoe
MMNOWCKOBBIX CHCTEM.

Hcnonbayil cnoXHble K pasHble Naponn. Ecnu Teba B3nomaloT, To 2N0YMbILLNEHHM-
KM NonyyaTt 4ocTyn TONbKO K ogHOMY TBoeMy npodunio B CeTH, a He Ko BCeM.

MpegynpeAn BeeX CBOMX 3HAKOMBIX, KOTOpble J06aBNeHb ¥ Te6a B APY3bA, eC/H Teba
Banomanu. OT TEoero MMeHH MOTYT paccelnaTe CNam M CCEINKW Ha q}HI.IJHHmBhIE CanThI.

o Cnpayb JaHHble. YeTaHoeu HagexHbii napons (PIN) Ha moBunbHbii Tenedon.

o OTKNI0YM COXpaHeHWe Napond B 6pay3epe. CoxpaHeHHble Napony KpaayT yalle.

o He oTKpbiBaid dainbl 1 Apyrie BAOXeHWA B NTUCbMaX. Jaxe ecnn oHM NpULwLInM
OT TBOMX ApY3ei. YTOUHW ¥ HUX, OTNPaBNAAU 1M oHK Tebe 3TH dainbl.
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nAMHTKA AnA WKONbHHKOB

Kak sawurutb CBOIO
u1udpoBylo penyraLuio
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UHWDPOBAA PENYTALIMA - 370 TROMH MMWAX, KOTOPIR hOpMUPYETCA W3 MHbopMaLK

0 Tebe B WHTepHeTe. KOMNPOMETUPYIOLLAA MHGOPMaLMA B WHTEPHETE MOXET CEPbE3HO OTpa-
3WTbCA Ha peanbHoi XM3HW. TBOE MECTO XKWTENbCTEa, yYebbl, TEOe GMHAHCOBOE NONOKEHWE,
ocobEeHHOCTW XapakTepa W pacckazbl 0 BNW3KWX - BCe 3TO HakannweaeTcA B CeTw.

MHorve NoApoCTKM NerkoMbICNEHHO OTHOCATEA K MyBAMKaLMKM AMYHOMA MHDOPMaLMKM B MH-
TepHeTe, HE MOHWMan BOZMOXKHbIX nocnedcTeni. Tol Jaxe He 3a4yMbIBaeLlbCA O TOM, 4TO
doTorpadma, pasmelleHHan NATL NeT Hazag, MOXET CTaTb NPUYMHOIA OTKa3a NPUHATL TEBA Ha
paboTy.

KommeHTapuw, doTorpadm v TBOKM SeMCTENA MOTYT HE MCHE3HYTh AaXe Noce Toro, Kak Thl
WX yAanuLWb. Tel HE 3HAELUL, KTO COXPaHMN 3TY MHGOPMaLWIo, Nonana Nk oHa B NOMCKOBbIE
CUCTEMBI M COXPaHMNACh M oHa. HailTv uHdopMaumio MHOMo NeT cnycTa cMmoxeT nioboi - kak
13 obpbix NobyXaeHWA, TaK M C HAMEDPEHWMEM NPUYUHUTDL BPea,.

COBETbI MO 3ALUWTE UOPOBOW PENMYTALMM:

o He ny&nukyi cpazy. Mogymait, npexge yem 4Tto-To NnyGnukoeate y ceba B bnore nam
B COLUMANbHOM CETH, NEPEChINaTh B ANYHOM COOBLLEHMM.

9 YCTaHOBK orpaHHUYeHKA B HacTpoiiKax npodmuna. OrpaHndb NpocMoTp Npoduna
Wero cogepxumoro. Caenai ero ToNbKo €4na gpy3es.

Bepernch MCKOR 3a 0CKOpBNeHHe MMYHOCTHA B MHTepHeTe (cT. 282 YK). He pazme-
wai M opmalmio, KoTopas MOXET Koro-To oBuxaTh, U He cchinaica Ha Hee,
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nAMHTKA ANnA WKONbHHKOB

Yro Takoe dBTOPCKOE NnpaBo

Yr1obbl MCNONB30BATE BOZMOKHOCTH umd}pcaum MWPa, HYAKHO CDEIHID,EI,BTI:: npaga Ha WHT=M-
NeKTYansHYH coBCTBEHHOCTE. TEpMHH MHTENNEKTYaNeHaA coBCTBEHHOCTE OTHOCUTEA K paz-
NWYHBIM TEOPEHWAM Y2NOBEEYeCKOro YMa, Ha4KMHaA C HOBbBIX HEDEPETEH MIA 1 ZHaKoE, obozHa-
YKL M X cobCTEEHHOCTE Ha NpoAYETBl W YCAYTH, W 2aKaHYHEaRA KHWIaMK, KHHDd}HJ’I bMZMM

M MY3blKaNbHBIMKW NPOMSBEdeHWAMK.

ABTOPCKME NPaBa - 3TO NPaga Ha MHTENNEKTYaNbHYI0 cOBCTEEHHOCTL - Ha NPOKU3BEAEHUA
HaykW, NMTEpPaTYpPbl M MCKYCCTEA. ABTOPCKME NPaga BbICTYNAKT KaK rapaHTHA BO3MOXHOCTEN
aeTopa 3apaboTaTh Ha pesynLTaTax CEOSro TPYAa, NONYYMTE MSBECTHOCTE W NpM3HaHKWe. HukTo
fes pazpelweHA aBTOpa He MOXET BOCNPOMSBOANTL &ro NPOW3BEAeHME, PACNPOCTPaHATD,
nyGAMYHO 4EMOHCTPUPOBATD, NPOAAEATL WK Pa3MELLATD B MHTEPHETE,

«MupaTckoey nporpamMmHoe obecneueHune HeceT B cebe MHOMME PUCKK: OT NOTEPKU AaHHbIX
A0 BAoKkWpoBKKM YCTPOWCTEA, FAE YCTaHOBNEHa HeneraneHaA nporpamma. He sabbigaiiTe, uto
B CeTh MoXHO HalTW NeraneHble M BecnnaTHble NPOrpamMmMbl CO CXOAHBIM dYHKLWOHANOM.



