Paccmorpeno

HA NEAArOrMYECKOM COBETE :
nporokon Nel PR Ne
ot «01» cenradpa 2021 roaa 85,5 %%, 0T «OLY,

e
[To0:xenne
00 ndopmanoHH0ii 6€30MaCHOCTH
MBOY COL Ne 21 MyHHIIUIIA/IbHOT O
o6pasosanusi TemMprOKCKHi paioH

1. OGmue moJ10KeHusl.

1.1. Tlonoxenue 06 MHPOPMALMOHHOH 0E30MACHOCTH MBOY CpenHasa
obmeoOpazosaresbHas mkona Ne 21 MyHHIMNAIBHOTO obpa3zoBaHuA TeMpIOKCKHMA
paiion (nanee - Ilonoxenne) paspaboraHo B cootsercTBuu ¢ DenepajbHbIM
sakonom Ne 273-®D or 29.12.2012 r. «O6 obpa3oBaHHH B Poccuiickoi
®enepaumn», DenepanbHbIM 3aKOHOM Ne 152- ®3 or 27.07.2006 r. «O
MEPCOHANBHBIX JaHHBIX», DeaepanbHbIM 3aKOHOM Poccuiickou Denepandud OT
27 07.2006 rona N 149-®3 «O6 nrpopmaimu, HHGOPMALHOHHEIX TEXHONOTHAX 1
o 3amwte uHpopmanumy, [TuckMom denepanbHOro areHTCTsa Mo 00pa3oBaHuiO OT
79072009 r. No 17-110 «O6 obecreueHuy 3alIAThl NEPCOHATBHBIX IAHHBIX).
[TucbmMoMm MunucTtepcTBa 00pazoBanus U Haykd PO oT 13.08.2002 r. N 01- 51-
088uH «O06 OpraHu3aluu HCroap30BaHUd  MHGOPMAIMOHHBIX %
KOMMYHMKALMOHHEIX ~ PECYpcoB B  00mIe00pa3oBaTesbHBIX YUPEXACHUAX ),
TTocTtanosyieHrem IIpaBuTenscTBa POCCHHMCKON demepatii OT 174112007 r. N
781 «O6 yrBepknaenuu llonoxenus 00 obecrieueHrn  0E€30MaCHOCTH
epCOHATBHBIX [aHHBIX TPH HX 06paborke B nH(GOPMALIMOHHBIX CHCTEMaX
NEePCOHATBHBIX JaHHBIX).

12. B noustie WHPOPMALMOHHOH O€30MacHOCTH 00pa30BaTeIbLHOTO
y4peskIeHHs BXOIUT CHCTEMa Mep, HalpaBJIeHHAs Ha 3aUTY uH(GOPMAITHOHHOTO
MPOCTPAHCTBA M TNEPCOHAIBHBIX JAHHBIX OT CIy4ailHOTO WM HaMCPEHHOIO
POHMKHOBCHHA C LEIbI0 XMIICHHAS Kakux-Tu00 [JaHHBIX WIA BHECCHUA
M3MEHEHHH B KOH(HUIypAIHIO CHCTEMBI, 3aluTa 00pasoBaTebHOro mpouecca ot
OGBIX CBEACHMM, HOCAIIMX XapaKTep 3alpEeIIeHHONW 3aKOHOM MpONaraHjbel, Wi
MOOBIX BUIOB PEKJIAMBIL.

13, B cocTaBe MacCHBOB OXPaHAEMOM 3aKOHOM MH(pOpMaIuy, HaXOIALIEHCA

B PACTOpSKEHUH 00PA30BATENLHOTO YIPEKACHNS, MOXKHO BEIACIUTE TPH TPYIIIBL:
+ NEPCOHATbHBIE CBEJCHMSA, KACAIOMMECH YHAlUXCs H Iperno/iaBaTelien,
ouu(dpOBaHHbIE APXUBBL;

+ HOY-Xay 00pa30BaTEILHOTO npouecca, HOCSLIHE Xapakrep
MHTEIUIEKTYaTbHOM COOCTBEHHOCTH U 3aIMINEHHBIE 3aKOHOM,
+ CTPYKTYpHPOBaHHAA y4yeOHas uHpOpMaLKs, obecneynBaromas

obpasoBaTebHBl  mpomece  (GuGmHoTEKH, 0a3sl naHHBIX, OOydaromue
IPOTPaMMBI).
1.4. O6s3aHHOCTSMH JIHIL, OTBETCTBEHHBIX 32 3aIIHTY HH()OPMAIUH, TOJDKHO
CTaTh COXPAHEHHE JAHHBIX B [ETOCTHOCTH U HEMPUKOCHOBEHHOCTH H OOECIICUCHHE
HX:
s JOCTYIIHOCTH B J000Oe BpeMA s J000ro aBTOPH3HPOBAHHOIO



[TOJI bBOBaTe.]'[H;

- 3AITHI OT MOGOH yTpaThl MM BHECEHHS HCCAaHKIIHOHUPOBAHHbIX
U3MECHEHHUH;
. KOH(bHIIeHHHa.HbHOCTH, HEAOCTYNHOCTH ISl TPETHUX JIHILL.

2. Vrpo3st undopmanmonnoii 0e3onacHoCTH.

2.1. Ocobennoctrio YIpO3 CTAaHOBUTCS HE TOJBKO BO3MOXKHOCTH XHIICHUA
CBCACHWH MM  NOBPEKICHHE  MACCHBOB  KAKMMM-TTHO0 CO3HATEIBbHO
JICHCTBYIOIIMMH  XaKEPCKUMH PYNNHMPOBKAMH, HO H CaMa JeATEJbHOCTH
MOAPOCTKOB, HAMEPEHHO, NO 3J0MY YMBICIY HIM OIMOOYHO CHOCOBHBIX
HOBPEUTEL KOMIILIOTEPHOE 000pYI0BAHHE MM BHECTH BUPYC.

22, I'pymnsl 06BEKTOB, KOTOPBIC MOI'YT NMOJABEPTHYThCS HAMEPEHHOMY HITH
HCHAMEPEHHOMY BO3/IEHCTBUIO:

. KOMIILIOTCPHAsA TCXHMKA W JPYrHe anmnapaTHble CPEACTBA, KOTOpPBIE
MOTYT OBITh MOBPEXAECHBI B PE3YITATE MEXAHUUECKOTO BO3JEHCTBUS, BHPYCOB,
10 HHBIM NPUYHHAM,

. MPOrPpaMMBl, HCIOIB3yeMBIe I O0ecrnedeHus paboTOCIOCOOHOCTH
CHCTEMBI HJIH B 00pa3soBaTe/bHOM MPOLECCE, KOTOPHIE MOIYT NOCTpagars OT
BHUPYCOB HJIM XaKE€PCKMX aTak;

. AAHHBIC, XPAHMMBIE KAaK Ha JKECTKHUX OUCKAX, TaK H Ha OTAEIBHBIX
HOCHTEIIAX;

B CaM TIEpCOHANI, OTBEYAIOIIHI 3a paboTocnocobHocTh IT-crucTeMm:;

> /ICTH, TIONBEPIKCHHBIE BHEINHEMY arpeCCHBHOMY HMH(OPMaLMOHHOMY

BITUAHHUIO ¥ CIOCOOHBIC CO3AaTh B MIKOJIE KPUMHHATBHYIO CHTYALHIO.
2.3. Yrposel, HanpaBIeHHBIE HA MOBPEXKACHHE TOOOrO M3 KOMIIOHEHTOB
CHCTCMBI, HE 3aBUCSIIAE OT HAMEPEHHS IEPCOHANA, YIAIMXCA HIIH TPETHUX JTHIL:

. moOble  aBapHiiHbIE CUTYalIHH, HalpuMep, OTKITIOYEHHE
3JICKTPOIHEPT HH WJIH 3aTOIUIEHHE,

. OLIMOKY MepcoHaa;

s cOoH B paboTe MPOrpaMMHOr0 06ECTICIeHN S

. BBIXOJI TEXHUKH H3 CTPOS,

. npobsieMbI B paboTe CHCTEM CBS3H.

3. CnocoGbl HECAHKIMOHHPOBAHHOI O A0CTYNA.

a.  Yenoseweckudd. HMHdopmaims MoxeT ObITH MOXHIIEHA IyTEM
KOMUPOBAHHUA HA BPCMEHHbIE HOCHTCIIH, TEPENPABICHA 110 SIEKTPOHHOM MOYTe.
Ilpp Hanw4uu NOCTYNa K CepBepY H3MEHEHHS B 0a3bl NaHHBIX MOTYT OBITh
BHECEHBI BDYUYHYIO.

b.  Ilporpammusii.  J[nd  XHmeHddl  cBexeHui HUCTIOJIB3YIOTCSA
COCLHATLHBIC MPOrpaMMbl, KOTOPHIC O00ECIeYMBAIOT KOMHPOBAHHE NAPONECH,
KOMMPOBAaHME M MEPeXBaT MH(POPMALMH, I[EpEeHANPABICHHE Tpaduxka,
Aew(pPOBKY, BHECEHHE H3MEHEHHH B pabOTY HHBIX IIPOrPaMM.

c. ArnmnapaTHeIi cioco® CBA3aH WIH C UCITIOJIb30BAHUEM CIIELIHAIBHBIX
TEXHMYECKUX CPEICTB, WM C MEPEXBATOM IJIEKTPOMATHHTHOTO H3TYUECHHs MO
Pa3JIMYHbIM KaHallaM, BKJIFOYas Tele(oHHbIE.

4. O cucTeMHOM aAMHHHCTPHPOBAHHM M 00SI3AHHOCTSIX
OTBETCTBEHHOI0 32 HH()OPMAIHOHHYIO (6€30MACHOCTD.



4.1 3amauM CBA3aHHBIE € MEPAMHU CHCTEMHOrO aJIMHHMCTPUPOBAHMA,

obecneunparonero MHGOPMALMOHHYIO 6€30MaCHOCTH SBIAIOTCS HacThiO PabOThI
OTBETCTBEHHOr0 3a HMH(OPMAIMOHHYIO 6e30MacHOCTh MO OOCTYKHMBAHMIO
KOMITBIOTEPHON TEXHUKHU Y UPEHKICHUU.

42 Jlns pemenus 3anau uHGOPMALMOHHON 6€30MaCHOCTH OTBETCTBCHHBIH
3a THPOPMAIMOHHYIO 0€30MacHOCTh JIOJDKEH:

42.1 Crneauts 32 cobmoenreM TpeboBaHuii 110 NapoJbHON 3allMTE, B TOM
YHMCIE OCYIIECTBIATh M3MEHEHWE Mapojied Mo Mepe HeoOXOauMOCTH (yrpata
Maposs, MOSBICHHE HOBBIX MOJIb30BAaTENCH B CBA3M C M3MEHEHHEM KalpOBOTO
COCTaBa M 1p.)

422 Ob6ecneunBath (GyHKIMOHMPOBAHUE  TIPOrpaMMHO-aNIapaTHOTO
KOMIUIEKCA 3alMThl 110 BHEIITHHAM LH(POBBIM JIHHUAM CBA3H.

423 QOO0ecrieyuBaTh MEPONPHATHA IO AHTUBMPYCHOM 3alMTE, Kak Ha
YPOBHE CEPBEPOB, TAK M HA YPOBHE MOJIB30BATEIICH.

4.2 .4 ObecneunBars HOpMaIbHOE QYHKIMOHUPOBAHHE CHCTEMBI PE3EPBHOTO
KOIMAPOBAHMS.

5. ba3bl JaHHBIX.
5.1. Ba3sl JaHHBIX TMOJIEXKAIINE 3aluTe BHOCATCS B «PeecTp 0a3 maHHBIX
Mo UIeKaIMX HHPOPMALMOHHOM 3aLIHTEY.
5.2. Bce TpONEyphl MO MCMOIB30BAHHIO M 0OCITYXHUBAHUIO 0a3bl JaHHBIX
OCYILIECTBIISAET OTBETCTBCHHEIM 32 BE/ICHUEC 0a3bl JaHHBIX. B TOM 4HCIe:

e pe3epBHOE KONMUPOBAHHE,

o [IEPHONMYECKH KOHTPOJIb HCIIPABHOCTH PE3EPBHBIX KOMMM;

e NONKIIOUCHHE M OTKIIOYEHHUE MOJIb30BATEIEH;

e BHECCHHE M3MEHEHHH B CTPYKTYpy 6a3bl, a Takke u3MeHenuii B «Peectp 0a3
JAHHBIX MOJUIEXaIMX MHMOPMALMOHHOM 3allUTe», NPH HEOOXOIUMOCTH
(M3MEHeHMe CTeNeHH KOHQUACHIMAIBPHOCTH, MECTA PACIIOIOKECHHA H T.1.),
pOYHe BHIBI Pa0OT CBA3AHHBIX C TaHHOH 0a30H.

53. B cnyuae ecnu 06a3a AaHHBIX TpeOyeT MNApOIBHOHM 3allMThI, TO
OTBETCTBEHHBIH 33 6a3y JaHHBIX PYKOBOACTBYETCA TPEOOBaHHAMH pa3jierna 6
«Curctema ayTeHTHGHKALMAY) HACTOSIIET0 NOKYMEHTA.

6. Cucrema ayTeHTHQUKALHMH.

6.1. Ha Bcex [IK ucnonssyercas WINDOWS 8, WINDOWS 10.

6.2. Jlns WCHONB30BAHMA JIOKATBHOH BBHIYACIHUTENBHOM CETH B ydeOHOM
mpomecce HMCIONB3YIOTCS IPYNNOBas HMACHTH(HKAIHA: IONB30BATENb-YICHHK,
M0JI630BaTeNb YUMTENb, AAMHUHHCTPATOP € pasrPaHAYEHHWEM [paB AOCTYNA K
nankam (aiisioBoro cepaepa.

6.3. JIna Bcex TOibp30BaTeNed 0a3 JaHHBIX YCTAHABIMBAKOTCS YHHKAIbHBIE
apoJIH.

6.4. TlepMoaMYHOCTD IIAHOBOM CMEHBI Mapoied | pas B Havane y4eOHOro
roaa.

6.5. YCTaHOBUTH OJOKMPOBKY YYETHOM 3alMCH TIOJIb30BATENCH IpH
HeTpaBWILHOM Habope maposist Oonee NATH pas.

6.6. YCTAaHOBUTh OJIOKMPOBKY 3KpaHa M KJIaBHATyphl NPH OTCYTCTBHH
AKTHBHOCTH TIONIE30BaTeNs Ha pabouem mecte Oonee 30 MHH., ¢ MOCIEAYIOMUM



BBOJIOM naposist anst pasonokuposanus [1K.

6.7. Obs3arh nonb30BaTENE] OCYLIECTBIIATD BBIXO/A M3 0a3bl JaHHBIX, €CIIH
TVIAHUPYETCs OTCYTCTBUE Ha pabouem mecte Gojee 1,5 yacos.

6.8. O6s3atTh Nonb30BaTENCH He pasrjanarh CETEBbIC PEKBH3UTHI (MMEHA M
Mapoiv) i A0cTyna K HH(OPMALIMOHHBIM PECypcaM, a Takke XpaHHTh UX B
HEAOCTYITHOM MecTe.

6.9.  O6cnyxuBanue  cucrems AYTCHTH(PMKALIMK  OCYINECTBIISIOT
OTBCTCTBEHHbIE 32 0a3bl JAHHBIX.

7. 3ammra no BHeIHUM UH(POBBIM JIMHUSIM CBS3H.

7.1. B  uensx ymeHblieHus PHCKa TIOBpEKJECHHA MNPOrPaMMHOTO
obecneuenns u yrepu HH(OPMALUK, TOCTYI U3 BHYTPEHHEN CETH BO BHEIIHIOK)
(MuTeprer, snexrponnas [04Ta) OCYWIECTBIACTCH uepe3 KOMIIBIOTEPHI C
YCTaHOBJIICHHBIMH OP3HAMAy3pOM M aHTHBHPYCOM.

7.2. 3anpemeno HECAHKLIMOHMPOBAHHOE HCIOJIL30BAaHHUE MOJEMOB HITH
MHBIX Cpencts nocryna c IK, noaxmodeHHbix k BHYTpeHHe# CETH, BO BHEIIHHE
CeTH.

7.3. Tlonkniouenne mKoabHbIX PaBOYMX CTAHIMI K BHELIHHM THHHAIM CBA3U
TPOM3BOIMTCS B JIOKATbHON BBIMMCITMTENBHOMN CETH 110 mpoTokonam Ethernet

7.4. 3anpeieno NOAKIIOUEHHE PA3IHIHBIX MOGHIIBHEIX YCTPOHCTB (JTMUHBIX
Te/Ie()OHOB, TUTAHIIETOB U APYTHX ra/UKETOB) K LIKOJIBHOMH CeTH .

8. 3ammTa 0T HECAHKIHOHMPOBAHHOIO MK TIOYCHHS K pa3MeleHHe
AKTHBHOI'0 CETEBOro 000PyA0BaHHS.

a. [llkonbHBIE  cepBep pa3Memen B CIICHHAJIBHO  BBIACJIEHHOMN
CEPBEPHOM.
b. Jloctyn k cepeepy orpannuen IapoJIEM, KOTOPBIM HM3BECTEH TOIHKO

OTBETCTBCHHOMY 3a HH()OPMALHMOHHYKO 0€30MaCHOCTD, OTBETCTBEHHOMY 3a
HHGOPMAaTH3ALHUIO.

c Poyrepel, Toukm gmocTtyma um mpouee akTHBHOE ceTemoe
000pyZI0BaHKE IODKHO PACMONAraThCs B MECTAX MO BO3MOKHOCTH HUCKJTFOYAFOLIHX
CBOOOIHBIH AOCTYII.

9. Ilpouenypa yBoIbHEHHS COTPYTHHKOB HMEIOIIHX JOCTYI K CeTH.

a. B cioydae KampoBBIX IEPECTAHOBOK M  H3MEHEHHH Bce
OTBETCTBCHHEIE 32 0a3bl JaHHBIX NEPEHA3HAYAIOTCS NPHKA30M JUPEKTOPA, HOBBIM
COTPYTHHKAM NPENOCTAB/IAIOTCS JIOTHHBI H IIAPOJH IS IOCTYNA K 6a3aM JaHHBIX.

10. AaTHBHpYCHas 3amHTA.

10.1. Ha ocroBannn [IpaBun NONB30BAHMSA BHENIHHMH CETEBBIMH
pecypcamu (MIHTEDHET, 5IeKTPOHHAS [OYTa U T.11.) He AonyckaeTcs pabora 6e3
OpraHH3alH{ aHTHBUPYCHOH 3aIUTEL. AHTHBHDYCHAA 3AIUHTA OPraHA3YeTCs Ha
YPOBHE Da0OYuX CTaHIMH M CepBepa MOCPEACTBOM JIMIICHIMOHHOLO
QHTHBUPYCHOT'O IPOrPAMMHOTO 00ECTIEUEHHS .

10.2. OGHOBEHHE 6a3bI HCIONIB3YEMOT0 AHTUBHUPYCHOTO MPOrPaMMHOI0
00ecreueHns OCYMIECTBIAETCS ABTOMATHYECKH HE pexe 1 pasa B J€Hb.

10.3. 3a cBoeBpeMeHHOE OGHOBNIEHHE AQHTHBHPYCHOIO IIPOrPAMMHOTI0
o0ecIeYeHns OTBEYaeT OTBETCTBEHHbIMN 32 UH(OPMaLMOHHYIO 6€30MacCHOCTD.



