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«O6 MHpopMaLMOHHOW 6e30MacHOCTU»

NMH®POPMALMOHHAA MAMATKA
O1A OBYYAROWNXCA 414 PASMELWEHNA
HA OPNUNANTbHBIX MHITEPHET-PECYPCAX

C KaxXabIM rogoM MOOLEXN B UHTEPHeTe CTAHOBUTLCA 60/blUe, a LWKONbHUKN OAHU U3 CaMblX
aKTMBHbIX nNofb3oBaTeneld  PyHeta. Mexay TeM, MNOMWMO  OFPOMHOr0  KOAM4YecTBa
BO3MOXHOCTEN, UHTEPHET HeceT M npo6nembl. OTa NaMsaTKa A0/MKHA MOMOYb Tebe 6e3onacHoO
HaxXo4UTbLCS B CETHU.

KomMnbloTepHbIE BUPYCHI
KOMNbIOTEPHbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHbLIX MPOrpamMm, OTAUYUTENbHON
0COGEHHOCTbIO KOTOPOM ABMAETCA CMOCOOHOCTb K Pa3MHOXEeHWI0. B JononHeHue K 3Tomy,
BUMPYCbl  MOTFYT MOBPeAUTb WAM  MOMNHOCTHIO  YHUUTOXWUTbL BCe (halinbl W [aHHbIe,
NOLKOHTPO/IbHbIE NMO/Ib30BATE/O, OT UMEHM KOTOPOro Oblna 3anyllieHa 3apaXxeHHas nporpaMmma,
a Takxke NOBPeAUTb WM AaXe YHWUUYTOXWUTb OMNepauuoHHYI CUCTeMy CO Bcemu (ailnamu B
LenoM. B 60nbWIMHCTBE C/yvyaeB pacnpoCTPaHAKTCA BUPYCbl Yepe3 MHTEPHeT.
MeToAbl 3alUTbl OT BPELOHOCHbIX NPOrpamMm:
1 Vicnonb3yit COBpEMEHHbIE ONepaunoHHble CUCTEMbI, UMEIOLLNE CepPbe3HbI YPOBEHb 3aLUUTHI
OT BPeAOHOCHbIX Nporpamm;
2. TMocTosHHO ycTaHaBnuMBal navytun  (LUPOBble 3annaTkM, KOTOpPble aBTOMATMYECKU
yCTaHaBNMBalOTCA C LUenbld AopaboTkM nporpammbl) W Apyrue O6GHOBNEHUS  CBOeW
onepaumoHHOI cucteMbl. CKaumBai Ux TONbKO C oMUManbHOrO calita paspaboTyunka OC. Ecnn
CYLLECTBYET PeXMM aBTOMATUUYECKOro 06HOB/IEHUS, BK/IHOYY €rO;
3. PaboTaii Ha cBOeM KOMMbiOTEpe Noj npaBamu Nosib3oBaTeNs, a He agMuMHUCTpaTopa. JTO He
Mo3BO/IUT GONbLWIMHCTBY BPEAOHOCHbLIX MPOrpamMm WHCTaN/IMPOBATLCA Ha TBOEM MEPCOHa/IbHOM
KOMMbIOTEPE;
4. Wcnonb3ylh aHTUBUPYCHble MpPOrpaMMHble MPOAYKTbl WM3BECTHbIX MPOWU3BOAUTENENR, C
aBTOMaTUUYECKMM OO6HOBNEHMEM 6a3;
5. OrpaHu4b M3NYeCKuii OCTYN K KOMNbIOTEPY A8 NOCTOPOHHUX NLL;
6. Vcnonb3yil BHelWHWe HOCUTENW WHGoOpMaUUK, TakvMe Kak (newka, AMCK wuau ¢ain u3
NHTepHEeTa, TONbKO M3 NPOBEPEHHbIX UCTOYHWKOB;
7. He oTKpbiBail KOMMNbIOTEPHbIE (halnbl, MONYYEHHbIE U3 HEHAAEXHbIX WMCTOYHMKOB. [axe Te
(haiinbl, KOTOpble Npucnan TBOM 3HAKOMbIN. Jlydlle YTOYHWU Y HEro, OTNpPaBAsa N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BUA nepefayn faHHbIX, He TEXHONOIMSA, a BCero b 6peHa, mapka. Ewe B 1991
rogy HwuaepnaHackas KoOMMnaHua 3apernctpupoBana 6peHg "WECA", uto 0603Ha4ano
cnosocoyeTaHue "Wireless Fidelity", KoTopbiii nepeBoaMTCA Kak «6eCrnpoBOAHas TOUHOCTb».
[0 Hallero BpemeHn aolina gpyras abopesBuatypa, KOTopas SIBASETCA TaKOW XXe TeXHOMOrme.
310 abb6bpesmatypa "Wi-Fi". Takoe Ha3BaHMe 6bII0 JaHO C HamMeKOM Ha CTaHAapT BbICLUEN
3BYKOBOW TeXHWKM Hi-Fi, 4To B nepeBofie 03Ha4yaeT «BbICOKAass TOYHOCTb».
[a, OecnnaTHbli WHTEpPHET-AOCTYN B Kade, OTendx W asponoptax ABASETCA OTAMYHOM
BO3MOXHOCTbIO BbIX0fa B MHTepHeT. HO MHOrme akcnepTbl CUATAKOT, Y4TO obuwepoctynHble Wi-
Fi ceTn He ABnatoTCca 6€30NacHbIMU.
CoBeTbl Nno 6e30nacHOCTU paboThbl B 06Lef0CTYNHbIX ceTax Wi-fi:
1 He nepegaBaii CBOK NMYHYK WHGOpMauuMio vepe3 obuiegocTynHble Wi-Fi cetn. PaboTtas B
HUX, XenaTeflbHO He BBOAWTL Mapo/iv AOCTYNa, NOTUHbI U KaKne-TO HOMepa;



2. WNcnonb3yih 1 OOHOBNAN aHTUBMPYCHble nNporpammbl U OpaHgmayep. TeM cambiM Tl
ob6esonacullb ceds 0T 3aKa4yku BMpyca Ha TBOE YCTPOIACTBO;
3. Mpun ucnonbzoBaHun Wi-Fi oTKAOUM (DyHKUMIO «O6WMIA AOCTYN K (hainnam v npuHTepam».
[aHHas (PyHKLMA 3aKpbiTa MO YMONYaHMIO, O4HAKO HEKOTOpble MO/b30BaTe/NI aKTUBUPYIOT ee
Ans yaobcTBa MCNONb30BaHMA B paboTe Unn yyeobe;
4. He ncnonb3yih nybnuyHeli WI-FI ong nepefayv NWYHbIX SaHHbIX, HanpuMmep 418 BbiIXo4a B
counasibHble CETU WU B 3NIEKTPOHHYIO MOYTY;
5. Wcnonb3yil ToNbKO 3awuileHHoe coeamHeHne yepe3 HTTPS, a He HTTP, T.e. npn Habope
Be6- agpeca BBOAM MMEHHO "https://";
6. B Mo6unbHOM TeneoHe OTKNOUM (yHKUMIO "TogkntoueHne K Wi-Fi aBTomaTuyeckun"”. He
JlonycKail aBTOMaTUYeCKOro NoAKNUYeHns ycTpoincTea K cetam Wi-Fi 6e3 TBoero cornacus.
CoumnanbHble cetn

CoumanbHble CeTM aKTUBHO BXOAAT B Hawy >KW3Hb, MHOrMe noauM paboTawT U XUBYT Tam
NOCTOSIHHO, a B Facebook y)e 3apermcTtpupoBaH MWUAANAPL YeNoBeK, YTO ABNSETCA OAHON
celbMO BCex uTenen nnaHeTbl. MHOrMe Monb30BaTeNM He MOHMMaKT, YTO MHMOpMaLms,
pasMeLLeHHas VMU B COLMabHbIX CETAX, MOXET ObiTb HaZeHa U UCMOMNb30BaHA KEM YrOAHO, B
TOM 4ucne He 0653aTefIbHO C 6narMMn HamepeHnaImK.
OCHOBHble COBETbI N0 6€30MacCHOCTU B COLMAbHbIX CETAX:
1 OrpaHuyb CNUCOK Apy3eil. Y Te6s B APY3bSX HE AO/MKHO ObiTb CAY4YalHbIX U HE3HAKOMbIX
noaen;
2. 3aliuiiain CBOK 4YacTHYH XWU3Hb. He ykasbiBaii maponu, TenedOHbl, agpeca, AaTy TBOEro
POXAEHUA W APYTYH JIMYHYIKO WH(POPMaUUIo. 3/10YMbIWIEHHUKA MOTYT MCMO/Mb30BaTh AaXe
NH(OPMaLUIO 0 TOM, Kak Tbl 1 TBOU POAUTENN NAAHUPYeTe NPOBECTU KaHWUKY/bI;
3. 3aluuiali cBOK penyTauuto - AepXu ee B YUMCTOTE W 3adaBali cebe BOMPOC: XOTeN Obl Thl,
4yToOblI Apyrue nonb30BaTeNnu BUAEAW, UYTO Tbl 3arpyxaews? [Mogyman, npexpge 4Yem 4TO-TO
ony6anKoBaTtb, HanucaTb ¥ 3arpy3nTb;
4. Ecnv Tbl rOBOpULWb C NIOLAbMW, KOTOPbIX He 3Haellb, He WCMOb3yh CBOE peasibHOE UMS U
APYTYIO IMYHYIO MH(OPMALMKN: UMS, MECTO XUTENbCTBA, MECTO Y4ebbl 1 Npouyee;
5 W3beraii pasmelleHns doTtorpaguii B NHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTW, Mo
KOTOPOW MOXXHO Onpefe/inTb TBOE MeCTOMNOJIOXEHME;
6. Mpu peructpaumn B coUMaNbHON CeTU HEOO6XOAMMO WCMNONb30BaTh C/IOXHbLIE Maposu,
coCToALLME U3 BYKB U UUGP U C KOIMYECTBOM 3HAKOB He MeHee §;
7. ns coumnanbHOM CeTW, NOYTbl M APYrnX CaliTOB HEOOXOAMMO WCMO/b30BaTh pasHblie Maposu.
Torga ecnu Te6s B3N10OMatOT, TO 3/10YMbILIEHHUKU MONyYaT JOCTYN TO/MbKO K OLHOMY MecCTy, a
He BO BCe cpasy.

OJIeEKTPOHHbIE leHbI N
ONEeKTPOHHbIe fAeHblM - 3TO O04YeHb YAO0OHbIA cnocob nnaTexei, OfHAKO CyLLeCTBYHOT
MOLUEHHUKWN, KOTOPbIE XOTAT NONYYNTb 3TN LEHLIN.
ONEeKTPOHHble [eHbrM MOSABUNUCL COBCEM HEAABHO U WMEHHO MU3-3a 3TOr0 BO MHOIMX
rocyfapcreax 4o CMX MOp He NPONMCcaHo NPO HUX B 3aKOHAX.
B Poccum e OHU (DYHKLMOHMPYIOT M O HUX Y>XKe NPONMCaHO B 3aKOHe, rfge MX pasfenstoT Ha
HECKONbKO BUAOB - aHOHUMHbIE W HE aHOHVMMHble. Pa3Huua B TOM, YTO aHOHUMHble - 3TO Te, B
KOTOpPbIX paspellaeTcs MpoBOAWUTL onepauum 6e3 WAeHTU(MKALUKX Monb3oBaTeNd, a B
HEaHOHWMHbIX UAEHTU(MKaALMA NONb30BaTeNa ABAEeTCA 0693aTe/IbHON.
Takxke cneflyeT pas3fiMyatb 3N1EKTPOHHbIE (PUaTHbIE AeHbIN (paBHbl FOCYAAapCTBEHHbIM Ba/itlOTaM)
M 3N1eKTPOHHbIE He(MaTHble AeHbr (He paBHbl FOCYAapCTBEHHbIM BastoTaMm).
OCHOBHbIe COBETbI M0 6€30MacHo paboTe € ANEKTPOHHLIMU AeHbraMu:
1 MpusXxu K cyeTy MOOWbHBIA TenethoH. IOTO camblii yAOOHbIA U BbICTPbIA CcnNocob
BOCCTAHOBUTb [OCTYNM K cuyeTy. [lpuBsA3aHHbIA TeneoH MOMOXET, ecnn 3abyfjellb CBOM
NAaTeXHbIn Naponb Uamn 3alifjelb Ha CalT ¢ HE3HAKOMOro YCTPOMCTBa;
2. Ncnonb3yii ofHopa3oBble naponin. llocne nepexofa Ha YCW/IEHHYHO aBTopu3auuio Tebe yxe
He ByZleT yrpoxatb OMacHOCTb KpaXKu UM nepexsaTa niaTeXXHoro napons;



3. Bblbepy CcnoxHbIli naponb. lMpecTynHukam OyfeT He NpPOCTO yragaTb CAOXHbLIA Naposb.
HafeXHble naponu - 3T0 Naponun, KOTopble COAepXXaT He MeHee 8 3HAKOB W BK/HOYAKOT B cebs
CTPOYHbIE U MNPOMUCHbIE OYKBbI, LU(PbI M HECKO/IbKO CMMBOMOB, TaKuMe Kak 3HaK [ofnapa,
(hyHTa, BOCK/MLaTeNbHbIA 3HaK 1 T.N. Hanpumep, StRONg!;;
4. He BBOAM CBOM /INYHbIE [laHHble Ha calTax, KOTOPbIM He AoBepseLlb.
ONeKTpPOHHaA no4yra

JNeKTPOHHas noyTa - 3TO TEXHONOrMA W NpPeAoCTaBisSiEMble € YCNYyrn Mo MNepecbiike |
NONYYEHUIO 3NEKTPOHHbLIX COOOLLEHWIA, KOTOpble pacnpefenstoTcs B KOMMbHOTEPHOWN CeTw.
O6bI4YHO 3N1EKTPOHHbIN NOYTOBbIN ALMK BbIFNALUT cnegyrowmm 06pa3om:
UMA_Nonb3oBatena@umMa_foMeHa. Takxe Kpome nepegaynM MNpocTOro TeKCTa, MMeeTcs
BO3MOXHOCTb NnepefasaTb aisibl.
OCHOBHbIe COBETbI N0 6€30NacHON paboTe ¢ 3NeKTPOHHOI NOYTOIA:
1 Hago BblG6paTb MpaBW/bHbIA MOYTOBbLIA CepBUC. B WHTepHeTe eCcTb OrPOMHBbIA BbIGOP
6ecniaTHbIX MOYTOBbLIX CEPBMCOB, OfHAKO /yylle AOBepATb TEM, KOro 3Haellb W KTO NepBblii B
PerTuHrE;
2. He vykasbiBali B /NNYHON MoYTe fNYHYH WHGOpMauuto. Hanpumep, nyduwe BbibpaTh
«MYy3blKa/bHbIli_(haHaT@» unm «pok2013» BMeCTo «Temal3d»;
3. Ncnonb3yil ABYX3aTanHyl aBTOpu3auuio. ITO KOrga NOMUMO Mapofid HYXHO BBOAWUTb KOA,
npucblnaembliii no SMS;
4. Bbl6epn CNOXHbIA Naponb. Ons KaXAoro MoOYTOBOrO AlLMKA [JO/MKEH ObiThb CBON HAAEXHbIN,
YCTONUMBBIN K B3N10MY Maponb;
5 ECnM ecTb BO3MOXHOCTb HanucaTb CamMOMYy CBOM JIAYHbIA BOMNPOC, WCMONb3YW 3Ty
BO3MOXHOCTb;
6. Micnonb3yin HECKO/IbKO MOYTOBbIX AWMKOB. lMepBblil 4N YacTHOW MepenncKkn c agpecatamu,
KOTOPbIM Tbl A0Bepsellb. ITO 3/IeKTPOHHbIMA afjpec He Hafo MCMO/b30BaTb NPU perncrpayuy Ha
thopymax u canTax;
7. He oTkpbiBail (haitfibl U Apyrue BAOXEHUA B MUCbMax, AaXe €CAU OHWM MNPULAN OT TBOMUX
Apy3eit. Jlydue yTOYHU Y HUX, OTNPABASAAN NN OHW Tebe 3Tn (haiinbl;
8. Mocne okoHYaHMA paboTbl Ha MOYTOBOM CepBMCE MNepef 3aKpbiTUEM BKMafAKM C CalTOM He
3a0yab HaXkaTb Ha "BbIATK".

KunbepbynnmHr nnm BupTyanbHOe U3aeBaTe1bCTBO
KnbepbynnuHr - npecnefoBaHWe COOOLLEHUSMU, COAEPXALLUMKU OCKOPOGNEHNS, arpeccuto,
3anyruBaHue; XynuMraHcTBO; couManbHOoe 60MKOTMPOBAHME C MOMOLLbIO Pa3/IMyHbIX UHTEPHET-
CepBU1COB.
OCHOBHbIe COBEThI M0 60pb6e C KNOEPOYNNNHIOM:
1 He 6pocaiica B 60i. Jlyywwnii cnoco6: NOCOBETOBATHCA Kak cebs BECTU WU, eC/in HeT TOoro, K
KOMYy MOXHO 06paTUTbCA, TO BHayane YCMOKOMTbCA. EcCAM  Tbl  HayHewsb OTBeYaTb
OCKOp61eHMAMM Ha OCKOPOEeHWs, TO TOMbKO elle 60/blle PasoXOKellb KOHDANKT;
2. Ynpasnsin cBoein kubeppenyTayueil;
3. AHOHUMHOCTb B CeTM MHUMasA. CyLecTBYIOT CNOCOObI BbISCHUTb, KTO CTOUT 3a aHOHUMHbIM
aKKayHTOM;
4. He cTOUT BeCTM Xy/UTaHCKWiA 06pa3 BMPTYasibHOM XXWU3HU. VIHTepHeT (hMKCMpyeT BCe TBOU
AEVCTBUSA U COXPaHAET UX. Y anuTb UX GyAeT KpaiHe 3aTpyAHUTENbHO;
5. Cobntofait CBOK BMPTYasibHYH YECTb CMOJIOAY;
6. WNrHopupyi eauMHWYHbI HeratuB. OfJHOpPa30Bble OCKOPOWUTENbHbIE COOOLIEHUS nyylle
nrHopmposatb. OObIYHO arpeccus npekpaliaeTcs Ha Ha4yalbHOW CTaguu;
7. ban arpeccopa. B nporpammax o6mMeHa MIHOBEHHbLIMW COOOLLEHUAMU, B COLMANbHbIX CETAX
eCTb BO3MOXHOCTb 6/I0KMPOBKM OTNPaBKN COOOLLEHNIA C ONpefeNieHHbIX afpecos;
8. Ecnu Tbl cBugeTenb KnbepbynnumHra. TBOM [eWCTBUA: BbICTYNUTbL MPOTUB MpeciefoBartens,
nokasaTb €My, 4YTO ero [eiCTBMA OLEHMBAKOTCA HEraTMBHO, NOAAEPXaTb >XepPTBY, KOTOPOW
HY)>XHa NCMXO0/N0rMyeckas MOMOLLb, COOOWMTL B3POC/bIM O (PakTe arpecCUBHOrO MoBeAeHUs B
ceTu.



Mo6unbHbIN TenehoH
CoBpeMeHHble CMapT(OHbI K MNaHWeTbl cofepxxat B cebe BMNOJIHE B3POC/bIA (DYHKLMOHAN, U
Tenepb OHWM MOTYT KOHKYpUpoBaTb CO CTauMOHapHbIMW KomnbloTepamun. OfHaAKO, CpeAcTB
3aWnTbl 4Ns NOLOGHbLIX YCTPOWCTB MOKa OYeHb Mano. TecTMpoBaHWe W NMOUCK YA3BUMOCTER B
HUX MPOUCXOANT HEe TaK WMHTEHCMBHO, Kak ansa MK, To e camoe KacaeTcsi U MOOW/bHbIX
NPUNOXKEHWNIA.
CoBpeMeHHble MO6UNbHbIE Bpay3epbl Y)XKe MPakTUYeCKN JOrHanW HacTO/IbHble aHanorn, of4HaKko
pacliunpeHme hyHKLUMOHaNa BneyveT 3a coboli 60MbLUYI0 CMOXHOCTb M MEHbLLUYIO 3aLlWLEHHOCTb.
[aneko He Bce nNPOM3BOAUTENN BbINYCKalOT OOHOBMEHWSA, 3aKpbiBalolnMe KpUTUYeCKue
YA3BUMOCTM A1 CBOUX YCTPOWCTB.
OCHOBHbIe COBeTbl A1 6e30MacHOCTU MOBU/IBHOTO TefledoHa:
Huyero He dABnseTca mno-HacToAweMy 6ecnnatHbiM. byfAb OCTOpPOXeH, BeAb Korpja Tebe
npegnaraoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KaK1e-TO MaaTHble YCNyru;
[ywmaii, npexzae yem oTnpasuTb SMS, (O0TO unn BMAeO. Tbl TOYHO 3Haellb, rhe OHM 6yayT B
KOHEeYHOM utore?
Heob6xoaMMo 06HOBNATL ONEpPaLMOHHYIO CUCTEMY TBOEro CMapT(OHa;
Ncnonb3yit aHTUBMPYCHbIE MpOrpamMbl AN MOOGUIbHBLIX TeNeOHOB;
He 3arpyxaii npuaoXeHWs OT Heu3BEeCTHON0 WCTOYHMKA, Befb OHM MOTYyT COAepXaTb
BpPeLOHOCHOe NporpammMHoe o6ecreyeHue;
Mocne TOro Kak Tbl BblifeWb C caiTa, rae BBOAWN NNYHYIO MH(OpMaLUto, 3alijn B HACTPOMNKM
bpay3epa u yganu cookies;
Mepuofmyeckn NpoBepsi, Kakue NaaTHble YCAyrn akTMBMPOBaHbI Ha TBOEM HOMEpE;
[aBaii cBO HOMep MOOWNLHOrO Tened)oHa TOMbKO /OASIM, KOTOPbIX Tbl 3HaEllb W KOMY
[oBepseLlb;
Bluetooth fgomkeH O6bITb BbIK/OYEH, KOrga Tbl MM He nofb3yewbesd. He 3abbiBaii uHOrga
NPOBEPATb 3TO.
Online vrpsl
CoBpeMeHHble OHNANH-UTPbI - 3TO Kpaco4Hble, 3axBaTbiBaloLMe pa3sievyeHns, 06beanHAIOLLINE
COTHW ThICAY YeNOoBeK Mo BCeEMY MUpPY. VTpoKu nccnepytoT AaHHbIA UM MUp, 06LWalTca apyr ¢
APYrom, BbINOMHAIT 3afaHus, CPpaXatoTCs C MOHCTpaMM M MOMyvaloT OnbIT. 3a yA0BONLCTBUE
OHW MNATAT: NOKYNarwT AUCK, ONNaYNBaOT abOHEMEHT UK NpuobpeTatoT Kakme-1o Onuuu.
Bce atu cpeacTBa uayT Ha MOAAep)KaHUe W pasBUTUE UIPbl, & TakKXKe Ha camy 6e30MacHOCTb:
COBEpLUEHCTBYHOTCA CUCTEMbI aBTOpuM3aLuu, BblMYCKAKOTCA HOBble Matyu (LUMpoBbie 3annaTku
ANa nporpamm), 3aKpbiBaKOTCA YA3BUMOCTU CEPBEPOB.
B nogo6HbIX Mrpax CTOUT onacaTbCH He CTO/IbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXKu TBOEro
naposs, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopusaunmn 60MbLLINHCTBA UIP.
OCHOBHble COBETbI M0 6€30MaCHOCTN TBOEr0 UIFPOBOr0 aKKayHTa:
1 Ecnu gpyroii nrpok BefeTt cebs nnoxo unm cosgaet Tebe HENPUATHOCTU, 3abMOKMPYI ero B
CMUCKe UTPOKOB;
2. Moxanyinca agMUHUCTpaTopaMm Wrpbl Ha NA0OX0e MNOBEAEHWe 3TOr0 Wrpoka, >enaTeflbHO
NPUIOXNTb KaKne-TO foKasaTe/lbCTBa B BUAE CKPUHOB;
3. He ykasbIBail MYHY0 MHPOPMaLUIO B Npodaiisie urpsl;
4. YBaxkaih Apyrnx y4aCTHUKOB MO UIPE;
5. He ycTaHaBnuBail HeomumanbHble Natym n MOfbl;
6. Vicnonb3yii CNOXHbIE W pa3Hble Naponu;
7. Oaxe BO BpeMs Urpbl He CTOUT OTKAKOYaTb aHTUBMUPYC. MoKa Tbl Urpaewb, TBOW KOMMNbIOTEP
MOryT 3apasuTb.
OUWNHT NNN KpaXa NNYHbIX fJaHHbIX
OObIYHOW KpaXkeil [eHer W AOKYMEHTOB CErofHs Y>Xe HWUKOro He YAMBWLb, HO C Pa3BUTUEM
WHTEPHET-TEXHONIOTUIA  3/10YMbILWIEHHUKA  NEPeMeCcTUINCb B  WHTEPHET, W NPOLO/MKAKT
3aHUMATbCA «HOUMbIM» [e/I0M.



Tak nosiBuNacb HoBas yrposa: MHTEPHeT-MOLUEHHNYECTBa UK (DULLMHT, TNaBHas Lefb
COCTOUT B NOJIYYEHUN KOH(MUAEHLMaNbHbIX AaHHbIX MO/b30BaTenell - NOrMHOB M naposneil. Ha
aHrnMiickom A3bike phishing untaetca kak ¢guwuHr (ot fishing - pbl6bHas noens, password -
naposb).
OCHOBHbIe COBEThI M0 60pb6e C PULLNHIOM:
1 Cnegn 3a CBOMM akKayHTOM. Ecnm Tbl mogo3peBaellb, YTO TBOS aHKeTa Oblfia B3/lOMaHa, TO
Heo6xo4MM0 3ab/10KMpOBaTb ee U COOOWMTL afgMUHUCTpaTopaM pecypca 06 3TOM KakK MOXHO
CKOpee;
2. Ncnonb3yin 6e3onacHble Be6-CainTbl, B TOM YMC/e, UHTEPHET-MarasuHoB M MOUCKOBbLIX CUCTEM;
3. Vcnonb3yid CnoXHble W pasHble naponn. Takum o6pa3om, ecnm Te6s B3/OMAOT, TO
3/10YMbILWNEHHWUKN NOAyYaT AOCTYN TONbKO K 04HOMY TBOEMY MPOGMI0 B CETU, a He KO BCEM;
4. Ecnn Teba B3noManu, TO HeobxoAuMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pfobaBneHbl y Teb6s B Apy3bsAX, 0 TOM, YTO Tebs B3/lOMann U, BOSMOXHO, OT TBOero nMeHu byget
paccblinaTbCa cnam U CCbIIKU Ha PULLMHIOBbLIE CalThl;
5. ¥YcTaHoBU HafexXHbl naponb (PIN) Ha MO6UNbHBIN TenedoH;
6. OTKNOUN coxpaHeHne napons B 6paysepe;
7. He oTkpbiBail (haitnibl U Apyrue BAOXEHUSA B MUCbMax, AaXe €CAN OHW NPULLIN OT TBOUX
apy3ei. Jlyduwe yTOYHW Y HUX, OTAPABASAN NN OHK Tebe 3Tu alinsl.

Undposas penyTtauuns
Lndposas penyTtaumsa - 370 HeratMBHas WAM MO3UTWBHAA WHGpoOpmauma B ceTun O Tebe.
KomnpomeTupytowas mHQopMaumns, pasMewieHHas B MHTEPHETE, MOXET Cepbe3HbIM 06pa3omM
0TPa3nTbCA Ha TBOEW peanbHON XM3HWU. «LludpoBas penyTaums» - 3T0 TBOW UMUK, KOTOPbI
thopmMupyeTca U3 MHGpopMaLum o Tebe B MHTEPHETE.
TBOE MECTO XWTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOJIOXEHNE, 0COO6EHHOCTN XapakTepa U
pacckasbl 0 6/1IM3KNX - BCe 3TO HaKan/jMBaeTCs B CETU.
MHoOrve noApPOCTKWA NEerkOMbICIEHHO OTHOCATCA K Ny6/nvMKauuu NUYHOM MHGpopMaumm B
NHTepHeTe, He NOHMMas BO3MOXHbIX MOCNeACTBMIA. Thl faXe He CMOXellb A0ragaTbCA O TOM,
yTo (hoTOrpadhma, pasmelleHHas 5 et Hasaj, cTana NPUMUYNHOA 0TKasa NPUHATL Tebs Ha paboTy.
KommeHTapun, pasmelleHne TBOMX oTorpaduini n gpyrve AeicTBuUa MOryT He UCYE3HYTb Jaxe
nocnie TOro, Kak Tbl UX yganub. Tbl HE 3Haelb, KTO COXpaHU/I 3Ty MH(OpMaLuMio, nonana m
OHa B MOWCKOBble CUCTEMbI W COXpaHW/iacb NU OHa, a [/laBHOe: 4TO nogymakwT o Tebe
OKpyXawLuive noau, KoTopble HaWgyT U yBUAAT 3T0. HalTM MH(pOpMaLM0 MHOro fieT CnycTs
CMOXET N060A - KaK M3 A06pbIX MOOYXAEHWA, TaK U C HaMEpPeHUEM MPUYUHUTL Bpea. ITO
MOXET 6bITb KTO YrogHO.
OCHOBHble COBETbI MO 3alWnTe LMPPOBOIA penyTaymm:
1 Mopymaii, npexae 4eMm 4To-TO Ny6/1MKOBaTb M NepefasaTh Yy cebs B 610re Uam B coumanbHONM
ceTu;
2. B HacTpoilkax npogmns yCTaHOBM OrpaHUYeHUss Ha MNPOCMOTP TBOEro npoduas u ero
COLEPXMUMOTO, cfienal ero ToNbKo «Ana Apysemn»;
3. He pasmeuwiaii n He yKasblBail MH(oOpMaUWIO, KOTOpas MOXET KOro-imbo 0cKoponaTb wu
06MXKaTb.

ABTOPCKOe NnpaBso

CoBpeMeHHble LWKO/MIbHUKWA - aKTUBHble MNOMb30BaTeNNM LUPPOBOro npoctpaHcTea. OfHaKo
[lafIeK0 He BCe 3HAlT, YTO NO/Ib30BaHUE MHOTMMK BO3MOXHOCTSMU LM(POBOro Mupa Tpebyet
coON0eHNA NpaB Ha MHTENNEKTYa/lbHY0 COOCTBEHHOCTb.
TepMUH  «UHTeNNeKTyanbHass COOGCTBEHHOCTb»  OTHOCMTCA K  pPa3NMYHbIM  TBOPEHUSIM
4eN0BEeYEeCKOro yMa, HaumHas C HOBbIX M300peTeHMin 1 3HAKOB, 0603HavalLWmMx CO6CTBEHHOCTb
Ha TMPOAYKTbl W YCNyru, W 3akaHuuBas KHuramu, Qortorpapuamun, KuHOpUNbMaMU U
MY3blKasbHbIMW NPOU3BELEHUAMMN.
ABTOpPCKMe npaBa - 3TO MpaBa Ha WHTENNEKTYallbHY0 COOCTBEHHOCTb Ha MPOU3BELEHUS HAYKW,
nuTepatypbl M UCKyccTBa. ABTOPCKME NpaBa BbICTynalwT B KayecTBe rapaHTMM TOro, 4To
NHTEeNNEeKTYallbHbIN/TBOPUYECKUA TPy aBTopa He OyfeT HanpacHbIM, AacT eMy chnpaBef/iMBble



BO3MOXHOCTW 3apaboTaTb Ha pe3y/ibTaTtax CBOEro Tpyfa, NoAy4YuUTb U3BECTHOCTb U MPU3HaHWe.
HukTo 6e3 paspeLleHUs aBTopa He MOXET BOCMPOM3BOAUTL ero NpounsBefeHne, pacnpocTpaHaTh,
ny6iMYHO [OeMOHCTpMpoBaTb, MpojaBaTb, WMMMNOPTUPOBATb, MNYCKaTb B MNPOKAT, Ny6/AMYHO
NCNONHATbL, NOKa3blBaTL/MCNONHATL B ahnpe UAn pasmelate B IHTepHeTe.
Mcnonb3oBaHne «MNMPaTCKOro» MnporpaMMHOro o6ecneyeHUs MOXET MPUBECTU K MHOTUM
puUCKaMm: OT MOTepM [aHHbIX K TBOMM akKkayHTaMm [0 O/0KMPOBKW TBOEro YCTpPONCTBa, rae
yCTaHOB/EHA HefleranbHaa nporpamma. He cTouT TakxKe 3abbiBaTh, YTO CYLLECTBYIOT flerajibHble
1 6ecnnatHble NPoOrpamMmbl, KOTOPbIE MOXHO HalTW B CETW.

O noprane
CeTeBUYOK.p(h - TBOM rNaBHbI COBETYMK B CeTW. 3[4eCb Thbl MOXELIb Yy3HaTb O 6€30MNacHOCTM B
CeTM MOHATHLIM W [AOCTYMHLIM A3bIKOM, a MNPV BO3HUKHOBEHWUM KPUTWUYECKON CUTyaLum
o6paTnTbCA 3a COBETOM. A TakKXe MPUHATb yyacTue B KOHKypcax W CTaTb CaMbIM LUMPPOBLIM
rpaXxgaHnHom!



