NHOOPMALINOHHASA MAMATKA JJUISA OBYYAIOIIUXCA 1JIs1 PASMEIIEHUSA HA
OPUIUNAJIBHBIX THTEPHET-PECYPCAX

C KaXIpIM TOJOM MOJIOJIC)KM B MHTEPHETE CTAHOBUTHCS OOJbINE, a IIKOJBHUKA OJHH U3 CaMbIX
AaKTUBHBIX IOJb30BaTene Pynera. Mexay TeM, IIOMUMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECeT U MPOoOJIeMbl. JTa MamMsATKa JI0JDKHA TIOMOYb TeOe 0e3011acHO HaXOAUTHCS B CETH.

KomnbioTrepHblie BUpPYyCHI
KomnbroTepHBIi BUPYC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX MTPOTPAMM, OTIMYUTEILHONH 0COOEHHOCTHIO
KOTOPOil SBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO. B 1omnoiHeHue kK 3ToMy, BUPYChl MOTYT OBPEAUTD
WIA TIOJHOCTHIO YHHYTOXUTH Bce (ailibl M JaHHBIE, MOJKOHTPOJIGHBIEC IOJIB30BATEN0, OT HMMEHHU
KOTOpOoTo Obljla 3alyllleHa 3apaKeHHas MporpaMMa, a TakKe MOBPEIUTh WIM JaXKe YHUUTOXKUTH
OTIEPAllMOHHYIO CUCTEMY CO BceMH (paiimamu B 1enom. B OOJNBIIMHCTBE CilaydaeB paclpOCTPaHSIOTCS
BHUPYCHI Uepe3 UHTEPHET.

MemoOdubt 3auiunol om 6pedOHOCHBIX RPOPAMM:

1. HWcnons3yii COBpEMEHHBIE OIEPALMOHHBIE CHCTEMBI, UMEIOIIUE CEPbE3HBIM YpPOBEHBb 3alllUThl OT
BPEIOHOCHBIX TIPOTPAMM;

2. IlocTostHHO ycTaHaBIMBai mauTu (MUQPPOBHIE 3aMUIATKH, KOTOPHIE aBTOMATHYECKH YCTAaHABIMBAIOTCS C
LETBI0 TOPaOOTKH MPOTPAMMBI) M JApyrue OOHOBJICHHS CBOEH OmepannmoHHON cuctembl. CkaumBad HMX
TOJNBKO ¢ o¢uuuanbHoro cairta paspadborunka OC. Ecim cymecTByeT peXuM aBTOMAaTHYECKOTO
OOHOBJICHUS, BKJIIOUH €T0;

3. PaboTail Ha cBOeM KOMIbIOTEpE 10/ MpaBaMU I0JIb30BATENs, @ HE aIMUHUCTPATOPA. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEJJOHOCHBIX MPOTPAMM MHCTAJUNIUPOBAThCSA HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Vicnosib3yil aHTUBUPYCHBIE MMPOTPAMMHBIE€ MPOTYKTHI U3BECTHBIX MPOU3BOAUTENEH, C aBTOMATUYECKUM
oOHOBJICHHEM 0a3;

5. Orpannyb (PU3NYECKUN MOCTYNl K KOMIBIOTEPY IS MOCTOPOHHHMX I, 6. Mcmonb3yit BHENIHHE
HOCUTEN MHQOpMaINM, Takue Kak ¢uielka, AUCK WM (aill U3 MHTEpHEeTa, TOJIbKO M3 MPOBEPEHHBIX
HMCTOYHUKOB;

7. He oTKpbIBali KOMIIBIOTEPHBIE (ailyibl, MOJy4YECHHBIC M3 HEHAJC)KHBIX MCTOYHHKOB. [laxke Te ¢aitibl,
KOTOpBbIE MpHUCIIai TBOM 3HAaKOMBIN. JIydlie yTOUHU y HEro, OTIPABIISUI JIU OH T€0E UX.

Ceru WI-FI
Wi-Fi - 310 He Buj mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCEro Jminb Opera, Mapka. Eme B 1991 roay
HUJIEpJIaHJICKass KoMmaHus 3apeructpupoBania Openn "WECA", 4to o0003Hayano CIIOBOCOYETAHUE
"Wireless Fidelity", koTopslii mepeBoauTcs kak "O0ecrpoBogHas TOYHOCTH". J[0 Hallero BpeMeHu Jomuia
npyras abOpeBuaTypa, KOTopas SBJISETCS Takoil e TexHosorueil. 910 abOpeBuarypa "Wi-Fi". Takoe
Ha3BaHue OBbUIO JIaHO C HAMEKOM Ha CTaHJapT BbIcuied 3ByKoBo#l TexHuku Hi-Fi, uro B mepeBoie
o3HavaeT "BbICOKas TOYHOCTH". Jla, OecriaTHBIH HHTEPHET-AOCTYH B Kade, OTelsIX U a’dporoprax
SBJISETCS OTJIMYHOM BO3MOXKHOCTBIO BBIXOJIAa B HMHTEpHET. HO MHOTHME »SKCHEepThl CYHUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SBISIOTCS 6€30MaCHBIMH.
Cosempl no oezonacnocmu padomol 6 0ouiedocmynuvix cemax Wi-fi:
1. He mepenaBaii cBoto nuyHyro HHpopMaiuio uepe3 obOmenocrynabie Wi-Fi cetu. Paboras B Hux,
JKeJaTeIbHO He BBOJAUTH MAPOJIH JOCTYIA, JIOTHHBI U KaKue-TO HOMEPA;
2. Ucnonb3yil 1 OOHOBIIANM aHTUBUPYCHBIE MPOrpaMMbl B OpaHamayep. TeM cambIM Thl 00€30MAacHUIIlb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPOUCTBO;
3. IIpu ucnonszoBanuu Wi-Fi otkmroun ¢ynxmuio "O6muit noctyn k Qaiinam u npuHtepam”. JlaHHas
(GYHKIHS 3aKphITa IO YMOJYAHUIO, OJHAKO HEKOTOpBIC MOJIh30BATENM AKTHUBUPYIOT €€ Juid ynoOcTBa
WCIO0JIb30BaHUs B paboTe uin yueoe;
4. He wucnons3yii nmyonmuunbii WI-FI ams mepemaum JWYHBIX JaHHBIX, HampuMep IS BBIXOJa B
COIMANILHBIC CETH WU B DJIEKTPOHHYIO TOUTY;
5. Wcnonp3yii Toapko 3amumieHHoe coequHenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-ampeca
BBOM MMeHHO "https://";




6. B moGmieHOM Tenedone otkmoun Gyakuio "Tloakmouenue k Wi-Fi aBromatndecku". He nomyckait
ABTOMATHYECKOTO TIOKIIOYCHUS yeTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CouuanabHble CETH.
CouuanbHble CETH aKTUBHO BXOJAT B HAIly KU3Hb, MHOTHE JIIOU PA0OTAIOT U KUBYT TaM IOCTOSIHHO, a B
Facebook yxe 3aperucTpupoBaH MIIDIHAP] YEJOBEK, YTO SBISETCS OJHOM CEIbMOM BCEX JKUTENCH
TUTaHeThl. MHOTHE TOJB30BaTeNH HE MOHMMAIOT, YTO MH(pOpMAaNUs, pa3MeleHHas UMH B COIMAIbHBIX
CeTsAX, MOXKET OBITh HalJIeHa W HCIIOJIb30BaHAa KEM YroJHO, B TOM YHUCIIE HE 00S3aTeNIbHO ¢ OJarumMu
HaMEpEeHUSIMHU.
OcHosHbie cogembl no 0€30NACHOCHU 6 COUUAIbHBIX CEMAX:
1. Orpannyb ciucok Apyseil. Y Te0st B Ipy3bsiX HE JAOKHO OBbITh CIy4alHbIX U HE3HAKOMBIX JIFOJIEH;
2. 3amuiiail cBOIO 4acTHYIO *u3Hb. He yka3piBail mapoiu, TenedoHsl, agpeca, 1aTy TBOETO POKJIEHUS U
JIPYTyI0 JUYHYI0 HHPOpPMAUIO. 3II0YMBIIIJIEHHUKH MOTYT UCIIOJIb30BaTh J1aXke HHPOPMAIUIO O TOM, KaK
ThI ¥ TBOH POJUTENH MJIAHUPYETE IPOBECTU KAHUKYJIBI;
3. 3ammmiail CBOIO pemyTaluio - JIEpKH €€ B YMCTOTE W 3a/laBail ce0e BOMpPOC: XOTEN ObI ThI, YTOOBI
Jpyrue MoJb30BaTeld BUIENH, YTO Thl 3arpyxkaeusb? [logymail, mpexjae yemM 4YTO-TO OIMyOJIMKOBATh,
HamucaTb 1 3arpy3uTh;
4. Ecnu TBI TOBOPUILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE MCIOJb3YH CBOE PEAIBHOE UMS U JIPYTYIO
JUYHYI0 HHGOPMALIUU: UMSI, MECTO JKUTEIbCTBA, MECTO y4eObl U MpOYee;
5. U30erait pasmemenus ¢dotorpaduii B HTEpHETE, T/HE THI M300pa)K€H HA MECTHOCTH, MO KOTOPOM
MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;
6. Ilpu peructpanuu B COIUAIBHON CEeTH HEOOXOAWMO HCIOJIB30BATh CJIOXHBIE MAPOJIH, COCTOSAIIUE U3
OykB 1 IU(Dp U C KOJMUECTBOM 3HAKOB HE MEHee §;
7. JIng conmanbHOM CETH, MOYTHI M APYTUX CaWTOB HEOOXOIMMO HCIIOJB30BaTh pa3Hbie mapoiu. Torma
eciy Te0sl B3JI0MaroT, TO 3JI0YMBIIUIEHHUKHU TOTy4aT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBbIE 1€HbIH.
DNEeKTPOHHBIC JCHBIH - 3TO OYCHBb YMOOHBIM CMOCOO IUIATEXKEH, OJHAKO CYIIECTBYIOT MOIICHHHKH,
KOTOPBIE XOTAT MOJYYUTh 3TU JE€HbIH. DJIEKTPOHHBIE I€HBI'M MOSIBUIMCH COBCEM HEAABHO U UMEHHO M3-
3a 3TOr0 BO MHOTHX TOCYyAAapCTBax JI0 CHUX IOp HE MPOINHUCAHO MPO HHUX B 3aKkoHax. B Poccuu xe oHu
(GYHKIMOHUPYIOT M O HHUX YK€ IPOMHCAaHO B 3aKOHE, TJE HMX Pa3ACiiaiOT Ha HECKOJBKO BHJIOB -
AHOHUMHBIE M HE AaHOHMMHBbIC. Pa3HuIla B TOM, YTO AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs
MPOBOJIUTH oONepanuu 0e3 UACHTU(DHUKAIMK T0JIh30BaTEIsl, a B HEAHOHUMHBIX HWJICHTU(UKAIUS
MOJIB30BATENs SABJSIETCS 00s3aTeNbHOM. Takke CleayeT pa3iuyarh SJIEKTPOHHBIC (UATHBIC JICHBIH
(paBHBI TOCYIAPCTBEHHBIM BaJIIOTaM) W AJICKTPOHHBIC HePUATHBIC ICHBIU (HE PaBHBI TOCYIapPCTBEHHBIM
BAJIIOTAM).
OcHogHble cogembl N0 DE30NACHOU PAbonLe C 1eKMPOHHLIMU 0CHb2AMU.:
1. IIpuBsxu Kk cyety MOOWIbHBINA TenedoH. DTo caMblii yIOOHBIM M OBICTPBIM CIIOCOO BOCCTAHOBUTH
noctyn Kk cyery. llpuBsizanubiii TenedoH MOMOXKET, eciau 3a0yAellb CBOM IUIATEKHBIA Mapob WIH
3aiJIenIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;
2. Ucnonb3yit ogqHopa3oBsie naponu. [locne nmepexoa Ha yCUIICHHYIO aBTOpHU3AINIo Te0e yxe He Oyner
yIrpoKaTh OMACHOCTh KPA)KU WJIM MEpeXBaTa MIaTEKHOTO Mapois;
3. BeiGepu cnoxxHblil maponb. [IpecTynmHukaMm OyneT He MPOCTO yrajaTh CIOXKHBIN maposib. HanesxHbie
Mapoju - 3TO MapoJik, KOTOpbIe cojepaT HE MeHee 8 3HAKOB M BKIIOYAIOT B ce0s CTPOYHBIC H
MIPOMKUCHBIE OYKBBI, U(PBI U HECKOJIBFKO CUMBOJIOB, TaKHe KakK 3HaK Jojuiapa, GyHTa, BOCKIHIATETbHBIN
3HaK ¥ T.1. Hanpumep, $tR0Ong!;;
4. He BBOAM CBOM JIMYHBIE IAHHBIE HA CAMTAaX, KOTOPBIM HE JOBEPSIEILIb.

DJIEKTPOHHAS MOYTA.
DJNEeKTpOHHAs MOYTa - 3TO TEXHOJOIHS U MPEJOCTABISEMbIE €10 YCIYTH IO NMEPEChUIKE U IMOJIYyYSHHIO
AJIEKTPOHHBIX COOOIIEHUH, KOTOpbIE PAacHpeAesstoTCs B KOMIbIOTEpHOM ceTu. OOBIYHO AIIEKTPOHHBIN
MOYTOBBIM SIIUK BBHITJSIAUT CIEAYIOIIMM 00pa3oM: HMMs_NOJb30BaTensi(@uMs_JioMeHa. Takke Kpome
nepeaayy MpocToro TeKCTa, MMEETCS] BO3MOKHOCTh TiepeiaBaTh (aiibl.
Ocnognule coeemut no 6e30nacHoll padome c INEKMPOHHOU NOUMOIL:




1. Hago BBIOpaTh MpaBUIIbHBIA MOYTOBBIM cepBHC. B mHTepHETEe eCTh OrpoOMHBIA BHIOOp OECIUIaTHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIY4IlIe JOBEPATH TE€M, KOTO 3HACIIb U KTO IIEPBBII B PEUTHHIE;

2. He yxa3pBaii B JMYHOH mouTe JWYHYyl0 uHpopmanmioo. Hanpumep, mydme BbIOpaTh
"My3bIKanbHbIN_(haHaT@" wiu "pok2013" BmMecTo "Temal3";

3. Hcnonp3yil ABYXAITAalHYIO aBTOPU3ALMIO. JTO KOIJAa IIOMHUMO I1apojisi HYKHO BBOJUTH KO[,
npucblIaeMblii o SMS;

4. BpiOepu CcHOXHBIA Taposb. [l KaXIOro TOYTOBOTO SINWKA JOJDKEH OBITh CBOM HAJCIKHBIM,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecimn ecTh BO3MOKHOCTB HaMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. cnonb3yii HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIil /U1 4YacTHOM MEPENUCKU C ajpecaTaMu, KOTOPbIM
ThI I0OBEpSIEIIb. ITO ANEKTPOHHBIN aipec HE HAJI0 UCII0JIb30BATh IIPU PETUCTpaALK Ha (opyMax U caiTax;
7. He otkpbiBail ¢ailibl U Apyrue BIOXKEHHUS B MHCbMax, JaXe €CIM OHU IPULUIM OT TBOUX Apy3eil.
Jlydiie yTOUHU y HUX, OTIIPABIISUIN JIU OHU Tebe 3Tu ¢ailnbl; 8. Ilocne okoHuaHust paboOThl HA TOYTOBOM
CepBHCE IMepe]l 3aKPhITHEM BKJIAJIKU C caiiToM He 3a0y/1b HaXxaTh Ha "Berittu".

Kubepbynaunez unu eupmyanvroe u3zoeeamenpcmeo.
KubepOymnuHr - npeciieoBaHue COOOIMICHUSIMU, COJEPKAITUMU OCKOPOJICHHSI, arpeCcCHIo, 3allyTBaHUE;
XYJUTAHCTBO; COIIMAIBHOE OOMKOTHPOBAHKE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.
OcHosHble cogembl no 60pvoe ¢ KUdepoOyLIUHZOM:
1. He Opocaiics B 60#. Jlyummii cmoco0: MOCOBETOBATHCS Kak ceOsi BECTH M, €CIM HET TOro, K KOMY
MOXHO OOpaTUTBhCS, TO BHAYalle YCIOKOWTHCS. ECIW Thl HaYHENIb OTBEYATh OCKOPOJICHUSMH Ha
OCKOpOJIEHUS, TO TOJBKO €e1lle O0JIbIIe PA30AIKeNb KOHPIHUKT;
2. Ympasisiii cBoelt kubeppernyranuei;
3. AHoHuUMHOCTh B ceTd MHuMas. CyllecTBYIOT CHOCOOBI BBIICHUTH, KTO CTOUT 332 AHOHHMHBIM
aKKayHTOM;
4. He cTouT BecTH XyJIUTaHCKUN 00pa3 BUPTyaJIbHOM KM3HU. ITHTEpHET GUKCHpPYET BCE TBOU NCUCTBHS U
COXpaHSET UX. Y AamuTh UX OyAeT KpallHe 3aTpYJHUTENHHO;
5. CoGnroaii CBOIO BUPTYaIbHYIO YECTh CMOJIOY;
6. Urnopupyii enuHu4yHbIN HeraTuB. OIHOPA30BbIE OCKOPOUTEIBHBIC COOOIIEHHUS JTyYIlle NTHOPUPOBATH.
OObIYHO arpeccus NpeKpaaeTcs Ha HaualbHON CTaIuu;
7. ban arpeccopa. B mporpamMMax oOMeHa MTrHOBEHHBIMH COOOILEHUSIMU, B COLMAIBHBIX CETSIX €CTh
BO3MOYHOCTh OJIOKUPOBKH OTIPABKU COOOIICHHH ¢ ONpeAeICHHBIX aJIpeCcOB;
8. Ecnu ThI cBUgerens kubepOyinnra. TBou AelcTBUS: BHICTYIUTH IPOTUB MpecieioBaTes, NoKa3aTh
€My, 4TO €ro JeHCTBUS OLIEHUBAIOTCS HEraTUBHO, TMOJJIEPKaTh JKEPTBY, KOTOPOM HY)KHa
MICUXOJIOTHYECKast IOMOIIb, COOOUTUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBECHUS B CETH.

MooOniabHblil Te1edoH.
CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COJEPKaT B ceOe BIIOJIHE B3POCIIBINA (DyHKIIMOHAN, M TeTeph OHU
MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMH KOMITbIoTepaMu. O/HAKO, CPEICTB 3alIUTHI IS MOJTOOHBIX
YCTPOMCTB TOKa OYeHb Mayo. TecTHpoBaHME M TOHWCK YSI3BUMOCTEH B HHMX IPOUCXOJUT HE Tak
uHTEeHCHBHO, Kak i [1K, To xe camoe kacaercss 1 MOOMIBHBIX NpuiiokeHuid. COBpeMeHHbIe MOOHIIbHBIC
Opay3epbl yKe MPaKTUYECKHU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO PacHIMpeHHe (YHKIMOHAa BiedeT
3a 00011 OOJIBIIYIO CIIO’KHOCTh M MEHBIIYIO 3alUIIEHHOCTb. [laieko He Bce MPOU3BOAUTENN BBITYCKAIOT
0OHOBIIEHHS, 3aKPBIBAIOIINE KPUTUYECKHE YA3BUMOCTH JUIsl CBOUX YCTPOHCTB.
OcHognble cogemul 015 0e30nacHocmu MoOUuIbHO20 menehona:
-Huuero He sBnsieTcs mo-HacTosleMy OecruiaTHBIM. Bynab ocTopoxeH, Belb KOraa Tebe IMpeyiararor
OecriaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;
-Jlymaii, npexnae yem otnpaButh SMS, ¢oto unu Buaeo. Tol TOUHO 3HaEMIb, 1€ OHU OyyT B KOHEUHOM
utore? Heo6xo1mmMo 0OHOBIISATH ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
-Mcnoup3yii aHTUBHPYCHBIE IPOTPAMMBI [ MOOMIIBHBIX TEJIE€(OHOB;
-He 3arpyxaii npuiioxeHHs OT HEM3BECTHOTO MCTOYHHMKA, BElb OHH MOTYT COJIEpXkaTh BPEJOHOCHOE
IporpaMMHOE 00ecTeueHHE;
-ITocne Toro Kak Thl BBIHACHIB C caiiTa, I/ie BBOAWII JMUHYIO HH(OPMAIIHIO, 3ai11 B HACTPOHKHU Opay3epa
u yaamu cookies;




-Ilepuoanuecku npoBepsiil, KaKue MIATHBIE YCIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPE;

-JlaBaii cBOit HOMEp MOOHIIBHOTO TeJIe(OHA TOJIBKO JIFOSIM, KOTOPBIX Thl 3HACIIb M KOMY JI0BEpSCIIb;
-Bluetooth momken ObITh BBIKIIIOYEH, KOTJa Thl UM HE NOJb3yembes. He 3a0pIBaii HHOTIa POBEPSITH 3TO.
Online urpsl.

CoBpeMeHHbIE OHJIAWH-UIPBI - 3TO KPAaCOYHBIE, 3aXBATHIBAIOIINE Pa3BIICUCHUS, OOBEAUHSIONINE COTHU
THICSIY YEJIOBEK N0 BceMy Mupy. Urpoku HCClIeayroT AaHHBIA UM MHp, OOIIAIOTCS JpPYyr C JIPYrom,
BBINIOJIHAIOT 3aJaHUsl, CPa)KalOTCS C MOHCTpaMH M IOJY4aloT OMBIT. 3a YJOBOJbCTBUE OHM IUIATST:
MOKYIAIOT JTUCK, OTJIAYUBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KaKue-TO ONIMU. Bee 3TH cpeacTBa uayT Ha
noJJep)kKaHue W Pa3sBUTHE WIPHI, a TAaKKe Ha caMmy O€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI
aBTOPH3AIlMM, BBITYCKAIOTCA HOBbIe Nartyd (IM(pOBBIE 3aIUIaTKU JUIS MPOTPaMM), 3aKpPBIBAIOTCS
ySI3BUMOCTU CEpBEpOB. B MOAOOHBIX MIpax CTOMUT OMACaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpakl TBOEro MapoJis, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOpPHU3alUU OOJILIIMHCTBA UTrp. OcHosHblE
cogemul no 6€30NACHOCHU ME0e20 U2P08020 AKKAYHIA:

1. Ecnu npyroit urpok BeneT ceds MII0OX0 WM CO3JaeT TeOe HENMpHUSATHOCTH, 3a0JI0KUpPYH €ro B CIUCKE
UTPOKOB;

2. Toxamyiicss aqMUHUCTPATOpaM WUIPbl Ha IJIOXO€ MOBEIEHUE STOTO UTPOKA, JKEJNATEJbHO MPHIOKUTH
KaKHe-TO JI0Ka3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3sbiBaii muunyto uHbopManuio B npodaiisie Urpsi;

4. YBaxal Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeouInaabHbIE TATYA U MOJIBI;

6. Mcnonb3y# CIOKHBIE U pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl urpaenip, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

@UIIMHT MM KPA’Ka JIMYHBIX JAHHBIX.

OOBIUHOM Kpa)kel AeHer W JOKYMEHTOB CErofiHs Y€ HMKOIO HE YIMBHUIIb, HO C PA3BUTUEM HHTEPHET-
TEXHOJIOTUH 3JIOYMBIIIICHHUKH TIEPEMECTIIINCh B MHTEPHET, W TPOJOJDKAIOT 3aHUMAThCS 'MIOOMMBIM"
nenoM. Tak mosiBUIack HOBask yrpo3a: MHTEPHET-MOLIEHHNYECTBA WM (UILUHT, IJ1aBHAs Le€Jdb KOTOPOTOo
COCTOUT B TNOJY4YEHUM KOH(PUICHIMAIBHBIX JAaHHBIX I0Jb30BaTeNiell - JIOTMHOB W mnapojeil. Ha
AHTJIMICKOM si3bIKe phishing unraercs kak gummHTr (0T fishing - peiOHas 0B, password - maposb).
OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Cnemn 3a cBoum akkayHToM. Ecim Thl momo3peBaellb, YTO TBOsS aHKeTa Oblla B3J0OMaHa, TO
He00X0AMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 ITOM Kak MOXKHO CKOpPEE;

2. Ucnonp3yit 6e3onacHble BeO-CaiiThl, B TOM YHMCJIE, HHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;

3. Ucnonp3yii ciaoxHble U pa3Hble napoyu. Takum o0pa3zoMm, eciau TeOs B3JIIOMAIOT, TO 3JI0YMBIIICHHUKH
[0JIy4aT AOCTYH TOJBKO K OTHOMY TBOEMY ITPO(DUIIIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s B3OMaIM, TO HEOOXOIUMO MPENYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE T0OAaBJIEHBI y
Te0s B PY3bAX, O TOM, YTO T€Os B3JIOMAJU U, BO3MOKHO, OT TBOEr0 MMEHU OyJIeT pacchliaTbcs CIaM U
CCBUIKM Ha (PUILUHTOBBIE CAUTHI;

5. YcranoBu HaaexHslii napoib (PIN) Ha MoOunsHbIN TenedoH;

6. OTKIIIOYM cCOXpaHEHHe Maposisi B Opaysepe;

7. He oTkpbiBail (aitnel U Apyrue BIOXKEHUS B MHUCbMAaX, JAXE €CJIM OHU NPHUILIM OT TBOUX JpPYy3ei.
Jlydie yTo4HH y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailiibl.

Hudposas penyrauus.

[MudppoBas penyrauus - OSTO HEraTMBHas WJIM TNO3UTUBHAs wuHpopMmanus B ceTh o Tele.
Komnpomerupyromnias nHGpOpManus, pa3MeIeHHasi B MHTEPHETE, MOXKET CepPbe3HbIM 00pa3oM OTPa3UThCs
Ha TBoeW peanbHOW >xu3HU. "lludpoBas pemyranus" - 3T0 TBOM MMMJDK, KOTOpBIH (opmupyercs u3
uHpopmanuu o Tebe B HMHTepHETe. TBOE MECTO KHUTEIbCTBA, y4eObl, TBO€ (PMHAHCOBOE MOJIOXKEHHUE,
0COOEHHOCTH XapaKTepa M pacckasbl O OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApoCTKH JISTKOMBICJIEHHO OTHOCATCS K MyONUKalMM JU4HOM nHpopmanuu B MHTepHeTe, He
MOHMMAsi BO3MOJKHBIX MOcHeICTBUI. Thl gaxe He CMOXeNb I0rajaTbcsi O TOM, 4To (oTtorpadus,
pa3MmellleHHass 5 JeT Ha3ajd, cTaja NPUYMHOM OTKa3za NpuHATH Tebs Ha paboty. Kommenrtapuw,
pasmerieHne TBoux (otorpaduii u npyrue AeHCTBHS MOTYT HE MCUE3HYTh Ja)Ke MOCIe TOro, KaK Thl UX
yaanuiib. Tel He 3Haelb, KTO COXpaHWUJ 3Ty MH(OpPMAIUIO, MOMaia JId OHa B TOMCKOBBIE CHUCTEMBI U




COXpaHWJIACh JIM OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKPYKAIOIIUE JIOIU, KOTOPbIE HANIYT U YBUIAT
310. Haiitm mHpOpMaIMio MHOTO JIET CIYCTSI CMOJKET JI000M - Kak W3 JO0OpBIX MOOYXKIECHUH, TaK U C
HaMEPEHHUEM MPHUYUHUTE BPEJ. ITO MOXKET OBITh KTO YTOJIHO.

OcHoOBHBIE COBeTHI 10 3a1UTe HM(POBOIi penyTanuu:

1. [Toxymaii, mpeskie 4em 4To-TO MyOTMKOBATh | MEpeaBaTh y ceOst B OJ0Te WM B COLUATBHON CETH;

2. B nactpoiikax npo¢uis yCTaHOBH OTPaHUYEHUS Ha TPOCMOTP TBOETO MPOQHIIS M €ro COAEPKUMOTO,
czenail ero TonbKo "ans apyseu”;

3. He pa3memmaii u He yka3bIiBaii H”HPOPMAITUIO, KOTOPAsi MOXKET KOT0-JIM00 OCKOPOIISATH WK OOMKaTh.

ABTOpPCKOE NPaBOo.
CoBpeMeHHbIE HIKOJBHUKY - aKTUBHBIE 110JIb30BaTeIN HU(pPOBOro mnpocrpancTsa. OJIHAKO JAJIEKO HE BCeE
3HAIOT, YTO I0JIb30BAHWE MHOTMMHU BO3MOKHOCTSMH LHU(POBOro Mupa TpeOyeT coOoeHHs MpaB Ha
WHTEJUICKTYaJIbHYI0O COOCTBEHHOCTh. TepMHMH "WHTEIUIEKTyallbHas COOCTBEHHOCTH' OTHOCUTCS K
Pa3IMYHbIM TBOPEHUSM YE€JIOBEYECKOTO yMa, HaUMHAasl C HOBBIX M300pETEHHUI U 3HAKOB, 0003HAYAIOMINX
COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYId, M 3aKaHuMBas KHUramu, (ortorpadusmu, KMHOUIBMAMH U
MY3bIKJIbHBIMU POU3BEICHUSIMMU.

ABTOpCKHE IMpaBa - 3TO IpaBa Ha HMHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JIUTEPpATypbl M HCKYCCTBA. ABTOpCKI/Ie ImpaBa BBICTYIIalOT B Kad4€CTBEC TapaHTUMU TOro, 4YTO
MHTEJJIEKTYaJbHBIM/TBOPUECKUI TpyA aBTOpa He OyneT HampacHbIM, JacT €My CIpaBeIBbIE
BO3MOJKHOCTH 3apaboTaTh Ha pe3yJabTaTax CBOETO TPY/a, IMOJYyYUTh M3BECTHOCTh W Npu3HaHHWe. HUKTO
0e3 paspellieHus] aBTOpa HE MOXET BOCIPOU3BOAMUTH €ro NMPOU3BEICHHE, PAaCHpPOCTPaHAThH, IMYOIUYHO
ACMOHCTPHUPOBATH, npoaaBaThb, HUMIIOPTHPOBATH, ITyCKaTh B IMpoKar, Hy6J'H/ILIHO UCIIOJIHATH,
MOKa3bIBAaTh/UCTIONHAT, B ddupe uiaum pasmemars B HMHTepHere. Mcmons3oBanuwe '"muparckoro'
MIPOrpaMMHOTO O00O€cleYeHHs] MOKET TNPUBECTH K MHOTUM pHCKaM: OT MOTEpU JaHHBIX K TBOUM
aKkayHTaMm 710 OJOKMpPOBKHU TBOETO YCTPOMCTBa, I'lle YCTaHOBJIEHA HellerajipHas mporpamma. He crout
Takke 3a0bIBaTh, UYTO CYIIECTBYIOT JerajibHble U OecIlaTHbIE MPOTrpaMMbl, KOTOpPblEé MOKHO HAlTH B
CeTH.

O noprane

CeTeBU4OK.p( - TBOH TIJIaBHBI COBETYHK B CETH. 3JI€Ch Thl MOXKEIb y3HaTh O OE30MaCHOCTH B CETH
MOHSATHBIM W JOCTYIHBIM S3BIKOM, a TPH BO3HUKHOBCHHH KPUTHYECKOM CHUTyalldd OOpaTUTHCA 3a
COBETOM. A TakKe MPUHSTH YIaCTHE B KOHKYPCaX U CTaTh CaMbIM ITU(DPOBBIM rpak TaHHHOM !




