HHOOPMAINTUOHHAA ITAMATKA
JUIA OBYYAROUTUXCA JVTA PASMEIINIEHHA HA OOHITHA/IBHBIX
HUHTEPHET-PECYPCAX

C KaXIpIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, & ITKOJLHUKU OJHU U3
CaMbIX aKTUBHBIX NIOJIb30BaTesie Pynera. Mexay TeM, MIOMUMO OIPOMHOTO KOJIMYECTBA
BO3MOKHOCTEM, HHTEPHET HECET U MpOoOJieMbl. DTa mamsATKa JOJKHA TOMOYb TeOe
0e301acHO HaXOUTHCS B CETH.

KomnreroTepHsie BUpyCHI

KoMmbroTepHslii BUPYC - 3TO pa3HOBUIHOCTb KOMITBIOTEPHBIX MPOrPaMM, OTIIMYUTEIbHOM
OCOOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K Pa3MHOXKEHHIO. B TOMOIHEHNE K 3TOMY,
BUPYCHl MOTYT OBPEIUThH WUITU TIOJHOCTHIO YHUUTOXUTH BCe (Daliiibl U JaHHBIE,
HOJIKOHTPOJIbHBIE MOJIb30BATEIN0, OT UMEHU KOTOPOTro Obljia 3amylieHa 3apakEHHas
IpOrpaMMa, a TAKKE MOBPEAUTD WIIN JaXKe YHUUTOKHUTH ONEPALMOHHYIO CUCTEMY CO
BCceMHU (aillaMu B 11e710M. B O0JIBIINHCTBE ClIy4aeB pacIpOCTPaHSAIOTCA BUPYCHI Uepe3
VUHTEpHET.

Metob! 3a1IUThI OT BPEIOHOCHBIX MPOrpPaMM:

1. Ucnionw3yii cCOBpeMEHHbIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHb
3aIIMUThI OT BPEJOHOCHBIX MTPOTPaMM;

2. [MocTostHHO ycTaHaBIWBal MayTH (UG POBHIE 3aIUIATKH, KOTOPHhIE aBTOMATHIECKU
YCTaHABJIMBAIOTCS C LSO TOPAOTKU MPOrPAMMBI) U IpyTHe OOHOBJICHHS CBOEH
onepanuoHHOM cuctembl. CkaunBai UX TOJIBKO ¢ ouimanbHoro caira pazpadborunka OC.
Ecnu cyniecTByeT pexxuM aBTOMaTHYECKOTO OOHOBJIEHUS, BKIIFOUH €T0;

3. PaGotaii Ha cBOeM KOMIbIOTEpE MO/JI IpaBaMu MOJIb30BATENS, a HE AAMUHUCTPATOPA.
DTO HE MO3BOJIUT OOJBITUHCTBY BPEAOHOCHBIX MTPOTrPAMM HHCTAIITUPOBATHCS HA TBOEM
IEPCOHATILHOM KOMITBIOTEPE;

4. Vcnionb3yii aHTUBUPYCHBIE MIPOIPAMMHBIE TPOAYKThI U3BECTHBIX ITPOU3BOIUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub pu3nUeCcKuit JOCTYN K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIMII;

6. Ucrionb3yil BHENTHIE HOCUTENU MH(GOPMAIINH, TaKUE Kak ¢uielika, TMCK uin (hai u3
MHTEPHETA, TOJILKO U3 NPO(PEPEHHBIX NCTOYHUKOB,

7. He oTkpbIBail KOMIIbIOTEpHBIE (haMIIbI, TOJIyYEHHBIE U3 HEHAAEKHBIX UCTOYHUKOB.
Jlaxxe Te Qailsibl, KOTOpBIE MPHUCIIai TBOM 3HAKOMBI. Jlydille yTOUHH y HETO, OTIIPABISII
JIM OH TeOe HX.

Cerun WI-FI

Wi-Fi - 310 He Buj nepegauu 1aHHbIX, HE TEXHOJOT U, a BCEro UL OpeHn, Mapka. Eie
B 1991 romy nuaepnanjckas kommanus 3apeructpupoBana opeaa « WECA», uato
o0o3Hauaio cnoBocouyetanue « Wireless Fidelity», KoTopblil nepeBoauTCs Kak
«OecrpoBOIHAs TOYHOCTDY.

Jlo Hamiero BpeMeHH Jo1a apyras abopeBuarypa, KoTopas sBIsieTcs TaKOH ke
TexHosioruen. 9to adbopeBuarypa « Wi-Fi». Takoe Ha3BaHMe ObLIO 1aHO C HAMEKOM Ha



CTaHAapT BHICIINM 3ByKOBOM TexHUKU Hi-Fi, 94TO B mepeBojie 03Ha4aeT «BhICOKas
TOYHOCTB.

Jla, OecrimaTHBIM UHTEPHET-IOCTYT B Kade, OTENSIX U adponopTax SBISETCS OTIMYHOM
BO3MOKHOCTBIO BbIXO/1a B HHTEepHET. HO MHOTHE SKCIIEPThI CUUTAIOT, YTO OOIIEAOCTYITHbIC
Wi-Fi cetu He sBast0TCS 0€30MaCHBIMHU.

CoBeThl 10 6e30MmacHOCTH paboTe B 00IIeAOCTYMHBIX ceTax Wi-fi:

1. He mepenasaii cBoro TuuHy0 nHpopMaiuio yepes oomenoctymnusie Wi-Fi cetn.
PaboTas B HUX, )KenaTeIbHO HE BBOJIUTH NAPOJIH JOCTYTIA, JIOTUHBI U KAaKHE-TO HOMEpPa;
2. Ucnionw3yit 1 OOHOBJISIH aHTUBUPYCHBIE TPOrpaMMBbl U Opanamayep. Tem cambIM Thl
oOe3omnacuiib cedst OT 3aKaYyKy BUpyca Ha TBOE yCTPONCTBO;

3. IIpu ucnonwzoBanuun Wi-Fi otkmoun pynkuuio «O0mui qoctyn K daitnam u
npuHTepam». J[aHHast QyHKIMS 3aKphITA [0 YMOIYAHUIO, OJTHAKO HEKOTOPHIE
M0JIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJB30BaHUs B padoTe WK yuele;

4. He ucnions3yit nmyonuunsii WI-FI mis nepenayun TUYHBIX JaHHBIX, HATPUMED IS
BBIXOJIa B COIMAIIbHBIE CETH WJIA B DJIEKTPOHHYIO TMOYUTY;

5. Unonw3yi TosibKo 3anuiieHHoe coequnenue uepes HTTPS, a ue HTTP, T.e. ipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun pynkuuto «lloaknmrouenune k Wi-Fi
aBTomMaTuieckn». He nomyckail aBTOMaTHYECKOTO MOAKIIOYEHHS YCTPOicTBa K ceTsiM Wi-
Fi 6e3 TBOCTO Ccornacusi.

ConuanbHbBIE CETH

CornuanbHbIC CETH aKTUBHO BXOJIST B HAITY KW3Hb, MHOTHUE JIFOAW PA0OTAIOT U JKUBYT TaM
MIOCTOSIHHO, YK€ 3apErUCTPUPOBAH MUJUIHAP/] YE€IIOBEK, YTO SIBIISICTCS OJTHOM CeIbMOMN
BCEX JKUTeJeH IIaHeThl. MHOTHE T0JIb30BaTeId HEe IIOHUMAIOT, YTO HH(OpMAaIIHs,
pa3MeIeHHass UMM B COIMATILHBIX CETSAX, MOXKET OBITh HaliJIeHa U UCIIOJIb30BaHa KeM
YTOIHO, B TOM YHCJIC HE 00s3aTCIIBHO ¢ OJIATUMU HaMEPCHUSMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATBHBIX CETAX:

1. Orpanuyb civcok Jipy3ei. Y 1e0s B Ipy3bsAX HE IOJDKHO OBITh CITyYalHbIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuminaii cBOIO 4YacTHYIO ®u3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXKICHUS U APYTYIO TUYHYIO HHGOPMAITHIO. 3TOYMBITUICHHUKA MOTYT
UCII0JIb30BaTh Aake MH(OOPMAIIUIO O TOM, KaK Thl U TBOU POJAUTENH MIAHUPYETE MPOBECTH
KaHUKYJIbI;

3. 3amumiail CBOIO pemyTaluio - AEPKU €€ B YUCTOTE U 3aJiaBail cebe BOIMpoc: XOTeN Obl
ThI, YTOOBI IPYTHE MOJIBH30BATEIN BUACIIH, YTO ThI 3arpy-xaeiib? [Togymail, npexae uem
YTO-TO OIyOJINKOBATh, HAMMCATH U 3aTPY3UTh;

4. Eciiu Thl TOBOPHIIIH C JIFOJBMHU, KOTOPBIX HE 3HAEIIh, HE UCTIOIB3YH CBOE peAIbHOE UM
U IPYTYIO TUYHYIO HHPOPMAIIMH: UM, MECTO KUTEJIHCTBA, MECTO Y4eObI U MPOYEE;

5. N36eraii pazmenienus ¢potorpaduii B UHTEpHETE, T1€ THI N300paKEH HA MECTHOCTH, TIO
KOTOPOM MOKHO ONPEICIIUTh TBOE MECTOIOJIOKEHHUE;



6. [Ipu peructpanuu B COUATBLHON CETH HEOOXOIMMO MCTIOIB30BaTh CII0KHBIE MTAPOJIH,
cocTosiue U3 OyKB ¥ IU(p U ¢ KOJUYECTBOM 3HAKOB HE MEHEE §;

7. J5is conuanbHOM CeTH, OYTHI U IPYTUX CAHTOB HEOOXOIMMO UCIIOJIb30BaTh pa3HbIe
naposu. Torma ecnu Te€0s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKH MTOTY4YaT JOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DIJIEKTPOHHBIE IEHBIU
DNEeKTPOHHBIE IEHBI'M — 3TO OYEHb YJO0OHBIN CIOCO0 MIIaTeXeM, 0JIHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TU JICHBI .

DNEeKTPOHHBIE JI€HBI'U MOSIBUIMCH COBCEM HEABHO M MMEHHO U3-3a 3TOT0 BO MHOTHX
rocyJapcTBax 0 CHUX IOp HE IPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJI€ UX Pa3lIestoT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIA B TOM, UYTO aHOHUMHBIE -
3TO T€, B KOTOPBIX pa3peliaeTcsi IpOBOJUTH onepaunu 0e3 naeHTUu(uKanuu
II0JIb30BATENS, @ B HEAHOHUMHBIX HUACHTU(UKAIMU [T0JIb30BATENS SIBJISIETCS 00s13aTENIbHOI.
Taxoke cnemyeT pa3nu4aTh ANEKTPOHHbIE (UATHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE HE(UATHBIEC IEHbI'U (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).

OcHoOBHBIE COBETHI IO 0€30MacHOM padOTe C 3NEKTPOHHBIMH JIEHbraMU:

1. [IpuBsiku K cueTy MOOMIBHBIN TenedoH. DTO caMblid Y0OHBIN U OBICTPBIA CIOCOO
BOCCTaHOBUTH JIOCTYT K cueTy. [IpuBs3aHHbIi TenedhoH TOMOXKET, €CII 3a0yIeITh CBOM
TJIATEKHBIN NTApOJIb WM 3alJIEIIb HA CAUT C HE3HAKOMOI'O YCTPOKCTBA;

2. Ucnonw3yit onHopazoBsie maposu. [locie nepexo/ia Ha yCUIIEHHYIO aBTOpHU3alnio Te0e
y’ke He OyeT yrpoKaTh OMACHOCTh KpaXXH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxknblit napodsb. [IpectynHrukam OyJeT He MPOCTO yraaTh CIOKHBIN TapoJib.
HanexHble mapoyin — 3T0 MapoJik, KOTOPBIE COIEpKAT HE MEHEE 8 3HAKOB U BKJIFOYAIOT B
ce0s CTPOYHbIE U IPOMUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noJuapa, GyHTa, BOCKIMIATeIbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTax, KOTOPBIM HE TOBEPSICIIIb.

DJIEKTPOHHAS TTOYTa

DJIEKTPOHHAS TTOYTa — ATO TEXHOJIOTHSI ¥ IIPEIOCTABIISIEMBIE €0 YCIYTH MO MEePEChUIKE U
MOJIYYEHHIO JJIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PACIIPEACIISIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO 3JEKTPOHHBIN MTOYTOBBIN SIIUK BBITISIUT CACAYIOIUM 00pa3oM:
UMs_TOJB30BaTENA(@UMs JoMeHa. Takke KpoMme nepeadyu IpoCcTOro TeKCTa, UMEETCs
BO3MOHOCThH Mepe1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 0€30I1aCHON PabOTE C INEKTPOHHON MOUTOM:

1. Haymo BeIOpaTh IpaBUIIBHBIN MTOYTOBBIN CEPBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlIe TOBEPATH TEM, KOTO 3HACIIb U KTO
MIEPBbIMA B PEUTUHIC;

2. He yka3piBail B TUUHOM MoYTe TUUHYI0 nHGopManuio. Hanpumep, myuriie BeIOpaTh
«My3bIKaNbHBINA _(haHaT@» nnm «pok2013» BMecTo «Temal3y;



3. Mcrionb3yil IBYX3TalHYI0 aBTOPU3ALUIO. DTO KOI'/Ia [IOMUMO NapoJjis HY’KHO BBOJUTh
KO/I, PUCBhUIAEMBIN 110 SMS;

4. Boibepu cioxHbIN naposib. i KaXka0ro MOYTOBOTO AIUKA JOHKEH OBbITh CBOM
HAJICKHBIN, YCTOWYNBBINA K B3JIOMY I1apOJIb;

5. Eci ecTh BO3MOKHOCTB HAIIMCAaTh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOIB3YH ITY
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO IMOYTOBBIX SIIMKOB. [IepBbIi 11 4aCTHOM MEPENNUCKU C
aapecaTaMy, KOTOPBIM Thl JOBEPSEIIb. DTO 3JIEKTPOHHBIN aJpec HE HAaJ0 UCII0Ib30BaTh
IPU PETUCTpaLMU Ha POopyMax M caiTax;

7. He oTkpbiBail aitnibl U Apyrue BIOKEHUS B TUCbMax Ja)Ke €CJIU OHM MPUIILIA OT TBOMX
apy3ei. Jlydie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (aiibl;

8. ITociie okoH4YaHMs pabOTHI HA TOYTOBOM CEPBUCE MEPE]T 3AKPBITUEM BKIAJIKU C CAUTOM
He 3a0y/1b HaXKaTh Ha «BeIATHY.

KubepOymuHr uin BUPTYalibHOE U3€BATEIbCTBO

KubepOynauHr — npecieaoBanre cOOOIEHUIMH, COACPKAITUMU OCKOPOICHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHKE C TOMOIIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KMOEPOYIITMHTOM:

1. He Opocaticsa B 60i. Jlydiunii cmoco0: MOocOBETOBATHCS Kak ceOs BECTH U, €CJIU HET
TOTO, K KOMY MOKHO OOpaTUThCS, TO BHaUaJe YCIIOKOUThCA. Eciu Thl HaUHeIb 0TBEYaTh
OCKOpPOJIEHUSIMU HA OCKOPOJIEHUS, TO TOJIBKO €1l1e OOJIbIIE pa30kKKelb KOHPIUKT;

2. Ympasisii cBoed kudeppernyTranuei;

3. AHOHUMHOCTB B c€TH MHUMas1. CylIeCTBYIOT CIOCOOBI BBIAICHUTD, KTO CTOMT 32
AHOHUMHBIM AKKAYHTOM;

4. He ctouT BecTu XyJIUTaHCKui 00pa3 BUPTyanbHOU )u3HU. UHTEpHET DUKCUPYET BCE
TBOU JICUCTBUS U COXPAHSET UX. Y TAIUTh UX OyJET KpaiiHe 3aTPyAHUTENIHHO;

5. CobGuroaii cBOM BUPTYyaIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHnuHbIN HeratuB. OTHOPa30Bble OCKOPOUTEIbHBIE COOOLICHHUS JTyUlIe
UrHopupoBatb. OOBIYHO arpeccus NMpeKkpaniaeTcss Ha Ha4allbHOM CTa/IuH;

7. ban arpeccopa. B nporpammax o6MeHa MTrHOBEHHBIMH COOOIIICHUSIMH, B COITUATBHBIX
CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOILIEHUN C ONPEIETIEHHBIX apECOB;
8. Eciiu ThI cBueTenb kKubepOymuHra. TBOU ASHCTBUS: BHICTYTUTh POTUB
IIpECIIEeN0BATENs, IOKA3aTh EMY, YTO €r0 ACUCTBHSI OLICHUBAIOTCS HETATUBHO, MOEPKATh
KEPTBY, KOTOPOU HY>KHA IICUXOJIOTMYECKasi TOMOILb, COOOIIUTH B3POCIIBIM O (paKTe
arpeCCUBHOIO MOBECHUS B CETH.

Moo6unbHBIN TenehoH

CoBpemeHHBbIEe cMapTHOHBI U IJIAHIIETHI COJIEPKAT B ceOe BIIOJIHE B3POCIIBIN
(GyHKIIMOHA, U TeTIEPh OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTEPAMHU.
OnHako, cpeICTB 3alTUTHI IS MMOJIOOHBIX YCTPOMCTB MOKA OYeHb MaJio. TecTupoBaHUE U
MIOMCK YSI3BUMOCTEW B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s [IK, To ke camoe
KacaeTcsi U MOOMJIbHBIX TPHUIIOKEHUM.



CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl yoKe MPAKTHYECKH T0THAIA HACTOJIbHBIE aHAJIOTH,
OJIHAaKO pacHIMpeHue (PyHKIIMOHAJA BIEYET 3a OO0 OOBIIYIO CIOKHOCTh U MEHBIIYIO
3aIMAIIEHHOCTD.

Jlanexko He Bce MPOU3BOUTENH BBITYCKAIOT OOHOBJIEHUS, 3aKPhIBAIOIINE KPUTHUECKHE
ySI3BUMOCTH JIJIS1 CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JJ11 0€30MaCHOCTH MOOUIILHOTO TesedoHa:

1. Huuero He siBIeTCS MO-HACTOSIIIIEMY O€CIUIaTHBIM. byb 0OCTOpOXKEH, Beh KOT1a TeOe
npeaiaraloT OecriaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKue-TO TUIATHBIC YCIYTH;
2. Nymaii, npexzae ueM oTapaBuTh SMS, ¢hoTo unu Buaeo. Thl TOYHO 3HAEIIb, € OHU
OyIyT B KOHEYHOM UTOTE?

3. HeoOGxoanmo 0GHOBIISATH ONEPAIMOHHYI0 CUCTEMY TBOETO cMapThOoHa;

4. Viconb3yi aHTUBUPYCHBIC TPOTPAMMBI JIJIi MOOMITBHBIX TeNe(hOHOB;

5. He 3arpy»aii npunoxeHus: OT HEM3BECTHOI'O UCTOUYHUKA, BEJIb OHU MOTYT COJIEPKaTh
BPEAOHOCHOE MPOTPaMMHOE 00€CTIeUeHNUE;

6. [Tocie Toro Kak ThI BEIUCIIH C CaliTa, T/Ie BBOJIWI JINYHYIO WH(MOPMAITUIO, 33l B
HACTpoiku Opay3epa u yaaiu cookies;

7. Ilepuoanyecku MpoBEpsiA KaKUe IJIATHBIC YCIIYTM aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. JlaBaii cBOi1 HOMEp MOOMIIBHOTO Tele(OHA TOIBKO JIOASAM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSICIID;

9. Bluetooth momkeH OBITH BRIKIIOUEH, KOTJIa ThI MM HE TIONb3yenibes. He 3a0biBaii nHOT A
IPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHbBIE, 3aXBATHIBAIOIINE PA3BICUCHHUS,
00BEAMHAIONINE COTHHU THICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccienyroT JaHHbIA UM
MUp, OOIIAIOTCS APYT C IPYTOM, BHITIOTHSIIOT 3aaHUS, CPAXKAIOTCS C MOHCTPAMH U
MOJIyYalOT OMBIT. 3@ YIOBOJBCTBUE OHU IUIATAT: MOKYMAIOT JUCK, OMJIAYUBAIOT A00OHEMEHT
WINA IPUOOPETAIOT KaKHE-TO OMIIUH.

Bce 3T cpenctBa uayT Ha NOAJIEpAKAHUE U PA3BUTHUE UTPBI, a TAKKE HA CaMy
0€30IaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3AIIMHU, BHIITYCKAIOTCSI HOBBIE TATYU
(umdpoBbIe 3aMIaTKU IS IPOrPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B mono0HBIX UTpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX COTIEPHHUKOB, CKOJIBKO KPaKU
TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHUCTEMA aBTOPU3ALIMU OOJIBIIMHCTBA UT.

OCHOBHBIE COBETHI IT0 0€3011aCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecim npyroit urpok BeneT ceds TI0X0 WU Co3AaeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH
€r0 B CIHCKE UTPOKOB;

2. [loxanylics aAMUHMCTpPATOPaM UIPbl Ha IJI0OXOE IMOBEACHHUE ITOTO UIPOKA, JKEJIATENbHO
NPUIIOKUTH KaKHe-TO JOKA3aTENbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii tuuHy0 nHGoOpMaluio B mpodaiisie urpsl;



4. YBaxaii Ipyrux y4aCTHUKOB T10 UI'PE;

5. He ycranaBnuBaii HeopuimaabHbIe TaTYU U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MMAPOJIH;

7. JJaxke BO BpeMsl UTPbI HE CTOUT OTKJIOYATh aHTUBHUpPYC. [I0Ka ThI Urpaemib, TBOU
KOMIIBIOTEpP MOTYT 3apa3uTh.

QOUIIMHT WK KpaXka JUYHBIX JAHHBIX

OOBIYHOM KpaXkel JEHET U TOKyMEHTOB CErOHs YK€ HUKOTO HE yIMBHUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTHUN 3JI0yMBIIIIEHHUKN [TEPEMECTUIINCH B UHTEPHET, U
IPOJOJIKAIOT 3aHUMATHCS «JTFOOMMBIMY JIEJIOM.

Tax nosiBUIaCh HOBAsl yrpo3a: HHTEPHET-MOIIEHHUYECTBA WX (DUILIMHT, I1aBHAas LIEIb
KOTOPOTO COCTOUT B MOJTYUYEHUH KOH(PHUIEHIIHAIBHBIX JaHHBIX MOJIb30BAaTENC — JIOTHHOB
u naposeil. Ha anrnuiickom si3bike phishing yurtaercs kak ¢pumuHr (ot fishing — peioHas
JIOBJIS, password — Imaposib).

OCHOBHBIE COBETHI 110 0OpHOE ¢ PUITUHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciiu ThI o103peBaciiib, 4YTO TBOSI aHKETa Obljia B3JIOMaHa,
TO HEOOXO0UMO 3a0JIOKHPOBATh €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca 00 3TOM Kak
MOKHO CKODEE;

2. Ucnons3yit 6e30macHbie BeO-CalThl, B TOM YHCII€, UHTEPHET-MAra3uHOB U MOMCKOBBIX
CHUCTEM;

3. Ucnonb3yil cloXKHbIE U pa3Hble Maposiu. Takum oOpa3oM, eciu Te0s B3J10MAaloT, TO
3JI0YMBIIUICHHUKH MOJIyYaT JOCTYI TOJILKO K OJTHOMY TBOEMY MPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te6s1 B3710Malu, TO HEOOXOAUMO MPEAYTPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBieHbl y TEOSI B IPY3bsiX, O TOM, YTO T€OsI B3JIOMAIH U, BO3MOKHO, OT TBOEI'O UMEHH
OyZeT pacchliaThCs CllaM U CChUIKM Ha (PUILIMHTOBBIE CANTHI;

5. YcranoBu HagexHbll aposib (PIN) Ha MOOMIBHBINM TenedoH;

6. OTKJII04YM cOXpaHEHHe MapoJs B Opaysepe;

7. He oTkpsbIBaii (paiinsl U Apyrre BIOKEHHUS B MUCbMaX Ja)Ke €CIIM OHM MPHIILIN OT TBOUX
npy3ei. Jlydie yTOuHH y HUX, OTTIPABIISUTH JIM OHU TeOe 3TU (pailibl.

Hudposas penyrauus

[Hudposas penyraius - 3T0 HETaTUBHAS UJIM MTO3UTHUBHAS HHGOPMALIHS B CETH O TeOe.
Komnpomerupyromias nHpopmalius pa3MenieHHas B HHTEPHETE MOXKET CEPbE3HBIM
o0pa3oM OTpa3UThCs Ha TBOEH peanbHOM xu3HU. « {udpoBas penyrauus» - 3To TBOH
UMUK, KOTOPBINA (hopMupyercs u3 uHpopManuu o Tedbe B UHTEpHETE.

TBOE MECTO KUTENbCTBA, YU€Obl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapakTepa
U paccKasbl 0 OJIM3KHX - BCE 3TO HAKAIIIUBAETCS B CETH.

MHorue noapOCTKH JIETKOMBICIIEHHO OTHOCSTCS K IyOJIMKAIIMY JTUYHON HH(OpMAITUHU B
HNuTepHeTe, HE TOHMMAs BO3MOKHBIX IMOCJIEACTBUN. ThI JaXke HE CMOXKEIIb AOTaAaThCs O
TOM, 4TO oTorpadus, pa3MelieHHas 5 JeT Ha3al, cTaja IPUUUHON OTKa3a MPUHATH TEOs
Ha padoTy.



KommMmenTapuu, pa3menienue TBoux gororpaduit 1 Ipyrue 1eHCTBUS MOTYT HE UCUE3HYTh
JaXe MOCJIe TOro, KaK Thl UX yJadullb. Thl HE 3HACIIb, KTO COXPAHMWII ATY HH(OpPMALHUIO,
ronasja JIi OHa B IOMCKOBBIE CUCTEMBI U COXPaHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT
0 Te0e OKpYIKaroIee JI0U, KOTOPhIE HAWIYT U YBUIAT 3T0. Haiitu nadopmaimto MHOTO
JIET CITYCTSI CMOXKET JIt0OOH - KaK U3 100pbIX MOOYKIEHUM, TaK U C HAMEPEHUEM
OPUYUHUTH BpE. DTO MOKET ObITh KTO YTOAHO.

OcCHOBHBIE COBETHI IO 3aIIUTE LIUPPOBON PEMyTALIUU:

1. [Togymaii, mpex e yeM 4To-TO IMyOJIMKOBATh U TIEpeiaBaTh y ce0s B OJIore Wiu B
COIIMAJIBHOM CETH;

2. B Hactpoiikax nmpodusis ycTaHOBH OrpaHUYEHUS HA IPOCMOTP TBOETO MPOMUIIL U €ro
COJIEPKMUMOT0, CIIeTIail €T0 TOJIBKO IS IPY3eiy;

3. He pa3meniaii u He yka3biBaii HH(GOPMAITHIO, KOTOPAst MOXKET KOTO-JIMO0 OCKOPOJISTH
WIH OOMXATh.

ABTOpCKOE MpaBo

CoBpeMeHHbIE MKOJIBHUKU- AaKTUBHBIE TI0JIb30BaTeN Il IU(PpoBOTO TTpocTpancTBa. OHAKO
JAJIEKO HE BCE 3HAIOT, YTO IMOJIh30BaHNE MHOTHMH BO3MOYKHOCTSIMH IIU(PPOBOTO MUPA
TpeOyeT coOI0IeH s TTpaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIUIEKTyalIbHAsE COOCTBEHHOCTHY» OTHOCHTCS K PA3TMYHBIM TBOPECHHSIM
YeJIOBEYECKOro yMa, HauMHas C HOBBIX M300peTEHU U 3HAKOB, 0003HAYAIOITUX
COOCTBEHHOCTD Ha MPOJIYKTHI M YCIYTH , ¥ 3aKaHUMBasi KHUTaMu, GoTorpadusimu,
KMHO(DWIIEMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha HHTEIIEKTYaIbHYI0 COOCTBEHHOCTh Ha TIPOU3BEIACHUS
HAYKH, JINTEPATyPhl U HCKyCCTBA. ABTOPCKHE TIPpaBa BRICTYIAIOT B KAYECTBE TaAPAHTUHU
TOT0, UTO MHTEJJIEKTYaIbHBII/TBOPYECKUN TPYl aBTOpa HE OyAET HAIIPACHBIM, JIACT EMY
CIpaBeJIUBbIC BO3MOKHOCTH 3apab0TaTh Ha PE3yJIbTaTax CBOETO TPY/a, MOTYyUUTh
W3BECTHOCTD U Mpu3HaHue. HUKTO 63 pa3perieHus aBTopa He MOXKET BOCTIPOU3BOIUTh
€ro Mpou3BeJCHUE, PACTIPOCTPAHATD, yOJIUYHO I€MOHCTPUPOBATD, IIPO/IaBATh,
UMIIOPTUPOBATH, ITyCKATh B IPOKAT, MyOJIMYHO UCTIOJHATD, TOKA3bIBAThH/UCTIOJHATH B
a¢upe wim pasmemars B IHTepHeTe. Mcnonb30BaHue «IMMPaTCKOT0Y» IPOrPAMMHOTO
oOecrieueHus MOXKET MPUBECTH K MHOTUM PUCKaM: OT TOTEPU JAHHBIX K TBOUM aKKayHTaMm
110 OJIOKMPOBKHU TBOETO YCTPOMCTBA, IJIe YCTAHOBJIEHHBIN HE JierajibHas nporpamma. He
CTOMT TaKXe 3a0bIBaTh, YTO CYIIECTBYET JIETaJIbHbIE U OECIUIaTHBIE MPOrPaMMBbl, KOTOpHIE
MOYKHO HAUTHU B CETH.

O nopraine

CeteBUuOK.p( - TBOM ITaBHBIA COBETUMK B CETU. 3JECh Thl MOXKEIIIb Y3HATH O
0€30MacHOCTH B CETH MOHSATHBIM U IOCTYIHBIM S3BIKOM, a TP BOZHUKHOBEHUU
KPUTHUYECKON CUTYyallMh OOPATUTHCS 32 COBETOM. A Tak)Ke MPUHSATH y4acTHE B KOHKYpCax
U CTaTh CaMbIM IU(POBBIM I'PaKIaHUHOM!



