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ITACIIOPT

(oHa OLEHOYHBIX cpeACTB Mo qucHuILInHe «KoMnblTepHbIE cCeTH

No KonTponupyemeie pasnensl, Koa xonTponupyemon HanmenoBanue
TEMBI, MOyl KOMIIETEHIINH OLICHOYHOT'O CPEJICTBA

1 Paznen | OK 01; OK 02; OK 04; [ToaroroBka pedeparos;
Apxutektypsl 1 annaparaeie | OK 05; OK 09 KOJUIOKBUYM;
KOMITOHEHTbI KOMITBIOTEPHBIX TECTUPOBAHUE;
CETEU U CUCTEM MOJArOTOBKA 3CCE.

2 Paznen 11 OK 01; OK 02; OK 04; [ToaroroBka pedepaTos;
MeskceTeBble aganTepbl U OK 05; OK 09 KOJUIOKBUYM;
paiiBephbI 1K 4.1; IIK 4.4. TECTUPOBAHUE;

MOJITOTOBKA ACCE.

3 Pazgen 111 OK 01; OK 02; OK 04; [ToaroroBka pedepaTos;
Vcnonbs3oBanue OK 05; OK 09 KOJUIOKBUYM;
MapIIpyTH3aIIH [IK 4.4 TECTUPOBAHUE;

noATrOTOBKA 3CCCE.




IIpumepHBbIii NepeyeHb OLIEHOYHBIX

CpelIcTB
Ne | HaumeHoBaHue KpaTkasi xapakTepuCTHKA OLIEHOYHOI'0 CPeICTBa IIpeacraBaenue
n/n OLIECHOYHOI 0 OIIECHOYHOI0 CPeCTBAa B
cpeacTBa donge
1 2 3 4
1 Komnoxsuym CpelcTBO KOHTPOJISI YCBOCHHSI YUSOHOTO MaTepUalia TEMBI, Bomnpoce! mo
pasliena Wi pa3/iesioB TUCHUILIMHBI, OPraHU30BaHHOE KaK | TeMam/pasjeliam
yaeOHOe 3aHATHE B BUJIE COOSCEIOBAHUS ITEAATOTYSCKOTO JTUCTIATUTHHBI
paboTHUKA C 00YJYAFOIIIUMHUCS.
2 Kpyrmeriit cron, | OneHOYHBIE CpeACTBa, MO3BOIISIONINE BKIIOUYNATh Ilepedyens
JVICKYCCHS, o0yJaromuxcs B Iporecc 00CYKASHUS CIIOPHOTO BOTIPOCa, JTUCKYCCHOHHBIX TEM.
MTOJIEMHUKA, MpOOIEMBI ¥ OIIEHUTH UX YMEHHE apTyMEHTHPOBATh
JICITYT, 1e0aThl | COOCTBEHHYIO TOUKY 3PCHUS.
3 Pedepar [IpoxykT caMmocTosTEeIbHOM paboTHI CTYCHTA, Tewmsbl pedeparon
MIPEICTABISAIOMNN cO00 KpaTKOe U3I0KEHHUE B
MMMCHMEHHOM BHJI€ TIOTYYCHHBIX PE3yIbTaTOB
TEOPETUYECCKOI0O aHAIN3a OIPEACICHHON HayYHOH (Y4eOHO-
UCCIICIOBATEIbCKOM ) TEMBI, TJIe aBTOP PACKPBIBACT CYTh
UCCIIeyeMOii TPOOIIEMBbL, IPUBOIUT PA3JIMYHbIE TOYKH
3peHUsI, a TAKXKE COOCTBCHHBIC B3MJISIBI HA HEE.
4 | Ycrasri onpoc/ | CpeacTBo KOHTPOJS, OpPraHM30BAaHHOE KakK cCrenuanbHas | Bompocs! mo
cobecenoBanue/ | Oeceia MeIarornvyeckoro paboOTHHKA ¢ OOydaroluUMcs Ha | TeMam/pasjeliam
TCMBI, CBA3aHHBIC C HsyqaeMoﬁ HHCHHHHHHOﬁ, u JUCHUITIINHBI
paccunTaHHOE Ha BBISICHEHHE 00beMa 3HAHUH
oOydJaromerocss IO  OMNPEACICHHOMY pa3feny, TeMe,
npobieMe U T.II.
5 | CamocrositensH | CpencTBO IPOBEPKH YMEHHH IPUMEHSTH OTYICHHBIC KommekT 3ananmii
as pabota 3HAHUS 110 3apaHee ONPEACICHHON METOANKE TSI PELICHNUS
3a1a4 WU 3aJJaHAH 110 MOJTYJTIO FUTH JUCIUTUIAHE B [IEJIOM.
6 Tect CucreMa CTaHIAPTU3UPOBAHHBIX 3aJaHUH, TO3BOJISIONIAS Dony TeCTOBBIX 3aJaHUN
aBTOMAaTU3UPOBATH MPOLIEAYPY U3MEPEHUS YPOBHS 3HAHUI U
YMEHHUI 00yJaromerocs.
7 Occe CpencTBo, MO3BOIIAIOIICE OLECHUTh YMEHHE oOyuaromierocs | Temarnka scce

MMMCBMEHHO W3JIaraTh CyTh IIOCTaBJIEHHOH NpPOOJIEMBI,
CaMOCTOSITENIbHO TIPOBOJUTH AHAJIHM3 OTOH NPOOJIEMBI C
HCIIOJIb30BaHNEM KOHLICTILINH u AQHAJUTHYECKOTO
WHCTPYMEHTApHsI COOTBETCTBYIONIEH MMCHWIUIMHEL, J1eJIaTh
BBEIBOJIBI, 000OIIAONIAE aBTOPCKYIO TO3HIHIO I10
ITOCTaBJICHHOW TIpodIieMe.




KpnTepnn OLIEHMBAHMA 110 JUCHUILINHE KOCHOBBI HH(l)OpMaIII/IOHHOﬁ 0e30macHOCTI»

Ne | HammenoB | Kpurepuu Kputepun Kputepun onenuBanus | Kpurepun oneHnBaHus Ha

n/ aHue OLICHMBaHMA Ha | OI[CHMBAaHUS  Ha | Ha «XOPOIIO» «OTJINYHOY

N | OLEHOYHOI | «HEYIOBJETB- «YJOBJIETB-HO»

0 HO»
CpPeACTBa
1 | KoanokBHu | y cTymeHTa CTYZIEHT B CTYZEHT JaeT OTBET, CTYIECHT [aeT TIONHBIH H
ym OOHapy>KMBAeTCsI | OCHOBHOM 3HAeT OTJIMYAIOIIHUHACS [IPaBWIbHBI  OTBET Ha

HE3HAHUE WIH MIPOTPaMMHBIN MeEHbILEeH [IOCTABJICHHBIE "
HEIIOHUMAaHUe MaTepual B 00CTOATENTFHOCTRIO U JIOTIOJTHUTENbHBIE (ecn B
OonblIel niu 00béMe, TITyOMHON M3II0KCHUS: TaKOBBIX ObL1a
Hauboiee HE00X0JUMOM 00HapyXHMBaeT MPH 3TOM | HEOOXOAUMOCTB)
CYIIIECTBEHHOMN JUTS IPEACTOAIEN | TBEpIOE 3HaHUE | BOIIPOCHIL:
4acTu paboTsI To Marepuaa, 00HapyKHBaET
COACPHKAHNA npogeccuu, HO JIOIyCKaeT BCECTOPOHHEE CHUCTEMHOE
y4eOHoro OTBET, HECYIIECTBEHHBIE u riyookoe 3HaHUE
MaTepuaa, OTIMYacTCsA OIIMOKHM M HETOYHOCTH B | Marepuaa;
HE CrocobeH HEZ0CTaTOYHON H3II0KEHUN 00CTOSITEIFHO PacKpBIBAeT
MIPUMEHSATh MIOJTHOTOM H TEOPETUYECKOTO COOTBETCTBYIOLINE
3HAHHME TEOPUH K | OOCTOATENBHOCTh | MaTepuana; TEOPETHYECKHE
pelIeHuto 3a1a4d | 0 U3JI0KCHHUS, HCIPAaBJICHHBIE IIOCJIC | TMOJIOXKECHHUS;
mpodecCHOHaNbH | AOMYyCKaeT JIOTIOJTHUTEIBHOTO JIEMOHCTPUPYET  3HaHHUE
Or0 XapakTepa, CYILIECTBEHHBIC BOIIPOCA; COBPEMCHHOW y4eOHOU W
HE yMeeT omuoOKu U OIMPAETCs IIPY | HAy4YHOU JINTEPATYpBI,
OIIpEEIUTh HCTOYHOCTHU B MOCTPOCHUH OTBETa | BJIAJEET HNOHSTUUHBIM
COOCTBEHHYIO HU3JIOKCHUU TOJIbKO Ha | amnmapaToM;
OLICHOYHYIO TEOPCTHICCKOTO 00s13aTeNbHYI0 JIEMOHCTPHUPYET
TIO3UIIHIO; marepuralia; JIATEPATYPY; CIOCOOHOCTH K aHAIH3Y U
JOITyCKaeT B IICJIOM yCBOUJI MOATBEPXKIAET COITOCTaBJICHUIO
rpy6oe OCHOBHYIO TEOPETUYECKUE pa3sNUYHBIX MOAXOJO0B K
HapylIeHUE JIUTEPATypy; MOCTYJIaThl OTACIBHBIMHA | PCIICHHUIO 3asiBICHHON
JIOTHKH OOHApyKUBAET npuMepaMu U3 | mpobiIeMaTHKH,
N3JI0KECHUSA HCYyMEHUC }opnnﬂqecxoﬁ OPaKTUKHU; | IIOATBEPIKAACT
Marepuala. NPUMCHATH CIIOCOOEH MPUMEHSTH TEOPETHYECKHUE MOCTYIAThI
JIOIyCKaeT TOCYAapCTBCHHO- | 3HaHHWE TEOPHUH K puMepaMu u3
NPUHOUIINAIBLHEI | IIPABOBBIC PELICHUIO 3a1a4 IOPUANYECKOHN TPAaKTUKH;
€ OITMOKH B MIPUHIINIIBL, poheCCHOHATHLHOTO CrocoOcH TBOPYECKH
OTBCTC Ha 3aKOHOMCPHOCTH XapakTepa, IPUMEHATH 3HaHUE TEOPHUU
BOTPOCHI, M KaTeropuu 14 | gabnromaercs K pELICHUIO
HE MOXET 00bsICHeHNS HE3HA4YMUTEJIbHOE poQeCcCHOHATBEHBIX
UCIIPaBUTh KOHKPETHBIX HapyUIeHHUE JTOTHKH 3a71ad;
OKOKH ¢ thaxToB 1 H3JI0)KEHHUS] MaTepUaa. UMEET COOCTBEHHYIO
THOMOIIBIO ABIICHUH; OLIEHOYHYIO MO3ULI0 U




Acce TeMa 3cce He Tema B IIeJIOM Tema 9cce | paboTa OTBeyaeT BceM
packpbITa; pacKpbIBaeTCsl HA | PacKphITa; BBIBOJIbI | TIPEIBSIBISIEMBIM
Marepua OCHOBE copmyiupoBanbl,  HO | TpeOoBaHusiM. Tema acce
U3JI0XKeH 0e3 HCIIOJIb30BAHUS HEI0CTaTOYHO pacKpbITa OJHOCTHIO,
cOOCTBEHHOI HECKOJIBKUX 00OCHOBaHBI;  MMEETCS | YETKO BBIpAKEHA
OLICHKH U OCHOBHBIX U aHaIM3  HEOOXOAMMBIX | aBTOPCKasl MO3HIIHS,
BBIBOJIOB; JOTIONTHUTENBHBIX | TIPAaBOBBIX ~ HOPM,  CO | MMEIOTCS JIOTHYHBIC U
OTCYTCTBYIOT HCTOYHHKOB; CCBUTKaMHU Ha | 0OOCHOBAaHHBIC BBIBOJIBI,
CCBUIKH Ha ciabo oTpaxeHa HEOOXOANMBIE HaIMcaHa C
HOpPMaTHBHBIC coOcTBeHHAs HOPMAaTHBHBIC TIPABOBBIC | HCIIOIB30BAHUEM
IIPaBOBbIE MO3UINSA, BBIBOABI | AKTBI; UCIIOIb30BaHa | OOJIBIIOTO KOJIUYECTBA
UCTOYHHKH. UMEIOTCSI, HO OHH | HeoOXouMast KaKk | HOPMaTHBHbIX IIPABOBBIX
Wmerorcst He 000CHOBaHBI; OCHOBHasl, TaK U | aKTOB Ha OCHOBE
HEJIOCTATKH MO Marepuan JIOTIOJTHUTENbHAS PEKOMEHI0BaHHOU
oopmiieHnI0 U3JI0KEH JUTEepaTypa; OCHOBHOH H
paboThL. HETIoCIIeI0BaTeNb | HEAOCTATOUYHO YETKO | JIOTOJHUTEIBHOU
TexcryansHoe HO, 0e3 MIPOSIBIISIETCS] aBTOPCKast | JmTeparypsl. Ha Beicokom
COBIIAJICHNE COOTBETCTBYIOIIE | TO3MILMSL. I'pamoTHOE | ypOBHE BBHIIIOJIHEHO
BCETO Hcce ¢ i aprymeHTanuu | oopMIICHHE. odopmitenne padoThI.
KaKnM-1100 1 aHaNM3a
HCTOYHHKOM, TO | TIPAaBOBBIX HOPM.
€CTb — IUIaruar. Nwmerores

HEJIOCTATKH 110
0 OPMIICHHIO.

Tect 0% -50% 51% - 64% 65% - 84% npaBunbHBIX | 85% - 100% mpaBUIBHBIX
MIPaBHIBHBIX MIPaBUIIBHBIX OTBETOB — OIICHKA OTBETOB — OIICHKA
OTBETOB — OTBETOB — OIIEHKA | «XOPOILIOY, COTIIYHO
OLICHKa «yIlOBJIETBOPUTEN
«HEYIOBIETBOPH | BHO»

TEJIBHOY

Pedepar O6Hnapy»xkuBaerc 51| Borpoc packpeit | Bompoc packpeit Gosee | Bompoc
b odlee YaCTUYHO 9eM HAIlOJIOBHHY, HO 6e3 PacKphBIT
TPE/ICTABICHHUE O | PehepaT HANMMCAH | OMIMOOK. HmeroTcst | HOTHOCTHIO U 63
Teme, MO0 TeMa | geGpexHO, He3HAYMTeNbHbIE W/uiau | OUIMOOK,pedepar
HE PACKphITa | yeakkyparTHO, €IMHUYHBIC OITUOKH. HamucaH
HOIHOCTRIO, HCIOJIB30BaHbl HE | MICIONB30BaHbl  CCBHUIKH | HPABHIBHBIM
pabora OOILETIPUHSATEIE MEHEE 4eM Ha INOJIOBHHY | JIMTEPATYPHBIM
IC; OfHpoBaHa 13 COKpAIlCHUS, PEKOMEHI0OBAHHBIX o A3BIKOMOE3

HTepHg::ccmnKH 3aTpyAHAIOLIUE €€ | JaHHOMY BOIIPOCY TpaMMaTHHeCKux
MIPOYTEHHE HACTOYHHUKOB mpaBa OIIMOOK B FOPHIMICCKOi
Ha Honymeno  3-4 | JlomyiueHsl 1-2 | TCpMHUHOJIOTHH,
ITePBOMCTOUHIIK. 2)1?11:614;;01(146 (akTHYeCKUE OIINOKH. chonbe}.lcl)vllaeaj:; _—

HAaXWCTOYHHUKH ITpaBa.
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Bomnpoce! 111 KOJIJIOKBHYMOB, c00ece10BaHUS
no qucuuniaute «Komnblorepusie ceTw»

Pa3zpgen I
APXMTEKTYPbI U aNlNapaTHbIe KOMIIOHEHTHI KOMIILIOTEPHBIX CeTell 1 CUCcTEM

OcHOBHBIE TOHATHS U KJIaCCU(UKAINS KOMIBIOTEPHBIX CeTeH
['mnepTekcToBbIe CIIOCOOBI XpaHEHHS ¥ IPEACTaBICHHS HH()OPMALIUH
OcHoBHBIE BU/BI YyTPpo3. CIIOCOOBI NPOTUBOACHCTBHS YTPO3aM.

ITpaBoBBIE OCHOBBI (hopMuUpOBaHHS HHPOPMALIMOHHOTO 0011ecTBa B Poccuu.
Htomorus — Hayka 00 HH)OPMAIMOHHBIX TEXHOJIOTHSX.

Crannaptuzanus nH(GOPMAIIMOHHBIX TEXHOJIOTUH.

[TepcriekTuBBI pa3BUTHS HHPOPMATMOHHBIX TEXHOJIOT U

DOBOJIOLUS KOMITBIOTEPHBIX CETeH

[TpuMeHeHne KOMITBIOTEPHBIX CeTei

. OCHOBHBIE IOHATHUS U ONPEEIECHNS KOMIIBIOTEPHBIX CETEN

. XapakTepHuCcTUKa IIpolecca Nepeiayu JaHHbIX

. Ocnosnble noustus —JIBC.

. OcHOBHBIE OTJIMYHS OT (HAHIIOBBIX CUCTEM.

. Haznauenue u ¢pyHkimm 6a3bl TaHHBIX.

. [TorpeGHOCTH MHPOPMAIIMOHHBIX CHCTEM.

. OcHOBHBIE (DYHKIIMU U TUIIOBAasi OPraHU3alHs CETEBBIX CUCTEM.

. Anpecanus B IP ceTsx, moaceTu, CTpyKTypa IakeTa rnepegadyu JaHHbIX.
. O61ue NpUHIUIBI TOAJAEPKAHUS LIETTOCTHOCTH JAHHBIX B CETSX.

. CeTeBble IPOTOKOIIBI IEPEAAYN NAHHBIX.

. Dtamnbl pa3pabOTKU 0TKa30yCTOMUMBON ceTeBOM MH(MPACTPYKTYphl, KPUTEPUU OLIEHKU KauecTBa

JIOTMYECKOM MOJICIIN JaHHBIX.

Paznen 11
MexceTeBble ajanTepbl U ApaiiBepbl

ArnmapaTHoe 00ecriedeHIEe KOMIIBIOTEPHOMN CETH
[IporpammHoOe obecrieueHre KOMIIBIOTEPHOM CETH
CeteBbie nHTEphEHCHI

Knaccudukanus KOMIObIOTEPHBIX CETEH

Tonosnorus KOMIBIOTEPHBIX CETEH

Mertoapl foCcTyNa K Cpejie Iepeaaun JaHHBIX

CereBas mozens OSI/ISO

OCHOBHBIE MTOHATHS CETEBBIX MPOTOKOJIOB
Oco0eHHOCTH PaCIIPOCTPAHEHHBIX CETEBBIX TPOTOKOJIOB

. [IpuHIIMATIBI paOOTHI TPOTOKOJIOB PA3IMYHBIX YPOBHEH
. XapaKTepUCTUKU JIMHUH CBSI3U

. becnpoBOHBIE TMHUU CBSI3U

. Tabmuiia KOMMYyTaITHH.
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CraTtnueckasi 1 AMHAMHYECKas Ta0IuIa.

CemanTtuyeckas U pU3NUECKasi MOACIHN CETEBOW CPE/IbI.

Onpenenenue Tpanzakiuu. Knaccudukanus orpaHn4eHU TpaH3aKIHil.

[Tpobnembl napamieabHO paboThl TPaH3AKIHA.

Mertoast 60ps0BI ¢ TpOOIEMaMu TApATIIEITHFHOM PaObOThHI TPAH3AKITUH.

XKypHanu3zanus BbIOJIHEHUS TPAH3aKIMM ceTeBOil cpenbl. «KecTkue» u «MsArkue» coou.
ApXuBaIys ¥ BOCCTAaHOBJICHHE KOH(DUTYparuii.

Pazpea 111
Hcnosab30BaHue MapIIPyTH3AUHA

MapiuipyTuzaius nakeToB

TexHOMOrnM JTOKaJIbHBIX KOMIIBIOTEPHBIX CETEH
TexHonoruu rino0agbHBIX KOMIIBIOTEPHBIX CeTEl
OcHoBHbIE TOHATHS UH)OPMAITMOHHON 0€301MacCHOCTH
ApXHUTEKTypa «KIHEHT-CEPBEPY.

Pacnpenenennsie cetu.

Pacnipenenennsie TpaH3aKIuK.

JlomeHHast TOTOJI0THs TOJOBHOTO o(rica u Hpummaos.
Tepmunonorus Vlan.

. I'pynimoBbIie mOMUTHKH 6€30MaCHOCTH — CIIPOCKTUPYHTE KOHPHUTYPAITHIO.

. MMC KOHCOJIb — c1TI0cOOBI KOMIIOHOBKH CEPBHCOB B €JMHOE OKHO YIIPABICHHUS.

. VPN tyHHeNm — npeHa3HayeHne, KOH(QUTYpUpOBaHHE.

. Opranu3anyoHHbIe NOPa3IeIeHHs KaK CTPYKTypHas enuHuua B cepsepHoit OC.
. CemetictBo ipotokosnioB TCP/IP: cocTaB u Ha3Ha4YeHHE.

. CnocoOw1 anpecaruu B [P-ceTsix.

. XapakTepHucTrKa MPUKIATHBIX CEPBUCOB ceTH Internet.

. XapaKkTepHUCTUKA U TUIOBas CTPYKTypa KOPIOPATUBHBIX KOMIIBIOTEPHBIX CETEH.
. [IporpamMHoe oOecriedeHre KOPInopaTUBHBIX KOMIIBIOTEPHBIX CETEH: COCTaB M Ha3HAYCHUE.
. CocTaB 1 Ha3HaUEHUE CETEBOr0 00OPYI0BaHHS KOPIOPATUBHBIX KOMITBIOTEPHBIX CETEH.
. OCHOBHBIE IIyTH COBEPLIEHCTBOBAHUS U PA3BUTHSI KOMIIBIOTEPHBIX CETEM.

KoHTpo/IbHO-011eHOYHBIE MATEPHAJIBI /I TEKYILIEero KOHTPOJIA
Paznea I
APXHUTEKTYpPbI H alllIAPATHbIE KOMIIOHEHThI KOMIIBIOTEPHBIX CeTell U CHCTeM

Tema 1.1. — XapakTepHCTUKHU U MOHATHS KOMIIBIOTEPHBIX ceTel
Ha3naueHne KOMIBIOTEPHBIX CETEN.
Knaccudukanmst cereid.
ba3oBbie ceTeBbIe TONOJIOTUM CETEH.
KomOuHnpoBaHHbIE TONOJIOTHH.
Kongurypaiyu KOMIbIOTEPHBIX CETEH.
Meton nocTyna K cpelie nepeaaydu, X XapakTepUCTUKH
CereBble anantepsl. KoHIIeHTpaTOpHL, UX Ha3HAYEHHE U Ki1acCU(UKALIMSL.
Moctsl. KoMMyTaTopsl

Tema 1.2.- XapakTepuCTHKH ceTei

dusnyeckas nepenaya JaHHbIX
[IpyHUMIIBI TAKETHOM NepeAaun TaHHbIX
ITonsTHE CeTeBOM MOJEN.
CeteBas monenb OSI
Mognens TCP/IP
dusnueckuil yposenb TexHosoruu Wi-Fi B atanonnoit monenu OSI Wi-Fi cranaapra G
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Tema 1.3.- TCP/IP — npoToKoJ1 HHTEPHETAa M COBPEMEHHBIX JIOKAJIbHBIX CeTeil.

[Ipuknagubie ceTeBble TPOTOKOIBI

SMTP/POP3/IMAP — no4ToBbI€ POTOKOJIBI

SMB/CIFS — ¢aittooOMEeHHBIN TIPOTOKOJI CETH

Microsoft HTTP/HTTPS — ocHoBHo#1 ipoTokos aiis Web 1.x-2.x

FTP — ¢aiinooomennsIil nmpotokos B MaTEpHETE

OcHoBsl MapmipyTuzanuu B cetssx TCP/IP

Cnyx06a nomennsix umeH — DNS Jlunamuueckoe pacnpeaenenne [P-aagpecos
Taomuua ARP

Tune! moacere

. Crarnueckas MapuipyTtusanus JJunamudeckast MapIipyTU3anus

Tema 1.4. — OcBoenne 0a30B0ro GyHKIHOHAIA 1JIs1 pa00ThI ¢ pa3au4yHbiMu TUnaMu Wi- Fi

YCTPOMCTB
Pexxumbl pabOTHI TOYKH JIOCTYIIA, NX HACTPOWKA M TPUMCHECHUE
Pexxum Ad Hoc nnu pesxxum «Touka-Toukay
Pexwum Infrastructure Tononorus cereir Wi-Fi
beszomnacHocTh OecIpOBOIHBIX ceTel

Pazgea 11
MexcereBble aganrtepbl U ApaiiBepbl
Tema 2.1. — Haznauenue IP agpeco
Crpyxkrypa IP agpeca. Anpecamust B UnTepHeT
Craruueckue u nunamuueckue [P agpeca.
[Iporoxon nuHamMuyeckoit koHpurypamuu xocroB DHCP
VYcranoska DHCP cepsepa
Hacrpoiika o6mactu DHCP
Hactpoiika napamerpos DHCP

Tema 2.2. — Pazpemenune uMEH y3J10B ¢ ucnosab3oBanueM DNS
Nmena NetBIOS nu DNS
Hactpoiika pa3penienuss UMEH Ha KJIMEHTE
HacTpoiika pa3penienns UMEH y3JI0B
VYcranoBka ciyx0b1 cepBepa DNS
Hacrpoiika cBoiicTB ci1yk0b1 cepBepa DNS
Hactpoiika DNS 30H
Hactpoiika knmuentos DNS
Hactpoiika nepenaun 30H DNS

Tema 2.3. - Papemienne nmén NetBIOS ¢ ucnosn3zosannem WINS
YcraHoBKa U HacTpoiika ciyxO0bl cepsepa WINS
VYnpasiieHue 3aUCcsIMu
Hacrpoiika perukanuu

Paspea III. Ucnosib30Banue MapIupyTH3al MU
Tema 3.1.- XapaKkTepHCTHKH MAPIIPYTH3ALHHU

BBenenue B MmapuipyTu3alnuio

Tabnuua MapipyTu3anuu

VYcraHoBKa U HACTpOiiKa 1y kObl MapLIpyTU3aLUN

O0630p IPOTOKOJIOB TUHAMUYECKON MapLIpyTH3alUN

Pa6ora nportokona Routing Information Protocol (RIP)

Hacrpoiika RIP Ha mapmpyTusaropax
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Tema 3.2. - YnpasJjieHue ceTbl0
[Tpobnembl ynpaBieHUs: CETEBBIMU yCTPOHCTBAMU
baza nannpix Management Information Base (MIB)
SNMP — npocToii IpOTOKOJ YyIPaBIEHUS CEThIO
VYcranoBka u HacTpoitka SNMP
Ucnons3zoBanne SNMP

Tema 3.2. — IP Bepcuu 6
Bsenenue B IPv6
Tunst anpecos IPv6 Apxutektypa anpecoB B [Pvo
CosmectHOe ucnons3oBanue [IPv6 u [IPv4 Hactpoiika [IPv6
[Tpo6aemsr [IPv6

CamocrostenbHas pabota Ne 1
XapakTepuCTUKH U MOHATUA KOMIILIOTEPHBIX ceTel

Posb KOMIIBIOTEPHBIX CETEHM B MUPE TEICKOMMYHUKAIUH;

Ucrtopus BozuukHoBenus JIBC u I'BC;

Kongurypanus ceru.

OpHOpaHrOBBIE CETH U CETH Ha OCHOBE CEepBepa.

Turnel TOKaIbHBIX CETEH U UX NEPCHEKTUBbI

Crapeiiiue ¢ UCIOIB30BaHUEM KOMMYTHUPYEMBIX JIMHUN (MOIEMHAs CBSI3b)
Tpanunmonnsie Ethernet, Token Ring T.1m.

CKOpOCTHBIE ONTOBOJIOKOHHBIE U OECTIPOBOIHBIE CETU

CamocrositenbHas padorta Ne 2
XapaKTepUCTHKH ceTel
ba3oBbie 1 KOMOMHUPOBAHHBIE TOTIOJIOTUHU CETH.
[TpoBoHBIE 1 OECTIPOBOIHBIC CETH
KanaybHblll ypOBEHb
CeteBoli ypOBEHb
TpaHCnOpTHBIN YPOBEHb
CeaHCOBBIN YPOBEHD
[IpencraBuTenbCKuil ypoBEHb
[IpuknagHoit ypoBEHB
PaszuoBumnoctu 802.11

CamocrosTenbHas padota Ne 3

TCP/IP — npoTOK0J HHTEPHETA U COBPEMEHHBIX JIOKAJIBbHBIX ceTel

JpaiiBepbl CETEBBIX aJJANITEPOB.

OcCHOBHbIE TOHATUS, NPUHLUUIBI B3aUMOJCHCTBUS, pa3IUuusil MU
npoctpaHeHHbIX npoTokoios: TCP/IP, IPX/SPX.

VYcTaHOBKa MPOTOKOJIOB B ONIEPALIMOHHBIX CUCTEMAX.

[TpuHIUIBI paOOTHI IPOTOKOJIOB PAa3HBIX YPOBHEH

Huarnoctuueckue yruiautsl TCP/IP

OCHOBHEBIE IMOHATHA, IPUHIUIILI B33HMOI{€I>1CTBPIH, pasinyuuAa u 0COOEHHOCTH IMIPOTOKOJIOB:

IPX/SPX.
Pabota npoTtokoinos creka TCP/IP: IP, ICMP, UDP, TCP

0COOEHHOCTH  pac-
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CamocrositenbHas padota Ne 4

OcBoenue 0a30B0ro GyHKIMOHANA IS PpadoThI ¢ pa3anuyHbiMu TuniaMu Wi- Fi yerpoiicTs

Paspnenenue cetn: moaceTn U Macka MoJACETH
ITopsnok HasHayenus IP-anpecos
Peanusanus [P-mapmpyrusanuu.
Oto6paxkenue [P-aapecos

CamocrosrenbHas padota Ne 5
Ha3nauenue IP agpecos

Ceresble TexHonorun Windows;

Hcnonb3oBanue Wireshark mis npocmotpa tpaduxa

VYcranoska u HacTpoiika DHCP cepsepa nins HasHaueHus auHamuueckux [P agpecos

Pazpemenne nmMEH Ha KIIMEHTE
[IpocmoTp makeToB pa3perieHuss iUMeH

CamocrosrenbHas pabota Ne 6
Pa3zpemenne nMéEH y3,10B ¢ ucnoJb3osanuem DNS
VYcranoBka 1 HacTpoiika DNS cepBepa [uist pa3zpelieHuss UMEH y3710B
Hactpoiika B3aumopeiictsust mexnay DNS cepBepamu

CamocrosrenbHas pabora Ne 7
Pa3zpemenne nmén NetBIOS ¢ ucnoan3oBanuem WINS
MapupyTuszartop.

CeteBoii nutro3. bpanamaysp
MapipyTusanus akeTos.
@unbTpalus MakeToB

CamocrosrenbHas pabota Ne 8
XapakTepucTHKH MapIIPyTH3allUH
OCHOBBI MOHUTOPUHTA CETH

Pa3pemienne oOmux npobdiaemM ceTeBoro B3auMoAeCcTBUS
OrnpeneneHre NCTOYHUKOB BO3HUKHOBEHUS MPOOIIeM
0O0630p UHCTPYMEHTOB, UCIIOJIb3YEMBIX ISl YCTPAHEHHUS HEMOIa10K

CamocrostensHast pabota Ne 9
YnpasieHue ceTbio

Hacrpoiika mapmpytuzanuu B Windows
Hacrpoiika mapmpyTtuzanuu B Linux
[Tpumenenue nporokoia RIP u rectupoBanue padboTsl nmpoTtokosa RIP

CamocrosrenbHas pabota Ne 10.
IP Bepcuu 6

[Toctpoenue orcHO TOKaTHLHON CETH C MOAKIIOYeHHEM K IHTepHeT;

Hactpoiika IPv6 agpecanuu Ha KoMIbIOTEpax J1abopaTopuu
MOHUTOPHHT COCTOSIHUS CET€BOI HHPPACTPYKTYPHI

10
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IlepeyeHb IMCKYCCMOHHBIX TEM JAJIsl KPYIJIOT0 CTOJ1a
(1McKyccHuu, MOJIeMUKH, TUCIYTA, 1e0aTOB)
no qucuumiude «Komnbiorepubie ceTn»

Tembl 3cce

(pedepartoB, TOKIAI0B, COOOIIECHMIN)
Posbp KOMIIBIOTEPHBIX CETEN B MUPE TEIEKOMMYHUKALUH;
Ncropus BosHukHoBeHus JIBC u I'BC
DBOJIIOLHS KOMITBIOTEPHBIX CETEH
JlokanpHasi CeTh ¢ MOJKIIOYEHUEM K ceTu VIHTepHeT
[IporpamMmMHOe oOecriedeHrEe KOMITBIOTEPHON CETH
Ceresble TexHonorun Windows;
HcnonwszoBanne Wireshark miist mpocmotpa tpaduka
CereBble UHTEpPEICH
[TocTpoenne opucHOI JIOKAILHOM CETH ¢ MoAKII0UeHneM K IHTepHeT

. Knaccudukarus KoMIblOTepHBIX ceTeil

. Tonosiorust KOMIBIOTEPHBIX CETEN

. Metozpl 1ocTyna K cpefie nepeayu JaHHbIX

. IlpuHIMIB paboTHI MPOTOKOJIOB PAa3IMYHBIX YPOBHEH
. MOHUTOPHHT COCTOSIHUS CETE€BOI NHPPACTPYKTYPHI

. XapaKTEepUCTUKH JIMHUM CBSA3U

. ApaiiBepsl CETEBBIX a1alTEPOB.

. TexHOoJI0rnM JIOKaJIbHBIX KOMITBIOTEPHBIX CETEU

. TexHonornu ra06anbHBIX KOMIBIOTEPHBIX CeTei

. OCHOBHBIE IOHATHS UTHPOPMAITMOHHOMN 6€3011aCHOCTH
. AIMAHHCTPUPOBAHUE CETH CPEICTBAMH CETEBBIX ONIEPALMOHHBIX CHCTEM

11



KoMIuiekT TecToB (TECTOBBIX 3aJaHHiT)

1. OO6o06uieHHas reoMeTprUIecKasi XapaKTepUCTHKA KOMIIBIOTEPHOM CETH — 3TO:
+ Tononorus certu
- CepBep ceTu
- Y 1aleHHOCTh KOMITBIOTEPOB CETH
2. Tno6GanbpHOI KOMIBIOTEPHOH CETHIO MUPOBOTO YPOBHS SIBIISICTCS:
+ WWW
- E-mail
- UnTpaner
3. OCHOBHBIMH BHIaMU KOMIIBIOTEPHBIX CETEH SIBISIOTCS CETH:
+ JIOKaJIbHBIC, TJIO0AIbHBIC, PETHOHATBHBIC
- KJIMEHTCKHE, KOPIIOPATUBHBIE, MEKTyHAPOIHBIE
- COIIMAJIbHBIE, Pa3BJICKATEIbHBIC, ON3HEC-OPHUEHTHUPOBAHHBIC
4. IIpoTOKOJ KOMIBIOTEPHOHN CETH - COBOKYITHOCTD:
+ [IpaBuJ1, permaMeHTUPYIOINUX PpUEeM-TIepeady, aKTHBAIMIO JAHHBIX B CETH
- DJIEKTPOHHBIN KypHAJ 1J1 MPOTOKOJIMPOBAHUS IEMCTBUI MMOJIB30BaTENEH CETH
- Texanueckux xapakTepuCTUK TpaduKa ceTH
5. OCHOBHBIM Ha3HAYEHUEM KOMITbBIOTEPHOU CETHU SIBJIAETCS:
+ CoBMECTHOE yJaJIEHHOE UCIIOJIb30BAHUE PECYPCOB CETH CETEBBIMHU I0JIH30BATEISIM
- ®u3nyecKoe COeIMHEHNE BCEX KOMIBIOTEPOB CETU
- CoBMECTHOE pellIeHrE pacpeIe]IeHHOM 3a/1a4 T0JIb30BATEISIMU CETH
6. VY3JI0BBIM B KOMIIBIOTEPHOU CETH CIIY’KUT CEPBEP:
+ CB3bIBAIOLIME OCTAIILHBIE KOMIIBIOTEPHI CETH
- Pacnionaraemslii B 371aH1M T71IaBHOTO O(rica CeTeBOW KOMIaHUU
- Ha koTopom pacnomnaraercst 6a3a ceTeBbIX TaHHBIX
7. K OCHOBHBIM KOMIOHEHTaM KOMITBIOTEPHBIX CETEl MOKHO OTHECTH BCE IEPEUUCIIEHHOE:
+ CepBep, KIIMEHTCKYIO MAIlIMHY, OTIEPAIIMOHHYIO CUCTEMY, TUHUU
- OducHbI MaKeT, TOYKY IOCTyMA K CETH, TeIe(hHOHHBIN Kabellb, XOCTUHT-KOMITAHUIO
- [lonp3oBaTeneli ceTr, CalThl, Be0-Mara3uHbl, XOCTHHT-KOMITAHHIO
8. llepBble KOMIBIOTEPHBIE CETHU:
+ ARPANET, ETHERNET
- TCP, IP
- WWW, INTRANET
9. Ilepenauy Bcex JaHHBIX B KOMIBIOTEPHBIX CETAX PEATU3YIOT C IOMOIIIO:
+ CeTeBbIX TPOTOKOJIOB
- CepBepa JaHHBIX
- E-mail
10. ObMeHn wHpOpMaAIUEl MeXITy KOMIBIOTEPHBIMH CETSIMU OCYIIECTBISIFOT — BCEr/Ia
MIOCPEICTBOM:

+ He3aBucuMbIx HEOOIBIIUX HAOOPOB JTAHHBIX (MTAKETOB)

- [loGaiiTHO# He3aBUCUMON Tepeaaun

- O4epeTHOCTH 10 JJIUTETBHOCTH PACCTOSHUAS MEXKIY y3JIaMu

+ CryTHUKOBAs CBSI3b, ONITOBOJIOKOHHEIE Kabemu, TeneoHHbIE CETH, paluopeseiiHas CBA3b

- Kananamu cBsi3U B KOMIIBIOTEPHBIX CETAX SBJIAIOTCS BCE NEPEUUCIIEHHOE B CIMCKE:

- CiyTHUKOBAS CBSI3b, COTHEYHBIE JTyYH, MATHUTHBIC TIOJIs, TeJIeOH

- CriyTHUKOBAs CBsI3b, MH(PpaKpaCHBIC JTIyUH, YIbTpadUOIeT, KOHTAKTHO-PEJICHHAS CBSI3b
11. KoMnbroTepHas ceTb — COBOKYIIHOCTb:

+ KoMnbroTepoB, MPOTOKOJIOB, CETEBBIX PECYPCOB

- KomnproTepoB, moap30BaTeneid, KOMIaHUN U UX PECYPCOB

- KoMmmiproTepoB, cepBepoB, y3710B

B xommbroTepHOit ceTr paboyasi CTaHIIUS — KOMITBIOTED:

+ CraunoHapHbIi

- PaGoTraromuii B TaHHBIA MOMEHT 12



12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

- Ha craniuu npriemMa CiyTHUKOBBIX JaHHBIX

Cocrasinsromye KOMIbIOTEPHON CETH:

+ CepBepbl, IPOTOKOJIBI, KIIMEHTCKHE MAIlIMHBI, KaHAJbl CBSA3H

- Knuenrckue komnprotepsl, cMapTQOHBI, aHmeTsl, Wi-Fi

- E-mail, TCP, IP, LAN

JlokanbHasi KOMIIBIOTEpPHAs CETh — CETh, COCTOSINAs U3 KOMITbIOTEPOB, CBA3bIBAEMBIX B
pamKax:

+ 0JIHOTO yupexkIeHHs (€T0 TEPPUTOPUATBHOTO OO TUHEHNU)

- WWW

- OJIHOM TOopoJa, paiioHa

CereBoe NpUIIOKEHUE — IPUIIOKECHHE:

+ KaXkJasi 4aCTh KOTOPOI'O BHIMOJIHMMA Ha KaX/I0M CETEBOM KOMIIbIOTEpPE

- pacupenencHHoe

- YCTaHaBJIMBAEMOE 111 paOOThI MOJIB30BATENIEM CETH Ha CBOM KOMITBIOTED

Haubonee mosiHO, MpaBUIIBHO MEPEUUCIICHBI XaPaKTEPUCTUKH KOMIIBIOTEPHON CETH B
CIIUCKE:!

+ KOMIIBIOTEPBHI, COEJUHEHHBIE OOLIMMH MNPOTPAMMHBIMH, CETEBBIMH peCcypcami,
IIPOTOKOJIAMU

- COBOKYITHOCTb OJJHOTUITHBIX (II0 apXUTEKTYPE) COEAUHIEMBIX KOMIIBIOTEPOB

- KOMIIbIOTEPBI KAKBIA U3 KOTOPBIX JOJKEH COETUHATHCS U B3aUMOJIEHCTBOBATH C IPYTUM
Cerb, pa3pabaTbiBacMas B paMKax OJJHOTO YUPEXKIACHU, IPEANPUITHS — CETh!

+ JIOKanbHAas

- ro0anbHas

- Mutpaner

MapupyTuzarop — yCcTpoMCTBO, COEAUHSIOIIEE PA3IMUHBIE:

+ KOMIIBIOTEPHBIE CETH

- 110 APXUTEKTYPE KOMITbIOTEPHI

- MapLIpyTHI Iepelaun aJpecoB It e-mail

JlokanbHy10 KOMIIBIOTEPHYIO CETh 0003HAYAIOT:

+ LAN

- MAN

- WAN

['moGanbHy0 KOMITBIOTEPHYIO CETh 0003HAYAOT:

+ WAN

- LAN

- MAN

VYKakuTe Kakoi TOMOJIOTMH HE CYLIECTBYET:

+ MOpcKoO# y3en

+ conHe4yHOU

- 3B€371a

- IEPEBO

PeruonanbHast ceTb CBsA3bIBa€T aDOHEHTOB, PACHIOIOKEHHBIX

+ BHYTpH OO0JIBIIIOTO TOpoJia, SKOHOMHUECKOTO PETHOHA,

+ BHYTpH OTIEIbHON CTPaHbI

- B pa3JIM4YHbIX CTPaHaX, HA Pa3JIMYHBIX KOHTUHEHTAaX

- B IIpefiesiax HeOObILIOM TeppUTOPUN

DaioBbIN cepBeEp

+ oTBEYaeT 3a LIEHTPAIN30BAaHHOE BHIJIEIICHHUE PECYPCOB (aiiioB

+ BbInoNHsET QyHKIMK yrpasiaeHus JIBC, oTBeuaeT 3a KOMMYHUKAIIMOHHBIE CBSA3H, XPAHUT
¢aiinel, paspensiembie B JIBC, u mpenocraBisieT JOCTYNT K COBMECTHO HCIIONIB3YEMOMY
JUCKOBOMY IIPOCTPAHCTBY

- OTBEYAET 3a IIEHTPAIM30BAHHOE BBIJEJIEHUE PECYPCOB K 0a3aM JaHHBIX

- yOpaBisieT AeHCTBYIOIMMHU B CETU CIYKOaMU 3JIEKTPOHHOM MOYTHI

MeTtoa napuTeTa MOXKET ONPEAETUTh: 13



+ HEeYeTHOE YHCIIO OMHUOOK
+ 6roxet 1P ucxons u3 oneHku 0r0/pKeTa KOHKYPEHTOB
- M000€ YUCII0 OMMOOK
- YETHOE YMCJIO OIIHOO0K
23. Jlns mepemaunm Kakux cooOmieHuid dS(QexTuBeH gaTarpaMMHBIA METOJ TaKeTHOM
KOMMYTauuu?
+ U1 Iepeiadu KOPOTKUX COOOIIEHU
+ He TpeOyeT rpOMO3AKOM MPOIEyPhl YCTAHOBICHUS COSAMHEHUS MEX Ty a0OHEHTaMU
- 17151 Iepeiavyl IITMHHBIX COOOIIEeHN
- TS TIepeIauu JFOOBIX COOOIICHHI
24. SMTP (Simple Mail Transfer Protocol) — 3o
+ MPOTOKOJI OOCITYKUBAHHSI SJIEKTPOHHOM MOYTHI
+  cTaHgapTHBIW ~ KOMMYHUKALIMOHHBIM  MpoTOKoN  VHTepHera  ansg  mepenayu
3JE€KTPOHHOU MOYTHI.
- MPOTOKOJI IEPEChUIKH (haiioB
- IPOTOKOJI 0OMEeHa r'MNepTEeKCTOBOM nHpopManyen
25. YTo Takoe «KOMIBIOTEPHAs CETh»?
+ rpyIna KOMIbIOTEPOB, COEAUHEHHBIX JIMHUSMU CBSI3H
+ mporpamMMHO-aInmnapaTHBI KOMILJIEKC, 00eCIIeunBaIOINN aBTOMAaTU3UPOBaHHbIN 00MeH
JAHHBIMU MEX1y KOMIBIOTEpAMU 10 KaHAJlaM CBSI3U
- DJIEKTpUYECKUE Kabenn + KOMITbIOTeD;
- ONTOBOJIOKOHHBIH Ka0esb + KOMIIBIOTED;
26. CeTb, ri€ HET CHIELUATIBHO BBIACIIIEMOTO CEpBEpPa HA3bIBACTCA:
+ OJIHOpaHTOBOM
+ NIUPUHTOBOM
- HE MPUBSI3aHHOM K CEPBEPY
- OJIHOYPOBHEBOM
27. K OCHOBHBIM KOMITOHEHTaM KOMIIBIOTEPHBIX CETEH MOKHO OTHECTH BCE NEPEUUCICHHOE:!
+ cepBep, KIIMEHTCKYIO MaIlIUHY,
+ onepalMoHHYI0 CUCTEMY, JIUHUHU
- 0()MCHBII TTAKET, TOUKY JIOCTYIIA K CETH, TeIe(OHHBIH Kabeh, XOCTHHT-KOMITAHUIO
- TIOJIH30BATENICH CETH, CAUTHI, Be0O-Mara3suHbl, XOCTUHI-KOMIIAHUIO
28. IlepBble KOMIIBIOTEPHBIE CETH:
+ ARPANET,
+ ETHERNET
- TCP, IP
- WWW, INTRANET
29. Ethernet xaap
Taoauna Ethernet kaap (0aiTbI):

MoJie Pa3mep
Preamble 7

SFD 1
MAC dst 6
MAC src 6

Type 2

Data 46-1500 +

Ckoi1bK0 0aliT MUHUMAJIBLHBI pa3mepunos Data?



30. Wi-Fi cranaptsl

Cxopoctb 802.11n nporus 802.11ac (makcumyMm Ha 1 moTok)?
Kirou:

802.11n: 150 Mo6wuT/c, 802.11ac: 433 Mout/c

31. Mogean OSI
Ha xakom ypoBHe moaeau OSI npoucxoaut MapmpyTu3auus NaKeToB MeX1y ceTamu?
Kirou: CereBoii ypoBeHb (YpoBeHb 3)

32. IlopTsbI cepBHCOB
Cranpaprasiii noptr HTTP u HTTPS?
Karwu: HTTP: 80, HTTPS: 443

33. Tonosorust cetu
Tabauua ycTpOHCTB: YCTAHOBUTE COOTBETCTBHE:

YcrpoiicTBo KoJ1-Bo nopros
1. Xaob A. 24
2. CBut4 b.4
3. Poyrep B.8

Kaxkoe ycTpoiicTBO coennHsieT pa3Hble nojaceTu?

Kuarou :
1 2 3
B A b

15
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35.
36.

37

KoHTpo/IbHO-0LIeHOYHbIE MATEPHAJIBI IJIA IPOMEKYTOUHOT0 KOHTPOJIA
Bomnpocsl k 3xk3ameny
no y4eoHoii aucuuninte « KomnbooTepHbie ceTw»
DBOJTIOLHS KOMIIBIOTEPHBIX CeTel
[IpuMmeHeHne KOMITbIOTEPHBIX CETEH
JlokanpHas ceTh ¢ MOJIKIIOYEHHEM K ceTn MHTepHeT
OCHOBHBIE NTOHATHS U ONPEJIEICHUS KOMIIBIOTEPHBIX CETEH
[IpoBOIHBIE KOMIIBIOTEPHBIE CETH.
CrannapTsl kabenei
becnipoBogHas cpena.
MoOuIbHBIE CEeTH.
CereBble afanTepsl.

. KoHtenTparopsl, nx Ha3HaYeHHE U Ki1accupUKaIus.

. Moctel. KommyTtaropst

. XapakTepucTukKa nporecca nepeiadn JaHHbIX

. Cxema JTIOKaJbHOM CeTH YUpexKICHUS C BbIIEIEHHBIM CEPBEPOM
. AnmapatHoe o0ecriedyeHrne KOMITBIOTEPHOMN CeTH

. [IporpammHoOe obecriedeHre KOMIBIOTEPHOU CETH

. CereBble HHTEp(EHCHI

. dusnueckas nepeaayda JaHHbIX

. [IpyHIMIIBI TAKETHOM TIEepeaadyu TaHHBIX

. [lonstue cereBoit Monenu. CereBast mozaens OSI

. Mognens TCP/IP

. KanansHslil ypoBeHb CeTeBON YPOBEHB

. TpancnioptHblil ypoBeHb CeaHCOBBIN YPOBEHb

. [IpencraBurensckuil ypoBeHns [IpuknanHoi ypoBeHs

. PaznoBunnoctu 802.11 n Bynymee rexnonorun Wi-Fi

. ®uznveckuii ypoBeHb TexHosorun Wi-Fi B atanonnoi monenu OSI Wi-Fi crannapra G
. Knaccugukanus KoMIpl0TepHBIX ceTeit

. Toronorus KOMIbIOTEPHBIX CETEN

. Metozsl noctyma K cpejie nepeaadu JaHHbIX

. CereBas mozens OSI/ISO

. Apyrue cereBbie MOJETN

. [Ipukiannbie ceTeBbi€ MPOTOKOIBI

. SMTP/POP3/IMAP — no4ToBbI€ IPOTOKOJIbI

. SMB/CIFS — ¢aii1000MeHHBII TPOTOKOJ CETH

. Microsoft HTTP/HTTPS — ocnoBHoti ipotokon g Web 1.x-2.x FTP — daiinooOmeHHbI#

npoTokoa B UHTepHeTe
OcHoBbl MapuipyTusaruu B cetsix TCP/IP

Cnyx6a nomenHbix uMmeH — DNS /lunamuueckoe pacnpenenenue IP-anpecos Tabnuua ARP
. Tunel noncereit
38.
39.
40.
41.
42.
43.
44.
45.

Cratuueckast MapIIpyTH3aLU

JluHamMuueckas MaplpyTH3aLus

OCHOBHBIE MTOHATHS CETEBBIX IPOTOKOJIOB

Oco6eHHOCTH pacIpPOCTPAHEHHBIX CETEBBIX MPOTOKOJIOB

[TpuHIUIBI paOOTHI IPOTOKOJIOB PA3IMYHBIX YPOBHEH

XapaKTepUCTUKU JIMHUH CBSI3H

JpaiiBepbl CETEBBIX aJIAIITEPOB.

OCHOBHbBIE TOHATHSI, IPUHIUITBI B3aUMOACHUCTBUS, Pa3IndHs U 0OCOOEHHOCTH pac-
npoctpaHeHHbIX npoTokoios: TCP/IP, IPX/SPX.

16



46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

VYcTaHOBKa IPOTOKOJIOB B ONIEPALIMOHHBIX CUCTEMAX.
ITpuHUIMIIBI paOOTHI TPOTOKOJIOB Pa3HbIX YPOBHEN
JHuarnoctuueckue yruinutsl TCP/IP

Pexumbl pabOTHI TOUKM AOCTYIIA, UX HACTPOIKA U IPUMEHEHHE
Pexum Ad Hoc nnu pexxum «Touka-Touxa»

Pexuwm Infrastructure Tonosnorus cereit Wi-Fi

be3onacHocTh GeCIIPOBOIHBIX ceTel

Crpykrypa IP anpeca. Anpecanust B UntepHer

Cratnueckue n quHamuueckue IP agpeca.

[Ipotokon nuHamMu4eckoit konduryparuu xocroB DHCP
VYcranoska DHCP cepsepa

Hacrpoiika o61actu DHCP Hactpoiika mapamerpos DHCP
Anpecanus B ceTsx

MapupyTuzanus 1akeToB

CereBble yciyru

TeXHONIOrnM JOKaJIBbHBIX KOMIIBIOTEPHBIX CETEN

TexHonoruu rio0agbHBIX KOMIIBIOTEPHBIX CETEN

OcHoBHBIE TOHATHS HHYOPMAITIOHHON 0€301MacHOCTH
AJMUHUCTPUPOBAHUE CETU CPEJICTBAMU CETEBBIX ONEPAIIMOHHBIX CUCTEM
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