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ITACIIOPT

(l)OH,Ila OLCHOYHBIX CPEACTB IO JUCHUILINHE «KOMHLIOTeprIe ceTn»

Ne | KoHTponupyemsle pa3iensl, Konx koHTpOnupyemon HanmenoBanue
TEMBbI, MOAYJIN KOMIIETEHINH OLIEHOYHOI'O CPE/ICTBY

1 Pasznen | OK 01; OK 02; OK 05; [Monroroska pedepaTos;
ApxutekTypsl ¥ anmapatasie | OK 06; OK 09; OK 10 KOJIJIOKBHYM;
KOMIIOHEHTbI KOMIIBIOTEPHBIX TECTUPOBAHHUE;
CeTel U CUCTEM IIOArOTOBKA dCCE.

2 Paznen Il I1K 4.1; TIK 4.4. [ToaroroBka pedepartos;
MesxceTeBble ajanTepsl U KOJIJIOKBHYM;
npaliBepbl TECTUPOBAHUE;

MOJITOTOBKA 3CCe.

3 Paznen 111 OK 01; OK 05; OK 09. [ToaroroBka pedepartos;
Vcnionb30BaHue KOJIJIOKBHYM;
MapLIPYyTU3ALUT I1IK 4.4 TECTUPOBAHUE;

MoATrOTOBKA 3CCC.




IIpuMepHbIii NepeYyeHb OLEHOYHbIX

cpeacTB

Ne | HaumenoBaHue KpaTkas xapakTepHCTHKA OLIEHOYHOI0 CPeCTBa IIpeacraBaenne

n/n OIIEHOYHOI 0 OLICHOYHOI0 CPE/ICTBA B

cpeacTBa donne

1 2 3 4

1 KomnoxBuym CpeacTBo KOHTPOJIS YCBOSHHSI YU€OHOTO MaTepralia TeMBbI, Bomnpocs! mo

pasjiena Wi pa3aenoB AMCHUIUIMHEL, OPraHU30BaHHOE KaKk | TeMam/pas3zenam
yueOHOE 3aHATHE B BUJIE COOECEN0BAHUS MEJarOrMIECKOTO JVCIUTIIAHBI
paboTHHKA C 00YyYaIOIIUMHUCSI.

2 Kpyrueiii cton, | OneHOYHBIE CPEeACTBA, TIO3BOJISIONIIE BKIIFOYHTH Ilepeuens
JUCKYCCHS, o0yyaromuxcs B mporecc 00CyXIeHHs CIIOPHOTO BOIIpOCa, JUCKYCCHOHHBIX TEM.
MOJIEMHKa, poOIEeMBI U OLICHUTh X YMEHUE apIyMEHTHPOBATh
JWCIYT, 1e0aThl | COOCTBEHHYIO TOUKY 3pEHHS.

3 | Pedepar [TpoxykT camMoCTOsATENBHOM PabOTHI CTYICHTA, Temsr pedeparos
MPEICTaBIIOMINI cO00M KpaTKOe M3JI0KEHHUE B
MTMCEMEHHOM BUJIE MOJTYYCHHBIX PE3YJIbTATOB
TEOPETHUYECKOT0 aHaIM3a ONPEIe/ICHHON HayYHOH (y4eOHO-
HCCIIE0BATEIbCKO) TEMBI, I'/Ie aBTOP PACKPHIBACT CYTh
ucciaeayeMoit mpoOieMbl, NPUBOJNUT Pa3IHUHbIE TOUKH
3pEeHHS, a TAKXKE COOCTBEHHBIE B3IIISA/IbI HA HEE.

4 | Veruwiid onpoc/ | CpeacTBo KOHTPOJISL, OPraHM30BaHHOE Kak CrelraibHas | Bompocsl mo

cobecenoBanne/ | Oecena IeAarorn4eckoro pabOTHUKA ¢ OOydaroIMMcs Ha | TeMam/pasjenam

TCMBI, CBA3aHHBIC C H3y‘laeMOﬁ HHCHHHHHHOﬁ, n | JUCHUITJIMHBI
paccuuTaHHOE Ha BRIICHEHHE 00beMa 3HaHUN
oOydJaromierocst 1o  ONpENeNICHHOMY  pasieny, TeMe,
mpobieme U T.1I.

5 | CamocrosarensH | CpencTBO MPOBEPKH yMEHUI IPUMEHATH MOIyICHHbIC Kommnexr 3apannit

as pabora 3HaHUA 110 3apaHee ONPEeAEICHHON METOAUKE AT peLIeHUs

3a7a4 WIIH 331aHAH 110 MOYITIO MJIH AUCHUTUINHE B LIEJIOM.

6 Tect CucreMa CTaHIAPTU3UPOBAHHBIX 3a/IaHUH, MMO3BOJISIONIAS ®DoH/ TECTOBBIX 3aJaHUI
ABTOMAaTU3UPOBATH MIPOLEAYPY U3MEPEHHS YPOBHS 3HAHUH 1
YMEHUH 00ydJaromerocs.

7 | Dcce CpencTBo, MO3BOJISAIONICE OIICHUTh yMeHHE oOyuaromerocs | TemaTuka scce

MUCbMEHHO U3JIaraTth CyYTh IMOCTABJICHHON MOpPOOIIEMBI,
CaMOCTOSITEILHO TIPOBOJMTh aHAIU3 3TOW MPOOJIIEMBI C
HCIIOJIBE30BaHUEM KOHIIENIUI H AHAJIUTUYECKOTO
WHCTPYMEHTAPHsI COOTBETCTBYIOMICH IUCIUILIMHBI, JEIaTh
BBIBOJIBI, 0000MIAIOMKE aBTOPCKYIO MO3UIHIO II0
MOCTaBJICHHOM podieMe.




Kputepuu onenuBanus no qucuuivinie «OCHOBbI MH(POPMAITMOHHOI 0€30MACHOCTI)

Ne | Hammenos | Kputepun Kpurepuu Kputepun onenuBanus | Kpurepuu orneHuBaHus Ha

n/ aHue OLICHMBAHMA Ha | OLEHUMBAaHUA HA | HA «XOpOILO» «OTJIIMYHO»

I | OLEHOYHOI | «HEYIOBJIETB- «yIIOBIIETB-HO»

0 HO»
CpencTBa
1 | KoatokBu | y CTyIeHTa CTYJEHT B CTYIEHT JaeT OTBET, CTYAEHT JaeT MOJHBIA U
y™M OOHapy)XHBaeTCsi | OCHOBHOM 3HAeT OTJIMYAOLIMHCA [IpaBWIBHBI  OTBET Ha

HE3HAHHE UIIH MpOrpaMMHBIN MEHbLIEH IIOCTaBJIEHHBIE 51
HEIIOHUMAaHHue Marepuai B 00CTOSITENEHOCTBIO U JIOTIOJIHUTENbHBIE (ecIu B
Oosnblieit nian 00béme, TIIyOUHON H3JI0KEHUSL: TaKOBBIX ObLTa
Hauboiee HEeo0X0JUMOM OOHapy)KHBaeT MPH 9TOM | HEOOXOTUMOCTE)
CyIIECTBEHHON JUIS TIPEACTOSIIEH | TBEpIOE 3HaHHE | BOMPOCHI:
4acTH paboTHI 110 Marepuana, oOHapy>KHBaeT
COACpIKAHUA npodeccun, HO JOITyCKaeT BCECTOPOHHEE CHCTEMHOC
y4eOHOTO OTBET, HECYILECTBEHHBIE U rirybokoe 3HAHUE
Marepuana, OTJIIMYACTCS OIIMOKH ¥ HETOYHOCTH B | Marepuaa,
HE crocoOeH HEJ0CTaTOYHOU HM3JI0KCHUHU 00CTOSATEIIEHO PacKphIBACT
NIPUMEHATH MOJHOTOH U TEOPETUYECKOTO COOTBETCTBYIOIIIHE
3HAHHE TEOPHUH K | OOCTOATENBHOCT | MaTepuana; TEOpETHUECKHUE
peueHnto 3a1a4 | 0 U3JI0KEHHUS; HCIIPABJICHHBIC MOCJE | MOJIOKECHUS,
mpodecCHOHAIBH | JOIyCKaeT JOIIOJTHUTEIILHOTO JEMOHCTPHUPYET 3HaHHEC
Or0 XapaKTepa; CYIIECTBEHHBIC BOIIPOCa, COBpPEMEHHOW yueOHOU M
HE yMeeT OLIMOKU U onupaercs IIPYU | HAYYHOH JINTEPATYPHI;
OIIpENIENINTh HETOYHOCTH B IOCTPOECHHUH OTBETA | BIIAJEET MOHATUNHBIM
COOCTBEHHYIO U3JI0KECHHU TOJILKO Ha | ammaparom;
OLICHOYHYIO TEOPETHICCKOro 00s13aTeIBHYI0 JIEMOHCTPUPYET
MO3ULIHIO; Matepuala, JIUTEPATYpPYy; CHOCOOHOCTh K aHATH3Y U
JOIIyCKaeT B LICJIOM yCBOUTI MOATBEPIKIAET COIIOCTABJICHUIO
rpyboe OCHOBHYIO TEOPETUYECKHE pa3IUYHBIX IOAXOIO0B K
HapymieHue JINTCPaATypy; MOCTYJIaThl OTACIBHBIMH | PELIECHUIO 3asiBIICHHOM
JIOTUKHU 0OHapyXuBaeT [IPUMEPAMHU U3 | mpobIeMaTHKH;
HU3JI0KCHUA HCYMCHHC IOPUANYECKON NPAKTHKY; | MOATBEPIKAACT
Marepuala. MNPUMCHSATD crocoOeH MPUMEHSTh TCOPETUYCCKUE MOCTYJIaThI
JOIIyCKaeT FOCYNapCTBCHHO- | 3HaHHE TEOPHUU K puMepaMu H3
MPUHOUIIMAIIBHEI | [TPABOBBIC pCLICHUIO 3a1a4 IOpUINYECKON MTPAKTUKU;
¢ ommOKHy B MPUHIIMIIBI, po(hecCHOHATFHOTO criocobeH TBOPYECKH
OTBETE Ha 3aKOHOMEPHOCTH | xapaKTepa, IIPUMEHATH 3HAHUE TEOPUHN
BOIPOCBI; 1 KaTCTOpUM A1 | gabmromaeTcst K PpeLIeHHNI0
HE MOXKET 00OBsICHeHNS HE3HAYUTEIBHOE PO (HeCCHOHATBHBIX
UCTIPaBUTH KOHKPETHBIX HapyLIEHHUE JTOTUKH 3a1ad4;
OIIHOKH C axToB 1 H3II0KEHHS MaTepraa. HMeEET COOCTBEHHYIO
HOMOIIBIO ABJICHUI; OLIEHOYHYIO TIO3ULIUIO M




Icce TeMa 3cce He Tema B IIEJIOM TeMa 9dcce | paboTa OTBEYaeT BCEM
packpbITa; pacKpbIBaeTCst HA | PAcKphITa; BBIBOJIBI | MPEABSIBIISICMbBIM
MaTepHai OCHOBE chopMynupoBaHbl,  HO | TpeboBaHmsM. Tema scce
M3TI0KEH 0e3 UCTIOJIb30BAHUS HEJI0CTaTOYHO PacKpbITa MOJIHOCTHIO,
COOCTBEHHOU HECKOJIbKUX 000CHOBaHBI;  MMEETCS | YETKO BBIpAXKEHA
OLICHKH U OCHOBHBIX U aHaIM3  HEOOXOIMMBIX | aBTOPCKAsl MO3HIHS,
BBIBOJIOB; JIOTIOJIHUTEIIBHBIX | TIPABOBBIX ~ HOPM,  CO | MMEIOTCS JIOTHYHbIE U
OTCYTCTBYIOT HUCTOYHHKOB; CCBUIKaMH Ha | 000CHOBAHHBIE BBIBOJBI,
CCBUTKH Ha c1ab0 oTparkeHa HEOOX0ANMBIC Halmcana ¢
HOpPMaTHBHbBIE coOCTBEHHas HOpPMATHBHBIC TIPABOBBIC | HCIIOJIb30BAHHEM
TIPaBOBbIC MIO3MIIMSI, BBIBOJIBI | aKTBI; UCIIONIb30BaHa | OOJIBIIOTO KOJMYECTBA
HCTOYHHKH. MUMEIOTCSI, HO OHM | HeoOXoquMast KaK | HOPMaTHBHBIX IIPABOBBIX
Wmerorcs He 000CHOBaHBI; OCHOBHasl, TaK U | aKTOB Ha OCHOBE
HEJIOCTATKH 110 Mmarepuan JIOTIOJTHUATEIIbHAS PEKOMEHIOBAaHHOM
odopMIIeHHIO U3JI0KEH JIUTepaTypa; OCHOBHOH 1
paboThl. HeIocye/I0BaTelb | HEAOCTaTOYHO YETKO | JOTOJIHUTEIBHON
TekcryanbHoe HO, 0e3 MIPOSIBIISIETCST aBTOpCKasi | simteparypbl. Ha BeicokoM
COBIIQ/ICHNE COOTBETCTBYIOIIE | ITO3UIIHS. I'pamoTHOE | ypOBHE BBIIIOJIHEHO
BCETro 3cce ¢ i aprymentanuu | odopmIiieHue. odopmiicHHE PAOOTHI.
KaKnM-T100 W aHaIN3a
MCTOYHHMKOM, TO | TIPAaBOBBIX HOPM.
€CTb — IIJIaruar. Nwmerores

HEJIOCTAaTKH T10
0(hOpMIICHHIO.

Tect 0% -50% 51% - 64% 65% - 84% npaBuibHbiX | 85% - 100% mnpaBHUIBHBIX
MIPaBUIILHBIX MPaBUIBHBIX OTBETOB — OLICHKA OTBETOB — OIICHKA
OTBETOB — OTBETOB —OIICHKA | «XOPOLIOY, «OTIIMYHOY
OlIeHKa «yIIOBJIETBOPUTEI
«HEYIOBIICTBOPH | BHO»

TEIILHOY

Pedepar O6napyxuBaerc 51| Bompoc packpsitr | Bompoc packpeir 6Gosee | Bompoc
JUIb o0Imee YaCTHYHO YeM HaIoJIOBHHY, HO 0e3 packphIT
IIPEACTABICHUE O | Pedepar HanucaH | OIIMOOK. Hmerorcs | TMOJHOCTEIO U 6e3
TeMe, JIMbo Tema HEOPEXKHO, He3HAYWTEeNbHBIE W/WM | OIHOOK,pedepar
HE PACKPBITA | geakKkypaTHO, €IMHUYHbIE OIINOKHU. HanucaH
HOJHOCTBIO, UCIONB30BaHbl He | MICIONb30BaHbl  CCHUIKU | TPABHJIBHBIM
pabora oOIIenpuHATHIE MEHEE 4YeM Ha IOJIOBHHY | JIMTEPATYPHBIM
IC;OHHpOBaHa "3 COKpAILlCHHS, PEKOMEHIOBAaHHBIX IO s3bIKOMOE3

HTepHggccmnKH 3aTpyQHAIONINE €€ | NaHHOMY BOIIPOCY TPaMMaTHHCCKUX
[IPOUYTEHUE HACTOYHHUKOB npaBa OWHOOK B IOPHAMYECKOH
Ha Homymeno  3-4 | JlonmymieHsl 1-2 | TepMHUHOIOTHY,
[EPBOHCTOUHHK. 2)121111;1“61/11:11;01(1/16 (akTH4ecKre OUIMOKH. HCHOHLZS’]I;JL(LI _—

HAaNWCTOYHHUKU ITpaBa.
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Bonpocsl 1/151 KOJIOKBUYMOB, co0ece/10BaHUs
no qucuuniauHe «KomnboTepHbie ceTm

Paznea |
APXUTEKTYPbI U anlapaTHble KOMIIOHEHTHI KOMIIBIOTEPHBIX ceTell U CHCTEM

OcHOBHbIE OHATHSA U KJIaCCU(PUKALINSA KOMIIBIOTEPHBIX CETeH
l'uneprekcToBble CIOCOOBI XpAHEHUS U MPEACTABICHUS HHPOpMALIUU
OcHoBHbIe BU/IbI yIpo3. CrIOCOOBI MPOTUBOAEHCTBHS YTPO3aM.
[IpaBoBbIe OCHOBBI opMUpPOBaHUs HHPOPMALIMOHHOTO 001IecTBa B Poccuu.
Htonorus — Hayka 00 MH()OPMAIIMOHHBIX TEXHOJIOTHUSIX.
Crannmapruzanus HHGOPMAIIMOHHBIX TEXHOJIOTHA.

[lepcniekTHBBI pa3BUTUS UH()OPMALIMOHHBIX TEXHOJIOT M

DBONIOIUS KOMIBIOTEPHBIX ceTel

[IpuMeHeHne KOMITBIOTEPHBIX ceTel

OCHOBHBIE IOHATHSA U ONPEAETICHNUS KOMIBIOTEPHBIX CETEN
XapakTepHucTUKa Ipolecca nepeaaydu JaHHbIX

Ocnogusbie nousitus —JIBC.

OcHOBHbIE OTINYHSA OT (ailIOBBIX CHCTEM.

Haznauenue u ¢pyHKIuM 0a3bl 1aHHBIX.

[TorpeOHOCTH MH(OPMAIIIOHHBIX CUCTEM.

OcHoBHbIE QYHKIIMH U THUIOBAas OpraHU3aIUsl CETEBBIX CUCTEM.
Anpecanus B IP cetsix, moJceTH, CTpyKTypa MaKeTa nepeiayn JaHHbIX.
OO61re NpUHIUIBI TOAAEPKaHUS LIETOCTHOCTU JJAHHBIX B CETSX.
CereBble IPOTOKOJIBI IIEPEIaY JAHHBIX.

Orarnsl pa3paboTKU 0TKa30yCTOWYMBOM CeTeBOI HHPPACTPYKTYPhI, KPUTEPUH OIICHKH KayecTBa

JIOTUYECKOM MOJIENIN JaHHBIX.

Pazgen 11
Me:kceTeBbIe aqanTepbl U ApaiiBepbl

AnmnapatHoe obecrieueHre KOMITbIOTEPHOU CETH
[IporpammHoOe oOecrieueHre KOMIbIOTEPHOI ceTH
CeteBnie uHTEp(hHEUCH

Knaccudukanus KOMIBIOTEPHBIX CeTei

Tonosnorus KOMIBIOTEPHBIX CETEH

MeTtoabl [oCcTyna K Cpesie Nepeiadu JaHHbIX
Cereas moznens OSI/ISO

OCHOBHBIE ITOHATHS CETEBBIX IPOTOKOJIOB
Oco0eHHOCTH PacTIPOCTPAHEHHBIX CETEBBIX MPOTOKOJIOB
[puHiune! paboThl MPOTOKOJIOB PA3IUYHBIX YPOBHEH
XapakTepUCTUKU JTUHUMN CBA3U

becnipoBoHbIE TMHUM CBSA3U

Tabnuna KOMMyTalUU.



14.
15.
16.
17.
18.
19.
20.
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0.
. MMC xoHCO0b — cTTOCOOBI KOMITOHOBKH CEPBHCOB B €IMHOE OKHO YIIPABICHUS.
12.
13.
14.
15.
16.
17.
18.
19.
20.

Cratuueckas U AMHaMHUYECcKasi TaOIULa.

CemanTtnueckas u pu3nvecKas MOJACIIA CETEBOM CPEIbI.

Onpenenenue Tpan3akuun. Kinaccudukaiys orpaHudeHui TpaH3aKIui.

[Ipobnembl mapamieabHOi paboThl TPaH3aKIHA.

MeTtoabl 60ps0OBI ¢ TpobIEeMaMu NapallIenbHOM PabOThl TPAH3AKITHIA.

KypHanuszanus BbIIIOJIHEHUS TPAH3aKIMM ceTeBOil cpenbl. «JKecTkre» U «MArkue» cOou.
ApxuBalys U BOCCTaHOBJICHHE KOH(PUTypaIUid.

Pazgea 111
Hcnonb3oBanne MappyTH3aAlUU

Mapuipytuzanys nakeToB

TexHonornu J0KaJIbHBIX KOMIIBIOTEPHBIX CETEU

TexHonoruu rno0aabHBIX KOMIIBIOTEPHBIX CETEN

OcHOBHbIE TOHATHS UHOOPMALTMOHHON 0€30IacHOCTH

ApXUTEKTypa «KJIUEHT-CEPBEPH.

PacnpenencHHbIe CETH.

Pacnipenenennble TpaH3akuuM.

JloMeHHast TOTOJIOTUs TOJIOBHOTO oduca U (hriInasos.

Tepmunonorus Vlan.

['pymnnoBbie NOTUTUKK OE30MIACHOCTH — CHPOSKTUPYHTE KOHPUTYypaLHIO.

VPN TyHHenu — npeqHa3HaueHue, KOHQUrypupoBaHHe.

OpranuzanioHHbIE MOAPA3/IETICHHS KaK CTPYKTYpHas equHuIa B cepBepHoil OC.
CewmeiictBo npotokonoB TCP/IP: coctaB u Ha3HaueHUE.

Crnoco6w1 anpecaruu B [P-ceTsx.

XapakTepucTuKa MPUKIAIHBIX CEpBUCOB ceTu Internet.

XapakTepuCTUKa U TUIIOBask CTPYKTYpa KOPIOPATUBHBIX KOMIbIOTEPHBIX CETEH.
[IporpamMHOe oOecrieueHre KOpIOpaTUBHBIX KOMIIBIOTEPHBIX CETEH: COCTaB M Ha3HAUEHUE.
CocTaB 1 Ha3HaUEHHUE CETEBOI0 00OPYOBaHMSI KOPIIOPATUBHBIX KOMITBIOTEPHBIX CETEH.
OCHOBHBIE ITyTH COBEPILIEHCTBOBAHMS U PA3BUTHUS KOMIIBIOTEPHBIX CETEH.

KoHTpo/1bHO-0LIEHOYHbIE MATEePHAJIBI /I TEKYIIero KOHTPOJIS
Pazngea |
APXHTEKTYPbI U AaNlNIAPATHbIE KOMIIOHEHThHI KOMIILIOTEPHBIX CeTell U CUCTEM

Tema 1.1. — XapakTepUCTUKHU ¥ MOHATHUS KOMIIBIOTEPHBIX ceTel
Ha3naueHne KOMIBIOTEPHBIX CETEN.
Knaccuduxanus cereit.
ba3oBrie ceTeBEBIC TONOIOTHUH CETCH.
KoMOuHMpOBaHHBIE TOMIOJIOTHH.
Konduryparmm KoMIbI0TEpHBIX CETEH.
Meroa nocTyna K cpejie nepeiaun, uX XapakTepUCTHKU
CereBsie anantepsl. KOHIIEHTpATOPHI, X HA3HAYCHUE U KJIacCUpUKAITHSI.
Moctsl. KoMMyTaTopbl

Tema 1.2.- XapakTepucTHKH ceTeii

®duznueckas nepenaya JaHHbIX
[IpyuHIMIIBI TAaKETHOM Mepe1adyn TaHHbIX
IlonsaTue ceTeBoil MOICIH.
Ceresas mozens OSI
Mopens TCP/IP
dusnueckuii ypoBeHb TexHoaoruu Wi-Fi B atanonnoi moaenu OSI Wi-Fi crangapra G
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Tema 1.3.- TCP/IP — npoToKo0./i HHTEpPHETA U COBPEMEHHBIX JOKAJIbHBIX CeTel.
[puknaaHbie cETEBBIE MTPOTOKOIIbI
SMTP/POP3/IMAP — mouToBBIE TIPOTOKOJIBI
SMB/CIFS — ¢aiinooOMeHHBIH MPOTOKOJI CETH
Microsoft HTTP/HTTPS — ocuoBHoit mpotoko aast Web 1.x-2.X
FTP — daitnmoodmennslit mpotokon B HTepHeTe
OcHoBbI MaprpyTu3aimu B cetsix TCP/IP
Cnyx6a nomennbix umeH — DNS [Tunamuueckoe pacripenenenne IP-anpecos
Ta6numa ARP
Tunsl noaceren

. Cratmyeckas MapupyTnu3anusa Z[I/IHaMI/I‘leCKaH MapaipyTu3anusa

Tema 1.4. — OcBoeHnne 6a30B0ro GpyHKIMOHAJA 151 Pa0OTHI ¢ pa3auYHbIMU THIAMH Wi- Fi
YCTPOMCTB

Pexxumbl pabOTHI TOUKHM AOCTYIA, UX HACTPOIKa U IPUMEHEHHE

Pesxxum Ad Hoc miu pesxxum «Touka-Touka

Pexum Infrastructure Tomomnorus cereit Wi-Fi

be3omacHoCcTh GeCIPOBOIHBIX ceTe

Paznen |1l
Me:kceTeBble afanTepbl U ApaBepbl
Tema 2.1. — Ha3nauenue |IP agpecon
Crpyxrypa IP anpeca. Anpecanus B IHTepHeT
Cratuueckue u nuHamuuaeckue |IP agpeca.
IIpoTokon nuHamMuyeckoit koHpuryparuu xoctoB DHCP
YcranoBka DHCP cepsepa
Hacrpoiika o6nactu DHCP
Hacrpoiika mapamerpos DHCP

Tema 2.2. — Pa3penienue HMEH y3.10B ¢ ucnojb3oBanuem DNS
Nmena NetBIOS u DNS
Hactpolika pa3pernieHus UMEH Ha KJIMEHTE
Hacrpoiika paspelienys UMEH y3JI0B
YcranoBka ciryx0b1 cepBepa DNS
Hacrpoiika cBoiicTB ciyx0bl cepBepa DNS
Hactpoiika DNS 308
Hacrpoiika kimuentoB DNS
Hactpoiika nepenaun 305 DNS

Tema 2.3. - Pazpemienne umén NetBIOS ¢ ucnonn3zoBannem WINS
YcranoBka 1 HacTpoiika ciyx0bl cepsepa WINS
VYrpaieHue 3anucamu
Hacrpoiika perukanuu

Paspean I11. Ucnionib30BaHMe MapIIpy TH3ALMU
Tema 3.1.- XapaKkTepucTHKH MapIIPyTH3AIUU

BBenenue B MapLipyTU3anuio

Tabnuia MapIpyTH3auH

YcTaHoBKa M HACTPOIKa CIy)Obl MapIIpyTH3ALUN

0O0630p NPOTOKOJIOB AMHAMHYECKON MapIIPyTU3ALIUN

Pa6ora nporokosa Routing Information Protocol (RIP)

Hactpotika RIP na mapmpytuszaTopax
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Tema 3.2. - YnipaBjieHHe CeThIO
[Ipo6nembl ynpaBieHUs: CETEBBIMH YCTPOHCTBAMHU
basa nanaeix Management Information Base (MIB)
SNMP — npocToii mpoTOKO YHpaBICHUS CETHIO
VYcranoBka u HacTpoiika SNMP
Hcnonp3oBanne SNMP

Tema 3.2. — IP Bepcuu 6
Beenenue B IPV6
Tumner agpecos IPV6 Apxurekrypa anpecos B IPV6
CosmectHoe ucnonb3oBanue IPv6 u IPv4 Hacrpoiika IPV6
[pobnemsr IPV6

CamocTtosrensHas padota Ne 1
XapakTepuCTHKH U OHSATHS KOMIILIOTEPHBIX ceTeil

Posb KOMIIBIOTEPHBIX CETEN B MUPE TEIEKOMMYHUKALIWM;

HUcrtopus Bosuuknosenwus JIBC u 'BC;

Konduryparnus cetu.

OpnHOpaHroBbIE CETH U CETH Ha OCHOBE CEpBEpA.

Tumnsl JIOKaJIbHBIX CETEN U UX NEPCIEKTUBBI

Crapeiiiiue ¢ UCI0JIb30BaHUEM KOMMYTUPYEMBIX JIMHUN (MOZEMHasl CBSI3b)
Tpanumonnsie Ethernet, Token Ring ..

CKOpOCTHBIE ONITOBOJIOKOHHBIE M OECIIPOBOJIHBIE CETU

CamocrosrtenbHas padora Ne 2
XapakTepucTHKH ceTel
ba3oBble 1 KOMOMHUPOBAaHHBIE TOIIOJIOTUU CETH.
IIpoBoHBIE M GECTIPOBOIHBIE CETH
KanansHblll ypOBEHB
CereBoll ypoBEHb
TpaHCnOpPTHBIN YPOBEHB
CeaHCOBBIN yPOBEHb
[IpencraBuTenbCKUii YpOBEHD
[IpukiagHOil ypOBEHB
PasnoBumuoctu 802.11

CamocrostenbHas padora Ne 3

TCP/IP — npoToKkoJ HHTEPHETA U COBPEMEHHDBIX JTOKAJIBbHBIX CeTel

[paliBepbl CETEBbIX a1alTEPOB.

OCHOBHbIE TOHATUS, NPUHLUIBI B3aUMOJEHCTBUSA, pa3auuus U
npocTpaHeHHbIX poTokoioB: TCP/IP, IPX/SPX.

YcTaHOBKa IPOTOKOJIOB B ONIEPALIMOHHBIX CUCTEMAX.

[TpuHLIMIIBI paOOTHI TPOTOKOJIOB Pa3HBIX YPOBHEH

Huarnoctuueckue yruiutel TCP/IP

OCHOBHEBIE IMOHATHA, IPUHIHUIILI BSaHMOﬂeﬁCTBHﬂ, pasindua u OCOOCHHOCTH ITPOTOKOJIOB:

IPX/SPX.
Pa6ora nmportokosos creka TCP/IP: IP, ICMP, UDP, TCP

0COOEHHOCTH
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CamocrostensHas pabora Ne 4

OcBoenue 0a30B0ro pyHknuoHana Ajas padorsl ¢ pasanynbiMu Tunamu Wi- Fi yerpoiicT

Paznenenue ceT: moJceTH U Macka MOJICETH
[Mopsinok Haznauenus IP-anpecos
Peanuzanus |P-mapupytuzanuu.
Otob6paxenue IP-anpecon

CamocrostensHas padora Ne 5
Ha3znauenmue IP agpecoB
Ceresbie Texnomorun Windows;
Hcnonws3oBanue Wireshark st mpocmoTpa Tpaduka

YcranoBka u Hactpoiika DHCP cepsepa st HazHauenust nuHamudeckux IP agpecos

Pazperienre uMEH Ha KIIMEHTE
[TpocMOTp makeToB pa3pelieHUs UMEH

CamocTrosrenpHas pabora Ne 6
Pa3pemenne uMEH y3J10B ¢ ucnojib3oBanueM DNS
YcranoBka u Hactpoiika DNS cepBepa muist pa3pemeHust UMEH y3JI0B
Hacrpoiika Bzaumoneiicteus mexxay DNS cepsepamu

CamocrostenbHas pabora Ne 7
Pa3zpemienne umén NetBIOS ¢ ucnoan3oBanuem WINS
Mapmpyrusarop.
CereBoii nutto3. bpanamayap
Mapuipytuzanus nakeTos.
OunbTparys NakeToB

CamocrostensHas padora Ne 8
XapaKTepuCTHKH MAaPIIPYyTH3AINH
OCHOBBI MOHUTOPHHTA CETH
Pa3pemenne o0mux mpobdieM ceTeBOro B3auMOCHCTBHS
OnpeeneHne NCTOYHNKOB BOSHUKHOBEHHUS TTPOOJIEM
0O0630p UHCTPYMEHTOB, UCIIOJIB3yEMBIX JIJISl YCTPAHCHUS HETOJIAJ0K

Camocrositensaas pabora Ne 9
YnpasiieHue ceTbio

Hacrpotika maprupyrusaiuu B Windows
Hacrpoiika mapipyrusaiuu B Linux
[Ipumenenue mporokoina RIP u rectupoBanue padboter mpotokosa RIP

CamocrositensHas padora Ne 10.
IP Bepcuu 6

[TocTpoenue opucHOI JIOKaTBHON CETH ¢ MOKIIoUeHneM K MHTepHeT;

Hacrpoiika IPV6 agpecaruu Ha KoMIbIoTepax JadopaTopun
MOHUTOPHHT COCTOSIHUSI CETEBOI HHPPACTPYKTYPHI

10



a.
b.

IlepeyeHb AMCKYCCHOHHBIX T€M JIJIsl KPYIJI0OTo CTOJIa
(IMcKyccHu, MOJIEMUKH, TUCILYTAa, 1¢0aTOB)
no qucuuninHe «K KomnboTepHbie ceTH»

Tembl 3cce
(pedhepaToB, TOKIAA0B, COOOIICHUH)
Ponb KOMIBIOTEPHBIX CETEN B MUPE TEIEKOMMYHUKALINN;
Uctopus BosnukHosenus JIBC u I'BC
OBONIOLUSA KOMIIBIOTEPHBIX CETEN
JlokanpHas ceThb C NOAKIIOYEHUEM K ceTH MIHTepHeT
[IporpammHoe obGecrieueHre KOMIBbIOTEPHOI ceTH
Ceresble Texnosornu Windows;
Hcnonws3oBanue Wireshark st mpocmoTpa Tpaduka
CereBble UHTEPPEICH
[Moctpoenue oucHOI TOKATBHON CeTH ¢ MOAKIIOYeHHEM K HTepHeT
. Knmaccudukanus KoMIeloTEpHBIX ceTeit
. TonoJyiorust KOMIBIOTEPHBIX CETEN
. Meroasl noctyna K cpeje nepesadu JaHHbIX
. [lpuH1mne! paboThl IPOTOKOJIOB Pa3IMYHBIX YPOBHEH
. MOHUTOPHHT COCTOSIHUS CETEBOM MHPPACTPYKTYPHI
. XapaKTepUCTUKH JINHUN CBS3U
. IpaiiBepsl CETEBBIX a1alTEPOB.
. TeXHOIOrMM JIOKAJIBHBIX KOMIBIOTEPHBIX CETEH
. TexHonoruu ra00abHBIX KOMITBIOTEPHBIX CeTel
. OcHOBHBIE TOHATHS HH(POPMAITHOHHON 0€30MaCHOCTH
. AIMUHHCTPUPOBAHUE CETH CPEACTBAMHU CETEBBIX ONEPALIMOHHBIX CHCTEM

wCoNoU~wWNE

NRPRPRRERRRRER R
CWWOWNOUIAWNERERO

KomruiekT TecToB (TECTOBBIX 3aaHUM) 1O JUCIUTIIIMHE
«Opranu3aloHHO-TIpaBoBOe o0ecnedeHre nHHOpPMalnOHHON 6€30MacCHOCTH
1.Kakue mpoTOKOJIbI OTHOCSTCS K TPAHCIIOPTHOMY YPOBHIO UYETHIPEXYPOBHEBOW MOJIEIN CTEKa
npotokosioB TCP/IP?
a. ARP
b. TCP
c. UDP
d. IP
e. ICMP
f. BeiOepute Bce npaBUIIbHBIC OTBETHI
2. [lepeuncnure GyHKIMU cepBepa. ..

a. MIPUHUMAET HH(POPMALIMIO, KOTOPYIO HY>)KHO IIepecaTh OT OJJHOTO KOMITIbIOTEpA K
Apyromy

b. PErUCTPUPYET KOMITBIOTEPHI B CETU

C. YIpaBJIsET KOMIIBIOTEPAMU B CETH

d. XPaHUT JIaHHbIE 0 KOH(UTYpAIK CETH, a TAKKE COBMECTHO UCIIOIb3YeMbIE TIPOTPaMMBI

3. Uro npotokon IPSec nobasnsier k makeram ajst ayTeHTU(DUKAIINHA JTAHHBIX ?

a. 3arosnoBok ayteHTH(UKaIuu (3arooBok AH)

b. 3arosnoBok nmoanucu (3aronoBok SH)

C. 3arosoBoK aBTopu3anuu (3aroiosok AvH)

d. 3arosioBok nudpooii noamnucu (3arosoBok DSH)

4. KomnbroTepHas CeTh 3TO —

IpyIa KOMIIBIOTEPOB CBS3aHHBIX MEXy COOOH ¢ TOMOIIBIO BUTOM Maphl

TpyIia KOMITBIOTEPOB CBSI3aHHBIX MEKAY COO0H M 0OMEHHMBAIOLIMXCST HHDOpMaIue

11
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rpymna KOMIbIOTEPOB 0OMEHUBAIOIINXCS HHPOpMAITHeH

TpyTIIa KOMITBIOTEPOB CBSI3aHHBIX MEXKIY COOOH

5. TeXHONOT U «KIIMEHT-CEPBEP» MO3BOJISAECT:

YBEJIMYUTH MIOTOKU HH()OPMAIINH B CETH 32 CUET BRIOOPKH Ha CepBepe
CHU3UTH 3aTPAThl HA OPTAHU3AIUIO CETH

OpPraHu30BaTh KOPPEKTHOE XpaHEHHUE NHPOPMAITUI

YIOPSIIOYUTH PabOTy C JaHHBIMH Ha CEPBEPE 3a CUET MPUMEHEHHUSI ISIEHTPATH30BAaHHBIX
CPEJICTB YNPaBICHUS AOCTYIIOM

6. [IpuruMaeT Bce cOOOIIEHUS, TOCTYMUBIINE 110 KaHAITY CBS3H, U OTOMPAET T€, KOTOPHIE
aJpecoBaHbl JAHHOMY KOMITBIOTEPY:

CETEeBOI ajantep

MYJIBTUIUICKCOP

MOCT

CETEBOI IpaiiBep

[IporpamMma, B3auMOAEHCTBYIOIIAS C CETEBBIM aJaNTEPOM, HA3bIBACTCS:
MYJIBTHUIUIEKCOP

nepenaromnas cpeaa

CETEBOI1 IpaiiBep

CETEeBOU azanTep

MOCT

B 3aBucuMocTH OT pa3MepoB pa3IuvaroT:

rHOpHIHBIE CETH

CETH YHHUBEPCUTETOB

TOpOJICKHE CETH

JIOKAJIbHBIE CETH

TJI00ATEHBIC CETH

[IpaBuna nepenayn CUTHAIOB B CETSAX HA3BIBAIOTCS:

OpaHaMay>pomM

Tpadukom

MOCTOM

KOJUTU3UEN

IIPOTOKOJIOM

CepBepsl OBIBAIOT:

BBIJICJICHHBIMH

HE BBIJICJICHHBIMU

ooImMMu

000CO0ICHHBIMU

. HpOIIGCC MMPOXOKACHUA CUTHAJIOB IO KaHaJIaM CBA3W HA3bIBACTCA:

uHTepdeiicom
OpaHaMay’pom
Tpadukom
MIPOTOKOJIOM

. Ilepeuncnure npenMyIecTBa, KOTOPbIE PEJOCTABIAET KOMIIBIOTEPHAs CETh:

I10JIb30BATENH MOJIYYatoT JOCTYN K HH(OPMAIIMH B PEKUME peaIbHOI0 BpEMEHU
o0ecrieuynBaeTCsl OHOMOIb30BATEIbCKUN PEXKUM

yIpaBJISIOUINE JeHCTBUS HAa pab0YMX MECTax BBIOJIHSAIOTCS MO €IMHBIM ITpaBUIIaM
BO3MOXXHO COBMECTHOE HUCIOJIb30BAHUE JIOOBIX YCTPOICTB

. CepBep, caykanuit i xpaHeHus (HaiioB, KOTOPHIE UCTIOIB3YIOTCS BCEMU PaOOUYNMU

CTaHIUAMU, HA3bIBACTCA .
BBIYUCIIUTEIIbHBINA CEPBEP
JIUCKOBBIN CEPBEP

cepBep TEeJIEKOMMYHUKAIUI

12



d. daiinoBelit cepep
14. Y3en ceTH, ¢ HOMOIIBIO KOTOPOT'O COSTUHSIOTCS JIBE CETH, IIOCTPOCHHBIE 110 OIMHAKOBOM

TEXHOJIOTHH:
a. I3

b. moct

C. MapumpyTH3aTop

d. MyJbTHILIIEKCOD

e. xab

15. CereBoii azipec y3Jia B KOMITBIOTEPHOW CETH, IIOCTPOSHHOMU TI0 TIpOoTOKOIy |IP, Ha3bIBaeTCs:
d. JOMEHHOE€ UM

b. IP-anpec

c. DNS - anpec

d. macka cetn

e. I3

16. K KOMIIOHEHTaM KOMITBIOTEPHBIX CETEH OTHOCITCS:

pabouas cTaHIUs

(YHKIIMOHATIBLHBIN CepBEp

KaHall rnepeaadn JaHHbIX

pabounii cepsep

ceTeBoM Kabenb

7. CoenuHsieT ABE WU 00JIee CETEi, TOCTPOCHHBIX, B TOM YHCIIE, TI0 Pa3HBIM TEXHOIOTHSIM.
XpaHUT TabJIMITY aIpeCOB BCEH CETeBOM MH(PPACTPYKTYPHI:

PO oo T

a. MYJbTHUILIEKCOP
b. xab6

C. MOCT

d. oumo3

€. MapIIpyTH3aTop

18. Ipu mepepaue cooOIIEeHUS, OHO XPAHUTKLCS B Oydepe, MoKa He 0CBOOOIUTHCS KaHAT CBS3H,
TOJILKO TIOCTIE 3TOTO ... IEPEIAET COOOIIEHIE HA JIMHUIO CBSI3U

a. MOCT-MYJIbTHILIEKCOP
b. mepenaromas cpena
C. MOCT
d. ceresoii azanTep
€. CEeTEeBOW JpairBep
19. Mudopmanus B KOMIBIOTEPHBIX CETSIX MEPEAACTCS 110 KaHajlaM CBSI3H B BHJIC OT/ICIbHBIX:
d. JdaHHBIX
b. xomnu3uit
C. cooOmeHui
d. mocianuit
€. TIIaKETOB
20. CepBep, KOTOPBII MPETOCTABISAET BHEIIHIOK MAaMSTh APYrUM KOMIIBIOTEpaM CETH, Ha3bIBAIOT:
a. JIMCKOBBIW CEpBEP
b. cepBep TenekoMMyHUKAIHIA
C. TOYTOBBIM CEpBEP
d. daiinoBelit cepep
€. BBIYHCIIMTENBHBIN CEpBEP
21. Yro U3 npenioKEHHOT0 BXOIUT B IPOLEAypY co-riacoBanus IPSec?
a. Tombko cornammenue 6e3omacaoctu ISAKMP
b. Cormamenne 6e3omacuoctu ISAKMP u oxno corna-menne 6e3omacuoctu IPSec 1.
c. Cormamenue 6e3onacHoctd ISAKMP u nBa corna-menus 6ezonacuoctu IPSec
d. Tonbko nBa cormamenus 6e3onacuoctu IPSec

22. IIporokon ESP u3 IPSec:

13



a. OGecnieunBaeT TOIBKO KOH(PUIECHIIMATBHOCTD COOO-IIIEHUS

b. OGecrieunBaeT TONBKO AyTCHTU(PHUKALIUIO TAHHBIX

c. OGecnieunBaeT KOHPHUICHIIMATIBHOCTD U ayTeHTH(PU-KALIUI0 COOOIIEHUS

d. He oGecnieunBaeT HU KOH(PUICHIINATBHOCTh, HU Ay TCHTH()UKAIIIO

23. BupTyasibHble YaCTHBIC CETH:

a. [lepenarot yacTHbIC JaHHBIE TIO BBIZCIICHHBIM CETSIM

b. MHKancymupyroT YacTHbIE COOOIICHHS U IEPEIAI0T UX 10 OOLIECTBEHHOH CeTH

. He ucnone3yrotes kmuenramu Windows

d. Moryr ucnosip3oBatbes ¢ mporokonamu L2TP wmu PPTP

24. OcHoBHbIe oTIMYHsI TPOTOKOJIOB L2TP 1 PPTP coctosT B ciemyromiem (BEIOSpUTE BCe
BO3MOJKHBIE

BapHaHThI):

a. [Iporokon L2TP obecnieunBaeT He KOH(PUACHIIMATB-HOCTD, & TOJILKO TYHHEIMPOBAHNE
b. ITpotokon PPTP ucnosne3yercs Tonbko ais TyHHenu-poBanus TCP/IP

c. [Iporokon L2TP moxet ucnonb3oBathes co cinyx6a-mu [PSec, a nporokon PPTP
WCTIOJIB3YeTCs

CaMOCTOS-TE€JILHO

d. ITpotokon PPTP noamep:xuBacTcst KPYMHEHIITUME IPOM3BOIUTEIAMH, a MPOTOKOoI L2TP
SBIISICTCS

CTaH-1apToM Kopropaituu Microsoft

25. Ciryx0a, ocymecTBIsIoNIast MPUCBOCHHUE peabHbIX [P-aapecoB y3maM 3akpbITON MPUBATHON
CETH,

Ha-3BaeTcs:

a. NAT

b. PAT

c. Proxy

d. DHCP

e. DNS

26. IIpaBuna, mpuMeHsieMbIe B OpaHAMAaydpax, MO3BO-JISIOT:

a. CHauasa 3anpeTHTh BCE IEHCTBHUS, IIOTOM pa3peniaTb HEKOTOpPhIe

b. CHayana pa3pemuTsb Bce AEUCTBHS, TIOTOM 3alpe-IIaTh HEKOTOPHIE

c. IlepenaBaTth cooOuieHuss Ha 00PabOTKY APYTUM MPU-TOKEHHUSIM

d. [lepenaBate KomuH cOOOIIECHHI Ha 00PaOOTKY IPY-THM HPUIIOKEHHUIM

27. Ha xakom U3 4eThIpex ypoBHEH Moaesu cTeka mpoTokosioB TCP/IP k mepemaBaemoit
uHbOpMa-IIuK J00aBIIIETCS 3aroJIoBOK, coaepxanuii mosre T TL (time-to-live)?

a. Ha yposue npunoxenuii (application layer)

b. Ha tpancnioptaom yposae (transport layer)

c. Ha cereBom yposae (internet layer)

d. Ha xananenom yposae (link layer)

28. Ha kakoM ypoBHE 4eThIPEXypOBHEBOM Mo ie/u cTeka mpoTokosioB TCP/IP paboraer ciayxba
DNS?

a. Ha Yposue npunosxennii (application layer)

b. Ha TpancnoptaoMm yposae (transport layer)

c. Ha Mexceresom yposae (internet layer)

d. Ha Kanansnom yposae (link layer)

29. Kakoii TpaHCITOPTHBIN IIPOTOKOJI HCIIONIB3yeTcs mpoTokomom Simple Mail Transfer Protocol
(SMTP)?

a. TCP

b. UDP

c. ICMP

d. Hu oivH 13 nepednciieHHbIX

30. HazoBute omnmums koHnentpatopos (hub) or kommyTaropoB 2-ro ypoBHs (Switch).

14



a. KommyraTopsl paboTatoT Ha Oosiee BEICOKOM ypoBHE Mojenu OS|, yeM KOHIIEHTPaTOphI
b. KommyTaTopbl He MOTYT yCHJIMBATh CHUTHAI, B OTJIM-YHE OT KOHIICHTPATOPOB

c. KommyraTops! n36upareiabHO peTpaHCIUPYIOT HIHM-POKOBEIIATEIbHbIE KaIphl,
KOHIICHTPATOPHI

nepeaa-1oT MHUPOKOBEIATeNIbHbIE Kaipbl HA BCE CBOU MOPTHI

d. Kommyrarops! ananu3upyiot IP-aapeca Bo BXOs-111eM MMaKeTe, a KOHIICHTPATOPBI
aHATU3UPYIOT

MAC-anpeca

31. B onrcannu mpaBui A1 MexceTeBoro skpana FreeBSD neiicrue fwd o3nauaer:

a. YCTaHOBJICHHE BEPOSTHOCTH COBEPIICHUS JICHCTBHS

b. Umutanuro 3a1epKKu ITakeToB

c. [lepenanpapneHne nakeToB Ha 00PadOTKY APYrol mporpaMme

d. [lepenanpaBieHue MakeTOB Ha IPYrou y3ei

32. BriOepuTe BEpHOE yTBEPIKICHHUE!

a. [Iporokon L2TP He nMeeT BCTPOSHHBIX MEXaHU3MOB 3aIUTHI HH(POPMALUU

b. IIpotokon L2TP e npumensiercst mpu co3nanuu VPN

c. [Ipotokon PPTP Gonee ¢pynkunoHanbHbIi 1 TuOkmii uem L2TP, Ho TpeOyet Goiee CIoKHBIX
HacTpPOEK

33. Ciyx6a IPSec mosxeT ObITH HCIIONIB30BaHA:

a. Tonbko it mmdpoBanHus

b. Tonmbko a0 ayTeHTUPHUKAUH

c. lns ayreHTHPUKAIUU U ITIUPPOBaAHUS

d. He Mo>xeT OBITh HCIIOIB30BaHMS HU IS MG POBAHUS, HY JUISl AyTEHTU(UKALIT

34. bacTHOH — 3TO:

a. ['pynma cepBepoB KOPIIOPATUBHOW CETH, IPEAOCTAB-JISIONIAS CEPBUCHI y3JIaM BHEIITHHUX CETEH
CEeTAMHU

C. KOMIUIEKC alMapaTHbIX W/WIM MPOTPAMMHBIX CPECTB, OCYIIECTBISIOMINN KOHTPOJIb U
(GUITBTPALNIO IPOXOAAIINX YepPe3 HETO CETEBBIX MAKETOB B COOTBET-CTBHH C 3a/JAHHBIMH
NpaBUIAMHU

35. «3/10yMBIIICHHUK TeHEPUPYET MupokoBema-Teasabie [CMP-3ampockl oT uMeHH
aTaKyeMoro

y3J1a». DTO ONUCAHUE METO/IA:

a. MackapaauHr

b. Cmepdunr

C. AKTHBHAsl IMUTAIHS

d. [TaccuBHAass UMHATALIHAS

36. B mexcereBom skpane FreeBSD neiictBue reject cCOOTBETCTBYET ACHCTBHIO

a. unreach net

b. unreach host

C. unreach port

37. Ilpotokon RIP:

a. He umeer Mexanu3ma npeoTBpALLCHUS 3aL[MKJINBA-HUS

b. Umeet npoctoii 1 He 3 (HEKTUBHBINA MEXaHU3M MTPEIOTBPAILCHHS 3allUKIHBAHUS

C. Nmeet BbIcOK03(p(hEeKTUBHBIN MEXaHU3M IIPEIOTBPA-ILIEHHS 3aLlUKIMBAHUS

38. Kaxoii mpoTOKOJI CITY)KUT, B OCHOBHOM, JUIS TIepe-Ta4i MYJIbTUMEIUAHBIX JaHHBIX, Te
Ba)KHEE CBOEBPEMEHHOCTbh, a HE HaJIe)KHOCTh JIOCTABKH.

a. TCP

b. UDP

c. TCP, UDP

39. IIpoTokoi nepenaur KOMaH 1 ¥ COOOIICHHH 00 ommMOKax.

a. ICMP

b. SMTP
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c. TCP

40. C noMoI1p10 KaKoi KOMaH/Ibl MO’KHO TIPOCMOTPETH TaOJIUIly MapIIPyTH3AINH
Route
Ping
Tracert

41. Yro o3nauaetr MAC-anpec
IP-anpec xommbroTepa
DuU3NYECKUI apec
Anpec KOMIIbIOTEpa BO BHEILIHEH ceTH

42. Kakoi mopT MOXKET UCIIOIB30BaThCS KJIUEHTOM (CO CBOEH CTOPOHBI) TIPH MOIKIIOUSHUH K
Web-cepBepy
80
1030
0501

43. O60011IeHHAs TeOMETpUYECKas XapaKTepUCTUKA KOMITbIOTEPHOI CeTH — 3TO:
+ Tononorus cetu
- CepBep ceTn
- Y1aneHHOCTh KOMITBIOTEPOB CETU

44. T'1o6anbHON KOMIIBIOTEPHOU CETHI0 MUPOBOT'O YPOBHS SIBJISETCS:
+ WWW
- E-mail
- UuTpaner

45. OCHOBHBIMH BHJIaMU KOMIIBIOTEPHBIX CETEH ABIIAIOTCS CETH!
+ JIOKaJbHbIE, I100aJIbHbIE, PETHOHAJIbHBIE
- KIIMEHTCKHE, KOPIIOPAaTUBHBIE, MEXTyHAPOIHbIE
- COIlMaJIbHBIE, pa3BieKaTeNbHbIE, OM3HEC-OPUEHTHPOBAHHBIE

46. IIpOoTOKOJ KOMIBIOTEPHOU CETH - COBOKYITHOCTD:
+ [IpaBui1, periTaMeHTHPYIONINX TpUEeM-TIepeiavy, aKTUBAIUIO TaHHBIX B CETH
- DJIEKTPOHHBIN KypHaJ JUIsl IPOTOKOJMPOBAHUS AEHCTBUI NIOJIB30BaTENEN CETH
- TeXHUYeCKHX XapaKTepUCTHK TpaduKa CeTH

47. OCHOBHBIM Ha3HAUYE€HUEM KOMIIBIOTEPHOM CETH SBIISIETCS:
+ CoBMeCTHOE yJJaJIeHHOE UCII0JIb30BAHUE PECYPCOB CETH CETEBBIMHU I0JIb30BATESIM
- du3nyecKoe COETMHEHNE BCEX KOMIIBIOTEPOB CETH
- CoBMECTHOE pellIeHHE pacIipe/IelIeHHOM 3a/1a4u MOJIb30BaTENIIMU CETH

48. Y3J10BBIM B KOMITBIOTEPHOM CETH CITY>KUT CEpBEp:
+ CBSI3BIBAIOIINE OCTATBHBIE KOMIIBIOTEPHI CETH
- Pacmionaraemslii B 31aHUM TJIABHOTO Orica CETEBOM KOMITAaHUHU
- Ha xoTopoM pacnonaraercst 6a3a ceTeBbIX JTaHHBIX

49. K 0CHOBHBIM KOMIIOHEHTAaM KOMITBIOTEPHBIX CETE MOYKHO OTHECTH BCE MEPEUHCICHHOE:
+ CepBep, KIMEHTCKYIO MAIIMHY, ONIEPAIIMOHHYIO CUCTEMY, JINHUH
- OducHbIH MakeT, TOYKY JOCTYIA K CETH, Tele(hOHHBIN KaOelb, XOCTHHT-KOMITAHHUIO
- Ilonp30BaTene CETH, CalThl, BeO-Mara3uHbl, XOCTHHI-KOMITAHUIO

50. [lepBble KOMIIBIOTEPHBIE CETH:
+ ARPANET, ETHERNET
- TCP, IP
- WWW, INTRANET

51. Ilepenauy Bcex JaHHBIX B KOMITBIOTEPHBIX CETSAX PEATH3YIOT C TOMOIBIO:
+ CeTeBbIX IPOTOKOJIOB
- CepBepa JaHHBIX

- E-mail
52. Oomen wuH(poOpManmel MeXAy KOMIBIOTEPHBIMH CETSIMH OCYIIECTBISIOT — BCErIa
HOCPEJICTBOM:
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53.

54.

55.

56.

57.

58.

59.

60.

61.

+ He3aBrucHMBIX HEOOIBIITNX HAOOPOB JaHHBIX (TTAKETOB)

- [ToGaiiTHOI He3aBUCUMOM Nepeaaun

- OuepeTHOCTH MO JUIUTEIBHOCTH PACCTOSIHUAS MEXY y3I1aMH

+ CryTHHUKOBAs CBSI3b, ONTOBOJIOKOHHBIC Ka0Oenu, TeiepOHHBIC CETH, paIuoperIciiHas CBS3h
- Kananamu cBsI31 B KOMITBIOTEPHBIX CETSAX SBISIOTCSA BCE IEPEUHCICHHOE B CITUCKE:

- CILyTHHUKOBAsI CBSI3b, COJTHEUHBIC JIy4l, MATHUTHBIE T10JISA, TeIePOH

- CiyTHUKOBAs CBs3b, UHPPAKPACHBIE Ty4YH, yAbTpaQHOIET, KOHTAKTHO-pEeiiHAs CBSI3b
KomnbrotrepHas ceTb — COBOKYITHOCTD:

+ KoMnbroTEpOB, IPOTOKOJIOB, CETEBBIX PECYPCOB

- KoMnbroTepoB, 1osiap30BaTeneii, KOMIaHUNA U UX PECYPCOB

- KommnbroTepos, cepBepoB, y3i10B

B xomnproTepHO# ceTu paboyasi CTaHIMS — KOMIIBIOTEP:

+ CrarmoHapHbIi

- PaGoTaromuii B 1aHHBI MOMEHT

- Ha cTanumu npuema criyTHUKOBBIX JaHHBIX

Cocrasisitonie KOMIbIOTEPHON CETHU:

+ CepBepbl, IPOTOKOJIbI, KIMEHTCKUE MAIIMHBI, KAHAJIBI CBSA3H

- KinnenTckue komnbroTepbl, cMapThoHsl, mwianmets:, Wi-Fi

- E-mail, TCP, IP, LAN

JlokasibHasi KOMIIBIOTEPHAs CETh — CETh, COCTOSAIIASI U3 KOMIIBIOTEPOB, CBSI3bIBAEMbIX B
paMKax:

+ OJTHOTO yUpeXJeHUs (Ero TEPPUTOPUAIIBHOTO OObEINHEHUS)

- WWW

- OJIHOM TOopoJia, palioHa

CereBoe NpUI0KEHUE — IPUIIOKEHUE:

+ KaX/1as 4aCTh KOTOPOT'O BHIMOJIHUMA Ha Ka)KJIOM CETEBOM KOMIIbIOTEPE

- pacnpeneneHHoe

- YCTaHABJIMBAaeMOE JJIsl padOTHI MTOJI30BATEIEM CETH Ha CBOM KOMIIBIOTED

HauOonee monHo, MpaBUIBHO MEPEUUCIICHBI XapaKTEPUCTHUKU KOMITBIOTEPHOW CETH B
CITUCKE:

+ KOMIBIOTEPHI, COEJUHEHHbIE OOIMMU TPOTPAMMHBIMU, CETEBBIMU peECypcamu,
IPOTOKOJIaMH

- COBOKYIHOCTb OJHOTUIHBIX (TI0 apXUTEKTYPE) COCAUHIEMbIX KOMIIBIOTEPOB

- KOMITBIOTEPHI KaX/IbIi U3 KOTOPBIX JIOJKEH COEIUHATHCS U B3aUMOJICHCTBOBATD C IPYTUM
Cerb, pa3pabaTbiBaeMas B paMKax OJTHOTO YUPEXKIACHUS, IPEIIPUATUS — CETh:

+ JOKalbHas

- rnobanbHas

- UuTpaner

Mapupytuzarop — yCTpOWCTBO, COEAMHSIONIEE Pa3INUHbIE:

+ KOMIIBIOTEPHBIE CETH

- 110 APXUTEKTYPE KOMIIBIOTEPBI

- MapUIPYTHI NIepeaayn aapecos s e-mail

JlokanbHYI0 KOMIIBIOTEPHYIO CE€Th 0003HAYAIOT:

+ LAN

- MAN

- WAN

['moGanbHy0 KOMIBIOTEPHYIO CETh 0003HAYAIOT:

+ WAN

- LAN

- MAN

VYKaxure KakoW TOIOJIOTUH HE CYLIECTBYET:

+ MOpPCKOH y3el

17



62.

63.

64.

65.

66.

67.

68.

69.

70.

+ conHeYHOU

- 3B€37a

- IEpEBO

PernonanpHast ceTh CBSI3bIBACT AOOHEHTOB, PACIIONOKEHHBIX

+ BHYTpH 0OJIBILIOTO rOpOAa, SJKOHOMUUYECKOTO PETHOHA,

+ BHYTPH OTACJIBHOU CTPaHbI

- B pPa3JIM4YHBIX CTpaHaX, Ha Pa3JINYHbIX KOHTUHEHTAX

- B [Ipe/iesiax HeOOIbILION TEppUTOPUHN

DailIoOBBIN CEpBEP

+ OTBEYAET 3a LIEHTPAJIM30BAaHHOE BbIJIEJICHUE PECYPCOB (aiiioB

+ BeinonHseT QpyHkuK ynpasiaerus JIBC, oTBedaeT 32 KOMMYHUKAIIMOHHBIE CBS3H, XPAHUT
daiiner, pazgensembie B JIBC, u mpegoctaBisieT JOCTYI K COBMECTHO HCIIOIB3YEMOMY
JMCKOBOMY IIPOCTPAHCTBY

- OTBEYAET 3a LIEHTPAJIM30BaHHOE BBIJICJIIEHUE PECYPCOB K 0a3aM JTaHHBIX

- yIpaBJseT AeHCTBYIOIIMMU B CETH CIYKO0aMU 3JIEKTPOHHOM MOYTHI

MeTto napureTa MOXKET ONPEEIIUTh!

+ HEYETHOE YMCIIO OLIHMOO0K

+ 6roxeT [P rcxoms u3 orieHkH 010 KETa KOHKYPEHTOB

- 11060€ YUCIIO OIUO0K

- YETHOE YHCJIO OIINOO0K

Jns mepenaun  Kakux cooOmeHuil s¢ddekTuBeH gararpaMMHBIE  METOJ MaKeTHOH
KOMMYyTanuu?

+ JUIsl Iepejaun KOPOTKUX COOOILEHUH

+ He TpeOyeT IpOMO3/IKOH IPOLEAYPBl YCTAHOBJIEHUS COEAMHEHNS MEX Ty ADOHEHTaAMHU

- JUIS Iepeayyl JUIMHHBIX COOOLCHUI

- IS TIepeIaduu JIFOOBIX COOOTIEHUH

SMTP (Simple Mail Transfer Protocol) —sto

+ MPOTOKOJ OOCITY)KUBAHUSI SJIEKTPOHHON TTOYTHI

+  CTaHJAPTHBIM  KOMMYHHUKAaUMOHHBIM  nIpoTokon  MHTepHera [ nepenadu
3JIEKTPOHHOM MOYTHI.

- IPOTOKOJI IEPECHUIKH (PaiiioB

- MPOTOKOJI 0OOMEHA TUTIEPTEKCTOBOI HHpOpManneit

UTo Takoe «KOMIbIOTEPHAs CETh)?

+ rpyImna KOMIbIOTEPOB, COETUHEHHBIX TUHUSIMU CBA3U

+ IpOorpaMMHO-aNMapaTHBIM KOMIUIEKC, 00eCIeunBaIOINK aBTOMAaTH3UPOBAHHbIH 00MeH
JAHHBIMU MEXKly KOMIIBIOTEPAMH 110 KaHAIaM CBSI3U

- JJIEKTpUUECKUE Kabenu + KOMITBIOTED;

- OIITOBOJIOKOHHBIN Ka0esb + KOMIBIOTED;

Certb, T11€ HET CIIELUAJIBHO BBIJEISIEMOIO CEPBEPA HA3BIBAETCS:

+ OJIHOpaHrOBOM

+ NIMPUHTOBOM

- HE MPUBSA3AHHOU K CEPBEPY

- OJJHOYPOBHEBOU

K OCHOBHBIM KOMIIOHEHTaM KOMITBIOTEPHBIX CETEH MOXKHO OTHECTH BCE NIEPEUUCIICHHOE:
+ cepBep, KIMCHTCKYIO MalIuHy,

+ onepauoOHHYIO CUCTEMY, JIUHUU

- O()MCHBIN TaKeT, TOUKY JOCTYIa K CETH, TeNe(OHHBINA Kabelb, XOCTUHI-KOMITaHHIO

- TIOJIB30BATENICH CETH, CalThI, BeO-Mara3uHbl, XOCTUHT-KOMIIAHHIO

[lepBble KOMIIBIOTEPHBIE CETHU:

+ ARPANET,

+ ETHERNET

- TCP, IP
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35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.

0.
. Moctel. KoMMyTaTOphI
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.

71. - WWW, INTRANET

KoHTpo/ibHO-011eHOUHbIe MaTepHaJIbI /sl IPOMEKYTOUYHOT0 KOHTPOJIsI
Bonpocsl k 3k3ameny
1o yueOHoi qucuuninne «KomnborepHbie ceTw
DBOJTIOIHS KOMITBIOTEPHBIX CETEN
[IpumeHeHne KOMIBIOTEPHBIX CeTel
JlokanpHas ceTh C MOJKIIIOUEHHEM K ceTh MHTepHeT
OCHOBHBIE MOHATHS U OTPEJIECTCHUS KOMIIBIOTEPHBIX CETEH
[IpoBoiHBIE KOMITBIOTEPHBIE CETH.
Crangaptsl kabeneit
becnipoBogHas cpena.
MoOunbHBIE CETH.
CereBble aianTepsl.
KonnienTparopsl, ux Ha3HAYCHHE U Kiaccu(uKarus.

XapakTepHucTHKa IpoLecca nepeaadn JaHHbIX

Cxema JIOKaIbHOM CETH YUPEKACHUSI C BbIIEJIEHHBIM CEPBEPOM

AnnapaTtHoe oOecrieueHre KOMIbIOTEPHON CeTH

[IporpamMmMHOe 00OecrieueHre KOMITBIOTEPHON CETH

CerteBble uHTEphENCHI

dusnueckas nepeaayda JaHHbIX

[IpuHIMIIBI TAKETHOM NEpeAaUn JaHHbBIX

Ioustue cereBoit moaenu. CereBast mogens OSI

Mounens TCP/IP

KananpHslii ypoBeHb CeTeBOM ypOBEHB

TpancnioptHeIii ypoBeHb CeaHCOBBII YPOBEHb

[IpencraBurensckuii ypoBeHs lIpuknanHoi ypoBeHb

PasnoBumnoctu 802.11 n bynymee texnonorun Wi-Fi

dusnueckuit ypoBeHb TexHonoruu Wi-Fi B aTanonnoit mogenu OSI Wi-Fi crannapra G
Knaccudukanus KOMIBIOTEPHBIX ceTei

Tononorus KOMIBIOTEPHBIX CETEN

MeTtobl [oCTyna K cpesie nepeiadu JaHHbIX

Ceresast mozens OSI/ISO

Hpyrue ceTeBble MOAEIN

[IpuxnanHble ceTeBble MPOTOKOJIBI

SMTP/POP3/IMAP — mouToBbIE IPOTOKOJIBI

SMB/CIFS — ¢aiinooOMeHHBIH MPOTOKOJI CETH

Microsoft HTTP/HTTPS — ocHoBHoi#1 ipoTokoi st Web 1.x-2.X FTP — ¢daiinoooMeHHbI#
poTokoia B IHTepHETE

OcHoBbl MapripyTu3anuu B cetsix 1CP/IP

Cayx6a nomennsix umeH — DNS JTunamudeckoe pacnipenenenue IP-anpeco Tabmuma ARP
Tunel noaceren

Cratuueckas MapLIpyTH3aLUsI

JluHamuueckass MapIIpyTHU3anus

OCHOBHBIE MTOHATHS CETEBBIX TPOTOKOJIOB

Oco0eHHOCTH pacIpOCTPAaHEHHBIX CETEBBIX MPOTOKOJIOB

[IpuHIMIIBI paOOTHI TPOTOKOJIOB PA3IUYHBIX YPOBHEN

XapaKTepUCTUKU JIMHUH CBA3H

[paliBepbl CETEBBIX a1aNTEPOB.

OCHOBHbBIE TIOHSATHS, TPUHIUITBI B3aUMOACHCTBUS, pa3Inyusi U 0COOEHHOCTH pac-
npoctpaHeHHbIX poTokoioB: TCP/IP, IPX/SPX.
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47.
48.
49.
50.
51.
52.
53.
54,
95.
56.
57.
58.
59.
60.
61.
62.
63.

64

YcTaHOBKa IPOTOKOJIOB B ONEPAIIMOHHBIX CUCTEMAX.
[TpuHUIMIIBI paOOTHI TPOTOKOJIOB Pa3HBIX YPOBHEH
Huarnoctuueckue yruautel TCP/IP

PexuMbl pabOThI TOUKH TOCTYIA, UX HACTPOWKA U IPUMEHEHUE
Pesxum Ad Hoc nm pexxnm «Touka-Toukay

Pexxum Infrastructure Tononorus cereit Wi-Fi
be3onacHocTh GecIpOBOIHBIX ceTei

Crpykrypa IP agpeca. Anpecanus B Untepuer
Cratuueckue u nunamuueckue IP agpeca.

[IpoTokon nuHamMu4Yeckoit koHdurypamuu xoctoB DHCP
Ycranoska DHCP cepsepa

Hactpoiika o6ractu DHCP Hacrpoiika mapamerpos DHCP
Anpecanus B ceTsax

Mapuipyruzanus makeToB

CereBble yciryru

TexHOJIOrNH JIOKAJbHBIX KOMIIBIOTEPHBIX CETEU
TexHonornM rao6aibHBIX KOMIBIOTEPHBIX CeTel
OcHoBHBIE TOHATHS HHOOPMAITMOHHON 0€30IaCHOCTH

. A,Z[MI/IHI/ICTpI/IpOBaHI/Ie CCTU CPCACTBAMU CCTCBBIX OINCPAIUOHHBIX CUCTEM
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