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HE!EEIH NOo OpraHv3aluvH amuucloi 3AUIHTHI
1. Odmue nooxenns
Ileapto co37aHHS CHCTEMBbI AHTHBHDYCHOH 3alllHTHI sBnseTcs obecneueHHe

3aUHINCHHOCTH HHOOPMAITHOHHO-KOMMYHHKaIHOHHO# cucTemsl (gatee UKC) ot Bo3aeiicTBis
Pa3JIM4YHOIO POJAa BPEJIOHOCHBIX NPOTPaMM M HECAHKIHOHHPOBAHHBIX MACCOBBIX IOYTOBBIX
PacChUIOK, IPEJOTBPALICHUS WX BHEJApPEHHS B HH(MOPMALMOHHBIE CHCTEMbI, BBISBICHUS H
0e30MacHOro yjaajeHusi W3 CHCTeM B cllyyae TONagaHus, a Takke (QWIbTpalUd J0CTYyIa
10Jb30BaTelIe  YUpekAeHUs K HeNpoJAyKTUBHBIM WHTepHeT-pecypcaM U KOHTpOJIS HX

»

3JIEKTPOHHOM IIEPEITUCKHU.
OcnoBononararomyMu TpeOOBaHUSIMU K CUCTEME aHTHBUPYCHOM 3aIIUTHI Y UPEXKICHUS SBISIOTCS:

- pelIeHHe 3aJaud aHTUBUPYCHOM 3alMTHI JOJDKHO OCYIIECTBIATHCS B oOmeM Bujae. CpeacTBo
3alIMThI HE JIOJDKHO OKa3bIBaTh MPOTHBOICHCTBHE KOHKPETHOMY BHPYCY WJIH T'DYIIIE BUPYCOB,
IIPOTUBOJIEHCTBUE JIOJDKHO OKa3bIBATHCS B MPEITOJIOKEHHSIX, YTO BUPYC MOXET OBITh 3aHECEH
Ha KOMIBIOTEp M O BHpyce (0 ero CTpykrype (B YaCTHOCTH, CHUI'HAType) U BO3MOXKHBIX
JIeCTBUSIX ) HUUETO HE H3BECTHO;

pEeICHUEC 3a1a4n aHTI/IBI/Ip}’CHOﬁ 3alIUTHI TOJDKHO OCYIICCTBIISATHECA B pEAJIBHOM BPEMCHH.

MCpOl’IpI/IﬂT[/IH, HaIllpaBJICHHBIC Ha pCIICHUEC 3a1a4 110 aHTHBprCHOﬁ 3alIUTEC:

YCTaHOBKa TOJILKO JIMIIEH3UPOBAHHOT'O MpPOrpaMMHOro obecneudeHus imbo OecriaTHoe
AHTUBUPYCHOE MPOrpaMMHOe oOeclieueHne, Hyliee B KOMIIEKTE ¢ MOAMMHHON ONepalioHHON
cuctemoii (tuma Microsoft Security Essentials (ceth 10 10 paboumx cranmuii) wiu Microsoft
Forefront Endpoint Protection (cetb Gosiee 10 paboumnx cranuuii)), nojiepxusaromiee padory ¢
0JTb30BATEILCKUMH MTPODQUIIIMH.
perynsipuoe OOHOBJIEHHE M ©XKEJIHEBHbIC NPO(UIAKTHYECKHE MPOBEPKH (KenaTeabHO B

Hepabouee HOYHOE BpeMsi);

HENPEPHIBHBIA KOHTPOJIb HAJ BCEMH BO3MOXXHBIMH IyTSMH IPOHHUKHOBEHHS BPEIOHOCHBIX
IpOrpaMM, MOHHTOPHHI aHTHUBHPYCHOH O€30macHOCTH M OOHapy»XKeHHe [IeCTPYKTHBHOM
aKTUBHOCTH BPEJIOHOCHBIX Iporpamm Ha Bcex oobekrax MKC;

€KEJIHEBHBI aHal M3, paHXXKUPOBAHWE W TPEAOTBpAILCHUE YIPO3 pPACHPOCTPAHEHHUS H
BO3JICHCTBUSI BPEJJOHOCHBIX MPOTPaMM IIyTEM BBISBICHHS ysi3BUMOCTel nenoib3yemoro B MKC
OMEepaIrMOHHOTO  TPOTPAMMHOTO  O0ECIIeYeHUsT W CETEeBbIX YCTPOHCTB M  yCTpaHEHHs
oOHapyXeHHBIX JAe(peKTOB B COOTBETCTBHM C JAHHBIMH IIOCTABIIHKA I[POTrPAMMHOIO
obecrieYeHns U JIPYTUX CHEINUAIN3APOBAHHBIX SKCIIEPTHBIX aHTHBUPYCHBIX CITYXkO.

MpoBe/IcHHe NPOPUIAKTHYECKUX MEpPONPHIATHH 1O TPEeJOTBPALICHHIO M OIPaHHYECHHIO
BHPYCHBIX OIMUJIEMHH, BKIIOYAIONIMX 3arpy3ky M pPa3BepThIBAHHE CIEIHAIBHBIX IPaBHII
HEeHTpaTH3alMK (OTPAKEHHIO, M30JISAIUH WU JIMKBH/AIMU) BPEJIOHOCHBIX MPOIrPaMM Ha OCHOBE
PEKOMEH/IAINH 110 KOHTPOMIO aTak, MOArOTaBIMBAaeMbIX pa3pabOTYMKOM CPEACTB 3alMTHI OT
BPCJIOHOCHBIX MPOrPaMM M JAPYTHMH CICIUATH3HPOBAHHBIMH SKCIIEPTHBIMH AHTHBHPYCHBIMH

cayxbamMu 710 TOrO, Kak OyayT BeIMylieHb! (aiibl HCcnpaBleHHH, TPU3HAKOB U aHTHUBHPYCHBIX




CUTHATYP.

- IPOBEJICHUE PETrYJISPHBIX MTPOBEPOK MEJIOCTHOCTH KPUTHYECKH BAKHBIX IPOrpaMM H JIaHHBIX.
Hanmuune numuux (aiiioB W CleI0B HECAaHKIIMOHUPOBAHHOTO BHECEHHsS W3MCHCHHMH IOJIKHO
OBITH 3aPETUCTPUPOBAHO B JKYPHAJIEC H pacciIe10BaHo;

- BHECUIHHE HOCHTEIH HHPOPMAIMH HEU3BECTHOIO IIPOMCXOXKICHHS ClIeAyeT IpOBEPATH Ha
HaAJTHYHEe BUPYCOB JI0 UX UCIIOJIb30BaHMS;

- HEOOXOMMO CTPOro TPHACPIKUBATHCS YCTAHOBJIEHHBIX IPOLENYpP MO YBEJOMJICHHUIO O CITy4asx
IIOPAXKEHUsT ABTOMATH3UPOBAHHOW WMHGOPMAIMOHHON CpPeJbl KOMIIBIOTEPHBIMH BHPYCaMu M
PUHSITHIO MEP MO JIMKBUJIALUH OCIEACTBHI OT HX IPOHUKHOBEHHS;

- cle/lyeT MMETh TUlaHbl obecriedeHus: OecriepeOOHHOM paboThl YUpexaeHHus s CIy4acs
BUPYCHOTO 3apa’keHMs, B TOM YHCIE [UIAHBl PE3ePBHOTO KOMMPOBAHMs BCEX HEOOXOIMMBIX
JAHHBIX M NPOrpaMM M HX BOCCTAQHOBJICHHS. DTH Mepbl OCOOEHHO BaXHBI JUISl CETEBBIX
(aiinoBBIX CEPBEPOB, MOIEPKUBAIONIUX OOJIBIIOE KOIMYECTBO PAOOYMX CTAHIIHH.

TeXHOIOTHYECKIEe WHCTPYKIHH
1.1. B yupexieHHH pyKOBOJUTENEM JOJDKHO OBITh Ha3HAYEHO JIHIIO0, OTBETCTBEHHOE 32

AHTHBUPYCHYIO 3aLIATY, B JOJDKHOCTHBIE HHCTPYKIIUH JUISL KOTOPOTO JNOJDKHBI OBITH ITPONUCAHbI
NOPSAIOK JIEHCTBHS B IEPHOL BUPYCHBIX SIHAEMHH, TIOPSAIOK IE€HCTBUI IIPH BOSHUKHOBEHUH
BHEINTATHBIX CHTYaIHi, CBA3aHHBIX ¢ pabOTOCIIOCOOHOCTBIO CPENICTB aHTHBMPYCHOMU 3aIIUThI,
NOPAIOK ACHCTBHI JUISl yCTpaHeHUs! TOCNIEACTBUH 3apaxkenuii . B mpoTHBHOM Ciyuae Bes
OTBETCTBEHHOCTH 3a 00ecIeYeHne AHTUBUPYCHOM 3aLUTHI JIOKUTCS HA PyKOBOIUTEIIA
YupexaeHus.

1.2. B VupexaeHnH MOXKET UCIIONIb30BaThCs TOJILKO JIMIIEH3HOHHOE aHTHBUPYCHOE ITPOrpaMMHOE
obecneyenue 1160 cBOOOIHO-PACIIPOCTPAHIEMOE IPOrPAMMHOE 00eCTICYECHHE.
1.3. O6s13aTebHOMY AHTHBMPYCHOMY KOHTPOJIIO MOUIKHT JtoOas mHbopmamus (TEKCTOBBIC
daitnsl moObIX  GopMatoB, (aiibl JaHHBIX, HCMOHSeMble (aifiibl, MOYTOBBIE COOOMICHMS),
nojgyyaeMass ¥ 1epejaBaeMasl 10 TEJICKOMMYHMKAlMOHHBIM ~KaHajgaM CBs3HW, a TaKxke
uH(OpMAaIKs, HAXO/AAIIAACS HAa CheMHBIX HOCHTENSX (MarHUTHBIX IMcKax, jeHTtax, CD-ROM,
DVD, flash-nakonurensx u T.11.). Kontposs uexozsinei HHopMalud HEOOXOAUMO NPOBOIHTH
HEIOCPEICTBEHHO TIepe/l apXHBUPOBAHHEM M OTIIPABKOM (3aITUChIO HA ChEMHBIH HOCHTED).
1.4. ®aiinpl, mnoMernaeMble B AJICKTPOHHBIM apXWB, JODKHBI B 00s3aTENBHOM IOPSJIKE
MIPOXO/IUTH AHTUBUPYCHBIH KOHTPOJTb.

2. TpeboBaHus K NPOBEIEHUIO MEPONPUATHI 110 AHTHBHPYCHOM 3aIHTE

2.1. B nHagane paboThl pH 3arpy3Ke KOMIBIOTEPA B aBTOMATHYECKOM PEXKHME JIOIKHO
BBINOJIHATHCS. OOHOBIICHME AHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2. Ilepuoauueckue MPOBEPKH IEKTPOHHBIX APXHUBOB JIOJDKHBI MPOBOJAMTLCA HE PEke
OJIHOTO pa3a B HEJNENI0, JIJaHHble, paclosiOKeHHble Ha pPado4MX CTaHLMAX MOJAb30BaTENCH —
€)K€/THEBHO, B HOYHOE BPEMS 110 PACIUCAHHUIO.

2.3. BHeouepeHON AHTHBHUPYCHBIH KOHTPOJIB BCEX JMCKOB H (DailiIoB NMEPCOHANBLHOTO
KOMTIBIOTEPA JIOJIKEH BBITTOTHSATHCS:

2.3.1. HemocpeacTBEHHO MOCIE YCTAHOBKH (M3MEHEHHs) MPOrpaMMHOI0 oOecrnedeHHs
KOMIIBIOTEPA J0DKHA ObITH BBINOJIHEHA aHTHBHPYCHAs MPOBEPKa Ha CepBepax H NEePCOHANBHBIX
KOMIIBIOTEPAX YUPEHKICHHUS.

2.3.2. Ilpu BO3HHKHOBEHHH MOJO3PDEHHS Ha HAIHYHE KOMIIBIOTEPHOIO BHpYyca
(HeTunuyHas pabora mporpaMm, mosiBlieHHe rpadHyuecKHX H 3BYKOBBIX 3((DEKTOB, HCKakeHHi
JIaHHBIX. Mponajanue (GaitsioB, 4acToe MOsIBICHHE COOOIIEHHH O CHCTEMHBIX OIMHOKaX H T.I1.).



2.3.3. Tlpu OTHpaBKe U MOJIyYEeHHH 3JIEKTPOHHOH MOYTHI OIEpaTop DJIEKTPOHHOM OYTHI
00s13aH TIPOBEPUTH IIEKTPOHHbIC MMCHMA M HX BIOXKCHHS HA HATHIUC BUPYCOB.

2.4. B ciyuae oOHapy)KeHHs 3apaXEHHBIX BUPYCaMH (aliioB WM NMEKTPOHHBIX MHUCEM
N0JIb30BaTeNN 00s3aHbI:

2.4.1. [lprocTaHOBHTH PabOTY.

2.42. HeMmeMIeHHO MOCTAaBHTh B M3BECTHOCTh O (hakTe OOHAPYIKEHMs 3apaKCHHbIX
BHPYCOM (aii;IoB OTBETCTBEHHOTO 32 0OECIICUCHHE AQHTHBMPYCHOM 3aIIUThI Y YPEKICHUA.

7 4.3, COBMECTHO C BIAJEbIEM 3apaXKEHHBIX BHPYCOM (aiiyioB TpPOBECTH aHalM3
HEOOXOUMOCTH JIATIbHEHIIIET0 UX UCIOJIb30BAHHUS.

2.4.4. TIpoBecTH JIeYeHHUE I YHUUTOKCHHE 3apKCHHBIX (aitnos.

3. OTBETCTBEHHOCTD

3.1. OTBETCTBEHHOCTh 3a OPraHM3AlMIO AHTHBMPYCHOM 3aIMThI BO3/IAracTcs Ha
HayaJlbHUKA Y UPESIKICHUS W JIUI0, MM Ha3HAYEHHOEC.

3.2. OTBETCTBEHHOCTh 3a TPOBEIEHHE MEPONPHUSTHI AHTHMBMPYCHOTO KOHTPOIA B
YupexxJ1eHun BO3J1araeTcs Ha OTBETCTBEHHOI'O 3a
oGecrieueHte aHTHBAPYCHOM 3aIUThI, cobImoenue TpeOOBaHMH Hacrosuieii MTHCTpyKIIUH TIpH
paboTe Ha MepCOHATBHBIX PA0OYNX CTAHIMAX BO3JIAracTCs Ha [10JIb30BATENEH JTaHHBIX CTaHIMH.
3.3. Tleproauueckuii KOHTPOJb 3a COCTOSHUCM AHTHBUPYCHOW 3alUTHl B YUPEKICHUH
OCYIIECTBIISETCS IMPEKTOPOM M uKCHpyeTcst AKTOM NPOBEPKH (ue pexe 1 pa3 B KapTa).
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