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NHOOPMAIIMOHHAA TAMATKA JJIA OBYYAIOLIUXCA
IS PASMEIHIEHUSA HA OOUIINAJIBHBIX UHTEPHET -
PECYPCAX

C KaxabIM rOJI0OM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a
IIKOJIbHUKHU OJTHA U3 CaMbIX aKTUBHBIX IOJIb30BaTenen Pynera. Mexy
TE€M, TOMHMO OTPOMHOT'0 KOJIMYECTBA BO3MOXKHOCTEN, MHTEPHET HECET U
mpoOJIeMbl. JTa MaMsATKa JOJDKHA TOMOYb TeOe 6€3011acHO HaXOIUThCS
B CETH.

KomnbroTepHbie BUPYCHI
KoMIIbIOTEpHBIN BUPYC - 3TO PAa3HOBUAHOCTh KOMITBFOTEPHBIX
pOTpaMM, OTJIIMYUTEIIHLHON OCOOCHHOCThIO KOTOPOU SIBJISIETCS

CIIOCOOHOCTH K pa3MHOKEHUI0. B 1omoMHEeHne K 9TOMY, BUPYChI MOTYT
MOBPEAUTH WM MOJHOCTHIO YHUUTOXKUTH BCE (Paiiyibl U JaHHEIE,
MOJAKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTo Obljia 3amyIieHa
3apaXX€HHas MPOrpaMMa, a TAKKE MOBPEAUTh WK TAKE YHUUTOXKUTh
OTIEPAIIMOHHYIO CUCTEMY CO BceMU (paitiamu B 11ej10M. B GosIbIIMHCTBE
CJIy4aeB pacIpOCTPAHSIIOTCA BUPYCHI YEPE3 UHTEPHET.

MeTtonpl 3aIUTHI OT BPEIOHOCHBIX TPOTPAMME:

1. Ucnionb3yl COBpEMEHHBIE ONEPAMOHHBIE CUCTEMbI, HMEIOIIIHAE
CEPBE3HBIN YPOBEHD 3AIIUTHI OT BPEIOHOCHBIX TPOTPAMM;

2. IlocTositHHO ycTaHaBiauBail nayTu (HU(PPOBBIE 3aILTATKH, KOTOPHIE

aBTOMATHUYECKHU YCTAaHABJIMBAIOTCS C 1IEJIBIO IOPAOOTKH MPOrpaMMBbl) U
JIpyrue oOHOBJICHUS CBOEH omepaliuoOHHON cucTeMbl. CkaunBai ux
TOJBKO ¢ ouimanbHoro caira papadorurka OC. Ecnu cymectByet
PEKUM aBTOMATHYECKOTO OOHOBJICHUSI, BKJIFOUH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEPE O] ITpaBaMu MOJIb30BaTENs, & HE
aAMUHHUCTPATOpa. ITO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX
MpOrpaMM MHCTAJUIMPOBATHCSA HAa TBOEM MEPCOHATBLHOM KOMITBIOTEPE;
4. VcnoJib3yid aHTUBUPYCHBIE TPOTPAMMHBIE TTPOAYKThI H3BECTHBIX
MPOM3BOJIUTENIEH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannupb pU3UYECKUN JOCTYT K KOMITBIOTEPY ISl TOCTOPOHHUX
JINLL;

6. Mcnonib3yii BHEITHUE HOCUTENU MHPOpMAIIUU, TAKKE KaK (enika,
JTUCK Wi (hailyl U3 UHTEPHETA, TOJIHKO U3 TPOBEPEHHBIX HCTOYHUKOB;
7. He oTkpbIBail KOMIIBIOTEPHBIE (Pailyibl, TOJTYYEHHBIE U3 HEHAIC)KHBIX
UCTOYHUKOB. Jlaxe Te (paiiabl, KOTOpbIEe MPUCIIAT TBOW 3HAKOMBIH.




Jlydie yTOYHHU y HEro, OTIPABIIST JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BU Iepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIh
openn, mapka. Eme B 1991 rony Huaepnanackas KOMImaHus
3apeructpupoana opera "WECA", uto 0003Ha4a10 cIOBOCOUYECTaHUE
"Wireless Fidelity", kotopslit nepeBoauTcs Kak "0ecrnpoBoaHas
TOYHOCTH .

Jlo Haiiero BpeMeHHU Jolilia apyras ab0peBuarypa, KoTopas sBIsSeTCs
TaKoM ke TexHojoruei. 9to abopesuarypa "Wi-Fi". Takoe HazBaHue
OBLIO JIaHO C HAMEKOM Ha CTaHJapT BhICIIEH 3ByKoBOM TexHuku Hi-Fi,
YTO B IIEPEBOJIE O3HAYAET 'BBICOKAS TOYHOCTB'.

Ja, 6ecrinaTHbIM UHTEPHET-IOCTYN B Kade, OTeIX U a3poropTax
ABJISIETCS OTJIMYHON BO3MOYKHOCTBIO BbIXOJIa B UHTEPHET. HO MHOTHE
9KCTIEPTHI CYUTAIOT, YTO 001IeaocTynHbie Wi-Fi ceTu He ABaSIOTCS
0€30IacHBIMU.

CoBeTbl 110 0€30MaCHOCTH Pa0bOThI B 00IIEAOCTYMHBIX ceTsaX Wi-fi:

1. He nmepenasaii cBOIO JTMUYHYIO HH(DOPMAIIUIO Yepe3 OOIIEOCTYITHBIC
Wi-Fi cetn. PaGoTas B HUX, )KeIaTeIbHO HE BBOJAMTH IMAPOJIH JIOCTYIIA,
JIOTHHBI U KAKUE-TO HOMEPA;

2. Mcnionb3yii 1 OOHOBJISI aHTUBUPYCHBIE POrPaMMBbI U OpaHaIMayep.
Tem cambiM ThI 00€30TaCHUIIIb CE0sT OT 3aKaYKH BUPYCa HAa TBOE
YCTPOMCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi oTkiiroun ¢pyskuuio "O0umii 1octyn K
daitiam u npunTepam". JlanHas QYHKIMS 3aKphITa IO YMOJIYAHUIO,
OJIHAKO HEKOTOPbIE MOJIb30BATENIN AKTUBUPYIOT €€ ISl Y100CTBa
WCIIOJIb30BaHMs B paboTe UK y4eoe;

4. He ucnons3yit nyomnunsii WI-FI niis nepegaun TMUHBIX JTaHHBIX,
HaIMpUMEDP JJIA BBIXO/Ia B COI[UATIBHBIEC CETH WM B AJIEKTPOHHYIO MOYTY;
5. Hcnonp3y# ToabKo 3amuineHHoe coenunenue yepe3s HTTPS, a ve
HTTP, 1.e. npu Habope BeO-aapeca BBoaM nMeHHO "https://";

6. B MoOmbHOM Tenedone otkmoun Gyuknuio "Ilogkmouenne k Wi-Fi
aBToMaTtudecku'". He gomyckait aBTOMaTH4eCKOro MOAKIIOUECHUS
ycTpoiicTBa Kk ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CounajbHblie ceTn

CoumanbHbIe CETU aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIFOIN
paboTaloT M )KUBYT TaM MOCTOSIHHO, a B Facebook yike 3apeructpupoBan
MUJUTHAP]T YETIOBEK, UTO SIBJISECTCSA OJJHOM CEAbMOM BCEX KUTEIIEU
naHeThl. MHOTHE MOJb30BaTeNIM HE TOHUMAOT, YTO MH(OpMaIus,
pa3MeleHHass UMM B COITMANIBHBIX CETSIX, MOXKET OBITh HalJIeHa U




UCIIOJIb30BaHA K€M YI'OJIHO, B TOM YKCJIE HE 0053aTeNIbHO ¢ OJarumMu
HaMEpPEHUSMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIIMATBHBIX CETSX:

1. Orpanuyb CiuCoK Jipy3ei. Y Te0s B IpY3bsAX HE JOJKHO OBITH
CIIyYalHBIX ¥ HE3HAKOMBIX JIFOJICH;

2. 3aiuiiai cBO0 4acTHYIO ku3Hb. He yka3biBail maposiu, TesieoHsl,
azpeca, 1aTy TBOETO POKICHUS U IPYTYIO JIUYHYIO0 HH(POPMAITHIO.
3110yMBIIIJIEHHUKH MOTYT UCIIOJIB30BaTh Aake HHGOPMAIUIO O TOM, KaK
ThI ¥ TBOU POAUTENH IJIAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amuinai CBO pemyTaIuio - IEP>KH €€ B YUCTOTE U 3ajiaBaii cebe
BOIPOC: XOTEJ ObI ThI, YTOOBI APYTHE MOIH30BATEIN BUACIU, YTO Th
3arpyxkaenib? [logymaii, mpexae yeMm 4To-To onyOJIMKOBATh, HAIIUCATh
U 3arpy3UTh;

4. Ecnu Thl TOBOPUILIB C JIIOJABMHU, KOTOPBIX HE 3HACIIb, HE UCTIOJIb3Y I
CBOE peajJbHOE UMS U JPYTYIO JIMYHYI0 HHPOPMAIIUK: UMSI, MECTO
KUTEIHCTBA, MECTO y4eOBI U ITPOUEE;

5. N36eraii pasmernienus pororpaduii B UuTepHeTe, T/ Thl H300paxeH
Ha MECTHOCTH, 110 KOTOPOH MOKHO ONPEAECIUTh TBOE€ MECTOIOJIOKECHUE;
6. IIpu peructpaiuu B COlIMaIbLHON CETH HEOOXOIUMO HCII0JIb30BaTh
CJIOXKHBIE TIAPOJIH, COCTOSIIIHNE U3 OYKB U IU(P U C KOJTUIECTBOM 3HAKOB
HE MeHee §;

7. 7151 colManbHOM CeTH, MOYTHI M IPYTHX CAUTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble napoiu. Toraa eciiv Te0st B3JIOMAIOT, TO
3JIOYMBIIUICHHUKH MOJIYy4YaT JOCTYH TOJIBKO K OJTHOMY MECTY, a HE BO
BCE Cpa3sy.

DJIeKTPOHHbBIE IeHbIH

DNEeKTPOHHBIE ICHBI'M - 3TO OYEHb YJOOHBIN CIIOCO0 MIIATEeKEH, OAHAKO
CYIIECTBYIOT MOIIIEHHUKHU, KOTOPHIE XOTST MOJIYYHUTh ITH JEHBIU.
DJIEKTPOHHBIE JEHBI'M MOSBUIMCH COBCEM HEJABHO U UMEHHO H3-3a
3TOr0 BO MHOTHX IOCYJIapCTBAX JI0 CHX MOP HE MPOIMKUCAHO MPO HUX B
3aKOHAaX.

B Poccuu ke oM QyHKITMOHUPYIOT M O HUX YK€ MPOIMUCAHO B 3aKOHE,
I UX Pa3AeisiiOT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE.
Pa3zHuiia B TOM, YTO aHOHUMHBIE - 3TO TE€, B KOTOPBIX pA3pEUIAETCA
MPOBOUTH Olepalu 03 uaeHTU(PUKAIUY MOJIB30BaTENs, a B
HEAaHOHMMHBIX UJCHTU(PHUKAIINS TOJIH30BATENS SIBJISETCS 00I3aTeIbHOM.
Takoke cienyert pa3nuyaTh 3JIEKTPOHHBIE (PUATHBIC IEHBIU (PABHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U AJICKTPOHHbBIC He(HUATHBIC ICHBIU (HE
pPaBHBI TOCYAAPCTBEHHBIM BaJIFOTaM).




OcHOBHBIE COBETHI IO 0€30MacHOM padoTe C IEKTPOHHBIMU JIEHbIAMMU:
1. IIpuBsiku K cueTy MOOWIIbHBIN TenedoH. DTO caMblil yIO0OHBIN U
OBICTPBIN CIIOCOO BOCCTAHOBUTH JOCTYM K cueTy. [IpuBsizanHbIi
TeaeOH TOMOXKET, €l 320y IelTh CBOU MJIATEKHBIN Maposib WU
3aiJeIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Mcnonp3yi oiHOpa3oBbIe TapoJin. [lociie nmepexoaa Ha yCUIIEHHYO
aBTOPU3aLINIO TeOE yKe He OyAeT yrpoKaTh OMACHOCTh KPAKU WIN
IepexBaTa IUIATEXKHOT O MapOoJIs;

3. Beibepu cioxHbiil mapodib. [IpecTynHukamM OyAeT HE MPOCTO yrajaarh
CJHOKHBIM MMapoJib. Hasie:kHpIe Mapoiuy - 3T0 mapoJiv, KOTOPBIE COJIEpKAT
HE MEHee 8 3HAKOB U BKJIIOYAIOT B CE0s1 CTPOYHBIE U IPOMKUCHBIE OYKBBI,
nM(QpbI ¥ HECKOJIBKO CUMBOJIOB, TAKUE KAK 3HAK J0JIjIapa, pyHTa,
BOCKJIUIIATEIbHBIN 3HAK U T.11. Harmpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CANTAX, KOTOPBIM HE JIOBEPSCIIIb.
DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS [0YTA - 3TO TEXHOJOTUS U MPEAOCTABISIEMBIE €10 YCIYTH
M0 TIEPECHUIKE U MOJYYEHUIO JIEKTPOHHBIX COOOIIEHU, KOTOPHIE
pacrpeaensitoTcsi B KOMIbIOTEPHOU ceTu. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIN SAIIUK BBIMJISIAUT CIAETYIOMIUM 00pa3oM:
UMs_TI0JIH30BATENISI(@UMSI_JTOMEHa. Takke KpoMme mepenadn MpocToro
TEKCTa, UMEETCS BO3MOKHOCTh NIepeaBaTh (pailiibl.

OcCHOBHBIE COBETHI IO 0€30MacHON pabOTE C IIEKTPOHHOU MOYTOM:

1. Hapo BeIOpaTh mpaBUIIbHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIJIATHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JTyUIIIe
JIOBEPATH TEM, KOT'O 3HACIIb U KTO MEPBBIN B PEUTUHIE;

2. He yka3piBaii B TUYHOM mouTe JU4YHYI0 HHMopMmanuo. Hampumep,
Jydiie BeIOpath "My3bIKaidbHbIN (paHat@" unu "pok2013" BmecTo
"temal3";

3. Ucnonb3yi IBYX3TAHYIO aBTOPHU3ALMIO. DTO KOTAa TOMUMO MapOJIs
HYKHO BBOJIUTH KOJI, IPUCHIIaeMbIi 110 SMS;

4. BpiOepu CIOXKHBIN MapoJib. JIJIs KaK10r0 MOYTOBOIO SIUKA JTOJIKEH
OBITh CBOM HAJIC’KHBIN, YCTOWUYUBBINA K B3JIOMY NapOJib;

5. Eciii ecTh BO3MOXKHOCTB HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC,
VCTIOJIB3Y W 3Ty BO3MOXKHOCTb;

6. Mcnonp3yii HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIil AJ1s1 4aCTHOM
MEPENUCKU C aJipecaTamMu, KOTOPBIM Thl JOBEPSIEIIb. ITO SJICKTPOHHBIN
aJipec He HaJI0 UCIIOJIb30BATh MPH PETUCTpaluU Ha (hOopyMax U calTax;
7. He oTkpbIBaii (aitibl U Apyrue BIOKEHUS B MUChbMAaX, TaKe €ClIi OHU
MPUIILIA OT TBOUX JIpy3el. JIydie yTouHr y HUX, OTHPABIISUIA JIU OHU




Tebe 3Tu (paiiisl;

8. ITocie okoHuanus pabOThI HA TOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM
BKJIAJKU C CaliTOM He 3a0yab Ha)KaTh Ha "BeiidTu".

Ku0epOy/uIMHT WK BUPTYaJbHOE U31€BATEIbCTBO

KubepOynauHr - mpeciaegoBanne COOOMEHUIMH, COCPIKAIIUMHU
OCKOpPOJICHUSI, arpeCcCuio, 3alyTUBAHKE; XYJUTAHCTBO; COLIUAIBHOE
OOMKOTHUPOBAHHUE C TTIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI IO 0OPHOE C KHOEPOYIITUHTOM

1. He G6pocaiics B 00ii. JIydinii crioco0: mOCOBETOBATHCS Kak ceOs
BECTH U, €CIIU HET TOTO, K KOMY MOXXHO OOpaTUTHCS, TO BHaUalle
yCHOKOUThCA. ECcnu Thl HAUHEIIb OTBEYATh OCKOPOJICHUAMH Ha
OCKOPOJICHUSI, TO TOJIBKO €111 0O0JIbIIE Pa30KKEeIlb KOH(IIUKT;

2. Yrpaisii cBoel KuoeppenyTanue;

3. AHOHUMHOCTH B ceTu MHUMas1. CyIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIMTAaHCKHUI1 00pa3 BUPTyallbHOU kU3HU. MIHTEepHET
(bUKCUPYET BCE TBOM JICUCTBUSA U COXPAHSIET UX. Y IalUTh UX OyJeT
KpallHe 3aTPYHUTEIBHO;

5. CoGmtofiaii CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupy# ennHIIHBIN HeraTuB. OTHOPA30BbIe OCKOPOUTEIIHHBIC
COOOIILIEHUS JTyUllle UTHOpUpOBaTh. OOBIYHO arpeccusi MpekpaiaeTcs Ha
HadaJIbHOM CTaJuMu;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU
COOOIIIEHUSIMH, B COITUATIBHBIX CETIX €CTh BO3MOKHOCTH OJIOKMUPOBKHU
OTHPaBKU COOOIIEHUM C ONPEIEIECHHBIX aJPECOB;

8. Ecnu TbI cBUzeTENb KNOEpOyuIMHTa. TBOM IEUCTBUS: BHICTYIIUTD
MPOTHUB MPECIICIOBATENIS, TOKA3aTh €MY, UTO €T0 JIEUCTBUS
OLICHUBAKOTCS] HETATUBHO, MOJIEPKATh JKEPTBY, KOTOPOU HYKHA
MICUXOJIOTMYECKas MOMOIb, COOOUTUTH B3POCIIBIM O (paKTe
arpeCcCUBHOIO MTOBEJACHHUS B CETH.

MoOuiabHbIN TeJ1edOH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIIETHI COJIEPKAT B c€OE BIIOJIHE
B3pOCJIbIA (PYHKIIMOHAM, ¥ TENIEPh OHU MOTYT KOHKYPUPOBATh CO
CTallMOHAPHBIMU KOMITbIOTEPaMH. OJTHAKO, CPEJICTB 3ALIUTHI IS
MOA00HBIX YCTPOMCTB MOKA 0YEHb Maio. TeCTUpPOBAHUE U TTOUCK
YA3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak 1 11K, To
K€ CaMO€ KacaeTcs U MOOMIIbHBIX MPUIIOKECHUH.

CoBpemMeHHbIe MOOMIIBHBIE Opay3ephl YK€ MPAKTUUECKU TOTHATN
HACTOJIbHBIC aHAJIOTH, OJHAKO paciiupeHue QyHKIIMOHAIA BICYET 32




c000# OOJIBIITYIO CIIO)KHOCTh M MEHBIIYIO 3aIUIICHHOCTb.

Jlanexo He Bce MPOU3BOIUTEINN BBIITYCKAIOT OOHOBIICHUS, 3aKPbIBAIOLINE
KPUTUYECKHUE YSI3BUMOCTH JIJISI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI J1J11 0€30MacHOCTH MOOMIILHOTO TelleoHa:

Huuero He sBisieTcs mo-HacToseMy 6ecruiatHbiM. bynb ocToposkeH,
BeJlb KOria TeOe mpejyiaratoT OecriaTHbI KOHTEHT, B HEM MOTYT OBbITh
CKPBITBHI KAKHE-TO TIJIaTHBIE YCIYTH;

Hywmaii, npexie ueM oTnpaBuTbh SMS, dhoTo wim Buaeo. Thl TOUHO
3HaEIIb, IJIe OHU OYJIyT B KOHEYHOM UTOTE?

Heo6xo01uMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(hOHA;
Wcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIs1 MOOMIIBHBIX TEIe(OHOB;
He 3arpy>kail npujiokeHust OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU
MOTYT COJIEp>KaTh BPEJAOHOCHOE ITPOrpaMMHOE 00€CTICUCHUE;

[Tocne Toro Kak Thl BBIMAEIIL C CaiiTa, IJ1€ BBOAWI JIMYHYIO
uH(popmaIuio, 3aiiin B HACTPOUKHU Opay3epa u yJainu cookies;
[lepuoandecku mpoBepsii, Kakue MIaTHbIC YCIYTH aKTHBUPOBAHBI HA
TBOEM HOMEDE;

JlaBaii cBOMi HOMEp MOOMJIBHOTO TeJiepoHa TOJIBKO JIFO/ISIM, KOTOPBIX ThI
3HAEIb U KOMY JIOBEPSEIIb;

Bluetooth momxkeH ObITH BRIKIIOUEH, KOT/Ia ThI UM HE TIOJIb3yembes. He
3a0bIBall MHOTJa TIPOBEPATH ITO.

Online urpsi

CoBpeMEeHHbIE OHJIAUH-UTPBI - ITO KPACOUYHBIE, 3aXBATHIBAIOIINE
pasBieyeHus, O0bEIUHSIONINE COTHU THICAY YEJIOBEK 110 BCEMY MUPY.
Hrpoku uccienyroT JaHHBIA UM MUP, OOIIAIOTCS IPYT C APYTOM,
BBITIOJTHAIOT 3a1aHUs, CPAYKAIOTCSI C MOHCTPAMH M TIOJIy4YarOT OMBIT. 32
YAOBOJILCTBUE OHU TIJIATAT: MOKYIAIOT JUCK, OTUIAYMBAOT A00OHEMEHT
WJIU TIPUOOPETAIOT KaKHUE-TO OMIIUH.

Bce aTu cpeacTBa uayT Ha moAAep)KaHUE U PA3BUTHE UTPHI, a TAKKE HA
caMy 0€30MacHOCTb: COBEPIIICHCTBYIOTCS CUCTEMbI aBTOPU3AIINH,
BBIITYCKAIOTCSl HOBBIE MaT4M (LIU(POBBIC 3AIIATKHU JJIsl TPOTPaMM),
3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmo1o0HBIX UTpax CTOUT OMacaThCsl HE CTOJILKO CBOMX COTIEPHUKOB,
CKOJIBKO KpakKd TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHUCTEMaA
aBTOpHU3AIMU OOJIBITHHCTBA UTP.

OCHOBHBIE COBETHI TT0 OE30MACHOCTH TBOETO UTPOBOTO aKKayHTa!

1. Ecniu nipyroii Urpok BeaeT ce0s MI0OXO0 WU CO3/IaeT TeOe
HETIPUSITHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. I[oxanyiicss aIMUHUCTPATOPAM UTPhI Ha MJI0XOE MOBEAEHUE ITOTO
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UTPOKA, KETATETbHO MPUIIOKUTh KAKHUE-TO JOKa3aTeIbCTBA B BUJE
CKPHHOB;

3. He yka3piBaii nuuHyt0 nHOpMaIuio B mpodaiisie Urpsl;

4. YBaxkau Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBaii HeopuUadbHbIC TATYN U MOJBI;

6. Mcnonb3y# CJI0KHBIE M Pa3HbIE€ MAPOJIH;

7. Jlaxxe BO BpeEMsI UTPBI HE CTOUT OTKIIFOYATh aHTUBUPYC. [1oka ThI
UTpaellib, TBOW KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIUHT WIN KPaKa JUYHBIX JAHHBIX

OOBIYHOM Kpakel JIEHET U JOKYMEHTOB CErOJIHsI YK€ HUKOTO He
YAWBUIIb, HO C PA3BUTHEM HHTEPHET-TEXHOJIOT MU 3710yMBIIIJICHHUKHI
MIepPEMECTHIIMCh B HHTEPHET, U MIPOI0JDKAIOT 3aHUMAThCS " TFIOOUMBIM"
JIEIIOM.

Tak mosiBHIIach HOBask yrpo3a: HHTEPHET-MOIIICHHUYECTBA WU (DUILIVHT,
TJIaBHAsS 11€J1b KOTOPOTO COCTOUT B MOJIYYEHUHN KOHPUACHIIHNATBHBIX
JTAHHBIX I10JIb30BATEIIEN - JIOTUHOB U Taposen. Ha aHrmMicKoM A3bIKe
phishing untaercs kak ¢umunr (ot fishing - peioHas o, password -
apoJib).

OcCHOBHBIE COBETHI TI0 00PHOE C PUITMTHTOM:

1. Cnenn 3a cBOMM akkayHTOM. Eciii Thl mOg03peBaeiiib, 4TO TBOS
aHKeTa OblIa B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKUPOBATH €€ U COOOIIUTh
aIMUHHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonp3yii 0e30macHble B€O-CalThl, B TOM YKCJIE, MHTEPHET-
Mara3uHoOB U MOUCKOBBIX CUCTEM;

3. Mcnonb3yi clI0OXKHbBIE U pa3Hble naposu. Takum oOpa3oM, eciu TeOs
B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MTOTy4aT JOCTYII TOJIBKO K OTHOMY
TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B3710Mau, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOPBIE JOOABJIEHBI Y T€OS B JIPY3bsiX, O TOM, YTO T€Os
B3JIOMaJIM ¥, BO3MOKHO, OT TBOETO UMEHHU OyAET pacchuliaThCs ClaM U
CCBUIKU Ha (PUILIUHTOBBIE CANTHI;

5. YcranoBu HanexHbii aposib (PIN) Ha MoOUNbHBIN TenedoH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpbIBaii Gaiibl U Apyrue BIOKEHUS B MUCbMaX, 1a’Ke €CJIM OHU
MPUIILIA OT TBOUX JIpy3ei. JIydie yTouyHr y HUX, OTHPABIISUIA JIU OHU
Tebe 3TH (palJIbl.

Hudposas penyrauus

[udposas pemyTtarus - 3T0 HEraTUBHAS WK MO3UTUBHASI HHOOpMAITUs
B cetH 0 Tebe. Komnpomerupyroras nadopmaiius, pa3MeIicHHas B




UHTEpPHETE, MOXKET CEPbE3HBIM 00Pa30M OTPA3UTHCS HAa TBOEH peabHOMN
xu3HU. "[{udpoBas penyramusa" - 3To TBOM UMUK, KOTOPBIN
dbopmupyetcs u3 uHdopMalru o TeOe B UHTEPHETE.

TBOE MecTO XHUTENBCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHHE,
O0COOEHHOCTH XapaKTepa U paccKas3bl O OJIM3KHUX - BCE 3TO
HAaKaIlJIMBAETCS B CETH.

MHor#e noJpoCTKU JETKOMBICIEHHO OTHOCATCS K MyOJUKAIMN JTUYHOM
uHdopmanuu B MIuTepHeTe, He TOHMMAas BO3MOYKHBIX MOCIEACTBUN. ThI
JaXKe HE CMOKEIlIb 10rafaThCs O TOM, 4TO oTorpadusi, pasmMenieHHas 5
JIET Ha3aJl, cTajga MPUYMHONU OTKa3a MPUHATH TeOs Ha padoTy.
KommenTapuu, pasmenienue TBoux ¢ororpaduii u npyrue neucTBus
MOT'YT HE UCUYE3HYTh Ja)e MOCJE TOTO, KaK Thl UX yAAIUIIb. Thl HE
3Haelllb, KTO COXPaHWI 3Ty HH(OpMaIHIo, Momaia 1 OHa B TIOMCKOBBIC
CHUCTEMBI M COXPaHUJIACh JIU OHA, a TJIaBHOE: YTO MOIyMaIOT O Tebe
OKPY KarOLIKE JIFOJIU, KOTOPbIE HAUAYT U YBUAAT 3T0. Hantu
MH(QOpPMAIMIO MHOTO JIET CIIYCTSI CMOKET JIF0OOM - KaKk U3 100phIX
MOOYXKJIEHU, TaK U C HAMEPEHUEM MTPUUUHUTD BPel. ITO MOXKET OBITH
KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3aTUTe IU(DPOBON pemyTaINU:

1. ITonymaii, npexe 4em 4To-TO MyOJMKOBATh U MEpeaaBaTh y ceOs B
0Jiore WK B COLIMAJIBHOW CETH;

2. B nacTpoiikax npoduisi ycTaHOBH OTpaHUYEHUS Ha POCMOTP TBOETO
npoUII U €ro COAEPKUMOro, CAENIai ero TOabKO "1ys Ipy3ei”;

3. He pa3memniaii u He yka3biBail H”H(OpMaIIKIO, KOTOpast MOKET KOTO-
100 OCKOPOJISTH WIIM OOMKATh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIC IIKOJILHUKH - aKTUBHBIE MOJIb30BaTEIN IIU(POBOTO
npocTtpaHcTBa. OHAKO TAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE
MHOTHMH BO3MOKHOCTSIMH ITU(DPOBOTO MUpa TpeOyeT COOIOICHUS TTpaB
Ha UHTEJUIEKTYalbHYIO0 COOCTBEHHOCTb.

TepmuH "uHTEIUIEKTYyaIbHASI COOCTBEHHOCTH' OTHOCUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEUECKOI0 YMa, HAUMHAsI C HOBBIX M300PETEHUM U
3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh Ha MPOYKTHI U YCIYTH, U
3aKaH4YMBasg KHUTamu, pororpadusimMu, KUHOGUIbBMAMU U
MY3bIKaJIbHBIMHA TIPOU3BEACHUSIMHU.

ABTOpCKHE paBa - 3TO MIpaBa Ha UHTEIJIEKTYalIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEICHUS HAYKH, JINTEPATYPhl U UCKYyCCTBA. ABTOPCKHUE MpaBa
BBICTYIIAIOT B KAYECTBE TapaHTHUU TOTO, UTO
WHTEJIJIEK Ty aIbHBIN/TBOPUECKUN TPYJ] aBTOpa HE OyJeT HAaMpacHBIM,

AN




JIACT €My CIpaBeIMBbIE BO3MOXKHOCTH 3apab0TaTh Ha pe3yibTaTax
CBOETO TPY/a, MOJIYYUTh U3BECTHOCTh U NMpusHaHue. Hukro 6e3
pa3pelIeHus: aBTOpa HE MOXKET BOCIIPOU3BOIUTH €0 MPOU3BECHHUE,
pacrpoCTpaHsITh, MyOJUYHO TEMOHCTPUPOBATH, TPOIABATH,
UMIIOPTUPOBATh, MyCKATh B MPOKAT, MyOJIUYHO UCTIOTHSATD,
MOKa3bIBATh/UCTIOJIHATE B 3Upe Win pasmeniats B IHTepHeTe.
Hcnonbs3oBanue "MUpaTckoro’ mporpaMMHOTI0 00eCIieYeHUs MOKET
IIPUBECTH K MHOTUM PHUCKAaM: OT MOTEPHU JAHHBIX K TBOUM AKKAyHTaM 0
OJIOKUPOBKHU TBOETO YCTPOUCTBA, II€ YCTAaHOBJICHA HEJIeTaibHas
nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaIbHBIC U
OecIuIaTHbIC MPOTPAMMBbI, KOTOPbhIE MOKHO HAWTH B CETH.

O nmopraJe

CeTeBUYOK.p(d - TBOU IIIaBHBIA COBETUUK B CETH. 3/1€CH Thl MOXKEIITh
y3HaTh O OE30MaCHOCTH B CETH MOHITHBIM M IOCTYITHBIM SI3BIKOM, a IPU
BO3HUKHOBEHUHU KPUTHUYECKOU CUTYyaIlu OOPaTUTHCS 32 COBETOM. A
TaK)Ke MPUHAThH y4acTHE B KOHKYPCAX U CTaTh CaMbIM IIU(POBBIM
rpaxJaHUHOM.




