NudbopManoHHas MaMATKA V1A O0yJYaloIuXCcA AJIs pa3MelleHUusA Ha
odunuarbHbIX THTEpHETPECypcax

C KaXJIbIM T'0JIOM MOJIO/IEXKU B MHTEPHETE CTAHOBUTHCA OOJIBINE, A IIIKOJILHUKHA OJHU W3
CaMbIX aKTHUBHBIX IOJb30BaTesell PyHera. Mexy TeM, IMOMHMO OTPOMHOTO KOJIMUECTBA
BO3MOXKHOCTEH, MHTEPHET HECET U MPOOIeEMBl. DTa MaMsATKA JOJKHA TOMOYb Tebe Ge30macHo
HaXOJUThCA B ceTU. KOMIIbIOTEPHBIE BUPYCHI

KoMIIbI0TepHBIN BUPYC - 3TO PAa3HOBUAHOCTH KOMITBIOTEPHBIX TPOTPAMM, OTJIMYUTETEHON
0COOEHHOCTBI0O KOTOPOU fABJISIETCA CIIOCOOHOCTh K Pa3MHOXKEHUIO. B /omosiHeHWe K 3TOMY,
BHUPYCHI MOTYT IIOBPEJIUTH UJIU IMIOJTHOCTHIO YHUUTOXKUTD Bee (PaliIbl U TAHHBIE, TIOJIKOHTPOJIBHBIE
[I0JIb30BATEII0, OT MMEHHW KOTOpOro ObLIa 3amyleHa 3apak€HHAs IPOrpaMma, a TaKKe
MOBPEJIUTh WJIN JlaKe YHUUTOXKHUTH OIIEPAIIOHHYIO CHCTEMY CcO BceMHu daiiylaMu B IeJIoM. B
OOJIPIIMHCTBE CJIy9a€B PACIPOCTPAHSIOTCS BUPYCHI UYepe3 WHTEpHeT. MeToabl 3alluThl OT
BPEZIOHOCHBIX ITPOTPAMM:

1. Hcnosb3yll CcOBpeMeHHbIEe OIlepal[UOHHbIE CHCTEMBI, UMEIOIINEe CePhE3HBIN
YPOBEHb 3aIUTHI OT BPEJJOHOCHBIX IPOTPaMM;
2. [TocTostHHO ycTaHaBAMBaM nauTH (U@ pPOBbIE 3aIJIATKH, KOTOPbIE aBTOMAaTUYECKU

YCTaHABJIHUBAIOTCA C [IEJIBIO IOPAOTKU IPOTPAMMBI) U JIpyTHre 0OHOBJIEHU s CBOEU OepaliOHHOM
cucrembl. CKauynBall UX TOJIBKO ¢ odunmaapHoro cavrta paspaborumka OC. Eciu cymecrByer
PEKUM aBTOMATUYeCKOTo OOHOBJIEHUS, BKJIIOUH €T0;

3. Paboraii Ha CBOeM KOMIIBIOTEDE IO/ TIpaBaMH II0JIb30BATeJNs, a He
aIMIHUCTPATOPA. DTO HE MO3BOJIUT OOJIBIIUHCTBY BPEIOHOCHBIX IIPOrPAMM HHCTA/UTUPOBATHCSA
Ha TBOEM IIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Hcnosnb3yit AHTUBUPYCHBIE IIporpaMMHBbIE IIPOAYKTBI M3BECTHBIX
MIPOU3BOJIUTENIEN, C ABTOMATHYECKIUM OOHOBJIEHHEM 0a3;

5. Orpanuub pusanyeckuil JOCTYNI K KOMIIBIOTEPY JIJIs1 IOCTOPOHHUX JIUII;

6. Wcnosb3yli BHEIITHUE HOCUTeIN HH(OpMany, Takue Kak Jenika, TUCK Win (aiia
13 UHTEPHETA, TOJIbKO U3 PO epeHHBIX UCTOUHUKOB;

7. He oTkpbiBall KOMIIbIOTEPHBIE (aliIbl, IOJIyYeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.

Jaxe Te daiiyibl, KOTOpbIE IPUCIAT TBOU 3HAKOMBIH. JIydllle yTOUHU Y HETO, OTIIPABJIAII JIU OH
Tebe uX.

Ceru WI-FI

Wi-Fi - 570 He BU/ nlepefiaun JAHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIb OpeH/|, Mapka. Emne
B 1991 TO/y HUJEPJAH/ICKAasA KOMIIaHUsA 3aperucrpupoBayia 6pens « WECA», yto 0603Ha4aI0
cinoBocoueranue « Wireless Fidelity», KoTopbiii mepeBoANTCS KaK «OeCIIpOBOTHAS TOUHOCTH>.

Jlo Hamiero BpeMeHU JolUIa JApyrasg abOpeBwaTypa, KOTOpas SBJISIETCA TaKOU ke
TeXHOJIoTHEN. ATo abbpeBuarypa « Wi-Fi». Takoe Ha3BaHHe ObLUIO JaHO ¢ HAMEKOM Ha CTAaHAAPT
BBICIINH 3BYKOBOH TexHUKHU Hi-Fi, uTo B mepeBojie 03HaUaeT «BbhICOKAS TOUYHOCTHY.

Jla, GecrylaTHBI MHTEPHET-AOCTYN B Kade, OTENAX U a3PONOPTaxX ABJAETCA OTIMIHOMN
BO3MO>KHOCTHIO BBIXO/Ia B MHTEPHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, YTO 00IIeocTyIHbIe Wi-
Fi cetu He ABIAIOTCA O€30MaCHBIMU.

CogeTbl 110 O€3011aCHOCTH PaboTe B 00IIENOCTYITHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoio JinuHy0 MHOpMaIuio uyepes obiezocrynuslie Wi-Fi cetn.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH IAPOJIU IOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Hcnosnb3yl 1 0OHOBJIAN aHTUBUPYCHBIE TPOTpaMMBbl U OpaH/iMayep. Tem cambiM
THI 00€30TacUIIlh ce0sl OT 3aKaYKHM BUPYyca Ha TBOE YCTPOHCTBO;

3. [Ipu ucnonpzoBanuu Wi-Fi otkimoun ¢yHRmum «OO0mui moctyn K daiiam u
npuHTepaM». JlaHHass QYHKIUA 3aKphITa 10 YMOJTYAHUIO, OJTHAKO HEKOTOPHIE IOJIh30BaTEIN
aKTUBUPYIOT €€ /I y/I00CTBA UCIIOJIb30BAHUSA B paboTe Win y4eoe;

4. He ucnonb3yii nyosauaabid WI-FI s nmepegauu JUYHBIX IAHHBIX, HATIPUMED J1JIA
BBIXO/IA B COITMAIbHBIE CETU UJIU B 3JIEKTPOHHYIO IIOYUTY;

5. Nnosnb3yit TosibKO 3amiuiieHHoe coemHenue yepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-ajipeca BBOJIM UMeHHO «https://»;

6. B MoOunbHOM TenedoHe orkiaun  GyHKOu «Ilopkmouenne k  Wi-Fi
aBToMaruyvecku». He Jlomyckaii aBToMaTHUeCKOTro MOAKIII0OUeHHsA ycTpoucTBa K ceTsaM Wi-Fi 6e3
TBOETO COTJIACHA.



ConuasibHbIE CETU

ConmasibHbIE CETH aKTHBHO BXOJIAT B HAIILY JKU3Hb, MHOTHE JIIOAX PA0OTAIOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook y»ke 3aperucrpupoBaH MULIHAp], YEJIOBEK, UTO SIBJISIETCS OJHOM
CelbMOU BCEX JKHUTesIed IUIaHeThl. MHOTHe IO0JIb30BAaTeI He MOHUMAIOT, YTO WH(pOpMAIus,
pasMellieHHasi UMY B COIUAIbHBIX CETSIX, MOXKET ObITh Hali/leHa U UCII0JIb30BaHA KEM yTOJHO, B
TOM YHCJIe He 00s13aTeIbHO ¢ OJIaruMU HaMePEHUSIMU.

OCHOBHBIE COBETHI 10 OE30MMACHOCTH B COIMAJIBHBIX CETSX:

1. OrpaHuuYb COUCOK Jipy3ell. Y Tebs B JIpy3bsAX He JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOZIel; 2. 3aluinail CBOI YacTHYIO KU3Hb. He ykasbIBail maposiu, TeaedoHsl,
azipeca, IaTy TBOETO POXKAEHHs U JAPYIYIO JIMYHYI0 HHGOPMAIUI. 3JI0YMBIIIJIEHHUKA MOTYT
HCITOJTb30BATh Jake MWHGOPMAIIMIO O TOM, KaK Thl U TBOU POJIUTENIH IJIAHUPYETE MPOBECTHU
KaHUKYJIbI;

3. 3amuInai CBOI peIyTamuio - JIEP:KU ee B YUCTOTE U 3a7jaBail cebe BOIIPOC: XOTe
OBI ThI, YTOOBI APYTHE MTOJTB30BATETN BUIEJIH, UTO ThHI 3arpy»kaenib? [logymaii, mpexe ueM uTo-
TO OITyOJINKOBaTh, HAITMCATDh U 3aTPy3UTh;

4. Ecyti THI TOBOPHIIIB € JIIOJIBMH, KOTOPBIX HE 3HaElllb, HE UCIOJIb3yH CBOE peasbHOe
HUMs U PYTYIO IUYHYI0 HHQOPMAIUU: UMsI, MECTO JKUTEIHCTBA, MECTO yUIeObI U ITpoYee;

5. N3beraii pasmenieHuss dororpaduii B VHTEpHeTe, TJe Tbhl H300paskeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpamum B COIUAIBHON CETH HEOOXOJMMO HCIIOJIb30BaTh CJIOKHBIE
ITapOJIH, COCTOSAIIME U3 OYKB U IUGP U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. JIJis1 cOMMa/IbHOM CeTH, IOYUTHI U JIPYTHX CAUTOB HEOOXOAUMO HCIIOJIb30BaTh

pasHble maposn. Torga ecsu Tebs B3JIOMAIOT, TO 3JI0YMBIITUIEHHUKH MTOJIYYaT JOCTYII TOJIBKO K
0/THOMY MeCTy, a He BO Bce cpa3y. DJIeKTPOHHbIEe IeHbIU

DJIeKTPOHHBIE JIEHBI'HM — 3TO OUYEHb YAOOHBIN crocob IIaTelkel, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbI€ XOTAT MOJIyYUThb 3TU I€HbIU.

AJIeKTPOHHBIE JIEHBTU MOSIBUJIUCH COBCEM HEJIABHO M MMEHHO M3-32 3TOTO BO MHOTHUX
rocyZilapcTBax /1o CHX IIOp He IPOMUCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oM QYHKITMOHUPYIOT U O HUX y’Ke MPOMUCAHO B 3aKOHE, T7[e UX Pa3/IeISI0T
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U He aHOHUMHBbIe. Pa3HuUIa B TOM, YTO aHOHUMHBIE - 3TO Te,
B KOTOPBIX paspelraeTcs MIPOBOJUTH omepanuu 0e3 HAeHTUUKAIUU I0JIb30BaTeNsd, a B
HEAaHOHUMHBIX UAeHTU(UKAINY IT0JIb30BATEA SBJISETCA 00A3aTETbHOM.

Takske ciemyeT pasjinyarh BJIEKTPOHHBIE (pUATHBIE AEHBIU (PaBHBI TOCY/IAPCTBEHHBIM
BaJIIOTaM) U SJIEKTPOHHBIE HepUaTHbIE IeHbIU (He paBHBI TOCYAaPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO HE30IMACHOU PabOTe C AJIEKTPOHHBIMU JIEHbIAMU:

1. [TpuBsKY K cUeTy MOOWIBHBIN TeeoH. DTO caMbIi yA0OHBINA U OBICTPBIN CIIOCO0
BOCCTAHOBHUTH JOCTYIl K cuery. [IpuBsA3aHHBIA TesedOH IIOMOXKET, €CIu 3a0yAelb CBOU
IIaTEXHBIN TTapOoJIb UJIH 3ali/ielllb Ha CAaWUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonp3yit onHOpa3oBble naposu. [locsie nepexosa Ha yCHUIEHHYIO0 aBTOPU3AIUIO
Tebe y>ke He OyZIeT yrpoKaTh OMMACHOCTh KPaXKU UJIM IepexBaTa IJIaTeKHOT0 IapoJis;
3. Boibepu cioxkHBIN maposib. [IpecTymHuKaM OyZieT He MPOCTO yraZiaTh CJAOKHBIM

mapoJib. HaieskHbIe TapoJiu — 3TO MapoJiv, KOTOPHIE COAEPKAT He MeHee 8 3HAKOB U BKJIFOYAIOT
B ce0s1 CTPOYHBIE U ITPOITUCHBIE OYKBBI, ITU(PHI U HECKOJILKO CHUMBOJIOB, TAKHE KaK 3HAK J0J11apa,
(yHTa, BockIMIIaTeIbHBIN 3HAK U T.1. Hannpumep, StROng!;;

4. He BBO/IM cBOM JIMYHBIE JJaHHBIE HA CAHTaX, KOTOPHIM HE JIOBEPSIEIIIb.

DJIeKTPOHHAA IIOHTA

DJIeKTPOHHAA MOYTA — 3TO TEXHOJIOTUA U IPEJOCTaBIIsIeMble €10 YCIIYTH IO IePEChIKE U
MOJIyYeHUI0 3JIEKTPOHHBIX COOOIEHUH, KOTOPBIE PACIpPENEJISIOTCS B KOMIIBIOTEDHOUM CETH.
OOBIYHO  2JIEKTPOHHBIA  TOYTOBBIM  SAN[UK  BBIVIAZUT  CJIEAyOIUM  obpasom:
UMs_TI0JIb30BaTeNIs@UMA_JIoMeHa. Takike KpoMe mepefjauyd IMPOCTOTO TeKCTa, HMeeTcs
BO3MOXKHOCTH Ilepe/iaBaTh (pailyibl.

OcHOBHBIE COBETHI 110 He301acHOM paboTe ¢ 5JIEKTPOHHOM OUTOMU:

1. Hano BbIOpaTh NMpaBUJIBHBIN IOYTOBBIN cepBUC. B mMHTepHeTe ecThb OTrPOMHBIN
BBHIOOD OeCIIATHBIX ITOYTOBBIX CEPBUCOB, OJHAKO JIyYIllE JIOBEPATH T€M, KOTO 3HAaellb U KTO
MIepBBIN B PENUTUHTE;



2. He yka3biBaii B IMYHOU nouTe JTUUHYIO nHpopMmanuo. Hanpumep, jyuiie BbIOpaTh
«MY3BIKaJIbHBIN_(haHAT@» WIN «POK2013» BMeCTO «TeMal3»;

3. Hcnosnb3yl ABYXITAlHYI0 aBTOPU3ALMIO. IDTO KOTZAa MOMHUMO IapoJisi HY>KHO
BBOJUTH KOJI, IPUChLIIaeMbIi o SMS;

4. Br16epu CJI0KHBIN napostb. 11 KaXK/I0TO IOYTOBOTO AIIMKA JIOJKEH OBITh CBOU
HaJIEeXKHBIH, YCTOMYUBBIN K B3JIOMY IapOJIb;

5. Eciii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOM JIMYHBIA BOIPOC, UCIOIb3YH ATy
BO3MOKHOCTB; 6. VICII0JIb3yil HECKOIBKO MOUTOBBIX AMIUKOB. [1epBbIii /1711 YaCTHOM IepennucKu
C azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO SJIEKTPOHHBIN a/ipec He HA/I0 MCIO0JIb30BATh IIpU
perucrpanuu Ha popyMax u calTax;

7. He oTkpriBail aiiyiel U pyTHe BIOKEHUS B MIChMAaX Ja)Ke eCJIM OHU IPUIILIH OT
TBOUX JIPYy3€H.

Jlyudiiie yTOUHY y HUX, OTIIPABJIAJIN JIM OHU Tebe 3TU (aiiiibl;

8. [Tocie okoHUYaHHUA PabOTHI HA TOYTOBOM CEPBHUCE Iepef] 3aKPBITHEM BKJIAJIKU C
caiiToM He 3a0y/Ib Ha’KaTh Ha « BEIUTH».

KubepOy IMHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/utiHT — TIpecyieloBaHUE COOOIEHUSAMH, COJEPIKAIIUMU OCKOpOJIeHus,
arpeccuio, 3ayruBaHue; XyJIUTAaHCTBO; COIMAIbHOEe OOMKOTUPOBAHHE C TIOMOIIBIO PA3TUUYHBIX
WHTEPHETCEPBUCOB.

OcHoBHBIE COBETHI IO OOpHOE ¢ KNOEPOYJIMHTOM

1. He 6pocaiics B 601, JIyumuii crioco0: TOCOBETOBAThCs KaK ce0s1 BECTH U, €CJTU HET
TOTO, K KOMY MOXXHO OOpAaTHTBCS, TO BHAYase YCIIOKOUTHhCA. ECaM ThI HAYHEIIb OTBEYATh
OCKOPOJIEHUSIMU HA OCKOPOJIEHHSA, TO TOJIBKO ellle OOJIbIIEe PA30KIKeITb KOHQIIUKT;

2. Yupasiisii cBoel KubepperyTaluex;

3. AHOHUMHOCTH B ceTu MHuUMas. CyIIECTBYIOT CIIOCOOBI BBICHUTBH, KTO CTOUT 34
QHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMTaHCKUN 00pa3 BUPTYyaIbHOH XKU3HU. VIHTEpHET PUKCUPYET
BCe TBOU JIEHCTBUSA U COXPaHsAeT UX. YJAJIUTh UX Oy/IeT KpaiiHe 3aTPYHUTEIBHO;

5. Coburoaii cCBOM BUPTYaJIbHYIO YE€CTh CMOJIO/Y;

6. UrHopupyél enuHUYHBIN HeraTuB. OmHOpPa30Bble OCKOPOUTETbHBIE COOOIEHUS
JIydiiie urHOpupoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha HaYaJIbHOU CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOINEHUSMH, B
COITMAJIPHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKU OTIIPABKU COOOIIEHHUI C OmpeaeIeHHBIX
aJIpecoB;

8. Ecim Tl cBuzpeTenb kuOepOysutnHTa. TBOUM JEWCTBUA: BBICTYIIUTh ITPOTUB

TpecyiefoBaTeNs, MOKa3aTh €My, UTO €ro JeWCTBUS OIIEHHBAIOTCS HETAaTUBHO, IOJJIEPIKATH
JKEPTBY, KOTOPOUM HY)KHA IICUXOJIOTHYECKAs IIOMOIb, COOOIIUTh B3POCHBIM O (akTe
arpecCUBHOTO IOBEJIEHUSA B ceTH. MOOMIbHBIN TesleDOH

CoBpemenHble cMapTdOHBI U IUIAHIIETHI coAepKaT B cebe BIIOJIHE B3POCIIBII
dyHKIIMOHA/, ¥ Telepb OHU MOTYT KOHKYPHUPOBATh CO CTal[MOHAPHBIMU KOMIIBIOTEPAMMU.
OpHako, CpeJiCTB 3aIIUTHI /I TOAO0OHBIX YCTPOUCTB MOKA OYeHb MaJjio. TecTupoBaHME U ITOUCK
YSA3BUMOCTEH B HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, Kak 1y IIK, To ke camoe kacaeTcs u
MOOWJIbHBIX ITPUJIOKEHHH.

CoBpeMeHHbBIE MOOMJIbHBIE Opay3€ephl yKe MPAaKTUIECKH JIOTHAIU HACTOJIbHBIE aHAJIOTH,
OTHAKO pacimmpeHne (QyHKIHOHAIA BJeYeT 3a cOOOU OOJIBIIYI0 CJIOKHOCTh U MEHBIIIYIO
3allUIIeHHOCTh. JlaJileko He Bce IPOU3BOJUTENN BBIITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIHE
KPUTHYECKHUE YA3BUMOCTH JIJISI CBOUX YCTPOKCTB.

OcCHOBHBIE COBETHI JIJIs1 6€30IMaCHOCTH MOOHMIBHOTO TeteoHa:

1. Hudgero He sABJIsIeTCA MO-HACTOAIEMY OecIuiaTHBIM. Bysib ocTOpOXKeH, BeJib KOr/a
Tebe mpe/IaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIE YCITYTH;

2. Hymaii, npexze yeM oTripaBuTh SMS, doTto uiu Buzieo. Thl TOUHO 3HAEIIb, T/I€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo01mMo 06HOBJIATH ONEPAIIIOHHYI0 CHCTEMY TBOET0 cMapT¢OHa;

4. Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMOBI JIJ1 MOOMJIBHBIX TeJIE(POHOB;



5. He 3arpykaili TpWIOKEHUs OT HEU3BECTHOTO WCTOUYHUKA, BElb OHU MOTYT
coJlepKaTh BPeJJOHOCHOE IIPOrpaMMHOe 0becIieueHuUE;

6. [Tocste TOTO KaK ThI BRIUJIEITD C CAKTAa, T/I€ BBOAWJI JIUUYHYIO HHGOPMAITUIO, 3aH/IH B
HaCTPOUKHU Opaysepa M yjiaiu cookies;

7. Ilepuoguuecky NPOBepPSAN Kakue IUIaTHbIE YCJIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. JlaBaii cBOIi HOMep MOOHMJIBHOTO Tesie(DOHA TOJIBKO JIFOAAM, KOTOPBIX ThI 3HAEID 1

KOMYy JioBepsielib; 9. Bluetooth goymkeH ObITH BBIKIIIOUEH, KOT/Ia ThI UM He TOJIb3yelnbes. He
3a0bIBall MHOT/IA IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KpACOYHbIE, 3aXBaThIBAIOIIHE PpPa3BJIEUEHUS,
00BEUHSIONINE COTHU THICAY YEJIOBEK IO BceMy MUpY. VIrpOKU HCCIENyIOT JAaHHBIH UM MHUD,
O0IIAI0TCA APYT C IPYTOM, BBITIOJHSIOT 33/]JaHUs, CPAYKAIOTCSA C MOHCTPAMU U MOJIYYaIOT OIBIT.
3a y/I0BOJIbCTBUE OHH ILJIATAT:

MOKYTIAIOT JIUCK, OIJIAUYMBAIOT aOOHEMEHT WJTU ITPUOOPETAIOT KAKKHe-TO OIIIUH.

Bce aTH cpencTtBa uayT Ha MOJJEpiKaHWE W PAa3BUTHE WrPhI, a TaKKe Ha caMy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbI aBTOPU3AIUU, BBIMYCKAIOTCA HOBBIE IATUU
(mudpoBbIe 3aIIaTKY /I IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo6HBIX UrpaX CTOUT OIAcaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KpaKU
TBOETO ap0Jisi, HA KOTOPOM OCHOBaHA CUCT€Ma aBTOPHU3AIUU OOJIBIIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 6€30I1aCHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Eciim apyrod urpok Bezer cebsA IUIOXO WM cO3/7aeT Tebe HENpHUsTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [Toxasnyiica agMHUHHCTpATOpaM WIPhl HA IJIOXO€ IIOBEJEHHE B3TOr0 HIPOKA,
JKeJIaTeJTbHO MPUJIOXKUTh KaKKe-TO JIOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii 1uuHyto nHGOpManuio B mpodaiijie Urpsel;

4. YBaxkal Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranasiuBaii HeoduIiuajibHble TATYU U MOJIBI;

6. Hcnonb3yi C/I03KHBIE U Pa3HbBIE TIAPOJIH;

7. Jlacke BO BpeMs UTPHI HE CTOUT OTKJIIOUATh aHTUBUPYC. [loKa ThI UTpaelllb, TBON

KOMIIBIOTED MOTYT 3apa3UTh.

QUIIUHT WU KpaXka JIMYHBIX TAHHBIX

OObIUHOUM Kpaskel JeHer U JOKyMEHTOB CEerojiHfA y>Ke HHUKOTO He YAUBHIIb, HO C
pa3BUTHEM WHTEPHETTEXHOJIOTUU 3JI0YMBIIUIEHHUKNA I[epeMeCTUINCh B HWHTEpHET, U
MIPOI0JIKAIOT 3AaHUMAThCsI «JTIOOUMBIM» JIEJIOM.

Tak mosiBMIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WIN (QUIIUHT, IJIaBHAS I€JTb
KOTOPOTO COCTOUT B IOJIyUeHUU KOH(QUIEHIIMATbHBIX JIAHHBIX [10JIb30BaTejlIel — JIOTUHOB U
maposteii. Ha arrymiickom s3bike phishing untaercsa kak ¢pummunr (ot fishing — pribHas y1oB,
password — mapoJib). OCHOBHBIE COBETHI 10 HOPBOE ¢ GUIIHMHTOM:

1. Cieiu 3a cBOMM aKKayHTOM. Ecytu ThI TO103peBaeliib, UTo TBOS aHKeTa ObLyIa B3JIOMaHa,
TO HE0OXOIUMO 3a0JIOKUPOBATD €€ U COODIIUTH aIMIHUCTPATOPaM pecypca 00 3TOM KaK MOKHO
ckopee; 2. Mcniosb3yii 6e3onacHble BeO-CalThl, B TOM UYHC/Ie, THTEPHET-MAara3nHoOB U TOUCKOBBIX
CHUCTEM;

3. Hcnosnb3yh cii0KHBIE U pa3Hble maposu. Takum o6pa3oMm, eciu Tebs1 B3JIOMAIOT, TO
3JI0YMBIIJIEHHUKHU MIOJIy4aT JOCTYII TOJBKO K OJHOMY TBOeMY ITPOQUJIIO B CETH, A HE KO BCEM;
4. Eciu Tebs B3sOMasiM, TO HEOOXOJMMO MpeAynpeuTh BCEX CBOUX 3HAKOMBIX,

KOTOpbIE 100aBJIEHBI y TEOSA B APY3bAX, 0 TOM, UYTO TEOS B3JIOMAJIN U, BO3SMOKHO, OT TBOETO UMEHH
OyzeT pacchLIaThCs ClIaM U CChIKH Ha (PUIITMHTOBBIE CANTHI;

5. YcranoBu HazieXkHBIN Taposb (PIN) Ha MOOWIBHBIN TestedOH;
6. OTxII0YM COXpaHEHHE 1apoJisi B Opaysepe;
7. He otkpsiBaii ¢aiiyibl U IpyTHe BIOXKEHUS B IUCbMAaXx Ja’ke eCJIM OHU IIPUIILIA OT

TBOUX Jipy3ei. JIydlle yTOUHHM Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (paiibl.
[Mudposas pemyramus



[Mudposas pemnyranus - 5T0 HeraTUBHAsS WJIN MO3UTHUBHAs MHOpManusa B ceTU O Tebe.
Komnpomerupytomiasa uHpopMalusa pa3MelleHHasA B UHTEPHETE MOXKET Cepbe3HBIM 00pa3om
OTPa3UThCA HA TBOEU peasbHOU kU3HU. «1ludpoBas pemyranua» - 3T0 TBOM UMUK, KOTOPBIN
dopmupyercs u3 uadopmaruu o Tebe B UHTEPHETE.

TBOe MecTO JKUTEIBCTBA, YUeObI, TBOE (PUHAHCOBOE MOJIOXKEHNE, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KUX - BCe 3TO HAKAIIMBAETCA B CETH.

MHorue noZ[poCTKYU JIETKOMBICJIEHHO OTHOCATCS K ITyOJIUKAINU JIMYHON NHGOPMALNH B
VHTEepHeTe, HEe TIOHNMAasA BO3MOKHBIX IocJieicTBUU. ThI 1adke HE CMOKeEIIb OTalaThCA O TOM,
uyTo poTorpadusi, pazMelieHHa 5 JET Ha3aJ, CTajla IPUYINHOU OTKa3a MIPUHATH TeOs Ha paboTy.

KomMmeHnTapuu, pazmelienue TBoux hpororpaduil u ipyrue AelcTBUA MOTYT He UCUE3HYTh
ZlaKke MOcJIe TOro, KaK ThI UX YAAJIUIIb. Thl HE 3HAEIh, KTO COXPAHWJI 3Ty HHGOPMAIIUIO, IToTajia
JI1 OHA B IIOMCKOBBIE CHCTEMBbI U COXPAaHHWJIACh JIM OHA, a IJIABHOE: UTO IMOAYMAlT O Tebe
OKpy:Kalolllee JIIAY, KOTOpble HAUAYT U YBUAAT 3T0. HaliTu uHpOpMAIUI0 MHOTO JIeT CITyCTs
CMOJKeT JII0OO0H - Kak U3 I0OPBIX MOOYK/IEHUH, TaK U ¢ HAMEPEeHUEM IPUYUHUTD BPeJl. ITO MOKET
OBITH KTO YTO/THO.

OcHOBHBI€E COBETHI 110 3alUTe HU(PPOBOI pelyTaIuu:

1. ITogymaii, mpexie 4eM 4TO-TO IIyOJIMKOBATH U MEpeaBaTh y cebs B 6J10Te WJIH B
COLIMAJIBHOM ceTH; 2. B HacTpolikax npoduisa ycTaHOBU OTPAaHUYEHUS Ha IPOCMOTP TBOETO
podUIA U ero CoAEePKUMOTO0, CAieJIall €T0 TOJIBKO «JIJIs APY3€en»;

3. He pasmemaii u He ykaspiBail ”HQOPMAITAIO, KOTOPask MOKET KOTO-JIM00 OCKOPOJISITH
WJIN OOMIKaTh.

ABTOpCKOE TPAaBO

CoBpeMeHHble IIKOJBHUKHN- AaKTUBHblE II0Jb30BaTean IU(GPOBOr0 IMIPOCTPAHCTBA.
OpHako JajieKo He Bce 3HAIOT, YTO MOJIb30BaHME MHOTHMHU BO3MOXKHOCTAMHU IIU(MPOBOTrO MHUpa
TpebyeT coOII0IeHNS TPaB HA MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTD.

TepMuH «WHTeJJIEKTyaJIbHAasE COOCTBEHHOCTh» OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUAM
YeJIOBEUECKOT0 yMa, HAUMHAsA ¢ HOBBIX N300pEeTeHNH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha NOPOAYKTHl M YCIYyTHM , W 3aKaHuuBasg KHUTamMH, ¢ororpaduaMH, KUHOPUIBMAMU U
MYy3BIKQJIBHBIMU ITPOU3BENEHUSIMHU. ABTOPCKHE IIpaBa - 3TO IIpaBa HA HHTEJUIEKTYaJbHYIO
COOCTBEHHOCTh Ha IIPOUW3BEJIEHUS HAYKU, JIUTEPATypbl W WCKycCTBA. ABTOPCKHE IIpaBa
BBICTYIIAIOT B Ka4yecTBe FapaHTUU TOTO, YTO UHTEJJIEKTyaJIbHbIN/TBOPUECKUU TPYJ aBTOpa He
OyzieT HAIIPACHBIM, /IACT €My CIIPaBe/IJINBbIE BO3MOXKHOCTU 3apaboTaTh HA Pe3yIbTaTaX CBOErO
TPyZla, MOJIYYUTh U3BECTHOCTh W TNpu3HaHue. HukTo 06e3 paspemieHus: aBTOpa HE MOXKET
BOCIIPOU3BOJIUTh €0  IPOU3BEJIEHNE, PACIPOCTPAHATh, IyOJIUYHO JIEMOHCTPUPOBATH,
Ipo/iaBaTh, UMIIOPTUPOBATH, IIyCKATh B IPOKAT, ITyOJIMYHO UCIOJTHATD, HIOKA3bIBATh/ UCTIOTHATD
B 3¢pupe win pazmemaTs B IHTEpHETE.

Hcnosp30BaHue «IIMPATCKOTO» IIPOrPAMMHOT0 o0ecriedeHUs MOKeT IPUBECTH K MHOTHUM
pHUCKaM: OT IOTEpPU JIAHHBIX K TBOMM aKKAyHTaM /10 OJIOKUPOBKH TBOETO YCTPOMCTBA, T/e
YCTAaHOBJIEHHBI He JierajibHasA mporpaMMma. He cTouT Takike 3a0bIBaTh, UTO CYIIECTBYET
JierayibHble U OecIIaTHbIE IPOrPaMMBbI, KOTOPblE MOKHO HAWTU B CETU.

O noprasne

CereBUYOK.p(p - TBOU IJIaBHBIA COBETYMK B CETHU. 37eChb Thl MOXKEIIb Y3HATh O
0e30IMacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3BIKOM, a IIPU BO3HUKHOBEHUN KPUTUUYECKOUH
CUTyaIuu OOpaTUTBhCA 32 COBETOM. A TakKe HNPUHATH yJYacTHe B KOHKypcax M CTaTh CaAMBIM
M (POBBIM I'PAKIAHUHOM !



