WH®OPMALIMOHHAS TIAMSATKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILEHMS
HA O®PUILUAJIBLHBIX UHTEPHET-PECYPCAX

C KaXIIbIM TOZIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBINE, & ITKOJIHHUKA
OJIHY W3 CaMbIX AKTUBHBIX ITOJb30Baresen Pynera. Mexay teM, noMmumo
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEM, HHTEPHET HECeT U MPOoOIeMbl. JTa
IIaMsITKa JOJDKHA IIOMOYb TeOe O€30IMacHO HaXOQUTHCS B CETH.

KomrmbroTepHbie BUPYChI

KoMIbroTepHbIii BUPYC - 3TO PA3HOBHIHOCTh KOMITBIOTEPHBIX POIPaAMM,
OTJIMYUTEIHHOU 0COOCHHOCTHIO KOTOPOM SIBJISIETCS] CHOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHeHue K 3ToMy, BUPYChl MOTYT TOBPEIUTD WIIU MTOJTHOCTHIO YHUUTOKHUTh
Bce (Dailibl ¥ TaHHBIE, TOJKOHTPOJBHBIE MOJIB30BATEIN0, OT UMEHU KOTOPOTO Oblia
3amyllleHa 3apa)KeHHasi IporpaMma, a TakKe NOBPEAUTD WJIU Ja)Ke YHUUTOKUTh
OTEPALMOHHYIO CUCTEMY CO BceMH (ailinamu B 11eJIoM. B OOJBIIMHCTBE CilyyaeB
pacIpoOCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MCTOI[BI 3aIIUTBI OT BPpECAOHOCHLBIX ITPOTpaMM:

1. Ucnionb3yii COBpEMEHHBIE ONEepallMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. [locTostHHO ycTaHaBNMBaM nMauTu (LIMGPOBBIE 3aMJIATKH, KOTOPHIE
aBTOMATUYECKH YCTAHABIMBAIOTCS C LIETBIO0 JOPAOOTKU MTPOTrPaMMBbl) U APyTrue
O0OHOBJIEHUS CBOEH OMepalluOHHON cucTeMbl. CKkaurBai UX TOJIBKO C
odunmaibHoro caiita papadorurnka OC. Ecnu cyniecTByeT pexum
aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PaboTail Ha cBOEM KOMIBIOTEPE MO TpaBaMU MOJIb30BATENS, a HE
aIMUHUCTPATOpPa. ITO HE MO3BOJUT OOJBIINHCTBY BPEIOHOCHBIX TPOTpamMm
MHCTAJUTUPOBATHCS HA TBOEM IEPCOHAIBHOM KOMITBIOTEPE;

4. Vicnonp3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOAYKThI U3BECTHBIX
POM3BOJUTENEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. OrpaHI/I‘IB (I)I/IBI/I‘ICCKI/II‘/JI AOCTYII K KOMIIBIOTCPY AJIA IOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHEIIHUE HOCUTEIN UH(DOPMALINH, TaKKe KaK (IIeIIKa, TUCK UITH
¢aiin U3 UHTEepHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMITbIOTEPHBIE (DAMIIBI, TOJTYYEHHBIC U3 HEHAEHKHBIX
HUCTOYHUKOB. Jaxke Te (paitpl, KOTOpBIE MpUCTAT TBOM 3HAKOMBIN. Jlydiiie yrouHu
y HETO, OTIIPABJISLI JI OH TeOe nX.

Cetu WI-FI



Wi-Fi - 3T0 He BUI ITepeiaun TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH/I,
Mapka. Eimie B 1991 roay Hunepiaanjackas KOMIIAaHUS 3apEeTUCTpUpOBajia OpeH I
"WECA", uto o60o3Havano cioBocoueranue "Wireless Fidelity", koTopsiit
NepeBOIUTCS Kak "0ecrnpoBOiHAS TOYHOCTh".

Jlo Hamiero BpeMeHu JIo1uIa apyras abOpeBuaTypa, KoTopas sSBIsSETCs TaKOU ke
TexHonorue. Iro abopesuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BbIcIel 3BykoBo# TexHuku Hi-Fi, uto B mepeBone o3Havaer
"BBICOKAsi TOYHOCTB .

Jla, OecrimaTHBIM HHTEPHET-A0CTYN B Kae, OTENSIX U adpOIopTax SBISACTCS
OTJIMYHOUW BO3MOXKHOCTBIO BBIXO/1a B MHTepHET. HO MHOTHE 3KCIIepPThI CUUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBasitoTCs 6€30MacHBIMHU.

CoBeThl 110 6€30I1aCHOCTH PabOTHI B 00IIEe0CTYHBIX ceTsax Wi-fi:

1. He mepenagaii cBoro ntuunyto nHpopManuro yepes oomenoctymnusie Wi-Fi cetn.
Pabotas B HUX, KeJIaTeIbHO HE BBOJUTH NAPOJIH JOCTYTIA, JJOTHHBI U KAKHE-TO
HOMEPA;

2. Wcrionb3yi 1 OOHOBJISI aHTUBUPYCHBIC IPOTPaMMBI M OpaHaMayep. TeM caMbiM
ThI 00€30MaCHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonw3oBanun Wi-Fi orkmroun pynkiuro "O06muii noctyn k daitinam u
npuntepam". JlaHHas QyHKIUS 3aKpBITA [0 YMOJTYAHHIO, OHAKO HEKOTOPHIC
MI0JIb30BATENIM aKTUBUPYIOT €€ JUIsI YI00CTBA MCIIOh30BaHMsI B paboTe min yueoe;

4. He ucnonw3yit nyonuunsiidi WI-FI 1151 nepenayun JIMYHBIX JaHHBIX, HAIPUMED
JUISl BBIXOZIA B COLIMAJIBHBIE CETH WM B DJIEKTPOHHYIO MIOYTY;

5. Wcnionw3yit Tonbko 3amuiineHHoe coeaqunenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOU UMEHHO "https://";

6. B moOmsHOM Tenedone otkimoun Gyaknuio "Tlogkmouenue k Wi-Fi
aBTomaTnuecku'". He mormyckaii aBToMaTn4eckoro moAKIIOueHHs yCTPOCTBa K
cersiMm Wi-Fi 6e3 TBoero cornacusi.

CorumanpHbIE CETU

CounasibHbIE CETH aKTUBHO BXOJIAT B HAITY KU3Hb, MHOTHE JIIOJIU PA0OTAIOT U
YKUBYT TaM MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBaH MUIITHAP]] YEJIOBEK,
YTO SIBJISICTCS OJJHOM CeAbMOM BCEX JKUTEJICH IIaHeThl. MHOTHE MoJIb30BaTEINu HE
MMOHUMAIOT, YTO UH(pOPMAITUs, pa3MEIICHHAs UM B COITUATIBHBIX CETAX, MOXKET
OBITH HaliJIeHA ¥ MCTIOJb30BaHa K€M yTrOJHO, B TOM YHCIIEe HE 00s3aTEIBHO C
OJaruMyu HaMEPEeHUSIMHU.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH B COMAaJIbHBIX CCTAX:

1. Orpanuyb CIUCOK Apy3eil. Y TeOs B Ipy3bsiX HE JODKHO ObITh CIy4YailHBIX U
HE3HAKOMBIX JIFOJICH;



2. 3ammIaii CBOXO YacTHYIO XU3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POKIACHUS U IPYTYIO JUYHYIO HH(POPMAIHIO. 3MTOYMBIIITICHHHUKH
MOTYT HCIOJIb30BaTh Jake HH(OPMAIIHIO O TOM, KaK Thl U TBOH POJIUTEIH
IUTAHUPYETE IPOBECTU KaHUKYIIHI;

3. 3amuiiaii CBOIO pemyTalHIo - IEP>KU €€ B YUCTOTE U 3a/aBail cebe Bompoc:
X0Ten Obl Thl, YTOOBI APYTHE MOJIB30BATEIN BUICIH, YTO ThI 3arpyKaeiib?
[Tomymaii, mpexe 4eM 4To-TO OMyOJIMKOBATh, HAMMCATD U 3arPy3UTh;

4. Ecniu ThI TOBOPHILB C JIIOJIBMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIBb3YH CBOE
peasibHO€ UMS U APYTYIO JIUYHYIO HHPOPMAIUH: UMsI, MECTO KHUTEIbCTBA, MECTO
yueObl U TIpoUee;

5. U36erait pazmemenus ororpaduii B UHTepHETE, T11€ ThI M300pakKeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIMPENIEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu peructpanuu B COLMATBLHON CETH HEOOXOAMMO UCTOIb30BATh CIOKHBIE
HapoJH, COCTOSIINE U3 OYKB U (P U C KOJINIECTBOM 3HAKOB HE MeHee §;

7. A7t couManbHOM CeTH, MOYThI U APYTUX CAUTOB HEOOXOIMMO UCIOJIb30BaTh
passble napoiu. Toraa ecnu Te0s B3IOMAIOT, TO 3JI0YMBIIUICHHUKY MOJTyYaT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

QHCKTPOHHBIC JCHBI'N

DNeKTpOHHBIE JCHBIU - 3TO OUYEHb yIOOHBIN CIOCO0 IIaTexei, 0HaKO
CYILECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH I€HbIH.

9J'ICKTpOHHBIC JCHBI'N ITOABHUJIIMCH COBCEM HEAABHO U HUMCHHO M3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CHUX IIOP HC IMPOIMCAHO IIPO HUX B 3aKOHAax.

B Poccuu jxe onn QyHKIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIE UX
pa3iessAoT Ha HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3Huna B ToM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuIaeTcsi MpOBOIUTH Onepanuu 6e3
UACHTU(UKAIINY [T0JIb30BATENS, & B HEAHOHUMHBIX UJIEHTU(PUKALUS T0JIb30BaTENS
SBIISIETCS 005A3aTEIBHOM.

Taxoke ciaenyeT pa3inuyarh 3JIEKTPOHHbIE (PUATHBIE 1EHBIU (PaBHBI
roCyapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbIE He(DUATHBIE AEHBIU (HE PaBHBI
roCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JACHbIraMU:

1. [TpuBsiku K cueTy MOOMIBHBIN TeraedoH. ITO caMblil yAOOHBIN U OBICTPHIN
croco0 BOCCTAaHOBUTH JAOCTYI K cyeTy. [IpuBs3aHHbIil TenedoH NOMOXKET, ecliu
3a0y/Ielllb CBOM IUIATEXKHBIN MapOJIb UM 3aif/IeIlIb Ha CAUT C HE3HAKOMOTO
YCTPOUCTBA;



2. Vcnonb3yit ogHopaszoBblie naposiu. [locie nepexo/ia Ha yCUIIEHHYIO
aBTOpU3AIMIO TeOE yKe He OYJIeT YrpoKaTh OMaCHOCTh KPaXKU WJIU TMepexBaTa
IJIaTEKHOTO MaPOJIs;

3. Beibepu cnoxxHbIil mapois. [Ipectynaukam Oynet He MPOCTO YyraaaTh CIOXKHBIN
napoJib. HagexxHble maposu - 3T0 napoiu, KOTOpPbIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce0sl CTPOUHBIE U MPOMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO
CHUMBOJIOB, TaKH€ KaK 3HaK J0Ji1apa, GyHTa, BOCKINIATEIbHBIN 3HAK U T.II.
Hampuwmep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.
ONeKTpOHHAas 1o4YTa

DNEeKTpOHHAs TIOYTA - 3TO TEXHOJIOTHS U MPEAOCTABISIEMbIE €10 YCIYTH MO
MEPECHUIKE U MOJYYSHHUIO AJICKTPOHHBIX COOOIIEHU, KOTOPHIE PACTIPELISIIOTCS B
KOMITbIOTEpHOU ceTu. OOBIYHO JIEKTPOHHBIN TTOYTOBBIN STIUK BBITIISIAT
CIIEMYIONMUM 00pa3oM: UMsI_TIOJIb30BaTEsI(@WUMs_ToMeHa. Takxke KpoMme mepeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOYKHOCTh TIepe1aBaTh (pailiibl.

OcCHOBHBIE COBETHI IO 0€30IMaCHOM padOTE C IIEKTPOHHOU MOYTOM:

1. Hago BeIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIIN
BbIOOP OECIUIATHBIX OYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JOBEPSATh TEM, KOT'O
3HACIIb U KTO MEPBBIM B PEUTHUHTE;

2. He yka3piBail B TUYHON nouTe TM4HYI0 nH(opmanuio. Hampumep, myure
BbIOpaTh "My3bIKanbHbIN  (panat@" win "pox2013" BmecTo "Temal3";

3. Mcnonb3yil AByXATAMHYIO aBTOPU3AIMIO. DTO KOT/1a IOMUMO MMapoJisi HY>KHO
BBOAUTH KOJ, IPUChUIaeMbIid 10 SMS;

4. BeiOepu COXHBIN Maposib. [IJist KaXa0To MOYTOBOTO SIIHUKA IOJKEH OBITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnn ecTh BO3MOXKHOCTB HalMcaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcronp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIi 17151 YACTHOUM MEPENUCKHU C
aapecaTaMu, KOTOPBIM Thl JOBEPSECIIb. DTO AJIEKTPOHHBIN aIpEC HE HAO0
UCIIOJIb30BATh IIPU PErUCTpaluK Ha (popyMax U calTax;

7. He oTkpsIBail (aitnsl v Apyrue BIOKEHHUS B MUCbMaX, 1a)Ke €CIIU OHU MPUILLIH
OT TBOMX Apy3ei. Jlydlie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (Daiisbl;

8. Ilocne okoH4yaHus pabOThI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJIKU C
caiToM He 3a0y/Jp HaxaTh Ha "Beidtn".

KubepOyumMHr uan BUPTyaabHOE U3€BATEIBCTBO



KubepOymmuHr - mpecieoBaHue COOOIICHUSIMU, COJIEPIKAIUMU OCKOPOJIEHNS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COMMAIbEHOE OOMKOTHPOBAHHE C TIOMOIIIBIO
Pa3ITMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 O0pHOE ¢ KHOEPOYITMHTOM:

1. He Opocatics B 60ii. JIydiuii crioco0: MocoBEeTOBAaThCS Kak ce0si BECTH U, €CITU
HET TOTO, K KOMY MOKHO OOpaTUThCS, TO BHAYANIe YCIIOKOUTHCS. ECin Thl HaYHEIIIb
OTBEUYaTh OCKOPOJIECHUSMHU Ha OCKOPOJICHHS, TO TOJIBKO €IIe OOJIbIIIEe Pa30XIKellb
KOH(JIMKT;

2. Yopasinsaii cBoeil kubeppernyTaimei;

3. AHOHUMHOCTB B c€TH MHUMas1. CyIIECTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHMMHBIM AKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKHUM 00pa3 BUPTyaJIbHOM kxu3HU. UHTEpHET
(buKcUpyeT BCe TBOU JAECUCTBUS U COXPAHSIET UX. Y AAIUTh UX OyJeT KpaiiHe
3aTPYJHUTEIBHO;

5. Cobmroait CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;

6. Urnopupyit enuHuyHbIN HeraTuB. OJJHOPa30BbIe OCKOPOUTETBHBIE COOOIIEHHUS
Jqyuiie UrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4yajabHOM CTalluu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B
COIMAJIbHBIX CETSIX €CTh BO3MOKHOCTh OJIOKUPOBKH OTIPABKHU COOOIEHUH C
ONpe/IeJICHHBIX aJPECOB;

8. Ecnu TbI cBUACTENL KNOEPOYsUIMHra. TBOM NEUCTBUSA: BHICTYIIUTh MPOTHB
IpeciaeaoBaTeNs, IOKa3aTh EMY, 4TO €ro IEUCTBUs OLIEHUBAIOTCS HETaTUBHO,
MOJIIEPKATh JKEPTBY, KOTOPOU HYKHA MCUXOJIOTHYECKAast TOMOIIb, COOOLTUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHHS B CETH.

MoO6unbHbIN TenehoH

CoBpeMeHnHbIe cMapT(OHBI ¥ TUIAHIIETHI COACPIKAT B ce0€ BITOJIHE B3POCIBIA
(GbyHKIHMOHAJ, U TETeph OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU
KoMIibtoTepamu. OJIHAKO, CPEACTB 3ALTUTHI ISl TOJJOOHBIX YCTPOUCTB MOKA OYEHb
Masio. TecTupoBaHue 1 MOUCK YSA3BUMOCTEN B HUX MPOUCXOJUT HE TAK
MHTEeHCUBHO, Kak aiis [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yoKe MPAKTUIESCKH JTOTHAIM HACTOJBHBIC
aHAJIOTH, OJTHAKO pacimpeHue GyHKIIMOHAIA BI€UET 32 CO00M OOJIBIITYIO
CJIOXKHOCTh M MCHBIIYFO 3aIUIIEHHOCTb.

I[aneKo HC BCC IIPOU3BOJUTCIIN BBIITYCKAIOT 06HOBH€HI/I$I, 3aKPbIBAIOIIHC
KPUTUYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JIIA 0e301acHOCTH MOOMJIBHOTO TCJIC(bOHaI



Huuero He saBisieTcs IMO-HACTOAIICMY OecCIuIaTHBIM. Ey,[[b OCTOPOIKCH, BEAb KOTrAa
TeOe npempiiararoT OecIuIaTHBINA KOHTCHT, B HEM MOTI'YT OBITH CKPBITEI KAKHNE-TO
IUIaTHBIC YCIIYIH,

Hymait, npexzae yem otnpaButb SMS, hoTo mnu Buneo. Thl TOUHO 3HACIID, TIE
OHM OyJyT B KOHEYHOM UTOTE?

Heo6xoa1mMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapT(hOHa;
Hcnonb3yit aHTUBHPYCHBIE POTPAMMBI JUII MOOMITBHBIX Telle(hOHOB;

He 3arpy>1<a171 IMPHUIIOKCHUA OT HCU3BCCTHOT'O NICTOYHHKA, BCJ1b OHHU MOI'YT
COACPIKATbL BpECAOHOCHOC IIPOIrpaMMHOC 06CCHC‘{CHI/IC;

[Tocne TOro Kak ThI BBIWJEIIB C CaiiTa, I/1e BBOAMII JIMYHYIO HH(OpMAIIHIO, 3aii11 B
HacTpoiku Opaysepa u yaanu cookies;

[leproauyecku npoBepsiv, KaKue IJIATHBIE YCIIYT'M aKTUBUPOBAHbBI HA TBOEM
HOMEDE;

JlaBaii cBOM HOMEpP MOOMIIBHOTO TeNe(OoHa TOJIBKO JIFOISM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSEIIIb;

Bluetooth nomken ObITH BRIKITIOUEH, KOTJ]a THI UM HE TIOJIb3yetibest. He 3a0biBaii
WHOT/Ia TIPOBEPATH ITO.

Online urpsi

COBpeMeHHbIe OHHaﬁH-HFpBI - 9TO KpaCOYHBIC, 3aXBAThIBAOIINEC PA3BJICUYCHUS,
06’bC,Z[I/IHHIOIHI/IC COTHH TbICAY YCJIOBCK 110 BCEMY MUPY. I/IFPOKI/I HCCIICAYIOT
I[aHHLIﬁ UM MHUD, O6HIaIOTC}I APYT C APpYTrOM, BBIIIOJHAIOT 3aaHUS, CPAKAIOTCA C
MOHCTpaMHU U IMOJYy4YarOT OIIbIT. 3a YAOBOJBCTBHUC OHM IIATAT: IOKYIIAIOT AUCK,
OIJIAYMBAIOT A0OHEMEHT WJIH HpI/IO6pCTaIOT KaKHC-TO OIIIIHH.

Bce aTu cpeacTBa nayT Ha NOAIEPKAHNUE U PA3BUTHE UTPHI, 4 TAKXKE HA CaMy
0€30I1acCHOCTh: COBEPIIEHCTBYIOTCSI CHCTEMbI aBTOPU3AIINH, BBIITYCKAIOTCSI HOBBIE
naTud (IUQpPOBbIe 3aIaTKU I IPOrPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX HTrpax CTOUT OMacaThCsi HE CTOIBKO CBOMX COTIEPHUKOB, CKOJIBKO
KpaXXy TBOETO TapoJisi, HA KOTOPOM OCHOBaHA CMCTEMa aBTOPHU3aIUU OOJIBITUHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO HUI'POBOT'0 aKKAYyHTa:

1. Ecu mpyroit urpox BeaeT ceds TI0X0 WM CO3/1aeT Te0e HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. [Moxanyiica agMUHHACTPATOPAM UTPhI HA MJIOX0E MOBEJECHUE ITOI0 UTPOKa,
KeaTelIbHO MPUIOKHUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii muuHyt0 HHGOpMAIUIO B Ipoaiiie Uurpsol;



4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;
5. He ycranaBnuBaii HeopuImaabHbIC MATIYN U MOJIBI;
6. Mcrionb3yil Cl10>KHBIE U Pa3HbIE TTAPOJIH;

7. [Jaxxe BO BpeMs UIrpbl HE CTOUT OTKJIIOYATh AHTUBUPYC. [1oka ThI urpaemnib, TBOM
KOMIIBIOTEP MOTYT 3apPa3UTh.

OuUmuHr 1M KpaKa JINYHbIX JaHHBIX

OOBIYHOM KpaXkel JCHET M JIOKYMEHTOB CEr0/IHS y>K€ HUKOT'O HE YUBHIIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIILJICHHUKU ITEPEMECTHUINCh B UHTEPHET,
U TIPOJIOIKAIOT 3aHUMAThCS " TFOOUMBIM" EIOM.

Tak mosiBIIIach HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU (DUIIIMHT, TJIaBHAS
11€JTh KOTOPOTO COCTOUT B TIOJIYYCHUH KOH(PUACHITUATHHBIX TaHHBIX
M0JIb30BaTeIeH - TOTUHOB M mapoJiei. Ha anrnuiickom si3bike phishing untaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OCHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl oi03peBaeliib, YTO TBOSI aHKETa Obliia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Vcnonb3yit 6e301macHbie BeO-CallThl, B TOM YHCJI€, UHTEPHET-MAara3uHoB U
ITOMCKOBBIX CHCTEM;

3. Ucnonb3yii crokHbIe U pa3Hble mapoiu. Takum o0pa3om, eciid Te0s B3JIIOMAloT,
TO 3JIOYMBIIIJIEHHUKY TIOy4YaT TOCTYII TOJIBKO K OJJTHOMY TBOEMY MPO(UIIO B CETH,
a He KO BCEM;

4. Eciiu Tebs B3JIOMAJId, TO H€06XOI[I/IMO npeaAynpeanTb BCEX CBOMX 3HAKOMBIX,
KOTOPbIC I[O6aBJ'ICHBI y TeOS B APY3biAX, O TOM, 4TO TeOs B3JIOMaIn H, BO3BMOJKHO,
OT TBOCTO UMCHH 6y,Z[CT pacCblIaThCA CIlaM U CCBIJIKM Ha (I)I/IIHI/IHFOBBIC CaﬁTBI;

5. YcranoBu HaaexHsbIi napoas (PIN) Ha MOOMIIBHBIHN TenedoH;
6. OTKIIIOYHM cOXpaHeHue Mapos B Opays3epe;

7. He oTkpsiBail (aiinbl u Apyrue BIOKEHHUS B MUCbMaX, 1a)Xe €CIU OHU MPULILTH
OT TBOMX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (Daiibl.

[Mudposas penmyranus

[udposas penyraius - 3T0O HEraTUBHASI UJIM TO3UTHUBHASI HH(POPMAILIHS B CETH O
tebe. Komnpomerupyronias nHbopmalius, pa3MelieHHas B UHTEPHETE, MOXKET
CepbhE3HbIM 00pPa30M OTPa3UTHCS HA TBOEH peanbHO xu3Hu. "Ludponas



permyTanus" - 3TO TBOW UMUK, KOTOPBIN (hopMupyercst u3 nHpopmanuu o Tede B
UHTEpPHETE.

TBoe MecTo KUTeNbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH
XapakTepa 1 paccKasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue noapoCTKU JErKOMBICIIEHHO OTHOCSITCS K IMMyOJIMKAIIMU JTUYHON
uHpopmaiuu B UHTEepHETE, HE MOHMMAas BO3MOKHBIX mocieacTBuil. Thl gaxe He
CMO3KeEIllb IOTaaThCsl O TOM, YTO (poTorpadus, pa3MellieHHas S JIeT Ha3aj, cTajia
NPUYMHON OTKa3a MPUHATH T€0s Ha paldoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u apyrue JeiCTBUS MOTYT HE
MCYE3HYTh AK€ MOCIJIE TOTO, KaK Thl UX YJAIHIIb. Tl HE 3HACIIb, KTO COXPAHUI
3Ty UH(POPMALHMIO, TI0T1ajia JIM OHA B IOMCKOBBIE CUCTEMBI M COXPAaHWJIACh JIU OHA, a
IJIABHOE: UTO MOAYMAIOT O TeOE OKPYIKAIOLIUE JIFOU, KOTOPbIE HAWIYT U YBUJAT
3T10. Haiitn nH(opmannio MHOTO JIET CIIyCTsI CMOKET JIFOOOH - KaK U3 J0OPbIX
noOyKJI€HUH, TaK U C HAMEPEHUEM MPUUUHUTD Bpel. DTO MOXKET ObITh KTO
YTOIHO.

OCHOBHBIE COBETHI I10 3aIIUTE HU(PPOBOH peryTaLNU:

1. ITonymaii, mpexae ueM 4To-To MyOIMKOBaTh U MepeiaBath y ce0s B O6Jore wiv B
COIIMAJIbHOM CEeTH;

2. B Hactpoiikax npodusis yCTaHOBH OTpaHUYEHHUS Ha IPOCMOTP TBOETO MpOoduIs
M €T0 COAEPKUMOTr0, CAETIal ero ToIbKo "1y 1py3eit';

3. He pa3memaii u He yka3biBaii HH()OPMAITHIO, KOTOPAsi MOXKET KOTO-THO0
OCKOPOJISITh WK OOMKATh.

ABTOpPCKOE TIPaBo

CoBpeMeHHBbIE MKOJLHUKH - aKTUBHBIE TOJIH30BATENHN IIU(POBOTO MPOCTPAHCTRA.
OHako JajaeKo HE BCE 3HAIOT, UTO I10JIb30BAHUE MHOTUMHU BO3MOKHOCTSIMHU
1upoBOTro MUpa TpedyeT COOJIIOICHHMS MPAaB Ha HHTE/UICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTYyaIbHASI COOCTBEHHOCTH'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOTO yMa, HaUYMHAasi C HOBBIX N300PETeHHI U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOAYKTHI M YCIYTH, U 3aKaHYUBasi KHUTaMH, (hoTorpadusimu,
KUHO(QUIBMAMH U MY3bIKAJIIbHBIMHU MPOU3BEACHUSIMH.

ABTOpCKHE IpaBa - 3TO MIpaBa Ha UHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTb Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBl U UCKYCCTBA. ABTOPCKHE IPaBa BBICTYNAIOT B
Ka4yeCTBE TapaHTUU TOTO, YTO MHTEIJIEKTYaJIbHbIA/TBOPUECKUN TPY aBTOpa HE
OyJeT HanpacHbIM, AACT EMY CIIpaBEUIMBbIE BO3MOKHOCTH 3apad0TaTh Ha
pe3yabpTaTax CBOETO TPy/ia, MOJYyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3
pa3pelIeHns aBTopa HE MOKET BOCIIPOU3BONUTH €TI0 IPOU3BEICHHUE,
pacmpoCTpaHsTh, MyOJIUIHO JEMOHCTPUPOBATh, TPOJABATH, UMIIOPTUPOBATD,



MyCKaTh B MPOKAT, MyOJIUYHO UCTIOIHSITH, MOKA3bIBATH/UCIIONHATH B 3(pupe min
pa3merars B MIHTEpHETE.

Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00ecrieyeHs] MOXKET MPUBECTH K
MHOTUM PUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM /0 OJOKUPOBKH TBOETO
YCTPOMCTBA, I'/I€ YCTAaHOBJIEHA HeJlerajibHas mporpaMMa. He cTouT takxe
3a0BIBaTh, YTO CYLIECTBYIOT JierajbHble U OECIIaTHBIE MPOTPaMMbl, KOTOPBIE
MOYKHO HalTH B CETH.

O noprane

CeTteBUYOK.p( - TBOU IIIaBHBIN COBETUYUK B CETH. 371€Ch ThI MOXKEIIh Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM U JIOCTYIHBIM $I3bIKOM, & TPU BO3HUKHOBEHUU
KPUTUYECKON CUTYaIIMH OOPATUTHCS 32 COBETOM. A TaK)Ke MPUHATH Y4aCTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM!



