YTBEPXJIAIO
o ikapRrgop MBOY /IO «OTIIy

E.B. MakeeBa

HHOJOXEHHUE

00 00padoTKe MEePCOHANBHBIX JAHHBIX ¢ HCMOJIb30BAHUEM CPEJACTB ABTOMATU3ALMHU

|. OBIIUE ITOJIOKEHUSA
1.1. Hacrosiee [Tonoxenune 06 00paboTKe MEPCOHAIBHBIX JAaHHBIX C HCIIOJIb30BaHUEM
cpeactB  aBromaruszauuu  (manee —  Ilomokenme) MyHHIMDATBHOTO — OKOHKETHOTO

00pa30BaTeNILHOTO  YYPESKICHHUS  JIOTIOJIHUTENBHOTO  oOpasoBanus  «OOpa3oBaTeNbHBINA
TexHuueckud neHtp» (mamee - MBOVYJIO «OTLy) pa3paboTraHo B COOTBETCTBUU C
Koucrturynueit Poccuiickoit @enepauun ot 25.12.1993, TpynoBeiM koaexkcoM Poccuiickoit
®enepanun ot 30.12.2001 Ne 197-®3, I'paxxmanckum kojaekcoM Poccuiickoit denepauun ot
30.11.1994 No 51-@3, @enepanbHbiM 3akoHOM «0O0 wuHpOpManyK, HWHOOPMALUMOHHBIX
TEXHOJIOTHAX U 0 3ammuTe uHopmarun» ot 27.07.2006 Ne 149-D3, denepaibHbIM 3aKOHOM «O
NepPCOHAIBbHBIX JaHHbIX» 0T 27.07.2006 Ne 152-®3, IlocranoBnenuem [lpaButenbcrBa
Poccuiickoit ®enepanym «O0 yTBep)AeHUN TPeOOBaHUH K 3aIIUTE MEPCOHAIBHBIX JAHHBIX MPU
ux 00paboTke B MH(POPMAIMOHHBIX CHUCTEMax IMEepPCOHANbHBIX AaHHBIX» OT 01.11.2012 1. Neo
1119, a Taxke IpyrUMH HOPMAaTUBHO-IIPABOBBIMHU aKTaMH, JECHCTBYIOIIMMM Ha TEPPUTOPUU
Poccuiickoit @enepanuu.

1.2. Ilenu pazpabotku [TonoxeHus:

1.2.1. onpenenenue mnopsiaka oOpaOOTKH NMEPCOHATBHBIX JIaHHBIX COTPYJHHMKOB MU
oOyuaromuxcsi, ux poaureneit (3akonueix npeacrasureneil) MBOY /IO «OTLy, a Takke WHBIX
CyOBEKTOB NEPCOHAIbHBIX JaHHBIX, IEPCOHATBHBIE JaHHBbIE KOTOPHIX MOAJEKAT 00pabOTKe Ha
ocHoBaanu noHOoMounii MBOY 1O «OTL»;

1.2.2. obecrnieueHne 3amMTBI TPaB M CBOOOJ 4YelOBeKa W TpaXKJIaHWHA, B T.d.
COTPYJIHHUKOB M 00yyaroluxcs, X poautenen (3akoHHbIX npexacrasuteneit) MbBOY 10 «OTL»,
pu 00paboTKe MX MMEPCOHANbHBIX JAHHBIX, B TOM YHCJIE 3alUThHI IIpaB HA HENPUKOCHOBEHHOCTh
YaCTHOW JKU3HHU, JIMYHYIO U CEMEMHYIO TallHY;

1.2.3. ycraHOBNIEHHE OTBETCTBEHHOCTU JOJDKHOCTHBIX JIMI, HUMEIOIIUX JOCTYI K
NEPCOHANBHBIM JTAaHHBIM, 32 HEBBIIIOJHEHHE TPeOOBaHUI HOPM, PErylupyIOLIMX 00paboTKy U
3alIUTY NEPCOHATIBHBIX JIAHHBIX.

1.3. K mo6oii wuHpOpManuu, coaeplkamield MepcoHaJIbHBIE JaHHBIE CYObBEKTa,
MPUMEHSIETCS PEKUM KOH(UICHIIMATBHOCTH, 32 UCKIIOYEHHEM:

1.3.1. oOe3nMUeHHBIX MTEPCOHATBHBIX JAHHBIX;

1.3.2. 00mIeTOCTYIMHBIX TIEPCOHATBHBIX TaHHBIX.

1.4. PexxuM KOH(MUIEHIIMATEHOCTH MEPCOHATBHBIX JAHHBIX CHHUMAETCS B CIydasX HX
00e3MYMBaHMUsI U TIO HCTEYEHHMH CpPOKAa HMX XpaHEHUs, WIM IPOJJIEBACTCS HAa OCHOBAHUU
3akmtoueHus skcneptHod komuccuu MBOVYIO «OTL», ecnu vHOE HE ONMpEAENIEHO 3aKOHOM
Poccuiickoit @enepanuu.



Il. TEPMUHBI U ONTIPEAEJIEHUSA

2.1. loctyn k wuHpopManMM — BO3MOXHOCTb TMOJIyudeHHs HHpOpMamuun u ee
UCTIOJIb30BaHUSI.

2.2. Nupopmaunuonnas cucrema (MC) — cucrema, npeaHa3HaYCHHAs AJIS XpaHEHHUS,
nmowcka M 00pabOTKM WHQPOpPMAIMK, MW COOTBETCTBYIOIIME OPraHW3alMOHHBIC PECYPCHI
(uenoBeyeckue, TEXHUYECKHE, PUHAHCOBBIC U T. I.), KOTOPbIE 00ECIIEUYNBAIOT U PACTIPOCTPAHSIOT
nHpopMaIuio.

2.3. Uudopmanusi — cBefcHUs (COOOIICHMS, JAaHHBIC) HE3aBUCUMO OT (OPMBI UX
npeacrasienus (ct. 2 @3 PO ot 27.07.2006 r. N 149-03 «O06 nndopmanuu, nHGOPMaITMOHHBIX
TEXHOJIOTUSIX U 3aIIUTE UH(OPMAITII).

2.4. Hocutens wuHpopManum — §1000i MarepuanbHbIi OOBEKT WM Cpena,
UCTIOJIb3YEMBIH JIJIsl XpaHEHHs WM Nepeadd HH(pOopMaIim.

2.5. O0e3IMYMBaHUe TEPCOHAIBHBIX JAAHHBIX — JICHCTBHS, B PE3YyIbTaTe KOTOPHIX
CTAaHOBHUTCS HEBO3MOXHBIM 0€3 HCIIOJIb30BAHMS JIOMOJHUTENbHON MHGOpMAIUU ONpeAeTUuTh
MIPUHA]JICKHOCTD MIEPCOHATBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHANBHBIX JaHHBIX (CT. 3
O3 PO o1 27.07.2006 1. N 152-03 «O nepcoHambHBIX JAHHBIX)).

2.6. O0paboTka mNepCcOHAJTbHBIX MAHHBIX — 1000 JelicTBUe (omepamus) WK
COBOKYITHOCTb  J€MCTBHI  (omepanuii), COBEpIIAEMbIX C  HCIOJb30BAHHUEM  CPEJCTB
AaBTOMATH3aIMK WM 0€3 UCIOJIB30BAHUS TAKUX CPEICTB C MEPCOHATBHBIMU JAaHHBIMH, BKIIOUYAs
cOop, 3amuch, CUCTEMATU3AIINIO, HAKOIICHHUE, XpaHEHUE, yTouHeHue (0OHOBIIEHHE, U3MEHEHHE),
U3BJICUCHNE, HCIIONB30BaHUE, TNepeAady (paclpoCTpaHeHHe, MPEJOCTaBICHUE, HOCTYI),
oOe3nuunBaHue, OJOKHUpPOBaHHE, YAAICHUE, YHUUTOXKEHHE TIEPCOHANBHBIX AaHHbBIX (cT. 3 ®3 PO
o1 27.07.2006 . N 152-®3 «O nepcoHaNbHBIX JAHHBIX)).

2.7. Onepartop — rocy1apCTBEHHBIA OpraH, MyHUIIUNIAIBHBIN OpraH, IOpUANYECKOE WIIN
buznyeckoe IUI0, CAMOCTOSATENBHO WIM COBMECTHO C IPYTMMHU JIUIIAMHU OPraHU3YIoIue U (WIIN)
OCyIIeCTBIsIfoIME OOpabOTKYy TMEpPCOHAJIbHBIX JMAHHBIX, a TaKXKe OIpeAesaiouIe I[elu
00pabOTKH MEePCOHATBHBIX JAHHBIX, COCTAB MEPCOHATBHBIX JAaHHBIX, MOJICKANUX 00padoTKe,
JeificTBUS (omepaium), CoBepIlaeMble ¢ MepcoHaNbHbIMU JaHHBIMU (cT. 3 @3 PD ot 27.07.2006
r. N 152-®3 «O nepcoHaNbHBIX JAaHHBIX»).

2.8. llepconanbHbie JaHHbIe — Jt00as WHGOpPMAIHSA, OTHOCSIIASACS K TPIMO WA
KOCBEHHO ONpEAEICHHOMY WU OnpezensieMoMy (usnueckoMy Juily (CyOBEKTY MepCOHaIbHBIX
naHHbIX) (cT. 3 @3 PO ot 27.07.2006 1. N 152-D3 «O nepcoHaNbHBIX TaHHBIX).

2.9. CpeacrBo 3ammtbl uHpopmamuu (C3M) — TexHUYecKoe, MPOTrpaMMHOE
CPEeACTBO, BEIIECTBO M (WJIM) MaTepuai, MpelHa3HAueHHbIE WJIM HCHOJb3yeMble Ui 3alUThI
uH(pOpMaLIUH.

2.10. Cy0beKT mepcoHAJbHBIX JAHHBIX — (U3UYECKOE JIUI0, KOTOPOE MPSMO WIIH
KOCBEHHO ONPEETICHO MK OMPEEIIieMO C IIOMOIIBIO MTePCOHATBHBIX JAaHHBIX

111. MOPAJOK XPAHEHUSA NEPCOHAJIBHBIX JAHHBIX
3.1. Xpanenue HocuTenedl (AMCKET, TUCKOB M T.II.), COJIEPKALIMX IEePCOHAIbHBIC
JTAaHHBIE, JOJDKHO OCYIIECTBISATHCSA B CHEIMAIbHBIX MaNKaX, 3aKphITHIX MIKadax uiaM ceidax, B
NOPSIKE, UCKITIYAIOIIEM JOCTYIl K HUM TPETHUX JIULL.
3.2. be3onacHOCTh TEPCOHANBHBIX MAHHBIX TpPU MX 00pabOTKE C WCIOIE30BAaHHEM
TEXHUYECKUX U MPOrPaMMHBIX CpEACTB OOECHEYMBAETCS C IOMOIIBIO CHCTEMbI 3alIUThI
MEPCOHAIBHBIX JIaHHBIX, BKIIIOYAIOLIEH B ce0si OpraHM3allMOHHBIE MEPBI U CPEACTBA 3aAIIUTHI
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UH(pOPMaLNH, YAOBIETBOPAIOLINE YCTaHABINBAEMBIM B COOTBETCTBUU C 3aKOHOAATEIbCTBOM PD
TpeOOBaHUAM, 00€CIICUNBAIOIINM 3ALIUTY WH(OPMAIIHH.

3.3. O6padoTtka nepconanbHbiXx AaHHbIX B MBOVY]JIO «OTL» ocymecTBasercs 10
yTpaTbl NpPaBOBBIX OCHOBaHWN 0OpaOOTKM MEpPCOHANBHBIX JaHHBIX. IlepedeHbr HOpPMaTHBHO-
IPaBOBBIX aKTOB, OINPENENIAIONIUX OCHOBAaHH 00pabOTKM mepcoHanbHbIX AaHHBIX B MBOY 10
«OTL» onpexnensercs «Ilepeunem cBeneHuil, cogepKaIIUX NEPCOHAIBHBIC JAHHBIE U IIPABOBbIE
OCHOBaHUs 00paOOTKU NEPCOHANBHBIX JAHHBIX).

3.4.1lo wucreyenuu cpoka xpadeHuss (30 ngHeH, eciu HWHOE HE TMPOMHMCAHO B
HOPMATHUBHO-IIPABOBBIX AaKTax) A MAaIlMHHBIX HOCHUTENEH JOMyCKAeTCs I'apaHTUPOBAHHOE
ynainenue  uHGOpMAlMKM ~ METOJOM  MHOTOKPAaTHOW  MEepe3almucd € [OMOIIBIO
CHeIMaTU3UPOBAHHBIX Mporpamm (Hampumep, «Safe Erase», «Eraser», «FDelete») 06e3
YHUUTOKEHUS MAaTEPUATIbHOTO HOCUTEIIS.

1IV. HOPAAOK UCITIOJBb30BAHUS IEPCOHAJIBHBIX TAHHBIX

4.1. O6paboTka TMEepPCOHATBHBIX JAHHBIX MOXKET OCYIIECTBISITHCS HCKIIOYHUTEIHHO B
HeIsIX OKa3zaHusd YCIyr B cdepe AOMOTHUTENBHOrO 00pa3oBaHUS MO JOMOJHUTEIHHBIM
00111e00pa3oBaTeIbHBIM MIPOTPAMMaM: JIOTIOJIHUTEIBLHBIM OOIIEPa3BUBAIOIIUM IPOTpaMMaM U
JIOTIOTHATEIBHBIM TPEAPOPECCHOHATBHBIM TIPOrpaMMaM, IMPOrpaMMaM MPOPECCHOHATHHOTO
00y4eHUs1, MPUHATUS PEIICHUS O TPYA0YCTPOMCTBE, KaAPOBOTO MIAHUPOBAHUS, OCYIICCTBICHUS
TPYIOBBIX OTHOLIEHUWH, M B CJIydasX, YCTAHOBIICHHBIX 3aKOHOJATEIbCTBOM Poccuiickoi
®denepauuu.

4.2. Ilpu omnpeneneHun oObeMa M colepkaHHUs, 00padaThIBAEMBIX IEPCOHATBHBIX
nanHeix  MBOYIO «OTL» nomxeH pykoBoxactBoBarbesi Konctutyuuein Pocculickoit
®enepaunn ot 25.12.1993, TpynoBeim koaekcoM Poccuiickoit @epepauun ot 30.12.2001
Nel197-®@3, denepanbHbiM 3aKkoHOM «O TepcoHaNbHBIX AaHHBIX» OT 27.07.2006 No 152-D3,
®denepanbHbIM 3akoHOM «O0 o6pa3oBanuu B Poccuiickoit deneparum» ot 29.12.2012 Ne273 u
WHBIMM HOPMaTUBHO-NIPaBOBbIMM akTamu Poccuiickonn ®enepanuu, a Takke HACTOSALUM
[Tonoxxenuem.

V. NOPAAOK NEPEJJAYU MEPCOHAJIBHBIX TAHHBIX

5.1. IlepenaBath mepcOHaNbHBIE JaHHbIE CYOBEKTOB JOMYCKAeTCA TOJIBKO TEM
COTPYIHUKAM, KOTOPBIE UMEIOT JOMYCK K 00pa0OTKe MePCOHANBHBIX JaHHBIX.

5.2. [lpegocraBieHre TEPCOHANBHBIX JaHHBIX JOMYCKaeTcs B COOTBETCTBUH C
3aKOHOAATeNsCTBOM Poccuiickoit denepannu, a Takxke B MyHununanbHoe yupexaenue Otaen
obpazoBanust Anmunuctpanuu TapacoBckoro paiiona (346050, n. TapacoBckuid, yn. Jlenuna, i.
29); MBY «I1BO» Tapacosckoro paiiona (346050, n. Tapacosckuii, yin. Mupa, 1. 25), MBY3
LIPB Tapacosckoro paitona (46050, i. TapacoBckuid, yi1. Jlenuna, 1. 7).

VI. OPTAHU3ALIIUA 3AIUTHI HEPCOHAJIBHBIX IAHHBIX
6.1. 3ammTa NepcoHaNbHBIX JAHHBIX CYOBEKTa OT HEMPAaBOMEPHOTO MX HCIOIb30BaHUS
win yrpatel obecnieunBaercs MBOVY /IO «OTLl» 3a cueT cBOMX CpeACTB.
6.2. 3anmTa nepcoHaJbHBIX JAHHBIX JIOJKHA BECTHCH 10 TPEM B3aUMOJIOIOIHSIOIINM
HaIpPaBJICHUSAM:
6.2.1. [IpoBeneHne OpraHU3aIMOHHBIX MEPOTIPUSTHIA:



6.2.1.1. pa3zpaboTka u BHEJIPEHUE BHYTPCHHHUX OpraHU3aIMOHHO-
pacTopsiAUTEIBHBIX JOKYMEHTOB, PETJIaMEHTHPYIOIIUX OOpaOOTKy M 3allUTy MEePCOHATBHBIX
JTAHHBIX CYOBEKTOB, B TOM YHCIIE TIOPSAOK TOCTYTAa B IIOMEIICHHS U K EPCOHATBHBIM JaHHBIM;
6.2.1.2. o3HaKOMIIGHHE COTPYAHHUKOB C 3aKOHOJIATeNbCTBOM Poccuiickoii
Oenepariii ¥ BHYTPSHHUMH HOPMATHBHBIMUA JOKYMEHTaMH, TIOJy4e€HUE OO0s3aTeIbCTB,
Kacaroluxcsi 00pabOTKH MEPCOHANBHBIX JAHHBIX;
6.2.1.3. opranuzanus yuyéta HOCUTEJICH MepCOHATBHBIX JaHHBIX;
6.2.1.4. pazpaboTka MoJieau yrpo3 0€30MaCHOCTH IEPCOHATBHBIM JIaHHBIM;
6.2.1.5. mpoBeneHne  0oOy4YeHHS  COTPYJHHKOB IO  BOIPOCAM  3alUTHI
MEPCOHATBHBIX JaHHBIX.
6.2.2. [IporpamMmmHO-anmapaTHas 3amuTa:
6.2.2.1. BHepeHHne MPOrpaMMHO-AINAPATHBIX CPEACTB 3allUThl MH(POpPMAINH,
npoulemux B cooTBercTBUM ¢ DenepanbHbiM  3akoHOM Nel84 or 27.12.2002 r. «O
TEXHUUYECKOM PEryJIHpOBAHUNY OLICHKY COOTBETCTBUS;
6.2.3. lH)xeHepHO-TeXHUYECKas 3alluTa;
6.2.3.1. yctanoBka celipoB wiaM 3anuparomuxcs MmkahoB IS XpaHEHUs
HOCHTEJICH MEePCOHATBHBIX TaHHBIX;
6.2.3.2. ycTaHOBKa yCUJICHHBIX JIBEpPEH, CHTHAIM3AIUH, PEKIMA OXPAHbI 31aHUS 1
MIOMEIIEHUH, B KOTOPBIX 00pa0aThIBAIOTCS IEPCOHATILHBIC TaHHBIC.

6.3. OnpeneneHre KOHKPETHBIX MEp, OOIIYI0 OPraHU3aIUIo, TNIAHKPOBAHNE M KOHTPOIIb
BBITIOJTHCHUSI MEPOIIPHUITHN 10 3alIUTEe NMEPCOHATBHBIX JTAHHBIX OCYIIECTBIISCT OTBETCTBCHHBIN
3a OpraHu3aluio 00padOTKH MEPCOHAIBHBIX JAHHBIX B COOTBETCTBHH C 3aKOHOJATEIILCTBOM B
o0yacTu 3alUThl MEPCOHATBHBIX JAHHBIX M JIOKAJIbHBIMH HOPMATHBHO-TIPAaBOBBIMH aKTaMU
MBOY 1O «OTL».

6.4. Opranu3anuio ¥ KOHTPOJb 3alIUTHl MEPCOHANBHBIX JAaHHBIX B CTPYKTYPHBIX
noapasaeneHusx MbBOY IO «OTL» ocymecTBistOT UX HENOCPEICTBEHHbIE PYKOBOIUTEH.

ViI. HOPAJOK NPEJOCTABJIEHUA JOCTYIIA K HIEPCOHAJIBHBIM
JAHHBIM

7.1. Jlonyck K mepcoHalbHBIM JIaHHBIM CYOBEKTa MOTYT UMETh TOJIBKO T€ COTPYIHUKU
MBOY IO «OTL», KOTOpbIM MepCOHATbHBIEC JaHHBIE HEOOXOJUMBI B CBS3H C HUCIIOJIHEHUEM UMU
CBOMX TPYIOBBIX OOsi3aHHOCTEH. [lepeyeHb TakMX COTPYAHHMKOB OTpakeH B «CIuCKe JHIL,
JIOCTYIl KOTOPBIX K IE€PCOHAIBHBIM JIaHHBIM HEOOXOAUM Ul BBIOJHEHHS CIIY)KEOHBIX
(TpyAOBBIX) 00s3aHHOCTEN».

7.2. Ilponienypa opopmiteHHs JOMycKa K MePCOHATLHBIM JIAHHBIM MPEJICTABISET COOOM
CIEAYIOLIYIO CTPOTYIO MTOCIEA0BATEIbHOCTD ICHCTBHIA:

7.2.1. o3HaKOMJIEHHE COTpyAHMKA ¢ HacrosimuM llonoxenueMm, «[IpaBumamu
00paboOTKN MEPCOHATBHBIX JTaHHBIX» U IPYTMMH JIOKAJIbHBIMH HOPMaTUBHO-IIPABOBBIMHM aKTaMU
MBOVY 10 «OTL», kacaromumucs 06paboTKH MepCOHABHBIX JaHHBIX;

7.2.2. uctpeboBanue ¢ corpyanuka «O0s3aTeNbCTBa 0 HepasrialeHnl HH(opMaIiu
OTPaHUUYEHHOI0 JIOCTYMay;

7.3. Kaxplil cCOTpyIHHK JTOJDKEH UMETh JOCTYI K MUHUMAJIbHO HE00X0AUMOMY Habopy
NEPCOHAIBHBIX JIAHHBIX CYOBEKTOB, HEOOXOJHWMBIX €My JJsi BBIIOJHEHHS CIIY>KEOHBIX
(Tpy10BBIX) 00SI3aHHOCTEH.



7.4. CoTpynHukaMm, HE WMEIOIIMM HaJJIeKaluM 00pa3oM O(OPMIICHHOTO JOIMYyCKa,
AOCTYII K NIEPCOHAJIbBHBIM NTaHHBIM CY6'LCKTOB 3alpeuIacTCA.

VIill. TPEBOBAHMUS 1O OBECIHEYEHUIO BE3OITACHOCTH
8.1. [Ipu 00paboTKe MEpPCOHAIBHBIX JAHHBIX B HMH(POPMAIMOHHON CHCTEME OJDKHO
OBITH 00ECIIEUEHO:

8.1.1. npoBeneHre  MEpONPUATUMN,  HANpaBICHHBIX  Ha  MPEIOTBpAlICHHE
HECaHKIIMOHUPOBAHHOIO JOCTYIa K MEPCOHAIBHBIM JaHHBIM U (WJIM) Nepeadye Ux Juiam, He
MMEIOIIMM TIpaBa JI0CTYIa K TaKoW HHPOPMAaLUK;

8.1.2. cBoeBpeMeHHOE OOHapykeHHEe (DAaKTOB HECAHKIIMOHHMPOBAHHOTO JOCTyHa K
NIEPCOHAIBHBIM JJAaHHBIM;

8.1.3. HegomylIeHNEe BO3JACHCTBUS HAa TEXHUYECKHE CPEJICTBA aBTOMATH3HPOBAHHOM
00pabOTKM MEepCOHANBHBIX JAaHHBIX, B PE3yJbTaTe€ KOTOPOrO MOXKET OBITh HApYIIEHO HX
(GyHKIIMOHUPOBAHUE;

8.1.4. BO3MOXKHOCTh HE3aMEIJIUTENFHOTO BOCCTAHOBIICHUSI MEPCOHAIBHBIX JAHHBIX,
MOIM(PUIIMPOBAHHBIX WM YHHUTOKEHHBIX BCJIEACTBHE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;

8.1.5. mOCTOSIHHBIM ~ KOHTPOJIb Hajx  OOECIeYeHHEeM YpPOBHS — 3alIMIICHHOCTH
NEPCOHAIBHBIX JIAHHBIX.

8.2. Mepomnpusitasi 1o 00eCTIeYeHHI0 OE30MaCHOCTH MEPCOHANBHBIX JaHHBIX MPH UX
00paboTKke B MHPOPMAITMOHHBIX CHCTEMaX BKIIFOYAIOT B CEOS:

8.2.1. onpenenenue yrpo3 6€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe,
dbopMupOBaHUE HA KX OCHOBE MOJIEIH YTPO3;

8.2.2. pa3paboTKy Ha OCHOBE MOJIEJIM YrpO3 CHCTEMbI 3alIUTHl HHQPOpPMAIUH,
oOecrieunBarolIel HEHUTpaIU3alUI0 MPEIIoyiaraéMbIX YIpo3 C HCIOJIb30BAHHEM METOJIOB H
CIoco0O0B 3allIUTHI MEPCOHATBHBIX JaHHBIX, IPEIYCMOTPEHHBIX I COOTBETCTBYIOIIETO Kilacca
WH(POPMAIIMOHHBIX CHCTEM;

8.2.3. MpoBepKy TOTOBHOCTH CPEJICTB 3aIIUTHl HH()OPMAIMM K HCIOIB30BAHUIO C
COCTaBIJICHUEM 3aKIIFOUYSHHI O BO3MOYKHOCTH X JKCIUTyaTalluy;

8.2.4. ycTaHOBKY HW BBOJl B OKCIUIyaTallMI0 CPEICTB 3allUThl WHPOPMAIUH B
COOTBETCTBUM C HKCIUTYaTAallMOHHON M TEXHUYECKOH TOKyMEHTallueH;

8.2.5. oOyuenue 77U, UCHOJB3YIOIIMX CPEACTBA  3alIUTHl  WH(OpManuH,
MpUMEHsIeMbIE B THPOPMAIIMOHHBIX CUCTEMaX, MpaBuiIaM paboThl C HUMH;

8.2.6. yueT mpuUMeEHsIeMbIX CPEJCTB 3aIlUThl MH(OPMAIMM, IKCIUTYaTallMOHHOW WU
TEXHUYECKOH TOKyMEHTAIUN K HUM, HOCUTEJIEH MepCOHATBHBIX JaHHBIX;

8.2.7. yuer nMI, JOMYIIEHHBIX K paboTe ¢ TMEpPCOHAILHBIMH JIaHHBIMH B
MH(OPMALIMOHHON CHCTEME;

8.2.8. KOHTPOJIF TO COOJIFOJICHUIO YCJIIOBUW HCIIOJIB30BAHMS CPEJCTB  3aIIUTHI
UH(OPMaLINH, TPETyCMOTPEHHBIX IKCIUTyaTalIMOHHON M TEXHUYECKOH TOKYMEHTAIIUH;

8.2.9. pa3bupaTenbCTBO U COCTaBJICHHE 3aKIIOUEHUH MO (akTaM HECOOII0eHUS
YCIOBUM XpaHEHUS HOCHUTENEH IEepPCOHANBHBIX aHHBIX, WCIOJb30BAHUS CPEACTB 3allUTHI
UHpOpPMaLIUU, KOTOPble MOTYT MPUBECTH K HApYIIEHUIO KOH(PHUIAECHIMAILHOCTH MEPCOHAIBHBIX
JMAHHBIX WA JPYTUM HApYIICHUSM, TPUBOIAIIMM K CHI)KCHUIO YPOBHS 3alUIIEHHOCTH
NEPCOHANBHBIX JAHHBIX, Pa3padOTKy M NPUHATHE MEp MO TPEAOTBPAIICHUIO BO3MOKHBIX
OTIACHBIX MOCJIEACTBUI MOJOOHBIX HAPYLIECHUII;



8.2.10. onmcanne CUCTEMBI 3aIIUTHI HHPOPMAIIUH.

8.3. OcymiecTBieHne MEpONPUATHI MO 00eCreYeHnI0 0e30MacHOCTH TMEPCOHATBHBIX
JAHHBIX IpU UX 00paboTKe B MHPOPMALIMOHHON CHCTEME YITOJTHOMOUYEHHBIM JIMIIOM BO3J1araeTcs
Ha OTBETCTBEHHOTO 3a obecneuenue 6ezonacHocty nHpopmamn MBOY IO «OTL».

8.4. Criucok JuI, MMEIOUINX AOCTYH K 3alUINacMoi WHPOpMAaLUH, YIOJTHOMOUYEHHBIX
Ha 00pabOTKy ATUX JAaHHBIX U HECYIIUX OTBETCTBEHHOCTb B COOTBETCTBUU C 3aKOHOIaTEIbCTBOM
Poccuiickoit ®enepauuu 3a HapylleHHE peXHUMa 3alIUThl NEPCOHAIBHBIX JIaHHBIX,
yTBepkaaercs npukazoM aupekropa MbOY IO «OTL».

8.5. IIpu obHapyxeHUH HapylIEHUN MOpsAKa MPEIOCTaBICHUS NEPCOHAIBHBIX JaHHBIX
YIOJIHOMOYEHHOE JIMI0 HE3aMEIIUTENbHO TPUOCTAHABIMBAET MPEAOCTaBICHUE IEPCOHAIBHBIX
JAHHBIX TIOJB30BATEIISIM HH(POPMAITMOHHON CHCTEMBI /IO BBISBICHHS NPUYUH HApYIICHUH U
YCTpaHEHUS ITUX TPUYHH.

8.6. uple TpeOoBaHMs MO obOecredeHnio Oe30MmacHOCTH WH(POPMAIMU M CPEJICTB
samuthl nHpopmaruu B MBOYJIO «OTLl)» BBIMOJHSAIOTCS B COOTBETCTBHH C TPEOOBAHHUSIMU
denepanbHBIX OPraHOB HUCIOJIHUTEIBHON BIACTU M OPTraHOB HCIIOJHUTENBHON BIACTH CYObEKTa
P®, B koTopom Haxoautcs Oneparop.

IX. OCOBEHHOCTHU OBECIIEYEHUS BE3OITACHOCTHU INEPCOHAJIBHBIX
JTAHHBIX ITPU UX OBPABOTKE B UTHOOPMAIIMOHHOMN CUCTEME

9.1. CocraB undpopmarmonnbix cuctem MBOYIO «OTL» onpenensiercs «llepeunem
MH(OPMALIMOHHBIX CUCTEM.

9.2. Tlog TEXHUYECKHUMH CPEACTBAMHU, IO3BOJIAIOIIMMHU OCYIIECTBISATH OOpPabOTKY
MEPCOHAIBHBIX JAHHBIX, TOHUMAIOTCS CPEACTBA BBHIYMCIUTEILHON TEXHHUKH, WH(OPMAIMOHHO-
BBIUMCIIUTENbHBIE KOMILJIEKCHI U CETH, CPEACTBA M CHCTEMBI Mepeaayu, npueMa u oOpaboTKu
NEPCOHAIBHBIX  JIaHHBIX, MPOrpaMMHBIE CpPEACTBa, CpEACTBA 3alIUThl  HMH(OpMALUH,
MpUMEHsIeMbIe B HHPOPMAIIMOHHBIX CUCTEMaX.

9.3. be3onacHOCTh  MEPCOHATBHBIX  JAHHBIX JOCTHTACTCS IYTEM  HCKIIOYCHUS
HECaHKI[MOHMPOBAHHOTO, B TOM 4HCIE CIy4allHOTO, JOCTyla K IEPCOHAJIbHBIM JaHHBIM,
pPe3yJIbTaTOM KOTOPOIO MOKET CTaTh YHMUTOKEHUE, U3MEHEHHE, OJIOKHPOBAaHKE, KOITMPOBAHUE,
pacnpocTpaHeHue NEPCOHATBHBIX JAHHBIX, @ TAK)KE MHBIX HECAHKI[MOHUPOBAHHBIX JEHCTBUM.

9.4. CpenctBa 3amuTsl MH(GOpMAIMK, TPUMEHsIeMble B HUHPOPMALIMOHHBIX CUCTEMaX, B
00s3aTEIbHOM TMOPSAZKE TMPOXOJAT TPOLEAYPY OLEHKH COOTBETCTBUS B YCTAHOBJICHHOM
3aKoHozAarenbCcTBOM PD nopsiaxke.

9.5. OOMeH mepcoHaIbHBIMU JAaHHBIMU HpU HUX 00paboTke B HHGPOPMAIMOHHBIX
CUCTEMaX OCYIIECTBJISIETCSl MO KaHalaM CBSA3HM, 3allliTa KOTOPBIX OOECIeYyuBaeTcsi MyTeM
peau3ay COOTBETCTBYIOIMX OPraHU3AIllMOHHBIX MEp, a TakXKe MPUMEHEHUs TEXHUYECKUX U
(unM) MpOrpaMMHBIX CPEJICTB.

9.6. Pazmerierne WHQPOPMAIIMOHHBIX CHCTEM, CIICIIHAIBHOE OOOPYIOBaHHWE M OXpaHa
MIOMEIIEHUH, B KOTOPBIX BeaeTcsl paboTa ¢ MepCOHAIbHBIMU JAHHBIMU, OpPraHM3alus pexuMa
oOecrieyeHnss 0€30MaCHOCTH B H3TUX IOMELICHHAX JOJDKHBI OOecleYnBaTh COXPAHHOCTh
HOCUTENIell NMEepCOHANbHBIX NAHHBIX M CPEJICTB 3alIUThl MHPOPMALMHU, a TAKKE HCKII0YaTh
BO3MOXKHOCTh HEKOHTPOJIMPYEMOTO IMPOHUKHOBEHUS WIM TNpeObIBaHUS B 3TUX TMOMEIIEHUAX
MOCTOPOHHUX JIMII.



9.7. be3omacHOCTh TEPCOHATBHBIX NTaHHBIX TpPH UX 00paboTke B WH(OPMAIMOHHOM
cucreMe  00ecleuyrnBaeT  CIELUUAIUCT, OTBETCTBEHHBIM 3a  OpraHu3amuio  o0paboTKU
nepcoHanbHbIX TaHHbIX B VIC (0TBETCTBEHHBIH 3a oOecrieueHne 0e30macHoCT HH(opManum).

9.8. [Ipu 00paboTKe MEpPCOHATBHBIX JAHHBIX B MH(POPMALMOHHOW CHUCTEME JOJIKHO
OBITH 0OecIeueHo:

9.8.1. mpoBeZicHHE ~ MEPONPHUATUH,  HANpaBICHHBIX  HA  MPEIOTBPAIICHHE
HECAHKIIMOHUPOBAHHOTO JIOCTYNA K MEPCOHAIBLHBIM JTAHHBIM U (WIJIM) Mepeadd WX JIMIaM, He
UMEIOIIINM TIpaBa JIOCTYIa K TaKOW HHPOPMAIINH;

9.8.2. cBoeBpeMeHHOE OOHapyX)eHue (AaKTOB HECAHKIIMOHUPOBAHHOTO JOCTYIA K
NIEPCOHAIBHBIM JJAaHHBIM;

9.8.3. HexomyIIeHNEe BO3JCHCTBUS HAa TEXHUYECKHUE CPEICTBA aBTOMATH3HPOBAHHOM
00pabOTKM TMEpPCOHAIBHBIX JaHHBIX, B PE3yJIbTaT€ KOTOPOTO MOXET OBITh HApYIIEHO WX
(YyHKIIMOHUPOBAHUE;

9.8.4. BOBMOXHOCTh HE3aMEUINTEIILHOTO BOCCTAHOBJIICHHS NIEPCOHAIBHBIX JIaHHBIX,
MOJU(PUIIMPOBAHHBIX UM YHUYTOXKCHHBIX BCIIEJICTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K HHIM;

9.8.5. NOCTOSTHHBIA ~ KOHTPOJb HaA OOecleyeHHUEeM YpOBHS  3alIMIIEHHOCTU
NIEPCOHAIBHBIX JIAHHBIX.

9.9. Mepomnpusitast o 00€CTIEYeHHI0 OE30MAaCHOCTH TNEPCOHANBHBIX JAHHBIX TNPH HX
00paboTKke B MHPOPMAITMOHHBIX CUCTEMaX BKIIFOUYAIOT:

9.9.1. onpexnenenue yrpo3 6€30MaCHOCTH MEPCOHATBHBIX TaHHBIX ITPH UX 00paboTKe,
¢dbopMHpOBaHUE HA UX OCHOBE MOJICIH yTPO3;

9.9.2. pa3paboTKy Ha OCHOBE MOJIEIH YrpO3 CHCTEMbI 3alIUTHl HHPOpPMAIUH,
o0ecrieunBaroIei HEHTpaIM3alMI0 MPEIIOoIaracMbIX yrpo3 C HCIOJIb30BAHUEM METOJOB U
CIOCOOOB 3alUTHI TIEPCOHAIBHBIX JaHHBIX, TPEAYCMOTPEHHBIX JIJIsl COOTBETCTBYIOIIETO Kiacca
WH(POPMAIIMOHHBIX CHCTEM;

9.9.3. mpoBepKy TOTOBHOCTH CPEJCTB 3aIIUThl MH()OPMAIMK K HCIOJIB30BAHUIO C
COCTaBIJIEHUEM 3aKIIFOUYSHHI O BO3MOYKHOCTH HX KCIUTyaTallny;

9.9.4. yctaHOBKY W BBOJl B OKCIUTyaTallMIO CPEICTB 3alIUTHl WHPOpPMALIUU B
COOTBETCTBUU C AKCIUTyaTallMOHHOW U TEXHUYECKON JOKYMEHTAIUEN;

9.9.5. oOyuenne I5MI, WCMONB3YIOMIMX  CpPEACTBA  3alIMTHl  HH(OpMAIUH,
npUMeHsieMble B HH(OPMAIIMOHHBIX CUCTEMAaX, IpaBuiIaM pabOThl C HUMU;

9.9.6. yuer mpuUMeHsIeMbIX CPEJCTB 3aIIUThl MH(OPMAIMM, SKCIUTYaTAalMOHHOW WU
TEXHUYECKOH TOKyMEHTAllUU K HUM, HOCUTEJIeH MepCOHaIbHbBIX JaHHBIX;

9.9.7. yuer MU, JOMYIIEHHBIX K paboTe ¢ MEepPCOHAIBHBIMU JIaHHBIMH B
MH(OPMALIMOHHON CHCTEME;

9.9.8. KOHTPOJIF TO COOJIIOJICHUIO YCIIOBUH HCITOJIb30BAHUS CPEJCTB  3aIUTHI
UHPOPMALINH, TPETYCMOTPEHHBIX IKCIUTYaTAIIHOHHON M TEXHUYECKOH TOKYMEHTAIINH;

9.9.9. pa3bupaTebcTBO M COCTaBIICHUE 3aKIIOYCHHNA 1O (hakTaM HECOOJIOICHUS
YCIOBUM XpaHEHUS HOCHUTENEH IEepPCOHAIBHBIX JaHHBIX, WCIOJb30BAHUS CPEACTB 3allUTHI
uHpOpMaIMU, KOTOpble MOTYT HPUBECTH K HapYIICHUIO KOH(QUACHINATBHOCTH MEPCOHATBHBIX
JAHHBIX WM JPYTUM HapyIIEHUSM, NPUBOJAIIMM K CHIDKEHUIO YPOBHS 3allMIEHHOCTU
NEPCOHANBHBIX JAHHBIX, Pa3pabdOTKy M NPUHATHE MEp MO NPEAOTBPAIICHUIO BO3MOKHBIX
OTIACHBIX MOCIIEJACTBHUI MOAOOHBIX HAPYLIECHUII;

9.9.10. orMcanme CHCTEMBI 3alUTHI TEPCOHATBHBIX JAHHBIX.



9.10. npie TpeboBaHUS IO OOECTCUCHHIO OE30MacHOCTH HWH(GOpPMAIMU W CPEACTB
samuTel uHGOpManmu B MBOYIO «OTL]» BBIMOTHSIOTCS B COOTBETCTBHH C TPEOOBaHUSIMU
denepanbHBIX OPraHOB UCIOJHUTEIBHON BJIACTH M OPTaHOB HCIIOJIHUTEIBHON BJIACTH CYOBEKTa
P®, B koTropom Haxoautcst Oneparop.

X. OTBETCTBEHHOCTbD 3A HAPYHIEHUE HOPM, PEI'YJIUPYIOLIUX
OBPABOTKY U 3AIIUTY INEPCOHAJIBHBIX TAHHBIX

10.1. OTBeTCTBEHHOCTh 3a CcOOMIOZIcHWE TpeOOBaHUN MO 3amuTe HWHPOPMALUH
OTPaHUYEHHOT0 JOCTyNa M HaJJIeKallero MopsAaKka MPOBOJUMBIX pabOT Bo3jaraercss Ha
nonb3oBareneid MC, oTBercTBeHHOro 3a oOecrieuyeHHe O€30MAaCHOCTH HWHPOPMALUU |
OTBETCTBEHHOTO 33 OPraHHU3AIHI0 00padoTKH nmepcoHanbHbIX HaHHBIX MBOY 1O «OTL».

10.2. Corpynuuku MBOY IO «OTLl», BUHOBHBIE B HAPYIIEHUH HOPM, PETYIHUPYIOLINX
NOJy4eHue, 00paboTKy M 3aIUTy NEPCOHANBHBIX JAaHHBIX CYOBEKTa, HECYT AMCHUIUIMHAPHYIO,
aIMUHHUCTPATUBHYIO, TPAKIaHCKO-TIPABOBYIO M YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHUHU C
3akoHOAaTeNnbCcTBOM Poccuiickon denepannm.

10.2.1. Pa3rnamieHue nepcoHaabHBIX JaHHBIX CyOBeKTa (Iepenaya uX MOCTOPOHHUM
JUIaM, B TOM YHCIE JAPYTUM COTPYJHUKaM, HE HMMEIOLIUM K HHUM JOIYCK), UX MYyOJIWYHOE
packpsiTuE, yTrpaTa JOKYMEHTOB W HMHBIX HOCHUTENEH, COJEpXallUX IE€PCOHAIbHbIE JIaHHBIE
CyOBeKTa, a TaKXKe WHBIC HapylmIeHUS OOs3aHHOCTEH 10 WX 3amuTe U o0paboTke,
YCTaHOBJIEHHbIX HacTosuM [losokeHueM, JIOKaabHBIMH HOPMAaTHUBHO-TIPABOBBIMU aKTaMU
MBOVY/JIO «OTL», BieueT HalOKEHUE HAa COTPYJHUKA, UMEIOIIEro JOCTYN K MEPCOHAIbHBIM
JaHHBIM, JUCIUILTMHAPHBIX B3BICKAHU B BHJIE: 3aME€UaHUsl, BRITOBOPA, YBOIbHEHUS . COTPYIHHUK
MBOYIO «OTL», umeromuii AOCTYI K MEPCOHATbHBIM JaHHBIM CYOBEKTa M COBEPILUBIIUI
YKa3aHHBII JUCUUIUIMHAPHBIA MPOCTYIOK, HECET MOJHYI0 MaTepHAIbHYI0 OTBETCTBEHHOCTH B
ciydae npuurHeHus ero nerctBusMu yiepdba MBOY IO «OTL» (B cootBercTBUH € 11.7 CT. 243
TpynoBoro konekca P®).

10.2.2. B oTnmenbHBIX cCly4asX, MpH pas3rialieHHd TEePCOHANBHBIX JaHHBIX,
COTPYJIHUK, COBEPIIMBIINNA YKa3aHHBIM MPOCTYIOK, HECET OTBETCTBEHHOCTh B COOTBETCTBUU CO
ctatbeit 13.14 Kogekca 06 aiMUHUCTPATUBHBIX MTpaBoHapyeHusx PO.

10.2.3. B ciydae He3aKOHHOTO cOOpa WM TMYOJWYHOTO PACHPOCTPAHECHUS
UHPOPMALMU O YAaCTHOW XHM3HHM JHMIA (HapylmleHUs HENPUKOCHOBEHHOCTH YacTHOM >KH3HN),
IIPElyCMOTPEHA OTBETCTBEHHOCTh B COOTBETCTBHH €O CT. 137 YronoBHoro koaekca P®.

10.3. dupexrop MBOYJIO «OTLl» 3a HapylieHHe HOPM, PETYIMPYIOUUX MOJyuyeHHeE,
00pabOTKy U 3alUTy MEPCOHAJBHBIX JAHHBIX CYOBEKTOB, HECET aJMHMHUCTPATHUBHYIO
OTBETCTBEHHOCTH coriacHo cT. 5.27 u 5.39 Koaekca 006 aiMUHHUCTPaTUBHBIX PABOHAPYIIEHUSIX
Poccuiickoit @denepanuu, a Takke BO3MEIIAET CyOBEKTY yIIepO, MPUUNHEHHBIH HETPABOMEPHBIM
UCII0JIb30BaHUEM MH(POpMAINH, COEepKallell TIEpCOHATIbHBIE JJaHHBIE 3TOI0 CYObEKTa.



